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AHHOTAIIUA

[laHHBIM TOKYMEHT COOEPKUT ONMUCcaHue OMOINOTEKU IPUKIATHOTO IIPOTrPaMMHO-
ro uarepdetica pabotsl ¢ ceptuduratamu anss C/C++ myst ornmeparioHHON CUCTEMEI
(OC) Microsoft Windows nporpammuoro komiiekca (ITK) BAMBE.00077-06 «“Bamnu-
nata KnueHt” Bepcus 4» (ganee no tekcty — [1K «BanupgaTta KnuenT»), a TakXke pe-
KOMEHOAIINY 10 BCTPAUBAHUIO U UCIIOJIb30BAHUIO JAaHHOM OMOTMOTEKHU B ITPUKIIATHOM
nmporpaMmMHoM obecneuenuu (I10).

IIOKyMeHT IIpefHa3Ha4YeH [AJi pa3pab0TUYMKOB MPUKJIQAHBLIX IPOTrpaMM (BHEITHUX
o otHomeHuIO K [TK «BanupgaTta KnueHT») KakK pyKOBOACTBO 110 IPOrpPaMMUPOBaHUIO
C UCIIOIb30BaHUEM OuOIMOTEKN PabOTH C cepTudUKaTaMMU.

[Tpu BcTpamBaHMM OMOIMOTEKH HPEAIIojIaraeTcs, YTO CHCTEeMHBLIM IIPOTrPaMMUCT
MMeeT 3HaHUS O CYIIeCTBYIOIIEel apXUTEKTYPE CUCTEMEI yIIPaBJIEHUSI cepTUGUKaTaMU
(CYC), ucnonp3yeMbIX peKOMEHOalusIX U CTaHOapTax.



3
BAME.00077-06 33 01

CogepxkaHue

1 BHUBJIMOTEKA IIPUKJIATHOI'O IIPOTPAMMHOI'O UHTEP®EVICA 6

1
1
1

= e e e

1.

.1 HazHadyeHUe OUOIUOTEKM . . . . .+ v v v v et e et et e e e e e e e 6
.2 XapaKTEePUCTUKM OUOTIUMOTEKM . . . . . v o v v voe vt et e e e e e e e e 7
.3 Hcronb30BaHUE OUOIMUOTEKH . . . « « v v v v v e e v e e e e e e e e e e e e u 9
1.3.1 OCHOBHBIE IIOHATUSA W OLIPEOETIEHUST . . . . « v v v v v v e et e e e e 9
1.3.2 YcnoBus uCIOIb30BaHUSA OUOMUOTEKM . . . . . . . v v v v v v o 10
1.3.3 OmnucaHue coctaBa OUOTUOTEKM . . . . v« v v v v v v e e e e e e e o 11
1.3.4 TlogrotoBKa CPefbl PA3PabOTKM . . . . . v v v v v v e e e e e e e 11
1.3.5 ITapameTpsl KOHGUTYPALIUU OUOTUOTEKH . . . . . . . . o v v v v . . . 11
A4 OnucasHme OQ30BBIX THIIOB . . . .« v v v v v v e e e e e e e e e e e e e e e 14
.5 OnucaHue CTPYKTYP OJIOKA ITaMSITH . . « « « « v v v v v e e e e e e e e e 15
.6 OnwucaHue CTPYKTyp HOEeHTU(HUKALIMM cepTudUKaATa . . . . . . . . . . . . . 15
.7 OnucaHme CTPYKTYP CEPTUPUKATA . . . . « . v v v v v v e e e e e e e e 16
.8 Omnucanue cTpykTyp CAC . . . . . . . . e 21
.9 HMHunyanuzanusa U OEUHULIUATIUA3ALUST . . . .« v v v v v v v e e e e e e e o 22
1.9.1 CTpyKTYpBl MHULAATUABALIMM . . . « v v v v v v o e e e e e e e e e e o 23
1.9.2 OYHKUWU MHULUATUBALMUMI . . . « . v v v v v v v e e e e e e e e e e e u 25
1.9.3 OyHKUUY OEMHULMATUSAMUY . . . . o . v o v v e e e e e e e e e e e o 27
.10TlonyyeHne OMUCAHUM OIIMOOK . . . « v v v v v v v v e e e e e e e e et e e u 28
1.10.1OyHKIIMY MTOTYYEHUS OMMUCAHUM OIIMOOK . . . . . . . . . . . . .. .. 28
.11VopaBrneHue U BEI3OB MaCTEPOB . . . . . . v v v v v ittt et e e 29
1.11.1®yHKIMY yripaBieHUusd U BEI30Ba MacTepoB . . . . . . . . . .. ... 29
.12CrpaBOYHUKY U TPOPUIU HMOMB30BATEIIST . . « « v v v v v v v v e e e e e e o 31
1.12.1®yHKUNY CIIPAaBOYHUKOB U IPOGUIEN II0JIb30BaTENd . . . . . . . . . 31
.13Busyanuzanus o0beKToB CYC . . . . . . . . . ... 34
1.13.1®dyuakumu Busyanmsanum o0bekToB CYC . . . . . .. ... ... ... 34
149kcnopT u uUMIOpT 00BEKTOBCYC . . . . . . . . . . . . .. 35
1.14.1CTpyKTypHI 3KCIIOpPTa U uMnopTta 00bekToB CYC . . . . ... .. .. 35
1.14.2®yHKIIMY 9KCIIOpTa U ©UMIopTta o0bekToB CYC . . . . . ... .. .. 37
.15Pa36op u nonydenue uudpopmauuu o6 o6bekTax CYC . . . ... ... ... 38
1.15.1CTpyKTypHl pa3bopa u nonydeHusa napopmanuu 06 oobekrax CYC 39
1.15.2@yukuun pa3bopa u nonydeHus napopmamnuu 06 oobekrax CYC . 39
.16TIocTpoeHue u nNpoBepka 1emnodexk oobekToB CYC . . . . .. ... .. ... 41
1.16.1CTpyKTypHI IOCTPOEHUS U IIPOBEPKHU 1ermouyek 00bekToB CYC . . . 43
1.16.2OyHKIINY ITOCTPOEHUS U IIPOBEPKU 1lernouyek 00bekToB CYC . . . . 44
17BbIYUCIIEHNE XOII-BHAYECHUM . . . v v v v v v v v e e e e e e e e e e 45
1.17.1®yHKUMY BEIYUCJIEHUS XOII-3HAUYEHUM . . . . . v v v v v v v v v v . 45
.18Briuuciienue u npoBepka Il X3II-3HAYEHUHA . . . . . . . o v v v v v v o .. 47
1.18.1®yHKIMU BhIYUCIIEHUA U IpoBepkKu Il xa11-3HayeHuun . . . . . . . 47
.19TTouck u nepeuuncienue o0beKTOBCYC . . . . . . . . .. ... ... ..... 48
1.19.1CTpyKTypHI IOUCKA CEPTUPUKATOB . . . . « v v v v v v v e e e e e o 49
1.19.2OyHKIMYU TTOUCKA CEPTUPUKATOB . . . + v v v v v v v e e e e e e e e o 51
1.19.3®yukuuu nepeuyuciaeHus o0bekToB CYC . . . . . ... ... ... .. 51
20Brruuciaenue OIT CMS-COOOMIEHMM . . . . . v v v v v e e e e e e e e 53

1.20.1CtpykTypst Beruuciaenus II1 CMS-coobmieHEut . . . . . . . . . . . . 54



4
BAME.00077-06 33 01

1.20.20yuKumu OJI0YHOTO BHIYKCIIEHUS coBMellleHHOM OJII CMS-

COOOIIEHHM . . + v v v v v v e e e e e e e e e e e e e e e e e e e e e 54
1.20.3®yHKIMY IIOTOKOBOTO BBEIYMCIEHUSA coBMemleHHOU III CMS-
COOOIICHUM . . + o v v v e e e e e e e e e e e e e e s e s s 55

1.20.4®yuk1MU 6JI0YHOTO BEIYUCIEHUSA oTAesieHHoU DI CMS-coobimieHuit 56
1.20.5®yHKIMY TOTOKOBOTO BHIUUCIEHUSA oTgeneHHou OII CMS-

COOOIIEHHM . . + v v v v v v v e e e e e e e e e e e e e e e e e e e e 57
1.21TIpoBepKa IIT CMS-COOOIIEHUM . . . . . . . v v i i et e e e et e e e e 58
1.21.1CtpykTypsl npoBepku A1 CMS-coobmeHu#t . . . . . . . . . .. ... 60

1.21.2@yuknmnu 67109HOM TpoBepKu coBMelleHHbBIX IDIT CMS-coobiienut 63
1.21.3®yHKIIMYU ITOTOKOBOM IMTPOBEPKYU coBMeleHHbIX II1 CMS-coobiienuti 64
1.21.4®yukuuu 6J109HOM TPOBEPKU oTAesieHHBIX DI CMS-coobmienust . 65
1.21.5@yHKIMYT TOTOKOBOM poBepKHu oTaeneHHbIX JI1 CMS-coobiienuit 67

1.223ammdppoBardre CMS-COOOMIEHUM . . . . . . . . v v v v v it et e e o 68
1.22.1CTpykTypHl 3amudpoBanuss CMS-cooOImeHut . . . . . . . . . .. .. 69
1.22.2®yuknun 671o9HOro 3ammudppoBanuss CMS-coobmieHust . . . . . . . . 71
1.22.3®yHKIIMY TOTOKOBOT O 3ammdpoBanuss CMS-coobuieHut . . . . . . 71

1.23PacmudpoBanrie CMS-COOOIIEHUM . . .« v v v v v v v v e e e e e e e e 72
1.23.1CtpykTypHl pacumbppoBanuss CMS-cooOmieHud . . . . . . . . . . .. 73
1.23.2@yukuuu 67109HOTO pacimdpoBanusas CMS-coobuieHu#t . . . . . . . 73
1.23.3®yHKIMYN TOTOKOBOTrO pacuudpoBauuss CMS-coobieHut . . . . . . 74

1.24TIpeo6pa3oBaHue COBMEIIEHHBIX U OTAENeHHbIX IIT . . . . . . . ... ... 76
1.24.1 Oyukuum 61049HOTO Ipeobpa3oBaHusa oTAeleHHBIX Ol B coBMe-

IHEHHBIC . . . v v v v v v v e e e e e e e e e e e e e e e e e e e e 76
1.24.20yukuun 67109HOTO ITpeobpa3oBaHus coBMelleHHBIX I B oThe-

JIEHHBIE . & v v v v v v e e e e e e e e e e e e e e e e e e e 76
1.24.3®yHKIIMM MTOTOKOBOT0 IpeoOpa3oBaHusi coBMeIlleHHbIX JI1 B oThe-

JIEHHBIE . & v v v v v i i e e et e e e e e e e e e e e e e e e 77

1.25TTonyuyenne napopmanuu 0 CMS-COOOIIEHUAX . . . . o . v v v v v v v v . . 78
1.25.1CTpyKTypHl monydyeHus napopmamnuu o CMS-coobiieHusdIx . . . . . 78

1.25.20yuK1uu 67109HOTO noydyeHus nHbopManuu o0 CMS-coobmenusx 82
1.25.3®yHKIIMY TOTOKOBOTO Iony4YeHuss uHpopmanuu o CMS-coobimenusix 83
1.26TIpocTaHOBKA ¥ IPOBEPKA IITAMIIOB BPEMEHM! . . . . . . . o v o v v o v v .. 84
1.26.1CTpyKTypHl IPOCTAHOBKHY U IIPOBEPKHU LITAMIIOB BpEMEHHU . . . . . . 85
1.26.2dyHKIMYN 6JI0YHOM IPOCTAHOBKU U IPOBEPKHU IITAMIIOB BpeMeHU . 86
1.26.3®yHKIUU ITIOTOKOBOU IIPOCTAHOBKU U IIPOBEPKU ILIITAMIIOB BpeMeHu 89

1.27Tlony4uenue online-ctatyca CepTHOUKATA . . . . . . v v v v v v v v v v v o 92
1.27.1CTpyKTypH nonydeHusa online-cratyca ceptudpukara . . . . . . . . 93
1.27.2®dyHKUNY nmony4yeHus online-ctaryca ceptudpukara . . . . . . . . . . 94

1.28TIpoTokos 6e30MMacHOCTH TPaHCIOPTHOTrO ypoBHsA TLS 1.2 . . . ... . .. 96
1.28.1 dyHKIIMYU TPOTOKOJIa 6€30IIaCHOCTH TPAHCIOPTHOT O ypoBHA TLS 1.2 97

1.29TIpeobpaz3oBanue B popmart u u3 ¢popmarta Base64 . . . . ... ... .. .. 101
1.29.1®dyuknun npeodbpa3oBaHus B popMmaT 1 u3 ¢popmarta Base64 . . . . 101

1.30BripaboTKa CiIy4alHOTO YUCJla 3aJaHHOU OJIUHBL . . . . . . . . . . . . . . . 101
1.30.1 ®yukumy BEIpaOOTKY CIIy4alHOTO YKC/la 3aJaHHON OJIUHBL . . . . . 102

1.31BrigesieHre U OCBOOOZKOEHUE TIAMSITH . . . .« « v v v v v et e e e e e e 102
1.31.1®OyHKIINY BEIAEJIEHUS U OCBOOOXKAEHUS MaMATH . . . . . . . . . . . . 102

1.320Omnucanue KoHQUrypauuoHHoro ¢daimna pkil.conf. . . . . ... .. ... .. 105



5
BAME.00077-06 33 01

1.330nucanue XML-ma6mona u XML-3ampoca . . . . . . . . . ..o ...
2 OIIMCAHME OIIUBOYHBIX CUTYAIIUM
INEPEYEHb COKPAIIIEHUHA
ITEPEYEHDb PUCYHKOB
ITEPEYEHD TABJIUIL

110
119
120
121



6
BAME.00077-06 33 01

1 BUBJIIMOTEKA INTPUKJIAITHOI'O
IIPOTPAMMHOI'O UHTEP®EWCA

1.1 Ha3HauyeHnHe OHO/IHOTEKH

BubnnoTreka MPUKIAOHOTO IIPOrpaMMHOr0 uHTepdeiica paboTel ¢ cepTudUKa-
tamu O C/C++ mns omepammonHHOM cucteMbl (OC) Microsoft Windows (manee
10 TEKCTY - OMOIMOTEKA) SIBASIETCS COCTAaBHOM YACThIO ITPOTPAMMHOT0 KOMIIJIEKCA
(ITK) BAMBE.00077-06 «”Banupmata KnumeHT” Bepcus 4» (manee mo Tekcty - [IK
«Banumata KnueHTt») u obecreunBaeT (QYHKIMHM 3JIeKTPOHHOU mopmnucu (3IT) mo
I'OCT P 34.10-2012, TOCT P 34.11-2012 u mudpoBanusa no 'OCT P 34.12-2015,
I'OCT P 34.13-2015, TOCT 28147-89.

Bbubnuoreka obecrieunBaeT oOpallleHue K CIeAyoIuM QyHKITUSIM:

— reHepauusd kKimo4da Il u/unm 3akpeiToro kKiaoda mudposanusd no 'OCT P 34.10-
2012 (mns xmouedt IO 1 3aKPHITHIX KiIoUel mupoBaHus OiIuHoM 256 u 512 6uT);

— (¢opmMupoBaHUe 3anpoca Ha IIoJIydeHHe cepTuduKkaTa Kiroda npoBepku I u/u-
JIX OTKPBITOTO KiIto4a mudpoBaHus B popmate PKCS#10;

— ¢opMHpOBaHUeE 3apoca Ha aHHYIUPOBaHUE cepTudrKaTa Kioda mpoBepku Il
W/WIW OTKPBLITOTO KJTI04Ya MU POBAHUS;

— BhIpaOOTKa X3II-3HaYeHus Oiist daiina u odnactu namsatu mo F'OCT P 34.11-94 u
I'OCT P 34.11-2012 (gmns xsmI-3HaYeHUM OauHOM 256 u 512 6uT);

— Beuucnenue JII daiina u odbnactu nmamsatu mo 'OCT P 34.10-2012 (gnsa kiaouen
OIT mnuHOoM 256 1 512 6UT);

— mpoBepka II1 ¢atina u o6nactu nmamsitu 1o FOCT P 34.10-2001 u I'OCT P 34.10-
2012 (gnsa xmroue npoBepku IIT gnuuoi 512 u 1024 6uTta);

— yomanenue JI1 u3 ¢aina u o6nacTH MaMsaTH, Ipeodpa30oBaHUE COBMEIIEHHBIX
(Attached) u orgenennnx (Detached) 9I1;

— Boeiuucienue Il xsm-pyHkuu gasaeix 1o 'OCT P 34.10-2012 (gnsa kntogen I11
IUIMHOUN 256 1 512 6uT);

— npoBepka Il xsm-pyakuuu ganHbx 0o ['OCT P 34.10-2001 u I'OCT P 34.10-
2012 (gnsa xmrouei npoBepku IIT gnuuoim 512 u 1024 6uTta);

— 3ammdpoBaHue U pacuindpoBanue daiina u obmactu mamsatu o FOCT 28147-
89 uT'OCT P 34.12-2015, TOCT P 34.13-2015 (6r1ounsie mmdppsl «Marma» u «Ky3He-
YUK»);

— peanm3aliusg MexaHH3Ma IIPOCTAaHOBKM U MIPOBEPKM IIITAaMIOB BpeMeHu JI1 B co-
otBetcTBUU Cc RFC 3161;

— peanu3alius IIPOTOKoJia 6e30MaCHOCTY TPaHCIIOPTHOTO ypoBHSA TLS 1.2;
— mpeoOpa30oBaHue OMHAPHBIX JaHHBIX B ¢hopMaT U u3 popMaTta Baseb4;
— BeIpa0OTKa CJIy4alHOTO0 YUCJjla 3aJJaHHOU OJIUHHI.

ITpumeuaHue - Ycmapeswue I'OCT P 34.11-94 u I'OCT P 34.10-2001 0OoadicHbl
UCNO0/1b308AMbCA UCKAKYUMENbHO 045 npogepku 311 doKkymeHmos8 u3 008epeHHbIX
apxueos.
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®opMaThl cepTUPUKATOB KII0UYel IMpoBepKu OIl M/UIKM OTKPBITHIX KITIOUEW Iud-
pOBaHUs, CIIMCKOB aHHYTUPOBaHHLIX cepTudukaToB (CAC) u PKCS#10 3anpocoB Ha
ToJIyuyeHue cepTuduKaToB, GOPMUPYEMBIX U MOAAEPKUBAEMBIX OMOIUOTEKOM, COOT-
BeTCTBYIOT PekoMeHpmanusam 1o ctangaptusanuu P 1323565.1.023-2018 «HMcnonb3o-
BaHue anroputmoB 'OCT P 34.10-2012, TOCT P 34.11-2012 B cepTudukrare, Cuucke
aHHynupoBaHHBIX cepTuduKkaToB (CRL) 1 3anpoce Ha ceptuduxkatr PKCS#10 uadpa-
CTPYKTYPBI OTKPHITHIX KiTIoued X.509», KOTOphie B CBOIO OUepenb COOTBETCTBYIOT Of-
HOMMEHHOU crnenuduranum TexHndeckoro komurera Ne 26.

dopmaThl 3amuileHHbIX coobinenuit (CMS-coobienuit), GopMUpPyeMbIX U TIO[-
OepxKuBaeMbIX OumOImoTekou - (daijoB m o00acTed OaMsTH, IIOONHNCAHHBIX II0
I'OCT P 34.10-2012, TOCT P 34.11-2012 unu 3amudpoBanueix 1o 'OCT P 34.12-
2015, TOCT P 34.13-2015 (6mouynble mudpel «Marma» u «Ky3Heduk») - COOTBET-
CcTByIOT PekoMmeHpanmusam no craggaptusanuu P 1323565.1.025-2019 «®opmartsl co-
o0IIeHnH, 3alIUIeHHBIX KPUIITOrpapuuecKUMY MeTOOaMU», KOTOPhkIe B CBOIO Oue-
peab COOTBETCTBYIOT cuenmbpukanuu "Hcnonb3oBaHue anroputmoB 'OCT P 34.12-
2015, TOCT P 34.13-2015, TOCT P 34.10-2012, TOCT P 34.11-2012 B cooOIeHUsIx
dopmara Cryptographic Message Syntax (CMS)” Texuudeckoro komurera Ne 26.

Peanu3zanus npoTokosia 6e30MacHOCTY TpaHCHIOPTHOT O ypoBHA TLS 1.2 dubnuore-
K1 COOTBETCTBYIOT PekKoMeHmanusaM 110 cTaHgaptusanuu P 1323565.1.020-2018 «Hc-
TI0JIb30BaHNE POCCUMCKUX KPUNTOrpaduiYeCKux aJropuTMOB B MPOTOKOJIe Oe3omac-
HOoCTH TpaHcrnopTHoro ypoBHA (TLS 1.2)», KoTophlie B CBOIO o4Yepedb COOTBETCTBYET
OOHOMMEHHOU crenuuKkaium TexHundeckoro komurtera Ne 26.

s mydinero IOHMMaHMS HOAaHHOTO [OOKyMeEHTa PEeKOMEHOyeTCs O3HaKo-
MUTHCS C YIOPOILIeHHBIM omnucanueM craHgaprta ASN.1 A Layman’s Guide
to a Subset of ASN.1, BER, and DER, ony06/iMKOBaHHLIM KOMIIQHU-
ei RSA Laboratories (cM. cTaThi0 Ha aHIJIMKWCKOM $3BIKE II0 CCBHUIKE
http://luca.ntop.org/Teaching/Appunti/asnl.html).

1.2 XapaKTepuCTHKH OMO/IHOTEeKH

bubnuoTeka npenHa3HadeHa Ays BcTpauBaHus [1K «Bamupmata KnueHt» B mpu-
KjlagHble CHUCTEeMBI. TpeboBaHUMSA K aIllapaTHO-IPOTPaMMHOM cpede, B KOTOPOHU
dyHKIIMOHUPYET OubOIMOTEKa, NpuBemeHbl B mokymeHTe BAMBE.00077-06 31 01
«”BanupgaTta Knuent” Bepcusa 4. Onucanve IpUMEHEHU».

OyHKIUM OUOIMOTEKU, BRIYMCIISAIONINE X3II-3HAUEHUSI COOOIIEeHUN U OIepUPYIO-
e CMS-coo0iieHusaMy, B O0JILIIMHCTBE CIIy4aeB UMEIOT IBE Peanu3aluy - 0JI0UHYIO
1 TOTOKOBYI0. briounbie pyHKIIMU 0O6pabaTeIBaloT COOOIIEeHME LIETUKOM (B OOUH OJI0K),
TTOTOKOBBIE (PYHKITUHY ITO3BOJISAIOT 00pabaTHIBalOT COOOIIIEHUST HEOOIBIITUMU TOPLUSIMU
(IoTOKOM).

[Tpu “cnob30BaHUU OJTOYHBIX QYHKIUN B 32-0UTHOM IIPUKJIAAHOM IIPOrPaMMHOM
obecneuenuu (I10) obecreunBaeTCs BHIIIOIHEHUE GYHKIUU ITof (aiinom unm obJia-
CThIO TaMATH 00BEMOM MakcumMyM no 500 MOaiiT, a B 64-6utHoM npukiaagHom I10 -
00bEMOM MakKCcUMyM o 2 ['6auT. [Tpu 9TOM faHHbLIE BEJIMYUHBLI MOT'YT OBITh YMEHbIIIEe-
HBI B 3aBUCUMOCTH OT TEKYIIIETr0 UCIOJIb30BaHUS U I'PAaHyINPOBAHHOCTU BUPTYaJIbHOU
IMaMsTU BEI3BIBAIOIIETO IIpolnecca nmpukiaagHoro I10.

[Ipu ucCTOnIb30BaHUU ITOTOKOBEIX (PYHKIIMKW KaK B 32-OMTHOM npukiaagHoM I10,
TakK U B 64-OuTHOM mnpukiaagHoM [10, obecriedmBaeTCs BHIIOIHEHNE (QYHKIUMN O[T
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darinom unm ob6nacThio MaMsATH 6€3 orpaHUYeHus: o61Iero oobLeMa.

ITpumeyuaHus

1 Illugpposarue ¢patina uau obaacmu namsamu kak no I'OCT 28147-89, mak u
no I'OCT P 34.12-2015, TOCT P 34.13-2015 (6sa04Hble wugpsbl «Maema» u «Ky3-
Heuuk»), 8blNO/AHAEMCsI MAK HA3blBAeMbIM AHOHUMHBbIM cnocobom. IIpu makom
cnocobe wugposaHus 048 8vluucieHUA Karvel cozaacosaHus Juepgu-XearmaHa
He UCno/1b3yrMmcA 3dKpblmbll U OMKPbIMbLU KANYU WUppo8aHuUA omnpasumeis, d
ucnosb3yemcs epeMeHHas (agpemepHas) Kkarwdesas napa. IIpu aHoHUMHOM cnhocobe
wugposaHus, 8 moMm Huc/1e Npu UCNO/1b308AHUU KOHMPOAA UeaA0CMHOCMU C NOMO-
Wbi0 uMumMoOBcmaeku, He obecneyusarwmcsa HU 3aw,uma om HassA3bleaHUA OAHHbIX,
HU noomeepocoeHue ux agmopcmaa - 0151 amux yesell Heob6xoo0uMo UCNo1b308aMmb
aI1.

2 Ilpu wugposaHuu ¢atina uau obaacmu namsamu no I'OCT P 34.12-2015,
I'OCT P 34.13-2015 (6104HbilU wugpp «Maama») 8 pexcume 2aMMUPOBAHUA MAKCU-
ManvbHbill 06'em wugpyemvix OaHHbIX 02paHuyeH 32 I'batimamu.

B BBEIMOTHEHUHM KaXXKOO¥M MOTOKOBOM OIlepalluu ¢ 00/1aCThi0 MaMSATH 3aJelCTBOBA-
HBI II0 TPU MOTOKOBHIE (DYHKIMU - MHUIIMATIU3AIIUN, ITPOJOIXKEHUI U PUHaATU3alNH.
OYHKIMS WHUIIMAIU3AIUN BEI3BIBAETCSI OOUH Pa3 U, IIPYU €€ YCIEeIIHOM 3aBepIIeHUH,
BO3BpalllaeT KOHTEKCT HayaTOM MOTOKOBOM orepainuu. OyHKIUS TPOHOOIKEHUS
MOKEeT BBI3BIBATHCS OOWH HJIM HECKOJIBKO pa3 - OJIs KaxXaoro obpabaThiBaeMoOro
0JI0Ka ITaMsITH; IIPH OINMMOKe BBIIOJIHEHUS HAaHHOW (YHKIIMH KOHTEKCT IOTOKOBOM
orepaiuu ocBoboxkmaeTcss U Ooee HUCIIOIb30BaH OBITh He MoXkeT. OyHKIUS (puHa-
JIM3alluY BBEI3LIBAETCSI OOWH pa3, B KOHIIE BHIIIOJTHEHUS ITOTOKOBOU OI€PAIUy; II0CIIe
3aBeplIeHusT HaHHOM (GYHKIIMM KOHTEKCT ITOTOKOBOM oIlepallud OCBOOOXKOAeTCs M
0oJiee UCII0JIb30BaH OBITH HE MOXKET.

[Tpu BEIOOPE OJIOYHBIX UJIU OTOKOBBIX (PYHKIIUU CJIeAyeT YUUTHIBATh, YTO:

— O5mouHble QYHKINK TPeOYyIOT 00BEM IMaMSATH OT ABYX OO0 UETHIPEX 00bEeMOB HUC-
XOOHOTO (haiina unm obmactu nmaMsaTu (T.e. 67109HBIe QYHKUIUYM NOTPEOIIAIOT O0Jbille
TMaMsITU), IIPU 3TOM ITIOTOKOBBIE (PYHKITUY BBITIOJIHSIOTCS HECKOJIBKO MeJIeHHee, YeM
6s109Hble GYHKIUU (T.€. IOTOKOBEIE QYHKIIUN MeHee IIPOU3BOOUTEbHEIE);

— ¢dopmaThl 3aAIUINTEHHBIX (MOAIIMCAHHLIX M 3alnu(GpPOBAHHLIX) TaHHEIX, oOpaba-
ThIBaeMble OJIOYHBIMM M TIOTOKOBHIMU (PYHKUMSAMM, UOEHTUYHBEL. TakuM o0pa3om,
3allluIlleHHble [OaHHble, ChHOPMUPOBaHHBIE OJOYHONM QYHKIMEN, B OOJILIIMHCTBE
cllydaeB MOTYT ObITh 00paboTaHbl MOTOKOBHIMU (PYHKIIUSIMM, U HaoOOpOT - C yue-
TOM OTPaAaHMYEHUN MaKCHUMaJIbHOrOo oOpabaThiBaeMoro o6beMa OaHHBIX. Huxke B
OOKyMEHTe OIIMCAaHBl CIlellMalibHble CJIy4yau, Korfga [nOjsi oO6paboTKM KOHKPETHOTO
Tuna (6J104HOT0 MJIM ITIOTOKOBOT0) 3allIMIIEHHBIX JaHHBIX HE00X0AMMO HCII0JIh30BaTh
COOTBETCTBYIOILIME 3TOMY TUNY (OJI0YHBIE MJIH IIOTOKOBBIE) QYHKIIUH.

ITpumeuaHus

1 B 0aHHOM OoKyMeHme mepMuH 3aKpbimbuli K4 UCN0/Ab3yemcsi 015 0603Ha-
yeHus Kawoua II1 u/uau 3aKkpbimoz20o KjAwud wWudposaHus, d mepMuH omkKpsbimuiu
K104 - 015 0003Ha4eHu s Kaoua nposepku 11 u/usu omkpsimoz20 Karwda wugposa-
HUA.
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2 B OaHHom dokymeHme mepmuH URI (cokpaweHue om Uniform Resource
Identifier) ucnoavdyemcs 045 0603HaA4eHUs CMPOKU, uOeHmupuuupyrouw,etl mun u
MecmoHaxoxcoeHue CnpasoyHuUKo8 cepmu@ukamos, a makdce MecmoHaxodxcoeHue
mouek docmyna K ueHmpy (AIA) u mouek pacnpocmpaHeHusa CAC (CDP).

3 HcnoaHsaemblli mooyab zpkil.dll 6ubauomexku eacezda umeem makyo xce 6um-
Hocmb, Kak u I10 I[IK «Baaudama Kauenm», 8 cocmae Komopoz20o oH exooum. bum-
Hocmb ucnosiHsaemo20 mooyas zpkil.dll 6ubauomeku 0oaxcHa coeanadams ¢ GUMHO-
CMblo UCNONb3YOW,Ee20 €20 npukaadHoz0 I10.

1.3 Ucnoiipb30BaHHEe OMO/IMOTEKH

1.3.1 OcCHOBHLIE NIOHSITUS U ONIpedeiIeHUus

B maHHOM OOKyMeHTe IO IpoduieM IOJIb30BaTessl Ioapa3dyMeBaeTcs JIoThYe-
CKoe 0o0beuHeHUe CIEeOYIOUNX CYIIHOCTEN!:

— 3aKPBITHIH KJIIOY - 3aTPy3Ka 3aKPBLITOTO KITI0Ya HeoOXoguMa [IJisd BO3MOIKHO-
ctu Beruuciaenus II1 u pacmmdpoBanusd. [Ipu 3arpy3ke 3aKphITOr0 KJIt04a BHIIIOIHSA-
eTCS MHUITMAIN3alus HaTyuKa ciydarHbix uyncel ([ICY), ecriu oH He ObLI MPOUHUITU-
aInu3npPOBaH pPaHeEeE;

— IepPCOHAJIBHBIM CIIPAaBOYHHK Iojib30Bartessi (IICII) - 3amuineHHoe XpaHu-
JUIIe, cogepxkKallee cepTu(hUKAThH JOBEPEHHBIX (KOPHEBEIX) LIeHTPOB cepTuduKanmu
(IC). TICTI 3amuiueno JI1, BEIYMCIEeHHON IPY €ro ()OPMUPOBAHUM Ha 3aKPHEITOM KITIO-
4ye npoduis monb3oBaTenns. [Ipoepka 1T ITCII BEIIOMHSAETCS Ha cepTUPUKATE IOIb-
30BaTesid - Ha3bIBaeEMOM [flajiee padbouuM cepTH(HUKATOM, OTKPHITHIN KITI0Y KOTOPO-
ro SABJISIETCS MapHBIM AJIS 3aKPBITOTO KJII04Ya IIpodusis moiab3oBaTens. [ XpaHeHusa
[ICIT MoxeT ucCIoIib30BaThCcs Gain - nmognucanHoe CMS-coobiieHue, a TakXke CHU-
cTeMHOe xpaHunuile ceptuduratos OC Microsoft Windows;

— JIOKQ/IbHBIH CIPAaBOYHHK MoJIb3o0oBaresasi (JICII) - He3aluileHHOe XpaHU-
nuile, cogepxkaiiee ceptudukatsl LIC BTOporo u 6omee Hu3kux ypoBHed, CAC LIC
MI00BIX YpoBHEH, cepTudukaThl LleHTpoB peructpanuu (LIP), pabouuii ceptudukar,
3anpocsl PKCS#10, 3anpocs Ha aHHYJIMPOBaHHE, a TaKXKe CTOPOHHHUE CepTU(dUKa-
Thl. 1719 XpaneHus: JICII moryT ucmnosnb3oBaThcst 6a3bl gaHHbX (B1) GDBM u ODBC,
a TakKxXKe CHUCTeMHOoe xpaHunuile ceptudpukatoB OC Microsoft Windows;

— ceTeBOH cnpaBOoYHHK cepTHdHKaTOB (CCC) - He3alUIeHHOe XPaHUJIHIIe
(ommmmoHanbHOE), comepkaliee ceptudukaTel LIC BToporo u 60m1ee HU3KUX YPOBHEH,
CAC 1LIC mro0nix ypoBHeH, cepTudukaTs! 1P, a Tak:kKe CTOpOHHUE cepTuduKaTh. [o-
ctymn K CCC ocyiiecTBasieTcs 1o ctaHmapTHoMy npoTokony Lightweight Directory
Access Protocol (LDAP).

Bce omepariiuu, BEIIOIHsSIEMbIE TIOCPEACTBOM BhI30BOB (PyHKITUM OMOIUOTEKH, OIle-
PUPYIOT 00BbEKTaMU CHCTEeMBbI yiipaBiaeHusi ceprudukaramu (CYC) - ceptuduka-
tamu, CAC, 3anpocamu PKCS#10, 3anpocamMu Ha aHHYJIUPOBaHUE, COAepPKaIIUMUCST
B xpauunuinax IICII, JICII u (onumoHanbHOo) CCC. ENUHCTBEHHBIM HCKIIIOUEHUEM U3
9TOTO IIpaBUJia SBJISETCSI BO3MOXKHOCTE 3arpy3ku cepTtudukaTtos LIC BTOporo u 6oiee
HU3KUX ypoBHelU nu3 Touek AIA u CAC Bcex ypoBHeu u3 Touek CDP npu nmocTpoeHuun
1 IPOBepPKe 1enodyek ceptudpuramnuu oo6nLektoB CYC.

Kpunrtorpaduueckue onepauunu BeiuuciaeHusa 311 1 pacimmdpoBaHUs UCIIOIb3YIOT
3arpyKeHHBIN B ITPOIlecce MHUITHAIN3AUY KOHTEKCTa OMOINMOTEeKHN 3aKPHITHIN KITIOY.
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[Touck ceptudukaroB LIC unu LIP gns npoBepku 311 oOHOBIEHUS - 3aAlIUIIEHHOTO
coobieHus, comepxkaigero oobekTel CYC pgnsa mocnenytomieit 3arpy3ku B [ICII u
JICIT - mpom3Bogutcsa B IICII, JICII u (onmuonanbHo) CCC. Ilouck cepTudukaToB
MMOAIIMCAHTOB mpu IpoBepke III mommucanHbix CMS-cooOIieHuM, a TaK¥XKe ITOUCK
cepTudUKaTOB mony4daTeneil npu 3ammdpoBanuu CMS-cooOiieHUM MPOU3BOAUTCS
B JICIT u (ommmonanpHO) CCC. ®opmupyembie 3ampockl PKCS#10 u 3anpoce Ha
aHHyJNIMpoBaHUe coxpaHsawTcs B JICIL.

I pelieHus 3agay, He TPeOYIOUIUX IMYHOTO 3aKPBLITOTO KJIlo4Ya U cepTuduKara,
B OuO/MOTEKE peann3oBaHa IoAmep:KKa TaK Ha3kIBAeMbIX aHOHUMHBIX Tpodusen.
B amoaumMmuoM npodurne B KauectBe [ICII purypupyert I[1CI1 moBepeHHOTr0 (KOPHEBO-
ro) LIC. Bo BpeMsi MHUIIMATU3AIIMU KOHTEKCTa OuOmuoTeku st nmpoBepku II1 Tako-
ro IICII TpebyeTcss oguH U3 cepTU(PHUKaTOB HAaHHOTO OHOBepeHHOro (kKopHeBoro) LIC,
HeoOXomuMo comepxkaiuticsa B camom T1CII.

AHOHUMHBIE ITPOPUIU MOTYT OLITH UCIIOJIb30BaHHI ITPU ITpoBepke JII moamnucaH-
HEIX CMS-coo0ieHuii. Tak:ke aHOHHMHBIM MOKeT OBITh ITPO(PUITL KIIMeHTCKOM CTO-
POHHI 3aIlUIIIEHHOT0 KaHasla, YCTaHOBJIIEHHOTO 110 ITpoTokony TLS B ToM ciydae, Ko-
Ia CeEpBepHasi CTOPOHA HE BHIMIOIHSIET ayTeHTU(PUKAINIO KINEHTCKOM CTOPOHHI (T.e.
KOT'[a 3aJeliCTBOBaHa OOHOCTOPOHHSASA ayTeHTU(PUKALINA).

1.3.2 YcC/10BHSI HCIIO/IB30BaHUA OHO/IMOTEKH

[Tpu UCIIONMb30BaHUM OUOTHMOTEKH HEe0OX0OuMO COOMI0NaTh CIeAyIOIIue YCIOBUS:

— ecCJIM He yKa3aHo o0paTHOe, BCe CTPOKOBEIE TaHHLIE, TOTyYaeMble U BO3Bpalllae-
Mble OMOIMOTEKOM, MOMXKHBI ObITh B KogupoBKe Windows Code Page 1251 (Windows-
1251, CP1251). B yacTHOCTH, CTPYKTYpPHl 00beKTOB CYC BCcerpga moIKHLI COmepkKaThb
OaHHBbIE B yKa3aHHOU KOOUPOBKE;

— OuOnIMOTEeKa MpemHa3HaveHa [JIs KMCIIOJIb30BAHHUS B NPUJIOKEHUSX JITU0O0 Ha-
MMMCAHHBIX Ha sI3bIKax IporpammupoBaHus C/C++, mub0 COBMECTHUMBIX C HUMHU IIO
¢dopMmaTaM maHHBIX ¥ ITapaMeTpaM BHI30BOB (QyHKIIMM. [Ipu ucmonrb30BaHuu OMOIHNO-
TEeKU B MMPUJIOKEHUIX, HalMCAHHBIX Ha OPYTHUX SI3bIKaX ITPOTPaMMUPOBAHUS, TOIXKHO
BBITIOJTHATHLCSI TpebyeMoe nmpeobpa3oBaHue (GopMaTOB HAaHHBIX U ITapaMeTPOB BHI30-
BOB (DYHKITUU.

[TpunoxkeHue OOJIKHO BBEI3BIBATh PYHKITUY OUOIMOTEKU MIOCIIEN0BATEJILHO:

— Hayasio paboTHl IIPUJIOKEHUS;

— WHULWaIu3alus MAHUMAaIbHOTO KOHTeKcTa O6ubnumoreku ¢pyHkrumeinn VCERT -
InitMinimal(). [JanHas omnepalus HeoOxoauMa OJIsi KOPPEeKTHOM paboThI C pa3yInd-
HBIMU (B TOM YHCJIE JIOKAQJIM30BaHHBIMM) pecypcaMu OubJIMOTEKY;

— WHULWAaIU3alus MOJTHOLIEHHOTO KOHTeKcTa Oubnmuoreku ¢ynkmuerr VCERT -
Initialize() unu VCERT InitializeEx();

— WCIIOJIb30BaHUE ITOJTHOIEHHOTO KOHTEKCTA - BHI30B (DYHKIMMN OUOJIMOTEKU IS
BBIYUCJIEHUS U IIpoBepku I, 3amudpoBanusa U pacmindpoBaHusi, ITOUCKa CEPTUDHU-
KaToOB, U T.II.;

— 0cBOOOXKJeHNEe IIOJHOLIEHHOTrO0 KOHTeKcTa Oumbnuoreku ¢yHkuuenn VCERT -
Uninitalize();
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— 0cBO0OOXKJeHNe MHUHUMAJILHOTO KOHTeKcTa Oubnuoreku ¢dyHkimenr VCERT -
Uninitalize();

— OKOH4YaHHue pa6OTI:>I IIPUIIOZKEHHU .

ITpumeuaHue - B npouecce ceoli pabomvl Npu/iOHCEHUN pa3pewaemcs UHU-
yuaausupogams u OeuHUUUAaAu3upo8ambv HECKO/AbKO PA3AUYHbIX NOAHOUEHHbBIX
KOoHmMeKkcmos bubsuomeKu, 8 mom yuc/ie 8 ueasix ux o0HospeMmeHHo20 (napaaienv-
HO20) UCNO0/1b30B8AHUS.

1.3.3 OnucaHHe cocTraBa OMOJIMOTEKH

B cocTaB 6uOnIHMOTEKM BXOOAT Ccliemyloiue (panibl:

— zpkil.dll - mogynbs DMHaMU4YeCKOM OUOIMOTEKY;
— zpkil.lib - Mmogynb 6M6MMOTEKY 151 IMHKOBKYU C AUHAMUYECKOM OMOIUOTEKON;

— vcertl.h - ¢aiin 3arooBKOB C ONpPeOeneHusIMIU KOHCTAHT, CTPYKTYP U MPOTO-
TUTIOB QYHKIUY OUOJINOTEKY;

— vcerterr.h - ¢aiin 3aro0BKOB C onpeneeHusIMU KOTOB Bo3BpaTa (KOTOB OIIIH-
00K) pyHKIIUM OMOIUOTEKH;

— misc.c, tool.c, util.c, util.h - painbl c CXOOHBIMU TEKCTAMU YTUJIUTHI KOMaH[I-
HOU CTPOKH.

1.3.4 IloaroroBKa cpeabl pa3padoTKu

[Tpy KOMIUNAIUN TPUIOKEHUN He0oOXOOUMO HCIIOIb30BaTh MAaKpo __ [JISI TOTO,
4TOOBI pa3Mephl CTPYKTYP IIePEMEHHOM [JINHEI - B YaCTHOCTH, althame _t - BeIuucs-
JIUCh KOPPEKTHO.

B OC Microsoft Windows Bce ¢pyHKINN 6ubnuoTeku 00bsiBaeHbl KaKk WINAPI, Ta-
KM 00pa3oM AJig Bcex GYHKIMU OMOIMOTEKHN UCIIONIb3YyEeTCs COTJIallleHue O BRI30Bax
¢dysrUuMY s1361Ka “Pascal”.

B kauecTBe mpueHTH(UKaTOpa poautenbCckoro okHa B OC Microsoft Windows
OOJI2KHO HCIIONIb30BaThCAd 3HA4YeHHWE, BO3BpallaeMOe CHCTEMHON (QyHKIUeu
GetActiveWindow().

B nipo1iecce pa3pabotku npukiaagHoro [10 MoxkeT BOSHUKHYTh HEOOXOAMMOCTh [Jie-
TaJbHOTO aHajiM3a OIMMOOYHOM CUTyalliM, BO3HMKIIEN TPHU BhI30Be (PyHKIUN OuUb-
nuoTeKu. [I7i pellleHUs 3TOM 3apauu OMOIMOTEKa MOAmepKMBaAeT BO3MOXKHOCTH
BKJTIOUEHUS OTJIaJOYHOTO0 IPOTOKOJIUPOBaHUA. [[JI1 BKIIIOUEHUS OTIaHOYHOIO IIPO-
TOKOJIMPOBAHUSA CJedyeT co3daTh NepeMeHHYyI0 oKpyxkKeHus (Environment Variable)
pkildbglvl, yctaroBuTE ee 3HaueHue B 0x80 1 mepe3anyCTUTh IPOLeCC IPUKIagHO-
ro I10.

B OC Microsoft Windows maHHBIE OTJIafO4YHOTIO IPOTOKOJIa 3alMCHIBAIOTCS CH-
ctremHou pyHKumer OutputDebugString(). 115 ux mpocMoTpa MOXKHO BOCIOJIb30-
BaThCsa oTinaguukoM WinDbg unu yrunurtoir DbgView u3 coctaBa maketa Windows
SysInternals.

1.3.5 IlapamMeTpsbl KOHPUTIypaniuu OMOITHOTEKH

BubnnoTeka mo3BOJII€T BHIIIOIHATH HACTPOUKH (M3MEHSITh 3HaYeHUs TapaMeTpPoB
KOHGUTypalluu), TpegHa3HavyeHHble OJId afallTallud K MOTPeOHOCTIM NPUKIIagHOTO
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IT1O, a TakXke OJIs YBeJIUUYEHUS ITPOU3BOAUTEJIBHOCTH ITPU UCIOIb30BaHUU OOJIBIIIOTO
KonudecTBa (1000000 u 6osee) cepTudpUKaTOB.

3HayeHUs NapaMeTpPoB KOHuUrypauuum OHUOIMOTEKM XPaHSTCSI B [BYX BeTKax
Peectpa - nmonb3oBaTenss HKCU\SOFTWARE\Validata\zpki\Parameters u kKowm-
npioTepa HKLM\SOFTWARE\Validata\zpki\Parameters. YTeHue 3Ha4YeHUU
IMapaMeTpPOB IIPOU3BOAUTCS BHaUajie BCerga U3 BETKU II0JIb30BaTes, U Oajee (TOb-
KO B TOM CJIy4dae, ecjii 3HaueHHe He ObIJIO CYUTAHO) - U3 BETKH KOMIIbIOTEPA.

Huxe (Tabnuila 1) mpuBegeHO onucaHue ITapaMeTpoB KOHpuUrypauum o6ubnuore-
KU. UYTeHre KOHPUTypallMOHHBIX TapaMeTPOB BHIIIOJIHSAETCS IIPU IIEPBOM MIOJIy4YeHUU
KOHTeKCTa 6M6IMOTEKH ITOCIIe 3alycKa mpukiagaoro I10, mosToMy AJist BCTYIJIEHUS B
CUJIy U3MEHEHUM, BHECEHHBIX B 3HAYEHUS ITapaMeTPOB KOHPUTypalluu, TPUKIagHOe
[TO HEOO6XOOUMO TTEepPe3aIyCTUTh.

Tabnuiia 1 - OnucaHue NapaMeTPoOB KOHGUTYpPaITUU
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ITapameTp

Onucanue

PkilLdapTimeout

TaMayT (B CeKyHfax), MCNOMb3yeMmbld MpU BbLINOJHEHWM OMepauui MNofKIioye-
HUA n noucka obwvektoB CYC B CCC no npotokony LDAP (tun: REG DWORD).
3HayeHMe napameTpa [ONXHO 6biTb > 0 (N0 yMonyaHuw paBHo 10), npu 3a-
paHuM O TakMayT onepauuu MOpKIw4YeHUs cocTaBnseT 120 cekyHhn, a TawMmayT
onepauuu MouckKa He MCnonb3yeTcs

PkilLdapPageSize

Pa3Mep cTpaHuubl (B 3anucsax), WCNOMb3yeMblid MPU BLINOJIHEHWM Onepauuu
noncka obbektoB CYC B CCC no npotokony LDAP (Ttun: REG DWORD). 3Haue-
HWe napaMeTpa [ONMXHO ObiTb > O (No yMonyauwio paBHo 50), npu 3apgaHumn 0
nocTpaHu4Heii nonck B CCC He ucnonb3yeTcs

PkiHttpTimeout

TaiMayT (B ceKkyHpax), MCMOSMb3YEMbI1 NPU BbIMOSIHEHUM OMNeEpaLMin MOLKII-
yeHuUs M noucka obbekToB B Toukax AIA u CDP no npotokony HTTP (Tun:
REG_DWORD) . 3HauyeHue napaMeTpa [ONXHO ObiTb > O (N0 yMONYaHWK PaBHO
60)

PkiODBCUseMars

BkniyeHne MHoronoto4vHoi obpaboTkm (Multiple Active Results Sets,
MARS) pna JICN, pacnonoxeHHeix B B[l ODBC (Tun: REG DWORD). 3Hayenue na-
paMeTpa [OMXHO 6biTb O unnM 1 (No yMon4yaHuw paBHO O, MHOromoTo4yHas 06-
paboTka BbiKntyeHa). Mpu BKKWYEHWM MHOronotovyHonm obpaboTku pgna KAXOOIO
3apencTBOBaHHOro B paboTe 6ubnmoTekn DSN OOMXHBI BHIMONHATLCA Crepyi-
wne ycnosusa: 1 - nubo B[l pmaHHoro DSN HaxoguTcs nop ynpasneHuem CYB[
Microsoft SQL Server u B paHHoM DSN ucnonb3yetcs O0DBC pgpanBep ODBC
Driver for SQL Server unu SQL Server Native Client, nn6o B[l paHHoro
DSN Haxopgutcs nop ynpasnenuvem CYBO Oracle wnu PostgreSQL; 2 - nubo

Bl paHHoro DSN Haxoputcsa nop ynpaBneHueMm CYB[] Microsoft SQL Server wu
3HayeHue napametpa Mars_Connection pgaHHoro DSN (tuna REG_SZ) ycTaHOB-
nevo B Yes, nubo B[l pmaHHoro DSN Haxogutcs nop ynpasnewueMm CYB[ Oracle
unun PostgreSQL

PkiODBCUsername
PkiODBCPassword

WMa » naponb nonb3oBaTtens ona ayteHtudmkaumm ¢ CYB[ (Tmun: REG SZ). B
cnyyae, korpa pna poctyna K JICM, Haxopswerocs nop ynpasneHueMm CYB[,
TpebyeTcs npoBefeHne ayTeHTUMKaUWW, OaHHble MapaMeTpbl MO3BONAWT 3a-
paTb MMS U Napofib ayTeHTUPMUMpyeMoro nonb3oBaTens. 3agaHue 3HayeHun
MMEHU U Mnaponsa nonb3oBaTensa aABnsetca obasartenbHeM, ecnu JICN Haxopgutca
nog ynpasneHueM CYB[l Oracle wnu PostgreSQL

PkiODBCConnectStr

Ctpoka coeguHeHus (6e3 upeHTudmnkatopa DSN), wucnonb3lyemas npu nop-
knoyeHun k CYBO (tun: REG_SZ). B cnyvae, ecnu paHHbIA napameTp 3apaH,
3HayeHusa napametpoB PkiODBCUsername u PkiODBCPassword urHopupywTtcsa, a
MMS M naposnb nofb3oBaTtens 6epyTca U3 3agaHHOW CTPOKWM COefUHEHUs

PkiUriAIAExternal<N> (cTpokoBoe
3HayeHue BHewHero URI)
PkiUriAIAInternal<N> (cTpokoBoe
3HayeHne BHyTpeHHero URI)

(6 < N<M, M- obuee
KonmyecTtBo 3aMeHsdembix URI Touyek
AIA)

HacTpavBaemble napameTpbl, MNO3BONAKWME BKIOYUTb MexaHM3M 3ameHbl URI
Toyek AIA (Tun: REG_SZ). 3Ha4yeHus napaMeTpoB MOryT ObiTb mnbbiMu, C
y4YeTOM UCMoNb30BaHWA cuMBONoOB M3 Habopa ASN.1 IA5 (ASCII). Bo Bpe-
MS MocTpoeHus uenoyvykn obvekta CYC, npu 3arpyske ceptudpukata UC u3
Toukn AIA, URI paHHOM TO4YKM uuweTcs B crnucke BHewHux URI Touek AIA.
Mpn HaxoxpeHun 3toro URI B cnncke ero 3HayeHuMe 3aMeHAETCHA Ha 3Haye-
Hue BHyTpeHHero URI, 3apaHHOro pns paHHoW Toyku AIA, KoTopoe, B CBOIW

ovdepenb uncRroAb3VeTrCcH—anRs ::rpy:l{m rinlAthml(:T: HC

PkiUriCDPExternal<N> (cTpokoBoe
3HayeHue BHewHero URI)
PkiUriCDPInternal<N> (cTpokoBoe
3HayeHne BHyTpeHHero URI)

(06 < N<M, M - obuee
KonmyecTBo 3aMeHsdembix URI Touyek

OHEPpERb—NEHOHbS Y- EA—4HAA—=a St —cepHiPhiikata—

HacTpavBaemble napameTpbl, MNO3BONAKWME BKIOYMTb MexaHUM3M 3ameHbl URI
Toyek CDP (Tun: REG_SZ). 3Ha4yeHus napaMeTpoB MOryT ObiTb nbbiMu, C
y4eTOM UCMoNb30BaHWA cuMBONOB M3 Habopa ASN.1 IA5 (ASCII). Bo Bpems
noctpoeHus ueno4vykn obvekta CYC, npu 3arpyske CAC u3 Ttouyku CDP, URI
OaHHOW TOYKM uuweTcs B cnucke BHewHux URI Toyek CDP. Mpu HaxoxpeHuu
370oro URI B cnucke ero 3HayeHuWe 3aMeHfieTCA Ha 3HavyeHWe BHYTPEHHero

CDP) URI, 3apaHHOro ons paHHon Todyku CDP, KoTopoe, B CBOW o4vepefb, WCMOMb-
3yeTtca gna 3arpy3ku CAC
PkilCacheLowMark HuxHasn u BepxHAs BaTepnuHum (B 0ObeKTax) Kawa COOTBETCTBEHHO (Tun:
PkilCacheHighMark REG _DWORD). Mpu pa3Mepe K3wWwa, MNpeBbillalwWeM BEPXHIOW BaTepsiMHWMIo, Npo-

M3BOANTCA yAaneHue U3 K3Wa HauMmeHee ucnonb3yemsix obbekToB CYC go Ao-
CTUXEHUSA paBeHCTBa pa3Mepa K3Wa W HUXHeWh BaTepnuHum. 3HayeHus o060-

X MapaMeTpoB [OOMXHbl ypoBneTBopaTb ycnoBuw 0 < PkilCacheLowMark <
PkilCacheHighMark (no yMonyaHuw paBHbl 0, BaTepSMHUM He WUCMNONb3YWTCH),
npyu BPYrux 3HayeHWaX BaTEpPSIMHUWM HEe WUCMONb3ylTCH
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ITapameTp Onucanue

PkilCacheSbKIdIndex BknloyeHne MHOEKCUPOBAHUA MOEHTUPUKATOPOB KIYen BragenblLeB 06bLEKTOB
CYC, Haxopsuwmxcsa B K3we (Tmun: REG _DWORD). MNpu BKIWYEHHOM WMHOEKCH-
pOBaHWMM MOWUCK MO MAEHTUPMKATOPY Kiw4ya Bnapenbua OyneT BLINOAHATHCS
WUCKMIOYMTENBHO MO WMHAEKCY. 3HayeHue napameTpa [OSXHO 6biTb O mnn 1 (no
yMOJSlYaHUl paBHO O, WMHOEKCUPOBAHWE BbIKMIOYEHO) . BKYeHWe MHOEKCMPO-
BaHMs obecneuyumBaeT MOBLILEHWE MPOU3BOAMTENBHOCTHU OMepauuin Moucka mno
noeHTuduKaTopy Kmya BRagenbua, HO yXyawaeT MPOM3BOAMTENIbHOCTb Onepa-
uuii pobaBneHns B K3W M yoaneHus U3 Kswa

PkilCacheKeyIdIndex BknioyeHne MHOEKCUPOBAHUA MOEHTUPUKATOPOB 3aKpPbIThIX Kilyeh o06beKToB
CYC, Haxopsuwmxcsa B K3we (Tmun: REG DWORD). Mpu BKIWYEHHOM WHAEKCU-
POBAHUM MOUCK MO MAEHTUPUKATOPY 3aKPLITOro Kiwya OyneTt BbINONHATBLCA
WUCKMIOYMTENBHO MO WMHAEKCY. 3HayeHuMe napameTpa [ONXHO 6biTb O mnu 1 (no
YMOMYaHui0 paBHO O, WMHOEKCMPOBAHME BbLIKIWYEHO) . BKnyeHue MHpeKcupo-
BaHUs obecneuynmBaeT NOBLILEHWE MPOU3BOAMTENLHOCTU OMepaLMin Moucka mno
noeHTUPUKaTopy 3aKpbiTOro KiwYa, HO yXyawaeT MPOM3BOAMTENIbHOCTb onepa-
umin pobaBneHus B K3W M ypaaneHus U3 Kawa

PkilStackHashes KonnuyecTBo KOp3MH pna xpaHeHus o6bekToB CYC, HaxopAwmxca B Kawe (Tun:
REG DWORD) . Ksw npepctaBnseT coboi ynopsfoYeHHbIi CMUCOK KOP3MH, Kax-
[pas M3 KOTOPbIX B CBOW o4vepefb npepctaBnseT co60W ynopsmoYeHHbI Cnu-
cok obbekToB CYC. [locTynm K KOpP3MHaM CUHXPOHWU3UPYETCA Mexmy NOTOoKaMu
npuKNagHoro npouecca, WHAMBUAOYaNbHO [N KaX[oW KOP3WHbl. [ns nosblwe-
HUS NPOU3BOAMTENbHOCTU PEKOMEHOYETCS Hanuuue B KOpP3WMHE, B CpefHeM,
He 6onee 1024 obbekToB CYC. 3HayeHWe napaMeTpa LOJIKHO YOOBNETBOPATb
ycnoeuio 1 < PkilStackHashes < 4095 (no yMonuyaHuw paBHo 127). YBe-
NMYeHne KonuyecTBa KOP3MH MPUBOAUT K MOBLILEHMI MPOU3BOAUTENILHOCTU U
napannenu3Ma BbINOSIHEHUS, OQHAKO NpU 3TOM yBenuyusBawTCca TpeboBaHua K
MCMNONb3yeMbM pecypcamM

PkilGroup<G>AffinitylL HuXHAS M BepxHAS MacKWM NPUMBA3KM K JIOFMYECKUMM MpoueccopaM npoueccop-
PkilGroup<G>AffinityH Hon rpynmbl G (Tun: REG DWORD). 3HayeHus napameTpoB MOryT O6biTb Jo6bMU

(G - HOMep npoLecCOopHOW rpynnsl, (no ymonuaHuio paBHbl O, NPMBA3KM K JIOFMYECKUM MpoLeccopaM OTCYTCTBY-

0<GLK7) 0T). YCTaHOBMIEeHHbIM B Mackax 6uT c HomepoM N, 0 < N < 63, o3HauvaerT,

4YTO MOTOKM MOFYT MCMNONb30BaTb NOrMYeCKUit npoueccop ¢ HomepoM N paH-
HOW MpoueccopHoW rpynnel. Hanpumep, Ons ABYX NPOLECCOPHbLIX FPynn Mo
40 npoueccopoB B KaxooW 3apjaHue 3HayeHuMn Macok PkilGroup@AffinityL
= Oxffffffff, PkilGroupOAffinityH = 0x000000ff, PkilGrouplAffinityL
= Oxffffffff, PkilGrouplAffinityH = Ox000000ff o3HauaeT, 4TO MOryT
ucnonb3oBatbCsa Bce 80 noruveckux npoueccopos obeux rpynn

1.4 Onucauue 0a30BbLIX THUIIOB

typedef uint32 t error_status_t
Cmamyc, ko0 8o38pama, ko0 owubKu.

typedef void * context_t
KoHmekcm ceccuu pabomul ¢ 6ubauomekoti, sozepauaemcs pyHkuuel uHuUlyua u-
3auuu.

typedef void * strhash_t
KoHmekcm 8blno/1HeHUs NOMOoK08bIX (YHKUUU 8blHUCACHUS X3UW-3HAYEHUS1 OAHHbIX.

typedef void * enuobj t
KoHmekcm nepeuuciaeHuss o65eKmo8 cnpa8o4HuUKo8 (NepcoHa/ibH020, 10KA/AbHO20,
cemeasoeo).

typedef void * strcms _t
KoHmekcm 8blnosiHeHuUs nomokosbix pyHKuuli CMS-coobw,eHull.

typedef void * tls_t
KoHmekcm 3awuu,eHH020 kaHanaa (ceaHca cesa3u) no npomokoay TLS.
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typedef unsigned char * string_t
Cmpoka, 3akaHuyusarwwasaca cumeosom '\0° - no yMOAYAHUIO, UCNOAb3YemcAa KoOu-
poska Windows-1251.

typedef uint32 t certinfo_t
Tpebyemasn uau 8038paAwW,eHHAA UHpopMauusa o cepmupukame - noaa cepmupuka-
ma, bumosas macka u3 koHcmaum FIELD XXX.

typedef uint32 t crlinfo_t
Tpebyemasn uau so3spauw,eHHas uHpopmayus o CAC - noass CAC, bumosas macka
u3s koHcmaHm FIELD CRL XXX.

typedef uint32 t keyusage t
Bo3mooicHble obaacmu ucnoab308aHUA OMKPbIMO20 Katoyad - bumosas macka us
koHcmaHm KEYUSAGE XXX.

typedef uint32 t date_t
Bpewmsa 8 cekyHOax, npowedwee ¢ 00:00 01.01.1970 UTC - 0aHHbIU Mun dHA/a102U4€eH
32-6umHomy time t.

typedef uint32 t flag t
ITapamempul, MoOugukamopwvl uau ¢pia2u 8bINOAHEHUA PYHKUULL.
1.5 OnucaHue CTPYKTYP O/I0Ka MaMsITH

Crpykrypa mem blk t
HenpepnIBHEIM 0710K ITaMATH (GJI0K JaHHBIX):

— uint32 tlen
IauHa 6a10Ka namsamu 8 batimax, 0oaxcHa 6bimb 8 uHmepsasie om 0 0o 2731 - 1.

— unsigned char * buf
Ykazamenav Ha 610K namamu, modtcem 6vimb pageH NULL moavKo ecau 0auHa 610Ka
pasHa 0.

CtpyKTypa 06JI0Ka HaMsATH UCIOJIb3yeTCs OJid OOMeHa OMHAPHBIMU JaHHBIMU MEXK-
oy mpusioxeHueM u 6ubauoTeko. [ITpu nepemayde maHHBIX U3 IPUIIOKEHUS B OUOIHMO-
TEKy CTPYKTypa OOJIXKHa COIepKaTh KOPPEKTHBIM yKa3aTenb Ha OJIOK MaMsTH U ero
OIUHY. B cilydae OTCYyTCTBUS epefaBaeMbIX JaHHBIX UJTU IPU MOTyYEHUU JaHHBIX U3
O6ubIMOTEKU yKa3aTelb U OJINHA OOJIXKHEI OBITh OOHYJIEHHI.

1.6 OnucaHue CTPYKTYp HAeHTU(PHKAIIUU cepTuPHUKaTa

Crpykrypa issuer_and_serial t
[Tapa u3paTens U CEPUUHOr0 HOMepa cepTuduKaTa:

— string t issuer
Cmpoxka ¢ X.500-umeHem uzdamensa cepmugukama.

— string t serialNumber
Cmpoka ¢ cepuliHblM HOMepoM cepmugukama.
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IIpumeuaHue - B Hacmoawee 8pemMAa cmpykmypd, npeoHa3HayeHHasa O0aA
udeHmupukauuu cepmugukama (YyHUKaAbHbIU udeHmupukamop cepmugukama),
ucno/b3yemcs UCK/AIYUME/NbHO 8 Ueasax onpedeseHus KOHMeKCmda 8biNOJAHeHUA
¢yHKUuuu 6ubauomexku - 0asa onpedenerHus ceccuu KC, 8 koHmekcme komopol
Heob6xo0uMo 8binoaHUMbL mpebyemyio ¢pyHKyuro. IIpu ucnoavb3o08aHuUU A0KAAbHOU
6ubiauomeku ykazameab Ha 06vekm cmpykmypul certid_t, 06b14HO NnOUMEHOBAHHbIU
Kak mycert, Heo6xo0umo Ob6Hy/AUMb - IMO C8A3AHO C MeM, Umo No KOHmMeKcmy
/0KaAbHOU Oubauomeku 00OHO3HAYHO onpedeasemcs cepmugukam c 3aKpblmbviM
Kawouom (pabouuti cepmugpukam).

Crpykrypa certid_t
YHUKaIbHBIN uaeHTuGUKATOp cepTuduUKaTa:

— idchoice t type
Buwibop cnocoba uoenmugukayuu: ID ISSUER AND SERIAL - no nape u3zdamenas
u cepuuHoz2o Homepa cepmug¢uxkama; ID KEYID - no udeHmugpukamopy 3aKpblino-
20 Ka04a, coomgemcemasyrwu,e2o 0aHHomy cepmucguxkamy; ID CERTHASH - no xaw-
3HAYEHUI0 Napsl UMeHU u3dameis u cepuliHo20 Homepa cepmugukama.

— issuer and serial t id.ias
Cmpykmypa napbsl uzdameis u cepuliHo20 Homepa cepmugurkama - 0oa%cHa 6bimob
3anosHeHa npu udenmucguxkayuu no ID ISSUER AND SERIAL.

— string t id.keyld
Cmpoka udeHmugpukamopa 3aKkpblmo20 K/aud, coomeemcmayru,e2o0 0aHHOMY cep-
mucgukamy - oaxcHa 6bimb 3anosiHeHa npu udeHmudgukauyuu no ID KEYID.

— mem blk tid.certHash
Ba0K namsamu ¢ xaw-3Ha4eHuem napbvbl UMeHU u3ddamensa u cepuliHo20 HoMepa cep-
mucguxkama - 0oaxceH bbimb 3anosiHeH npu udeHmudgukayuu no ID CERTHASH.

1.7 OnucaHue CTPYKTYp cepTtudHuKara

Kaxpwiii cepTuduKaT MOXKET BKIIOUYATh B Ce0S CIIUCOK PETrjIaMeHTOB (IIOJIMTUK)
HCIIOJIb30BaHUSA CcepTUu(UKaTa, KOTOPHIE COOepzKaTCsa B OONOJIHEHUM (pacCIlupeHnun)
certificatePolicies. Kaxxgbili periaMeHT UCIIOJIb30BaHUSA CepTU(HUKaTa IpeaCcTaBis-
I0T C000M umeHTU(PUKATOP, KOTOPLIY MpegHa3HaYeH OIIpenessaTh:

— 00J1aCTh HCIIOJIL30BAHUS CepTI/I(I)I/IKaTa U COOTBETCTBYIOIIIETO €My 3aKPBITOI'O
KJIIF0O4a,

— KOMILJIEKC OPTaHU3alluOHHO-TEXHUYECKUX MEPOIIPUATHM, CBI3aHHBIX C JKU3HEH-
HBIM 1ITUKJIOM 00BbeKTOB CYC (pacupocTtpanenue I1O, perucrtpaius, cepTudukaIus,
KOMIIpOMeTalusd 4 T. II.).

Kaxpgpiii pernaMeHT HCIIOJIb30BaHUS cepTHu(HUKaTa ONpeNessieT CUCTEMY, B KO-
TOPOM pa3pelIeH0 MCIOIb30BaTh OAHHBIM CepPTU@UKAT U COOTBETCTBYIOIINUN €My
3aKpBITHIM K04, OOHOBPEMEHHOE HalW4dYue B cepTUudUKaTe HECKOIbKUX peria-
MEHTOB ITI03BOJISIET HCIOJIb30BaTh €ro B HECKOJIbKUX CHUCTEMaX, COOTBETCTBYIOIIUX
OaHHBIM perjiaMeHTaM.

C uenbio ompenesieHusl IMOJMUTUKU MCIIOIb30BaHUS cepTuduKaTa (pa3gesieHus
IIpaB ¥ IIOJITHOMOYUM CyOBbeKTa/00beKTa), cepTUdUKAT MOXKET BKJIIOYATh B cels
CIIUCOK PaCUIUPEHHBIX HCIOJIb30BAaHUU OTKPBITOTO KJII0Ua, KOTOPHIE COHOepzKaTCs
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B pomnonHeHuu extendedKeyUsage. Kaxkmoe pacimiupeHHOe HCIOJIb30BaHUE OT-
KPBITOTO KJIl04Ya ITPEHCTaBisieT co00¥ uaeHTU(GUKATOP, KOTOPHIM OnpenensieT OguH
WJIM HECKOJIbKO TUIIOB OIlepallui, KOTOPhle MOXKHO BHIIOJIHATL C MCIIOJIb30BaHUEM
NaHHOTO cepTUdUKaTa U COOTBETCTBYIOIIIET0 €My 3aKPHITOTO KJIIo4a.

Ctpykrypa altname t
AnbTepHATUBHOE UMS U3ATeNIsT UJIN Blalenblla cepTuduKkara:

— string t emailAddress
Cmpoka ¢ aOpecom 31eKkmpoHHOoU noumbsbl RFC 822.

— string t DNS
Cmpoka ¢ umeHem cucmembl uMeH 0omeHo8 DNS.

— string t URI
Cmpoka ¢ yHuKaabHbiM adpecom pecypca URI.

— string t IP
Cmpoka ¢ adOpecom IP npomokoa.

— string t organizationName
Cmpoka ¢ HauMeHoB8aHUeM Op2aHu3ayuu.

— string t registredAddress
Cmpoka ¢ 3ape2ucmpupo8aHHbIM a0pPecoM.

— string t surname
Cmpoka ¢ ©.1.0. saadeavuya cepmugpurkama.

— string t businessCategory
Cmpoka ¢ 00ax#CHOCMbIO 81a0eabl,d cepmugurkamad.

— string t telephoneNumber
Cmpoka ¢ Homepom meaepoHa 8a1adeavua cepmugukama.

— string t description
Cmpoka c onucaHuem 8 caobodHol popme.

— string t account_number

CmpoKa c Homepom pacyemHo20 cuemada.
— string t bank _id

Cmpoka ¢ 6aHkoscKumM udeHmugukauuoHHbiM Kooom (BHK).
— string t physicalDelivery

Cmpoka ¢ noumogbimMm adpecom.

— string t exchange_address
Cmpoka ¢ adOpecom Microsoft Exchange.

— string t notes_address
Cmpoka ¢ adpecom Lotus Notes.

Crpykrypa policy t
PernmameHT (DONMMUTHKA) UCIOJIb30BaHUA cepTUdUKaTAa:

— string t oid
Cmpoka o6 vekmHo20 udenmugpuxkamopa (OID), udeHmupuuupyrou,e20 pe2iameHm
cepmugukama.
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Crpykrypa extkeyusage t
PacmupenHas 061acTh UCIIOIb30BAHUS OTKPHITOTO KIl0Ua cepTuduKaTa:

— string t oid
Cmpoka 06vekmHo20 udeHmugpukamopa (OID), udeHmuguyupyrou,e20 ucnoab308ad-
HUe OmKpblmo20 Karwuya cepmugukama.

Crpykrypa extension_t
HomonHeHnue (pacmupenue) X.509 ceprtudukara:

— string t oid
Cmpoka o6vekmHo20 udeHmugukamopa (OID), ubeHmugpuuupyrou,e2o 0onoaHeHue
cepmucgukama.

— uint32 t type
ASN.1 mun donoaHeHusa (4 - OctetString; 12 - UTF8String; 16 - Sequence; 22 -
IA5String).

— uint32 t critical
ITpusHak kpumuyHocmu OONOAHEHUA.

— uint32 tlen
[ auna 6a10ka namamu donoaHeHuA 8 baumax.

— unsigned char * data
baok namamu donoaHeHus 8 DER-kKoOupoeke. [115 0onoiHeHull, 3aKoOUpPOBAHHbIX 8
guode ASN.1 cmpokKu, 8o3gpau,aemcs HympeHHee codepaicumoe cmpoKu 8 KoOupos-
Ke, coomeemcmayrwuw,eu muny ASN.1 cmpokKu.

Hanpumep, mns momonHeHus “HpeHTuduKaTop Kioda Biamenbla” C 00BEKT-
HBEIM upgeHTuduratopom (OID) 2.5.29.14 B Omoke mamMsATu OyOeT coOepKaTbCs
X3II-3HAYEHNE OTKPBITOTO KIIlo4Ya CcepTudHUKaTa, BBIUHUCIEHHOE II0 aJIrOPUTMY
FIPS 180-1 SHA-1.

CrpyKTrypa certificate t
CTpyKTypa, OnuCHBawMmas CepTu(uKar:

— certinfo t fields
Coldepoicum 6umosyio macky (nobumoesoe HJIM) mex u moabKo mex KOHCMAaHm
FIELD XXX, 0215 Komopblx 8 coomgemcmasyru,ux UM Nnoasax CmpyKmypbl 3a0aHbl
3HaueHusa (Hanpumep, npu 3adaHuu FIELD SUBJECT | FIELD CERTHASH 3anosHe-
Hbl MOo/bKO noaA subject u certHash).

— string t issuer
ITone ¢ X.500-umeHem usdamenna cepmugukama 8 sude Ccmpoku (npu 3adaHuu
FIELD ISSUER 8 nose fields), Hanpumep CN=TestUser,DC=X509,DC=RU. Ec-
Au OdonosaHumesavHo 8 nosae fields 3adan FIELD X500 NAME OID FORMAT, mo
emecmo HazeaHuu uacmeu X.500-umeHu u3damena cepmugukama eo38pawia-
romcs coomeemcmaywujue um obwvekmHbvle udeHmugpukamopst (OID), Hanpumep
2.5.4.3=TestUser,0.9.2342.19200300.100.1.25=X509,0.9.2342.19200300.100.1.25=RU.

— string t serialNumber
ITone c ceputiHbiM HOMepPOM cepmuguxkama 8 suode cmpo-



19
BAME.00077-06 33 01

Ku (npu 3adaHuu FIELD SERIAL 8 nose fields), Hanpumep
00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:0OF.

— string t subject

ITone ¢ X.500-umeHem 8saadenvua cepmugpukama 8 sude cmpoku (npu 3adaHuu
FIELD SUBJECT 8 noase fields). Ecau donoaHumeavHo 8 noJe fields 3adan FIELD -
X500 NAME OID FORMAT, mo emecmo Ha3saHul yacmeu X.500-umeHu 81a0envua
cepmugukama 8o3gpauiaromcsa coomgemcemayruwue um obveKkmHole udeHmuguka-
moput (OID).

ITpu 3anosHeHuUuU wabaoHa cepmugukama 015 NOUCKA UAU 3aWUppPoBAHUS UMS 81d-
desvua cepmugukama MOMCHO 3a0a8AMb YACMUYHO U/Uuau 8K/AHUYAMb 8 HE20 Noo-
CMAaHoOBOYHble 3HAKU-MAcKu “*” u ”?”:

e Npu B8bINO/IHEHUU Noucka cepmugukamos 8 kawe bubauomeku uau 8 JICII,
pacnosaosdiceHHom 8 B[ GDBM, donyckaemcsa nodasamb CmMpOKY, 3ANO/AHEH-
HYKH 4dCMUYHO C NOOCMAHOBOYHbIMU 3HAKAMU-mackamu “*” u ”?” (Hanpumep,
”* 0U=123456789,%”). B amom cayuae 6ydem npou3godumucs nepebop ecex cep-
mug¢ukamos Ha coomsemcmaue uMeHu 8a1ade1buad cepmu@ukama yKa3aHHOMY 8
wabsioHe pe2ysipHOMY 8blPAHCEHUID;

e Npu B8blNO/IHEHUU noucka cepmug¢uxkamos 8 JICII, pacnoaoxceHHom 8 B[
ODBC, 8 kawe 6ubauomexku uau 8 CCC, donyckaemcs nodasamsv CMpOKY, 3d-
NO/NHeHHYw YacmuyHo (Hanpumep, "OU=7395399001”). B smom cay4ae, npu
3a0aHuu ¢ppaaza noucka FLAG FIND PARTIAL SUBJECT uau FLAG ENCRYPT -
PARTIAL SUBJECT, ece cepmugukamyl, HaxooAauLuecsa 8 cnpasoyHuke, 6yoym
npoeepsimbvCsi HAa coomeemcmaeue YKa3aHHoU 8 wab/1o0He yacmu UMeHU 81a0eb-
ua;

e NPU B8bINO/JHEHUU noucka cepmugpukamos 8 CCC donyckaemcs nodasamb
CMPOKY, 3dNOJAHEHHYI YaACMUYHO C NOOCMAHOBOYHbLIM 3HAKOM-MAckKol “*” (Ha-
npumep, "*,INN=770200040698,*”). B smom cay4ade, npu 3a0aHuu ¢p.aaz2a noucka
FLAG FIND SUBJECT ATTRIBUTE uau FLAG ENCRYPT SUBJECT ATTRIBUTE,
6ydem npou3sodumbsbCsA NOUCK cepmugukamos 80 8cex KoOHmMeliHepax dupekmo-
puu, codepacau,ux 8 3HaueHuu ampubyma LDAP vdSubjName yka3aHHoe 8 wab-
/IOHEe pe2y/1sipHOe 8blpadceHue.

— string t algorithm

ITone co cmpokoli anzopumma OmMKpvbIMO20 KAw4Ya cepmugukama (npu 3adaHuu
FIELD ALGORITHM 8 nose fields): TOCT P 34.10-2001 - "GOST R 34.10-2001”;
I'OCT P 34.10-2012 (256 6um) - "GOST R 34.10-2012 (256 bit)”; TOCT P 34.10-
2012 (512 6um) - "GOST R 34.10-2012 (512 bit)”. Ecau, donosHUMeAbHO, 8 NO-
se fields 3a0aH FIELD ALGORITHM OID FORMAT, mo 8o38paw,aemcs 06 eKmHbulii
udenmugpukamop (OID) anzcopumma OmKpbIMo20 KA4Yd cepmupukama 8 meKcmo-
gom gude: I'OCT P 34.10-2001 - ”1.2.643.2.2.19” uau ”1.3.6.1.4.1.3670.1.9”; TOCT
P 34.10-2012 (256 6um) - ”1.2.643.7.1.1.1.1”; IT'OCT P 34.10-2012 (512 6um) -
”1.2.643.7.1.1.1.2".

— date t notBefore
ITone c damou Havyana Oeticmsusa cepmugukama (npu 3adaHuu FIELD NOTBEFORE
8 noue fields).

— date t notAfter
Ilone ¢ damou okKoHuaHusa Oeucmsusa cepmugpukama (npu 3adaHuu FIELD -
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NOTAFTER 8 noue fields).

— keyusage t keyUsage
ITone ¢ mackoli (nobumoswvim HMJIHM) pa3peuweHHbiXx obsiacmetll uCno/ab308aHUSI OM-
Kpbimozo kawoua (npu 3a0aHuu FIELD KEYUSAGE 8 noase fields):

e KEYUSAGE_DIGITAL_SIGNATURE - ucnosiv3o8aHue Omkpblmoz0 K/awoud
0414 nposepku 311 OokyMmeHmMo8, omau4Hblx om cepmugpukamos u CAC;

¢ KEYUSAGE NON _ REPUDIATION - 03Hauaem HeB803MOJ}CHOCMb 0MKaA3d
noonucasuwez0 Auuad om ceoez0 delicmausi;

e KEYUSAGE_KEY_ENCIPHERMENT - ucnosiv3o8aHue 014 wugpposaHus
3aKpbIMbIX UAU CeKPEeMHbIX KAtoueu;

e KEYUSAGE_DATA_ENCIPHERMENT - ucnoav3osaHue 014 wugpposaHus
nov3o08amenbCkux OaHHbIX 6e3 Memooo8 cumMmMempuy4HoU Kpunmozpapuu;

¢ KEYUSAGE_KEY AGREEMENT - ucnosvb3ogaHue 8 uesnsax 8blYUC/AEHUSA
K/Al4el c02/1aco08aHUA;

e KEYUSAGE_KEY_CERT_SIGN - ucnosiv3o8aHue omkpblimoz20 Kawud 0AA
nposepku 311 cepmugukamos;

e KEYUSAGE_CRL_SIGN - ucnosiv3o8aHue omkpblmoz20 Kjarud 015 npoeepKu
3II CAC;

e KEYUSAGE_ENCIPHER ONLY - ucnosav3ogaHue 8 uesnsax 8blYUCAEHUA
KAmouel C02/1aco8aHUA MOAbKO 015 3auuppo8aHus OaHHbIX;

e KEYUSAGE_DECIPHER_ONLY - ucnosiv3os8aHue 8 uensax 6blYUC/AEHUA
KAovel c02/1aco8aHUA MOAbKO 014 pacwupposaHus OaHHbIX.

— date_t notBeforePrivate

ITose ¢ 0damotll Hauaaa delicmeusi 3aKpvblino20 Kjawouda cepmugpukama (npu 3a0aHuu
FIELD NOTBEFOREPRIVATE 8 noase fields).

— date t notAfterPrivate
ITosne ¢ 0amotl okoHuYaHuA delicmaus 3aKpblmo20 Kjaoya cepmugukama (npu 3ada-
Huu FIELD NOTAFTERPRIVATE e nose fields).

— altname t issuerAltName
ITosne co cmpyKkmypou aabmepHamu8Ho20 uMeHu uddameasa cepmugpukama (npu 3a-
OaHuu FIELD ISSUERALTNAME 8 noue fields).

— altname t subjectAltName
ITose co cmpykmypou aabmepHaAmuB8H0O20 UMeHU 81a0e1buad cepmuguxkama (npu 3a-
OaHuu FIELD SUBJECTALTNAME 8 noue fields).

— string t keyld
ITose co cmpoko8biM uOeHMUPUKAMOPOM 3aKPblMo20 KA0Ud, Coomeemcmasyu,e2o
OaHHomy cepmucgukamy (npu 3a0aHuu FIELD KEYID 8 nose fields). 3HaueHue OaH-
HO20 N0/s YHUKA/AbHO 015 Kax 0020 cepmugukamad.

— uint32 t policy_ num
Koauuecmso 3ss1eMeHmMoO8 Mdaccugsd pe2/1dMeHmMo8 UCno/ab308dHus cepmugukama
(npu 3a0aHuu FIELD POLICY 8 noase fields).

— policy t * policies
ITone ¢ maccuBoM pez2aamMeHmo8 UucCno/ib308aHus cepmugukama (npu 3adaHuu
FIELD POLICY 8 nouxe fields).
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— uint32 t extkeyusage num
Koauyecmeo asiemeHmo8 maccusa pacuupeHHbiX 06 1acmetl UCno1b308aHUSI OMKDbI-
mozo Kawua (npu 3ad0aHuu FIELD EXTKEYUSAGE 8 nose fields).

— extkeyusage t * extKeyUsage
ITose c maccusoM pacwupeHHbix 061acmetl UCN0Ab308AHUSA OMKPbLIMO20 KAtuda (npu
3a0aHuu FIELD EXTKEYUSAGE 8 noase fields).

— uint32 t extension_num
Koauuyecmeo sanemeHmos maccusa donoaHeHul (pacwupeHuti) cepmugukama (npu
3a0aHuu FIELD EXTENSIONS 8 nose fields).

— extension t * extensions
IToae ¢ maccusom donoaHeHul (pacwupeHuu) cepmupukama (npu 3adaHuu FIELD -
EXTENSIONS 8 noue fields).

ITpu 3anoaHeHuu wabsio0Ha cepmuguxkama 015 NOUCKA UAU 3dUWUPPOBAHUSA NO UOEH-
mugukamopy Kawoua 81adenvl,d He06Xx00UMO 8K/A1H0UUMb 8 OAHHBIU MACCUB OONOAHe-
Hue "HoeHmugukamop kawoua eaadesvua” ¢ 06 eKkmHbiM udeHmugpukamopom (OID)
2.5.29.14 u ASN.1 munom donoaHeHus 4 (OctetString). B 610ke namsimu 8K/AKYEeH-
HO20 00NO0/HEeHU A O0NHCHO COOePHCAMbCA X3UW-3HAYEeHUe OMKDPblMOo20 KA04d cepmu-
¢uxkama, 8viyucsaeHHoe no aszopummy FIPS 180-1 SHA-1.

— mem blk t certEncoded
IToae ¢ 6a0k0M namsamu, codepacau,um cepmugpuxkam e DER-koOuposke (npu 3ada-
Huu FIELD CERTENCODED 8 nouae fields).

— mem blk t certHash
ITone ¢ 6a10KOM namsamu, cooepicaulLumM X3auwl-3HaYyeHue napvl uMeHu uszdamesas u
ceputiHo2o Homepa cepmucgurkama (npu 3adanHuu FIELD CERTHASH 8 nose fields).
3HayeHue 0aHHO20 N0/ YHUKA/AbHO 018 Kaxc0020 cepmugukama u aea1emcs nep-
BUYHbIM K/AHOYOM NPU NOUCKe cepmugukama 8 CnpasoyHUKaAX.

1.8 Onucanue crpykryp CAC

CrpyKTrypa revcert t
AHHYIUPOBaHHBIN CEPTUDUKAT:

— string t serialNumber
ITose ¢ cepuliHblM HOMEPOM AHHYAUPOBAHHO20 cepmugukama 8 sude CmpokKu.

— date t revtime
ITose co epemeHeMm aHHYAUPOBAHUA cepmuguKkama.

— int32 t reason
ITose ¢ npu4uHOU AHHYAUPOBAHUA cepmuguKkama:

e -1 - npuyuHa omcymcmayem;

e 0 - npuuuHa He yKasaHa;

e 1 - KomMmnpomemauusa Karwua;

e 2 - KoMnpomemauusa kawua LIC;
e 3 - uUBMEHeHa NPUHAOAEHCHOCMb;

4 - cepmugukam 3amMeHeH;

e 5 - Jelicmsue cepmugukama ocCmaHoB8/1€HO;
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e 6 - Oelicmsue cepmugukama npuocmaHoB8/1€HO;

e 8 - y0asneHue uz CAC (0aHHOe 3HaYeHue Mox}cem npucymcmaeosdms moibko
8 3anpoce Ha aHHy/AupoeaHue cepmugukama);

e 9 - npuBuse2usa AHHYAUPOBAHA;
e 10 - Komnpomemauus kKarwua LIP.

CrpyKrypa crl t
CtpykTypa, onuckiBawinass CAC:

— crlinfo t fields
Codepaicum nobumosoe HUJIM mex u moavko mex koHcmaum FIELD CRL XXX, 0aa
KOmMopblx 8 cOOMMBemcmasyru,ux UM noasax Cmpykmypbl 3a0aHbl 3HaYeHuUA (Hanpu-
mep, npu 3a0aHuu FIELD CRL ISSUER 3anoiHeHO MoO/bKO noJe issuer).

— string t issuer
ITose ¢ X.500-umeHem uzoamenna CAC 8 sude cmpoku (npu 3adavuu FIELD CRL -
ISSUER 8 noue fields).

— date t lastUpdate
ITosne co spemeHem Hauana Oeucmaeusa CAC (npu 3adaHuu FIELD CRL LASTUPDATE
8 noue fields).

— date t nextUpdate
Ilone co 8pemeHem okoHuaHusa Oetcmeusa CAC (npu 3adaHuu FIELD CRL -
NEXTUPDATE 8 noue fields).

— uint32 t number
ITone ¢ nopsadkosvim Homepom CAC (npu 3adaHuu FIELD CRL NUMBER 8 nosae
fields).

— uint32 t revcert_ num
Kosauuecmeo 3semeHmo8 maccusda aHHYAUPOBAHHbIX cepmugukamos (npu 3adaHuu
FIELD CRL REVOKED g noase fields).

— revcert t * revcerts
ITone ¢ maccusom aHHyaAuposaHHbix cepmugurkamos (npu 3adaHuu FIELD CRL -
REVOKED 8 noue fields).

— mem blk t crlEncoded
ITone ¢ 6a0kom namsamu, codepacau,um CAC e DER-koOuposke (npu 3adaHuu
FIELD CRL CRLENCODED 8 noue fields).

— mem blk t crlHash
ITose ¢ 610KkoM namsamu, cooepircauLumcs 8 donosaHeHuu "HMoeHmugpukamop karoda
gsaadenvua” cepmugpukama uzdamensna CAC (npu 3adanuu FIELD CRL CRLHASH s
nose fields). JIubo xaw-3HayeHue umeHu uzdameas CAC, aubo 3HaueHue OaHHO20
noasa A8141emcsa nepeuyHsviM Kaouom npu noucke CAC 8 cnpaBoyHuUKax.

1.9 AHunmuaIu3aiusa U JeHHUITHAIN3alus

B xome BBHITIOJTHEHHUS YITPOIIEHHOM UM pacUIMpPeHHON MHUIIMAIN3allud KOHTEKCTa
JIOKa/JIbHOM OMOJIMOTEKU COOTBETCTBYIOIAA QYHKIIMA:

— MTPOM3BOAUT YTEHUE KOH(MUTYPALMOHHBIX ITapaMeTPOB OUOIMOTEKHN U BBITIOTHSI-
eT ee UHUIMAIN3AIHUIO;
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— nopgkntodaeTtcsd K xpanunumaM I1ICII, JICIT u (onmuonansHo) CCC, 3ajaHHbBIM B
HaCTPOMKax IMPoduss 1mojab30BaTeN;

— B XpaHUJIMIIIAX IPOU3BOOUT ITOUCK cepTudHUKaTa moiab3oBaTess (paboyero cep-
TudUKaTa), Ha KoTopom 3atuiieH I1CII;

— ecJId He YKa3aHO NPOTUBHOE, TPou3BOAUT 00HOBJIeHUE Bcex CAC, HalifeHHHIX B
JICII, u3 touek CDP;

— mpoBepseT II1 u ucnonb3oBaHue [1CII, CTPOUT U IPOBEPSET LIEMMOYKY CEePTUDU-
Kaluu paboyero cepTuduKara;

— B CJIy4ae 3arpy3KHU 3aKpLITOr0 KJIIo4a IPOBepsieT Ha COOTBETCTBUE eMy pabounii
cepTudukar.
1.9.1 CTpyKTypbl HHUIITHA/IU3AIlUH

Ctpykrypa local param t
[TapaMeTphl MHUIMATN3AlIMN KOHTEKCTa JIOKAaJIbHOM OMOITHOTEKH:

— size t size
ITone c¢ pasmepom cmpykmypsl 8 batimax, 00AXHCHO OblMb YCMAHOB/EHO 8
sizeof(local param t).

— flag t flag
ITose ¢ mackotil (nobumossvim HJIH) ¢paazo08 uHUyuasu3ayuu KoHmekcma bubauome-
Ku:

e FLAG_INIT DISABLECRLUPDATE - He 8binoi1HAMb aBmomamuyeckoe 00-
HossieHue CAC, HaudeHHbix 8 JICII, npu uHuuuaaulayuu KoHmekcma. Ecau OaH-
Hblll (paiae He ycmaHoeieH, Npu UHUUUAAU3dluu KOHmekKcma nepebuparomcs ace
CAC u3 JICII, u 015 Kax0020 U3 HUX 3a2pyxHcaromcs 00HO8/1eHUS U3 YKA3AHHbIX 8
odavHHom CAC mouek CDP;

e FLAG_INIT EXPIRINGOBJECTUI - noka3vieamb 00®ve€KmMbl C uCmexaro-
wum cpokom delicmeus npu uHuUyuaau3dauuu KoHmekcma. Ilpu 3a0aHuu OaHHO-
20 (pnaza npoussodumcs noka3 cepmugukama ¢ 3aKpvlmuviM Kaouyom (paboue-
20 cepmugukama) ¢ ucmexkaru,um Cpokom delicmeus 3AdKpblmo20 Kawud, cep-
mugpukamos L[C ¢ ucmekarnwumu cpokamu 0eucmaeus 3aKpblmbiX Kja04eu U ca-
Mux cepmugukamos, a makace ucmexaruiux CAC. HHmepesaivl ucmedeHus o006s-
exmos 3adaromcs 8 kawde Peecmpa HKCU\SOTWARE\Validata\zcs. 3HaueHue
TimeWarnExpiredCert (muna REG DWORD) yka3vigaem uHmeps8a/ ucmeyeHus
3aKpblmoe2o Kaoua pabodezo cepmugukama u 3aKkpblmbix Karouel u cepmugpuka-
moea LIC 8 OHsax (no ymoauaruto - 30 0Hell). 3HaueHue TimeWarnExpiredCrl (mu-
na REG DWORD) yka3vieaem unmepgasa ucmevdeHusa CAC 8 OHAX (N0 yMOAUAHUIO
- 14 onetl);

e FLAG_INIT DISABLELDAPUSAGE - He nodkatouambca kK CCC npu uHUyu-
aaudayuu. Ilpu ycmaHo8ke 0aHHO20 ¢paaza nouck cepmugukamos uiu nepevuc-
neHue cepmugpuxkamos u CAC 8 CCC 6y0ym omKArOUEeHbl;

e FLAG_INIT DISABLECACHESAVE - He coxpaHAMb npo8epeHHble cepmu-
¢pukamut u CAC, Haxooawueca 8 Kawe b6ubauomexu, 8 JICIT npu deuHuyuanau-
3auuu KoHmexcma. Ecau OaHHbllU (paaz He ycmaHoB8/1eH, KAWUPOBAHHble cepmu-
¢ukamut u CAC 6yoym coxpaHeHbsl 8 JICII npu deuHuuyuaau3auuu KoOHmMekKcma -
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makxot no0xo0 nosviwaem npouaeodumeﬂbHocmb 3d cyem MuHuUMusauuu KosMaUu-
yecmeda onepauuit 3anucu;

e FLAG_INIT CERTSTOREPROFILE - ucnosiv3o8ambs HaCMpouKu npoguaeu
noav3zoeamens I[IK “CnpasouyHuk cepmugpukamos” u3z Peecmpa emecmo KoHpuz2y-
pauuoHHoz0 ¢atina pkil.conf;

e FLAG_INIT FORCECERTCACHING - npuHydumesabHO K3awuposambv cep-
muguKamol, npedHa3HaA4YeHHbvle 014 WUudpos8aHusa, Npu UHULUAAU3AUUU KOHMEK-
cma. IlaHHbIU ¢paaz noddepacusaemcs moavko 048 JICII, pacnoaodceHHbvix 8 B

ODBC, npu 8K/1104eHHOU MH020N0OMO4YHOU obpabomke (CM. onucaHue napamempa
PKkiODBCUseMars 8 mabauue 1);

e FLAG_INIT ALLOWAIACDPUSAGE - paspewumbs docmyn K moukam AIA u
CDP 015 3aepy3ku cepmugpukamos LIC u CAC npu nocmpoeHuu uenovek. Ilocmyn
K moukam 6ydem ocyu,ecmensimuscs 8 CAeO0YUW,UX CAYYAAX:

- cepmuguxkam LIC uau CAC, Heobx00umblil 0151 NOCMPOEHUS Uenovku, He
HauodeH 8 IICII u JICII;

- cpok Oeticmeust CAC, Heob6xo0umo20 0151 NOCMPoOeHUs U,enodku, yice uc-
mex;

e FLAG_INIT USESILENTKEYLOAD - He 8bi0aBamb no1b308amenbCKUl UH-
mepdgetic npu 3azpy3ke 3aKpbimblx KAwouel. Ecau 044 3a2py3KuU 3aKpblino20 KAK-
Yya emMewame1bCmaeo no/ib3osameisi Heobxooumo - 015 e8o0a napoas uau ITHH-
KoOa, 04151 yCIMAaHoOBKU K/H4e8020 HOCUMe1A U m.Nn. - onepauusA 3a2py3kKu 3asep-
wumcs ¢ owubkol;

e FLAG_INIT USEVERIFYCONTEXT - uHuyuasusupogsams KoHmekcm b6e3
docmyna K 3aKkpblmomy Kawuy (mak Has3bleaemvll KOHmMeKcm nposepku). Ecau
OaHHbIl (haaz ycmaHoss1eH, mo A00as NonblMKa UCN0/1b308aMb 3AKPbIMbIU KAKOY
C NO/YYEHHbIM KOHMeKcmom bubiuomeku - 015 avluucaeHus II1, 0451 pacwugppo-
8aHUS U M.N. - 3d8epuwumcs ¢ owubKol.

— const char * pse
ITone ¢ nymem (URI) k IICII caedyrouiez2o suda:

e pse://signed/C:\Users\TestUser\local.pse - [ICII, pacnoaoaceHHbll 8 ¢patll-
1080M XpaHuauuw,e, 20e pse://signed/ - npejuxc, a C:\Users\TestUser\local.pse
- umsa ¢atina IICII;

e system://pse/[1m/]00:01:02:03:0C:0D:0E:OF - [ICII, pacnosaodceHHbll 8
cucmemHoM xpaHuauuw,e OC Microsoft Windows, 20e system://pse/ - npepukc, Im/
- ONUUOHA/IbHBIU NPU3HAK UCNO/Ab308AHUSA XPAHUAUW,A KOMNblomepa (ecau He yKa-
3dH - UCNO/Ab3Yyemca xpaHuauwe noavzoeamens), a 00:01:02:03:0C:0D:0E:OF -
OaHHble donosHeHus “HoeHmugukamop Kawoua 81adeavua” pabouez2o cepmugu-
Kama.

— const char * localstore
ITone ¢ nymem (URI) k JICII caedyrwouiezo guda:

e file://C:\Users\TestUser\local.gdbm - JICII, pacnoaoosiceHHbiti 8 5] GDBM,
2oe file:// - npegukc, a C:\Users\TestUser\local.gdbm - ums ¢atina B]1 JICII;

e odbc://TESTDSN - JICII, pacnoaoaceHHblli 8 BII ODBC, 20e odbc:// - npe-
¢uxc, a TESTDSN - umsa ucmouyHuka daHHuix (Data Source Name, DSN) BII JICII;
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e system://local/[lm/] - JICII, pacnoaoosceHHblili 8 cucmemHoM xpaHuauw,e OC
Microsoft Windows, 20e system://local - npe¢uxc, a Im/ - onuuoHaavHbuill NPU3HAK
UCNO0/1b308AHUA XPAHUAUWA KOMNblOmMepa (ecau He YKAa3adH - Ucno/ib3yemcs xpa-
HU/AUW,e No/a1b308ameJs).

— const char * ldap
ITosne ¢ nymem (URI) k CCC caedyruw,e20 suoa:

e ldap://[simple/|negotiate/][user[:pass]@]host[:389]/DC=RU - CCC, 0o-
cmynHblu no npomokoay LDAP, ede ldap:// - npepuxc, host - DNS-um=sa y3aa cep-
gepa, 389 - TCP-nopm nodkawveHus (3mo 3HaYeHue ucno/ib3yemcs no ymoaua-
Huto), DC=RU - 6a308vbili koHmMetliHep CCC. Modupukamop simple/ yka3vieaaem,
ymo csnedyem ucno/ab308ambs npocmoti mexaHusm aymenmugpuxauuu c CCC, a mo-
ougpuxkamop negotiate/ 3a0aem ucnosvb3oBaHue mMexaHu3ma aymeHmugukayuu
Kerberos. C nomMouw,blo napamempos user u pass MOJX4CHO 3a0amb UM N0/1b308da-
me/isi U e20 napo/b, Komopbslie 6y0ym ucno/1b308amuvCs NPu adymeHmugukauuu 80
gpems nookawueHusa Kk CCC.

— const char * pincode
ITone ¢ [THH-KoOOM KAl0U€B8020 HOCUMe/1s munad cmapm-Kapma 8 aude cmpoku. 3a-
OaHue OaHHO020 N0/A N0380/Aem 3d2pyHcamb 3dKpblmble KA4YU C Hocumeaeu mund
cmapm-kapma 6e3 8bl0adu no/b308ame1bCKo20 uHmepgetica ssoda ITHH-koOa.

1.9.2 @OyHKUIHUU UHUIHATU3ALUU

[Tepen ucnosb3oBaHKHEM JTI000M 13 QyHKIMM OUOIMOTEKHY (3a UCKITI0OYeHUEeM QYyHK-
UMY MHULMaIu3aluumn) 6u6InuoTeKy HeoO0X0aMMO UHUITUAJIM3UPOBATh - IIOJIYYUTh KOH-
TEKCT OUOTMOTEKU C TIOMOIIIBIO OOHOM 13 QYHKIMM MHUIMATU3AluN.

KoHTekcT 6uO1MOTEKH, BO3BpallaeMbld 110008 u3 Takux GYHKIIUN, IBIsIeTCS 0e3-
OITACHBIM MJISI TTapasljIeIbHOT0 (MHOTOIIOTOYHOI'0) MCIIOIb30BaHUS - T.€. MaHHBIN KOH-
TEKCT MOXKeT OBITh UCIIO/JIb30BaH B BHI30BaX (PyHKUIUM OUOIMOTEKH MapaiejibHO U3
HECKOJIbKHUX ITOTOKOB. [Ipu 3TOM camMu (QYHKIMU WHULMAIU3AINU U JeUHUIIUaIn3a-
MU He SBJISIOTCS 6e30maCHBIMU [JIs ITapajlyIeJIbHOTO (MHOTOIIOTOYHOT0) UCIIOIb30-
BaHUS:

— B paMKaX OaHHOTO KOHKPETHOIO IIpollecca olepanuoHHOou cucteMbl (OC) Bce
BBI30BHI QYHKIIUY UHUIIMATIU3AIINY U JeMHUIINATU3alIuy OOJIXKHEI ObITh CepHUajIi30Ba-
HBI, T.€. JOJIKHBI BEITIOJTHSATHCS ITOCJI€IOBATEIBHO;

— B paMKax pa3nu4HBIX IIpoileccoB OC, BBINOJHSIOMIUXCS OT HMEHU HaHHOTO
KOHKPETHOT0 TOIb30BaTeNsd, PYyHKIIMY WHUIIMAIU3allud U OeNHUIINaIn3aiud MOKHO
BBI3BIBATh MapajUIeNIbHO IIPU YCJIOBHHU, YTO OHM He MOOU(PUIUPYIOT HACTPOUKHU
npoduneu noab3oBatens [TK “CrnpaBouyHUK cepTudukaTtoB” u3 Peecrtpa.

[Ipu poctymne k JICII, pacnonoxennomy B Bl GDBM, crnenyer uMeTh B BULY,
yTO maHHBIM TN BJl He obecnedynBaeT BO3MOXKHOCTBL IlapajiIelIbHOTO AOCTYIIA -
T.e. K KOHKpeTHOMY JICII pa3pellieHO MMeTh OOCTYI OOHOBPEMEHHO TOJIBKO U3
OOHOTO TIpoIlecca, W TOJBKO IIOCPEACTBOM OOHOTO KOHTeKCTa Oubnuoreku. Ilpu
He0oOXOMMOCTU OCYIIIECTBIIEHUS IMapaslyIeJIbHOTO AOCTymna K KoHKpeTHoMYy JICII u3
HECKOJIbKUX IIPOIEeCCOB WM IIOCPEOCTBOM HECKOJIBKHMX KOHTEKCTOB OHOIHMOTEeKH
cnenyet nonb3oBathbesa JICII, pacnonoxenssiM B B ODBC.
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K KaxXmoMy KOHTEKCTy OuMOIMOTEeKM, IIOJIy4eHHOMY ITOCPEICTBOM BHI30Ba YHIPO-
IIIeHHOM UJIM PacIIupPeHHOoN GYHKIINY MHUIIMAIN3allui, IpUBsi3daHa CTPYKTypa (Ka1I),
XpaHsilasa npoBepeHHble cepTudukaTel 1 CAC. Ko aBisieTcss [UHaMU4YeCKOU CTPYK-
TYPOMU, PaCIIOJIOXKEHHOW B BUPTYaJIbHOU ITaMSTH IIPOIlecca, IIPpU 3TOM Yy JIIOOBIX ABYX
PA3JTMYHBIX KOHTEKCTOB OMOIMOTEKHN 3TU CTPYKTYPH Pa3JIMYHHL.

O6nekT (ceptudpurkar unu CAC) mormamaeT B KI3II TOJIBKO B Ciydae IIOJTHOU M
YCHENIHON NPOBEPKHU IIENIOYKM cepTUdUKalMu JaHHOTO o0beKTa. Hampumep, ecnu
Ipu BBEI30Be (QYHKUMM 3alIn(PpoBaHMUS BHIIOIHIETCS ITOMCK CEepTU(PUKATOB IIONY-
yaTtenen 3amudppoBaHHOro coodbimenuss B CCC, To Te HalgeHHBIEe CepTHU(GUKATHI
ToJjiyyaTesiey, YbM IIeTIOYKU OBLIM YCIIEIITHO ITPOBEPEHHI - a TaKxXKe CepTUu(UKATHI
LIC u CAC, y4yacTBOBaBIlIME B IIPOBEPKE HAaHHBIX IelIOYeK - HomamyT B Kaml. Kamr
IMpegHa3HaYeH [/ TOBBIIIEHHUS ITPOU3BOOUTENILHOCTH IIPU IIOMCKE M IIPOBEPKE
00BEKTOB, IOCKOJIBKY, BO-TIEPBBIX, OOBEKTHI UITYTCS II0 MIEPBUYHOMY KJIIOUYy B KI3IIIe
OBICTPO, ¥ BO-BTOPHIX, IIOCKOJIBKY IIelToYKa 0O0ObeKTa, HaWJeHHOTrOo B HeM, He Oymder
IIPOBEPSATHCS IIOBTOPHO.

error status t VCERT1API VCERT InitMinimal (context t * phCtx)
OYHKIINS MHUIIUATN3allu MUHUMaIbHOIO KOHTEKCTa OMOINOTEKH
AprymMeHThbI:

— phCtx (out) yka3zaTenb Ha MHULIMAIU3UPYEMBI KOHTEKCT.
Bo3BpamiaeMbie 3HAYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

OyHKIIMS UHUIIMATA3allud MUHUMAaJIbHOTO KOHTEKCTA He OCYIIECTBIIIEeT OOCTYII K
[ICII, JICII u/unu CCC.

C MMHUMAJILHEIM KOHTEKCTOM HOIYCKAeTCs BBI3BIBATh MUCKIIIOUUTENIBHO CJIEedYIO-
mue QyHKIU OubIMOTEeKHU:

— BBIUYHCJIEHUS XJII-3HAUYEHUS U (POPMUPOBAHUA CIydalHON MOCJIEeO0OBaTEIbHO-
CTH,

— BBIIIOJTHEHUsI IIpeoOpa3oBaHUsi coBMellleHHOM (Attached) u oTmeneHHOM
(Detached) 9IT;

— BBIIIOJIHEHUS ITpeoOpa30BaHus OMHAPHBIX JaHHLIX B/U3 ¢opmMmaTa Base64;

— IIOJIydeHUs MHPOpMaIuu O IalIUIIEeHHBIX (IIOONMMCAHHBIX U 3allln(pPOBaHHBIX)
OaHHBIX;

— pa3b6opa u oTobpaxkeHus nHTepderica ¢ mTaHHBIMU 00bEKTOB CYC;

— 3amnycka MacTtepoB ¢popMmupoBanus 3arnpocoB PKCS#10 u ynpaBiieHHUsT HaCTPOU-
KaMHU OpOoduiIen mojab30BaTensd;

— KJIMEHTCKOUM CTOPOHBI IIPOTOKOJIa 0€30I1aCHOCTU TPaHCIOPTHOTrO ypoBHSA TLS
1.2;

— TIOTy4YeHUs BHYTPEHHETO CTeKa OIMOO0K HM3KOYPOBHEBOU OMOIMOTEKH.

error status t VCERT1API VCERT Initialize (string t profile, flag t flag,
context t * phCtx)
YupoumeHnHasa QyHKITNA UHUNMAIN3AIUN KOHTEKCTa OUGINOTEeKN
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AprymMeHTrhbI:

— profile (in) yka3aTenb Ha CTPOKY C UMeHeM OpoGuIs m3 HAaCTPOoeK KOHPUry-
panroHHoro ¢atina pkil.conf (cMm. onucanue B nompa3mene 1.32), Uiy U3 HaCTpPO-
ek npoduel nmonb3oBaTens [IK "CnpaBouyHUK cepTU(PUKaATOB” IIpU yKa3daHUU ¢iiara
nHunmanu3anuu FLAG_INIT CERTSTOREPROFILE. Ecnu B KOHQUIypalluOHHOM
daiine pkil.conf ykasaH npodunb 10 YMOJTYaHUIO, TO JaHHBIM yKa3aTellb MOXKET
ObiTh paBeH NULL. IIpu uCIIO/Ib30BaHUY JTOKAJIbHOW OMOIMOTEKU MMOONePKUBAIOTCS
CIenyIoIIre MOIIOJTHUTEJIbHBIE BO3MOXKHOCTH:

e 3allaHVe 3HaveHUsa “MY” MO3BOJIZeT HCIOJIb30BaTh HACTPOUKMN IIpOdu-
neu nomnb3oBaTens [IK "CopaBoYHUMK cepTU(UKATOB” M MOJIb30BATEIbCKUN HH-
Tepderic BriOOpa mpodunsa 6e3 3aganus ¢dnara uHunuanusamuu FLAG_INIT -
CERTSTOREPROFILE;

e 3amanue ¢nara nHunuanusanuu FLAG_INIT CERTSTOREPROFILE mnos-
BOJISIET YKa3aTh TpebyeMblii mpoduib nojabs3oBaTensa [IK “CnpaBouyHUK cepTUdU-
KaToB” 110 UMEHU;

— flag (in) macka (mo6utoBoe MJIN) ¢paroB nHUIIMaIU3aluM (IIpU UCIIOJIL30BaHUHU
JIOKanIbHOM OUOIMOTEKU CM. onrcaHue B 11.1.9.1, nHaye 3HaYeHUE 3ape3epPBUPOBAHO
1 He HCIIOJIb3yEeTCH);

— phCitx (out) yka3zaTenb Ha MHULIMAIU3UPYEMBIN KOHTEKCT.
Bo3BpamiaeMbie 3HAYEHUSA:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KO OIINOKU.

error status t VCERT1API VCERT _InitializeEx (crypt prov t prov, void * param,
context t * phCtx)
PacmupeHHas QyHKIUSA UHUITMATW3alNd KOHTEKCTa 6M0OIMoTeK:
AprymMeHrhbI:

— prov (in) tTun ucnonab3lyemont 6ubnuoreku (CRYPT LOCAL pnst mokaiabHOU Ou0-
JINOTEKU);

— param (in) ykasaTeJib Ha CTPYKTYPY HapaMeTpPOB MHUIIMAJIM3ALMU KOHTEKCTa
(ctpykTypy local param t gnisa nokanbHOU OMOIUOTEKM);

— phCtx (out) yka3zaTenb Ha HHUIIMAIU3UPYEMBINI KOHTEKCT.
Bo3BpamjaeMsbie 3HAaYEHUSI:

— VCERT OK B cny4ae yclexa UM HEHYJI€BOM KO OIINOKM.

1.9.3 PyHKUIHH JeHHUIHAIU3aAllUH

error_status t VCERT1API VCERT _Uninitialize (context t hCtx)
QYHKITNSA TeuHNIManu3anum (0CBOO0KIeHNI) KOHTEKCTa OUOINO0TeKN
AprymMeHrhbI:

— hCtx (in) ocBoOOXXTaeMbIll KOHTEKCT.
Bo3BpanjaeMsbie 3HaYEHUSI:

— VCERT OK B cnydae yclexa UM HEHYJIEBOU KO OIINOKM.
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IaHHass (QyHKUMS BHIIOJNHSAET AeWHUIMaIM3aluuio (0cBoOOXKIOeHUEe) KOHTEKCTa
OuOMMOTEKU M CBSA3aHHBIX C HUM pPECypCcOB, BeifeneHHBIX B (pyHKmusx VCERT -
InitMinimal(), VCERT Initialize() u VCERT InitializeEx(), a Tak:Xe IPOU3BOAUT BhHI-
IPY3KYy 3arpyzKeHHEBIX [OJIs1 9TOI0 KOHTEKCTa 3aKPHITEIX KIII0Yen.

1.10 IMonyuyeHHe OMHCAHHH OUIMOOK

1.10.1 PYHKIHH OTyYEeHHSI OMHUCAHUH OITHOOK

char * VCERT1API VCERT GetErrorText (error status t rslt, char * merr, size t
mlen)
OYHKIMSA NONYYEHUST TEKCTOBOTO ONMCAHUS OMMOKHU I10 ee KOOy
AprymMeHThbI:

— rslt (in) Kopn ommbKY;

— merr (out) ykazaTtesnb Ha Oydep OJid 3amucy TEKCTOBOTO OIMCAHUS OIIMOKHU
(cTpoka omucaHus 3aBepinaeTcs cuMBoioM ‘\0’);

— mlen (in) pa3mep Oydepa Oast 3alrucu TEKCTOBOT'O ONUCAHUS OIMOKU (pa3Mep
OOJIZKeH OBIThL He MeHee 128 6aiT).
Bo3BpanlaeMble 3HAYEHHUS:

— yKa3ameab Ha Oy¢ep, pasHuili merr ¢ TEKCTOBLHIM OMNKWCAHUEM OIIHOKH,
NULL - B cny4yae OmIu0OKH.

error _status t VCERT1API VCERT _GetErrorLineEx (context t hCtx, mem blk t
* error, mem blk t * file, uint32 t * line, mem blk t * data)
OYHKIINS MTOJIYYEHUSI CTEKA BHYTPEHHUX OUINO0OK OUOIUOTEKHN
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMONIUOTEKH (ITPU aHaIKu3€e OIMMNOKM, BO3HUKINEN B QyHKITUU
WHUIINAIN3allii, Pa3pelleHo IMogaBaTh 3HadeHe KoHTeKcTa paBHbBIM NULL);

— error (out) 6JI0K TaMsATH C KOJIOM BHYTPEHHE! OIMUOKU U ee TEKCTOBLIM OITHCa-
HueM (ocBoboxpaercs pyHkiuerr VCERT_FreeMem() - cm. onucanue B 1. 1.31.1);

— file (out) 670K mamMsATH C UMeHeM ¢alijla UCXOOHBEIX TEKCTOB, B KOTOPOM BO3-
HUKJIa BHYTpeHHsAs omnOKa (ocBoboxpaercs ¢pyHkuueir VCERT _FreeMem() - cwm.
onucanme B1. 1.31.1);

— line (out) HOMep CcTPOKHU (haliyia UCXOOHBIX TEKCTOB, B KOTOPOU BO3HUKIJIa BHYT-
PEHHSS OIINOKa;

— data (out) 670K maMSATHU C PACHIMPEHHBIMM HAHHLIMU BHYTPEHHEM OINOKU
(ocBoboxmaetcs pyukiuelr VCERT _FreeMem() - cMm. onucanue B . 1.31.1).

Bo3BpaniaeMble 3HAUYEHHUS:

— VCERT _OK B ciiydae ycriexa UJId HEHYJIEBOM KOX OITUOKU. [IJ151 ITOTyYeHu I10JI-
HOT'O CTeKa (PyHKIHMIO CIedyeT BBEI3BIBATh B TOM XK€ IIOTOKE, YTO M 3aBEpPIIUBIIYIOCS
OIINOKOM MCXOOHYIO0 QYHKIIMIO IO TeX IIOp, II0Ka BOo3BpalllaeMoe €10 3Ha4yeHNe PaBHO
VCERT _OK.
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1.11 YopaBieHnue u BbI30B MacTepoB

1.11.1 ®yHKUUHU yIpaB/IeHUsI 4 BbI30Ba MacTepoB

error status t VCERT1API VCERT ControlEx (context t hCtx, void * hWnd,
vcert cmd t cmd, mem blk t * idat, mem blk t * odat, flag t flag)
OyHKIMSA yIpaBJIeHUs KOHTEKCTOM U OUOIMOTEeKOU, BbI30Ba MacTepoB
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— hWwnd (in) umeHTudukaTop (OHIMOHANIBHBIM) POAUTENHBCKOTO OKHa. B OC
Microsoft Windows B KkadeCcTBe uaeHTU(PUKATOPa POAUTEIHCKOTO OKHA UCIIOIb3yeTCs
3HaYeHHe, Bo3BpallaeMoe cucteMHou ¢pyuknue GetActiveWindow();

— cmd (in) Koo KOMaH[bl, KOTOPYIO0 HEOOXOAMMO BBITIOJTHUTh:

e VCERT_CMD _UPDATECRLS - cmandapmHoe obHo8saeHue scex CAC, Hall-
OeHHuix 8 JICII. IIpu e8vinoaHeHUU OAHHOU KoMaHObl nepebuparomcs ece CAC u3
JICII, u 015 Kasc0020 u3 HUx 3az2pyacaromcs o6Ho81eHU s U3 YKa3dHHbIX 8 OAHHOM
CAC mouek CDP. Jlanss 0aHHOU KOMAaHObl UCNO/Ab308AHUE MUHUMA/1bHO20 KOHMEK-
cma He donyckaemcs, a napamempul idat, odat, flag He ucnoav3yromcs;

e VCERT CMD UPDATECRLSCRIT - kpumuuyHoe obHossaeHue scex CAC,
HaliOeHHbix 8 JICII. IIpu 8binosHeHuUuU OaHHOU KomMaHObl nepebuparomcs ece CAC
u3 JICII, u 0158 Kascdo20 u3 HUX 3azpyxicaromcs 06HOB8/1eHUS U3 YKA3aHHbIX 8 OaH-
Hom CAC mouek CDP. Ecau npu obHogieHuu xoms 6vl o0Ho20 CAC 803HUKaem
owubka, mo ee mekcmosoe onucaHue so38paw,demcsi 8 3apaHee 8vl0eseHHbll
610K namsamu, yKka3aHHoill 8 odat. [[a15 OaHHOU KOMAaHObI UCNO/Ab308AHUE MUHU-
MasavHO20 KOHMeKcma He donyckaemcs, a napamempul idat, flag He ucnoav3y-
romcaA;

e VCERT_CMD_SIGN_WIZARD - 3anyck 2paguueckou obosouku Macmepa
gblyucaeHus 3I1. []aa 0aHHOU KOMAaHObl UCNOAb308AHUE MUHUMA/AbHO20 KOHMeEK-
cma u KoHmekcma nposepku He donyckaemcs, a napamempul idat, odat, flag He
UCNo/bL3yHMCH;

e VCERT_CMD_VERIFY_WIZARD - 3anyck 2paguueckoti o60o10uku Macme-
pa nposepku 3I1. [1as1 0aHHOU KOMAHObl UCNO/Ab308AHUE MUHUMA/NIbHO20 KOHMEK-
cma He donyckaemcs, a napamempul idat, odat, flag He ucnoav3yromcs;

e VCERT_CMD XMLREQ WIZARD - 3anyck epaguyeckou obosouku Ma-
cmepa gopmuposaHus 3anpoca 8 ¢popmame PKCS#10 uau 2eHepauusi 3anpoca
8 popmame PKCS#10 Ha ocHosaHuu cyu,ecmaywu,e2o XML wabaoHa (cm. onu-
caHue 8 nodpasodese 1.33). IIaHHble cywecmaywuwe2o XML wabaoHa 6bepymcs
u3 6s10Kka namamu, ykazaHHozo 8 idat, a choopmuposaHHbill 3anpoc 8 ¢popmame
PKCS#10 so3s8paw,aemcsa 8 610K namamu, yka3aHHboil 8 odat. [[as 0aHHOU Ko-
MaHObl napamemp flag moocem 6vimb mackou (nobumoswvim HJIH) caedyroujux
¢nazos:

- FLAG_CTRL_XMLREQ_FOR_ENCRYPTION - gbinosHums 2eHepauuto
3aKpblmo20 KA4d, NPpe0HA3HA4eHHO020 014 WU(po8aHus;

- FLAG_CTRL_XMLREQ _GOST R _34 10 _12 256 - 8binosiHumb 2eHepa-
LU 3dKPblimoz20 KAwuad 015 cepmugukama 8 Keaauduuupo8aHHOM (popmame
no I'OCT P 34.10-2012 (256 6um);
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- FLAG_CTRL_XMLREQ _GOST R_34_10_12 512 - gbinosHUmMb 2eHepa-
UUH 3aKpblmoz20 Kjawua 044 cepmugpukama 8 kearupuiuposaHHoMm popmame
no I'OCT P 34.10-2012 (512 6um);

- FLAG_CTRL_XMLREQ_CARRIER_GENERATION - npu eeHepauuu
Heu3B8/1eKaemo20 3dKpblimoz20 KA4d HA PYHKUUOHA/NIbHOM K/AH0Ye8oM Hocume-
sne (DKH) vdToken ¢popmuposamsv amom KAty sHympu PKH ¢ ucnoav308aHuem
sHympeHHe20 [ICY nocaedHez20;

e VCERT CMD_PROFILE WIZARD - 3anyck epaguueckoii obosouyku Ma-
cmepa ynpasaeHus npoguaamu noavioeamens. [Ina 0aHHOU KOMAaHObL napamemp
idat He ucnoavdyemca. I[Ipu 3adaHuu napamempa odat, 8 ciyvyae ycnewHoz20 3a-
gepweHus pabombsl Macmepa, 8 He20 3anucbl8aemcs cmpoka ¢ UMeHeM 8blOPaH-
HO20 npoguasa noavzoeamens. [Iaa 0aHHOU KomaHOwl napamemp flag moocem
6bimb mackoti (nobumossvim MJIH) caedyroujux paazos:

- FLAG_CTRL_PROFWIZ PROHIBIT MODIFIES - pazpewumb moabKo
umeHue cywecmsyruw,ux npoguaeti nosv3osamens, 6e3 803MOHCHOCMU UX CO-
30aHusA, moduukauuu u yoaseHus;

e VCERT_CMD_PRIVKEY WIZARD - 3anyck epaguueckoti oboaouku Ma-
cmepa ynpasiaeHus 3adKpbimbuiMu KjAuamu (8 Hacmosuw,ee spems peanu308adHo
mo/bKo yoaseHue 3aKkpblmblix KAroveu). [laa 0aHHoU KomaHObl napamempsul hWnd,
idat, odat, flag He ucnoav3yomcs;

e VCERT CMD _CARRIER_SETPIN - 3anyck e2paguueckozo uHmepgetca
cmenbl ITHMH-KoOa Kawouesvix Hocumeneu. IIna OaHHOU KOMAaHOblI napamempbl
hwnd, idat, odat, flag He ucnoav3yromcs;

e VCERT CMD CARRIER FORMAT - 3anyck 2paguyeckoz2o0 uHmepgetica
¢dopmamuposaHus Kaw4esbix Hocumesneu. I[nsa OaHHOU KOMAHOblI napamempbl
hwnd, idat, odat, flag He ucnoav3yromcs;

— idat (in) 6710K maMsTH C BXOOHBIMU JaHHBIMU (3aBUCHUT OT BHIIIOJIHSIEMOM KOMaH-
OBI);

— odat (out) 610K ITaMSTH C BRIXOOHBIMU JaHHBIMHU (3aBUCHUT OT BHIIIOJIHIEMOM KO-
MaHbI) (ocBoOoxkpaeTcsa pyukiueri VCERT _FreeMem() - cMm. oniucardue B11. 1.31.1);

— flag (in) macka (mo6uTtoBoe MJIW) ¢pnaroB BEIIIOTHEHHUS (3aBUCSAT OT BBITIOJIHSIE-
MOM KOMAaH/HI).
Bo3BpamniaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT UpdateCRLs (context t hCtx)
dyHKIMS cTaHmapTHOTO oO6HoBneHusd Bcex CAC, HaupmeHHbx B JICTI, u3 Touek CDP
[arHass QyHKOVSA BHEIOJHSET BHI30B (pyHKIUU ynpaBieHusa KOHTeKCTOM VCERT -
ControlEx() c kogom komasnel VCERT_CMD_UPDATECRLS.

error status t VCERT1API VCERT CreateXmlRequest (context t hCtx, flag t
flag, certificate t * reqtmpl, mem blk t * xmlreq)
OyHKIMSA CO3TaHUs MapHLIX Kioyer 1 XML 3anpoca 0o mabnoHy cepTudukara
AprymMeHTrhbI:
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— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— flag (in) macka (modutoBoe NJIM) dpmaros ¢popmupoBanusi XML-3ampoca:

e FLAG_XML_REQUEST_GOST_R_34 10_12_ 256 - gbinosHuUmMb 2eHepauuro
3aKpblmoz2o Kawva 045 cepmugukama 8 keaaugpuuuposaHHom opmame no I'OCT
P 34.10-2012 (256 6um);

e FLAG XML REQUEST GOST R 34 10 12 512 - gbinonHUMb 2eHepayuro
3aKpblmo2o KArda 045 cepmugukama 8 keaarupuuuposaHHom ¢opmame no I'OCT
P 34.10-2012 (512 6um);

e FLAG_XML _REQUEST_CARRIER_GENERATION - npu ceHepauyuu Heus-
g8/eKaemoz20 3akpbimozo kawua Ha ®KH vdToken ¢opmuposamv samom Karou
sHympu ®KH c ucnosav3osaHuem sHympeHHez2o [ICYH nocaedHez20;

— reqtmpl (in) cTpykTypa ceptudukara - mabi0oH, Ha OCHOBaAHUU KOTOPOTro ¢Gop-
mupyetcsa XML-3amnpoc. [nsa ¢opmupoBanus XML-3ampoca UCIOIb3YIOTCSA CIIEOyIOo-
IIye OIS CTPYKTYPHL:

e X.500-uMs Bilamenbila cepTudHUKATA;
e aJIbTEPHATHUBHOE MM BlaJesblla cepTudUKATA;
e perjaMeHThl UCIIO0JIb30BaHUs CePTUMUKATA;

pacimpeHHble 0071aCTH UCIIOTb30BAaHUS OTKPHLITOTO KIII0Ya;

pa3pelieHHble 0071aCTU UCIIOJIb30BaHUS OTKPBLITOTO KIII0Ya;
e IOIIOJTHEHUS (pacCIIMpeHus) cepTUuPuKaTa;

— xmlreq (out) 6710k mamMsaATu ¢ chopMUPOBaHHEIM XML-3ampocom (CM. onucaHue
B noapa3geine 1.33) (ocBoboxpaetcsa pyHkiuerr VCERT _FreeMem() - cM. onucaHue
Bm. 1.31.1).

Bo3BpamniaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UM HEHYJIEeBOU KOJ OIINOKU.

1.12 CopaBoYHHKH M NPOPHUIN MOIH30BaTEIsI

1.12.1 @®PYHKIHWH CIPABOYHHUKOB H MPOo@dHIeH MOIb30BaTe s

error status t VCERT1API VCERT CreateCertificateStore (context t hCtx,
mem blk t * certs, uint32 t ncert, mem blk t * crls, uint32 t ncrl, const char *
psestore, const char * localstore, flag t flag)
dyurusa popmuposanus [1CIT u JICIT u3 orgenbHBIX cepTuduratoB u CAC
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— certs (in) MmaccuB OJIOKOB MaMsTH, copepxKaimux cepTtudukatel B DER-
KogupoBke unu PEM-¢popmarte. IlepBrili 971eMEHT JaHHOTO MaCCHBa OOJIZKEH COofOep-
XKaThk pabounit cepTudUKaT NOJIb30BATEJIA C AelcTByIIUM KitouoMm II1. B dopmupy-
emble IICII u JICII OyOyT BK/IIOYEHBI TOJIBKO T€ CEPTHUdUKATHI, KOTOPEIE HA MOMEHT
¢dopMuUpoOBaHUs OEMCTBUTEIbHEI II0 BPEMEHU;

— ncert (in) gnrHa MaccuBa 6JIOKOB IaMATH, COOepXKalllux CepTU(MUKATHI (TOIKHO
BBIIIOJIHATHCS ycioBue ncert > 0);
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— crls (in) maccuB 610K0B namsTu, cogepxkaiux CAC 8 DER-kogupoBke unu PEM-
dopmarte. B popmupyemsie INICIT u JICIT OyayT BKIto4deHBl TONbKO Te CAC, KOTOpPHIE
Ha MOMEHT ()OpPMHUPOBaHUS OEVCTBUTEJIbHEI 10 BPEMEHU;

— ncrl (in) opnuHa MaccuBa 0710KOB mmaMsaTH, comepxkaiiux CAC (mOMKHO BBITIOJN-
HATbCS ycioBue ncrl > 0);

— psestore (out) nyte (URI) Kk co3gaBaemomy IICII (cm. ontucanue B 1. 1.9.1). B
[1ICII 6ymyT mo6aBneHbl ceptudukaTthl KopHeBhiX LIC. Ykazaunsniu [1CII, B cnydae He
pacmnonoxeHus B cucteMHoM xpaHunuile OC Microsoft Windows, 6ymeT cdhopmupo-
BaH 3aHOBO, M BCE HAXOOUBIIIKECS B HEM paHee 00BbEeKTHl OyOyT yaaleHbl;

— localstore (out) nyts (URI) Kk co3gaBaemomy JICII (cMm. onnucanue B 1. 1.9.1). B
JICTI 6ynyT mo6aBneHbl ocTanbHble cepTudukathl 1 CAC. Ykazanusii JICII, B cnydae
pacnonoxenus B Bl GDBM, 6yneT chopMrupoBaH 3aHOBO, ¥ BCE HAXOAUBIINECS B HEM
paHee 0OBEKTH OYOYyT yaaIeHbI;

— flag (in) macka ¢naros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpaniaeMble 3HAYEHUS:
— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT_CreateRegistryProfile (context t hCtx,
string t profile, const char * storepath, flag t flag)
OYHKIMS CO30aHus UKW 00HOBIeHUs Impoduss mo nytu K daviaam [1CIT u JICIIT
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKH;

— profile (in) uMsa co3gaBaeMoTr0 Ui OOHOBISIEMOTO IIPOGUIIA MOJIb30BaTeIsA, Ha-
npumep Ilo ymonyaHuIO;

— storepath (in) nyts K ¢parinam [ICII local.pse u JICII local.gdbm. [Taunyio
(yHKIIMIO MOXKHO HCIIOJIb30BaTh TOJIBKO B TeX ciydasXx, korga [ICII He pacnonoxeH
B cucteMHoM xpanunuiile OC Microsoft Windows, a JICII pacnonoxen B Bl GDBM;

— flag (in) macka (mo6utoBoe UJIN) ¢pnaros mobaBrneHus niu 0OHOBJIEHUS IIPOGhU-
IS

e FLAG_CREATE_REGISTRY_PROFILE_OVER - paspewums o6Ho8umb (ne-
pe3anucams) 0aHHble npoduass 8 mom caydae, ecau npoduab NO1b30B8AMENAA C
umeHemM profile yoce cywecmayem.

Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKH.

error status t VCERT1API VCERT CreateRegistryProfileEx (context t hCtx,
string t profile, const char * psestore, const char * localstore, const char * ldapstore,
flag t flag)
OyHKIIMSA co3maHus unm ooHoBneHusd npoduns no nytam (URI) k TICII, JICII, CCC
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— profile (in) uMsa co3gaBaeMoro uian 060HOBJITEMOT0 IPOoGUIsI N0Ib30BaTeNs, Ha-
npumep Ilo ymMon14aHUIO;
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— psestore (in) nyte (URI) k TICII npoduns monb3oBaTens (CM. oIHcaHue B II.
1.9.1);

— localstore (in) nyts (URI) K JICII mnpoduns monb3oBaTens (CM. oIuCaHUE B 1I.
1.9.1);

— Ildapstore (in) nyts (URI) (onumonanbHel) K CCC npoduns monb3oBaTens (CM.
onucanme B1. 1.9.1);

— flag (in) macka (rmo6utoBoe MJIN) ¢pnaros mobaBieHus: uiu 0OHOBJIEHUS ITPOGU-
TIST:

e FLAG_CREATE_REGISTRY PROFILE_OVER - pa3pewumb o6Ho8umMb (ne-
pe3anucambv) OaHHble Npoduasa 8 Mom cayyae, ecau Npoduib noab3o8amens C
umeHemM profile yoce cywecmayem.

Bo3BpaniaeMsbie 3HAYEHUSI:
— VCERT OK B cnydae yclexa UM HEHYJIEBOM KO OIINOKMU.

error status t VCERT1API VCERT _QueryRegistryProfile (context t hCtx,
string t profile, uint32 tlength, uint32 t index)
OYHKIMS ITONTyYeHUsT "HGOpPMAIIMKU 0 Ipoduie 110 NHOEKCY
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— profile (out) Oydep mns uMeHU NPOoPUA - CTPOKHU, 3aKaHUYUBAIOUIENCSI CUMBO-
oM '\0’;

— length (in) MmakcuMarnbHas gjivHa Oydepa aas UMeHU ITPOouIs;

— index (in) nagekc npoduns (DOIKHO BHIIIOIHITHECS yciioBue index > 0).
Bo3BpaniaeMsbie 3HAaYEHUSI:

— VCERT OK B cny4ae yclexa UM HEHYJI€BOM KO OIINOKMU.

error status t VCERT1API VCERT _QueryRegistryProfileEx (context t hCtx,
mem blk t * profile, mem blk t * psestore, mem blk t * localstore, mem blk t *
ldapstore, uint32 t index)
PacmupernHasa GyHKINA DONy4YeHU UHPOPMauum 0 npoduie mIo HHOEKCY
AprymMeHThbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— profile (out) 6JI0K TaMsITH OJIS 3allMCH UMEHH ITPOQUIIS - CTPOKH, 3aKaHYHBAIO-
meiica cumBosioM '\0’ (ocBoboxkpaetcs ¢yHknuelr VCERT_FreeMem() - cM. omnuca-
Hue B1I. 1.31.1);

— psestore (out) 6710k mamsitu Ons 3anucu nytu (URI) k TICIT - cTpoku, 3aKaH-
ymuBatoleiica cumBosioM '\0’ (ocBoboxpaetrcss pyukiuerr VCERT _FreeMem() - cM.
onucanue B1. 1.31.1);

— localstore (out) 6ok mamsatu oast 3anucu nytu (URI) x JICIT - cTpoku, 3aKaH-
yuBatomeiicsa cumMBosioM '\0’ (ocBoboxkmaeTrcs pyHknueli VCERT FreeMem() - cm.
ornucaHue B 1. 1.31.1);

— Ildapstore (out) 670k mamsaTu nns 3amnucu nyTtu (URI) k CCC - cTpoKH, 3aKaH-
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ymBatoleiica cumBosioM '\0’ (ocBoboxpaetrcs ¢pyukiuelr VCERT _FreeMem() - cM.
omnucaHue B 1. 1.31.1);

— index (in) nagekc npoduns (DOIKHO BHIIIOIHATHECS ycioBue index > 0).
Bo3BpalniaeMble 3HAaUYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KOJ OIINOKMU.

1.13 Busyanusanusa o0beKToB CYC

1.13.1 ®yHKIUH BU3ya/Iu3aniuu 00beKToB CYC

error status t VCERT1API VCERT_ShowCertificate (context t hCtx mem blk t
* cert)
OyHKIMA BU3yanusaluu ceprudukara
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOINOTEKH;
— cert (in) 6710k naMsatu ¢ ceptudukaroM B DER-kogupoBke unu PEM-dopmare.
Bo3BpanijaeMsbie 3HAaYEHUS:

— VCERT _OK B cnydae yclexa UM HEHYJI€BOU KOJ OIINOKMU.

error_status t VCERT1API VCERT_ShowCertificateEx (context t hCtx, void *
hWnd, mem blk t * cert)
PacmmmpenHas QyHKIIMSA BU3yaldu3alluy cepTudukara
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— hWnd (in) ugeatudukaTop POOAUTENILCKOTO OKHa (CcM. onucaHue Bm. 1.11.1);

— cert (in) 6510k nnamsaTu ¢ ceptuduratoM B DER-koguposke unu PEM-popmare.
Bo3BpaniaeMbie 3HAaYEHUSI:

— VCERT OK B cny4ae yclexa UM HEHYJIEBOM KO OIINOKM.

error_status t VCERT1API VCERT_ShowCrl (context t hCtx, mem blk t * crl)
Oyukiusa sulyanudanuu CAC
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;
— crl (in) 6710k namsitu ¢ CAC B DER-konupoBke unu PEM-dopmare.
Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT_ShowCrlEx (context t hCtx, void * hWnd,
mem blk t * crl)
Pacmmpennas yHKIma Busyanusanuu CAC
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;
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— hWnd (in) ngeETU(UKATOP POOUTENBCKOTO OKHa (CM. onmucaHue B 1. 1.11.1);

— crl (in) 6710k mamsitu ¢ CAC B DER-kogupoBke unu PEM-dopmare.
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT_ShowRequestEx (context t hCtx, void *
hWnd, mem blk t * req)
PacmimpenHas ¢yHKIng Busyanusanuu PKCS#10 3anpoca
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOINOTEKH;
— hWnd (in) ugeETU(UKATOP POOUTENBCKOTO OKHa (CM. onmcaHue B 1. 1.11.1);

— req (in) 6ok mamsatu ¢ PKCS#10 3ampocom B DER-kKogumpoBke unu PEM-
dopmare.

Bo3BpaunijaeMsbie 3HAaYEHUS:
— VCERT OK B cnydae yclexa UM HEHYJI€BOM KOJI OIINOKMU.

error_status t VCERT1API VCERT_ShowRevocationEx (context t hCtx, void *
hWnd, mem blk t * rev)
PacmupeHnHas GyHKIMS BU3yaiM3alliy 3alIpoca Ha aHHYJIMPoBaHue cepTuduKarta
AprymMeHTbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hWnd (in) ugeatuduKaToOp POOAUTENIHLCKOTO OKHa (CM. onucaHue Bm. 1.11.1);

— rev (in) O/0K mMaMsTU C 3alIpoCOM Ha aHHyIupoBaHue cepTtudukata B DER-
KOOUPOBKe.

Bo3BpaniaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UM HEHYJIEeBOU KOJ OIINOKU.

1.14 3kcmopT 1 UMOOPT 00BEKTOB CYC

OYHKIIUY 3KCIIOPTa IpeaHa3HavYeHbl I GOPMUPOBaAHUS MOOIIMCAHHOTO 3aIIpoca
B ¢opmaTte PKCS#10 mpu mimaHOBOM cMeHe pabouero ceptudukara I10JIb30BaTEIs,
TMOANMCAHHOTO 3aIllpoca Ha aHHYy/IUpoBaHue pabouero ceptudukaTta IIpu KOMIpoMe-
TAIIMM 3aKPHITOTO KJII0Ya IOJIb30BATENIs, a TaKKe I 3KcrnopTa ceptudukatoB u CAC
u3 IICIT u JICII B cuctemHoe xparunuuie OC Microsoft Windows.

OyHKIIMM UMIOPTa MpenHa3HaudyeHBl OJiss pobOaBreHuss o6bekToB CYC B DER-
kKogupoBke unu PEM-dopmarte B JICIT unu CCC, a Takxke a5 moOaBiIeHUsT 00bEKTOB
CYC, comepxkamuxcs B moanucaHHbIXx o0HoBIeHusx ot LIC u LIP, B IICII u JICII.

1.14.1 CrTpyKTyphl 3KCHOpPTa U UMIIOpTa 00BbeKTOB CYC

CrpyKTypa export param t
[TapameTpnl popMmupoBasus 3anpoca PKCS#10 unu 3anmpoca Ha aHHYJIMPOBaHUE:

— flag t flag
ITone c¢ mackoti (nobumosvim HMJIHM) ¢aazo8 ¢popmuposaHusi 3anpoca PKCS#10



36
BAME.00077-06 33 01

u/au 3anpoca Ha aHHyauposaHue (OosdceH Obimb ycmaHossneH OOUH U MOb-
Ko 00uH u3 ¢aaezo8 FLAG_EXPORT PKCS10REQUEST, FLAG_EXPORT -
REVOKEREQUEST):

e FLAG_EXPORT_SHOWREQUESTUI - asmomamuuecku 8u3yaiusuposamsup
cpopmuposaHHbsil 3anpoc PKCS#10 uau 3anpoc HaA AHHYAUPOBAHUE;

e FLAG_EXPORT_PUREDERFORMAT - skcnopmuposams 3anpoc PKCS#10
usu 3anpoc Ha aHHyauposaHue 8 DER-kKoduposke, 6e3 obepmvuieaHus II1 8 ¢pop-
mame CMS;

e FLAG_EXPORT PKCS10REQUEST - gvinosHums ¢popmuposaHue 3anpoca
PKCS#10 025 nposedeHuUs niaHOB80U CMeHbl paboue20 cepmupukama no/1vb308a-
mens;

¢ FLAG_EXPORT REVOKEREQUEST - gvinosHums ¢popmuposaHue 3anpo-
Ca Ha AHHY/AUpPoBaHue pabouez20 cepmupukama npu KomMnpomemau,uu 3aKpblimoz0
K/104da no/1b308ameis;

e FLAG_EXPORT _GOST R 34 10 _12_256 - 8binosiHumbs 2eHepayuro 3aKpbl-
mozo Kawua 045 cepmugukama 8 keasupuuuposaHHom ¢opmame no I'OCT P
34.10-2012 (256 6um);

e FLAG_EXPORT _GOST R _34 10 _12 512 - gbinosiHuUmb 2eHepayuro 3aKpbl-
mozo Kawua 04 cepmugukama 8 keaaugpuuuposaHHom ¢opmame no I'OCT P
34.10-2012 (512 6um);

e FLAG_EXPORT CARRIER GENERATION - npu 2eHepauuu Heu3sieKkae-
M020 3akpwuimoeo kawda Ha ®KH vdToken ¢opmuposamb amom Kja4Y 8HYymMpu
®KH c ucnosav3osaHuem sHympeHHez2o [ICY nociaedHez20.

— certid t * mycert
Ykazamenav Ha cmpykmypy udeHmugukamopa cepmupukama 015 onpedeseHus
KoHmekcma svinosiHeHus (NULL npu ucnosav3o8aHuu A0KaabHOU bubiuomexu).

CrpyKTrypa import param t
[TapameTpsl gobaBnenus 00bekToB CYC B IICII, JICIT unu CCC:

— flag t flag
ITone c¢ wmackoli (nobumosvim HJIH) ¢prazoe OobasaseHuss obwvekmos CYC 8
IICII, JICIT uau CCC (OoadceH O6blmb ycmaHog8sieH OOUH U MO/AbKO OOUH
u3s ¢nazo8 FIAG_IMPORT CERTDERPEMFORMAT, FIAG_IMPORT -
CRLDERPEMFORMAT, FIAG _IMPORT CERTWITHPRIVATE, FIAG -
IMPORT SIGNEDCARAUPDATE):

e FLAG_IMPORT_DISPLAYOBJECTUI - asmomamuyecku 8u3yaau3uposamsbp
umnopmupyemvle 8 IICII, JICIT uau CCC obvekmubt CYC;

e FLAG_IMPORT_CERTDERPEMFORMAT - umnopmuposamsv cepmugu-
kam 8 DER-KoOuposke uau PEM-popmame;

e FLAG_IMPORT _CRLDERPEMFORMAT - umnopmuposams CAC 8 DER-
Koduposke uau PEM-¢popmame;

e FLAG_IMPORT_CERTWITHPRIVATE - umnopmuposams cepmug¢ukam 8
DER-kooduposke uau PEM-(opMmame u ycmaHo8umMb e20 8 Kauecmae pabouez0 cep-
mug¢ukama noavdos8amens;
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e FLAG_IMPORT_SIGNEDCARAUPDATE - umnopmuposamb cepmuguka-
mut u CAC, codepacaw,uecs 8 noonucaHHom obHossaeHuu om LIC u LIP;

e FLAG_IMPORT DONOTVERIFYCHAIN - umnopmupogams cepmugpukam
uau CAC 6e3 nocmpoeHus U npogepKu uenoyku cepmugukayuu;

e FLAG_ IMPORT _FORCEREMOTESTORE - npuHydumeabHO UMNoOpmupo-
gamb cepmugpuxkam uau CAC 8 CCC.

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 015 onpedeseHus
KoHmekcma svinosiHeHusi (NULL npu ucnosav3o8aHuu A0KaabHOU 6bubiuomexu).

1.14.2 ®OYHKIUH 3KCHOPTAa U UMHOpTa 00BbeKTOB CYC

error _status t VCERT1API VCERT_ExportMem (context t hCtx, export param t
* pExportPara, mem blk t * oexp)
OyHKIHUA hopMupoBaHus 610Ka naMsaTy ¢ 3arnpocom PKCS#10/Ha aHHYJIMPOBAaHUE
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pExportPara (in) CcTpyKTypa TMmapaMeTpoB (¢QopMupoBaHMHS  3ampoca
PKCS#10/Ha aHHy/TUpPOBaHUE;

— oexp (out) 6510K maHHBIX ¢ cOPMHUPOBAaHHEIM 3a1TpocoM B DER-KomupoBKe (0CBO-
6oxpaetrca pyukuuelr VCERT FreeMem() - cm. oncanue B 1. 1.31.1).

Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT ExportFile (context t hCtx, export param t*
pExportPara, const char * oexp)
dyukIMa popmupoBanusa ¢aina ¢ 3anpocom PKCS#10/Ha aHHYyIUpPOBaHUE
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— pExportPara (in) CcTpyKTypa @mapaMeTpoB (opMupoBaHHSA  3ampoca
PKCS#10/Ha aHHy/THpOBaHUE;

— oexp (out) ¢aiin c chopMupoBaHHEIM 3annpocoMm B DER-kogupoBKe.
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KO OIINOKU.

error status t VCERT1API VCERT_ExportToSystemStore (context t hCtx,
flag t flag)

Ovukng 3kcnopTa ceptuduratos 1 CAC u3 IICII u JICII B cucteMmHoe xpanunuiie OC

AprymMeHrhbI:
— hCtx (in) KOHTEKCT OMOINOTEKH;
— flag (in) macka (mobutoBoe MJIM) ¢pnaros skcropTta ceptudukatoB u CAC:

e FLAG_EXPORT_SYSTEM_STORE_MACHINE - g8binosnHuUmMb 3kcnopm cep-
mupukamos u CAC 8 cucmemHoe xpaHuauwe kKomnvromepa OC Microsoft
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Windows (015 amo2o0 Heobxo0umbsl npasa A0KAAbHO20 dOMUuHuUcmpamopa). Ecau
OaHHbIl (paae He ycmaHos/eH, Mo 3KCNopm 8blNO/AHAEMCA 8 CUCMEeMHOe XPaHu-
auwe noavdosamensa OC Microsoft Windows;

e FLAG_EXPORT _SYSTEM_STORE_IGNORE - uzHopupogambu n106ble owub-
KU, 803HUKarnwue npu dobasaeHuu cepmugukamos u CAC 8 cucmemHoe XpaHu-
auwe OC Microsoft Windows.

Bo3BpanijaeMble 3HAYEHUS:
— VCERT _OK B cny4dae ycrexa UM HEHYJIeBOU KOJI OIINOKMU.

error status t VCERT1API VCERT _ImportMem (context t hCtx, import param t
* pImportPara, mem blk t * iimp)
dyuakimsa gobasneHus 00bekToB CYC B INICII, JICIT unu CCC u3 610Ka HaHHBIX
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKHU;
— pImportPara (in) cTpyKTypa IapaMeTpoB fobaBsieHus 00beKToB CYC;

— iimp (in) 6710k maHHHIX C moOaBisieMbIMH oObeKTaMu B DER-KogupoBKe uiu
PEM-dopmare.

Bo3BpaujaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT ImportFile (context t hCtx, import param t
* pImportPara, const char * iimp)
dyukimsa gobaBneHus 00bekToB CYC B IICII, JICIT unu CCC u3 daiina
AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OUOINOTEKH;
— pImportPara (in) cTpyKTypa IapaMeTpoB mobaBseHus: 00eKToB CYC;

— iimp (in) ¢aiin ¢ mobGaBnsieMbiMu oOBekTamMu B DER-kKogupoBke unu PEM-
dopmare.

Bo3BpaiiaeMbie 3HAaYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KOJ OIINOKH.

1.15 Pa30op 1 nonydyeHue uHpopMmanuu 00 oobeKkTrax CYC

dyHkuuuM pa3bopa U moaydeHus uHDOpMaluM IpedHa3HadeHHl AJs npeobpa3o-
BaHus (pa3bopa) 3akomupoBaHHBIX 00beKTOB CYC u3 DER-kommpoBku unu PEM-
(opMmaTa B COOTBETCTBYIOIIME HaHHBIM 00BbEKTAaM CTPYKTYPHI.

OyHKIIMU TaKXKe MOXKHO MCIOJIb30BaTh [Jis pa3dbopa [OIMOoJIHEHUM (pacIIupeHnin)
ceptudpukatoB u3 DER-kKogupoBku. [Iyss pa3bopa OomnojHeHUs (pacHIMpeHusi) ero
HeoOX0MMO HaAWTHU B MacCCUBe HOOIOJHEHUU (pacimpeHuit) ceprtudukara (CM. omu-
caHue B nogpa3gesie 1.7) nmo o6rekTHOMY uneHTtudukaropy (OID), u nepemath GJI0K
MMaMATH C 3aKOOVMPOBAHHBLIMU OJAaHHBIMU OOIIOJTHEHNS B COOTBETCTBYIOIIYIO DYHKIINIO
pas3bopa:

— anbTepHaTuBHOE UM Bnagenbiia (OID 2.5.29.17) - pyukius pazdbopa VCERT _-
ParseAltnameEx();



39
BAME.00077-06 33 01

— anbTepHaTuBHOe uMs usnatens (OID 2.5.29.18) - pyukuus pazdopa VCERT -
ParseAltnameEx();

— 0Oas3oBrie orpaHuveHus ceptudukara (OID 2.5.29.19) - ¢yHkmus pasbdopa
VCERT _ParseBasicConstraintsEx();

— umeHtudukatop Kmouya wusmatens (OID 2.5.29.35) - ¢yHkuuss pasbdopa
VCERT ParseKeyldentifierEx().

1.15.1 CTpyKTyphbl pa3topa 1 nojrydeHusi HHpopMmauu 00 oobekrax CYC

Crpykrypa othername _t
IIpyroe uMs aabTEPHATUBHOTO UMEHMU:

— string t oid
Cmpoka ¢ ob6vekmHbiM udeHmugpukamopom (OID), udeHmugpuuupyrou,um opyaoe
ums.

— string t name
Cmpoka ¢ mekcmogbiMU OAHHbIMU OpPY2020 UMEHU.

CrpyKkrypa altname ex t
[Ipyrue nMeHa albTEPHATUBHOIO UMEHU:

— uint32 t othername_num
Koauuecmao sasnemeHmos maccusa 0py2ux UMeH a1bmepHAmMuUB8HO20 UMEHU.

— othername t * othernames
ITone ¢ maccusom Opy2ux UMeH an1bmepPHAMUBHO20 UMEHU.

Ctpykrypa basic_constraints_ex_t
Ba3oBhle orpaHUYeHus1 cepTuduKaTa:

— uint32 t ca
ITpusHak cepmuc¢ukama LIC. Ecau 3HayeHue != 0, mo cepmugukam s815emcs cep-
mugpukamom IIC.

— int32 t pathlen
MaxkcumanvHasa O0auHa uenoyku cepmugukayuu. 3HayeHue < 0 o3Hauaem omcym-
cmeue 02paHuUYeHus HA 0/AUHY Uenoyku.

1.15.2 ®yHkKouH pa30oopa U noaydeHnusi uHPopmanuu 06 oobexkrax CYC

error status t VCERT1API VCERT ParseCert (context t hCtx, mem blk t*icert,
certinfo t info, certificate t * ocert)
dyHK1MA pa3bopa ¥ nonyuyeHus nHbopMaluu 0 cepTudurkrare
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;
— icert (in) 6710K namsaTu ¢ ceprudukaTom B DER-KogupoBke unu PEM-dopmare;
— info (in) TpeOyeMas Bo3BpalllaemMasi nHpopMalusa o ceptudukare;

— ocert (out) cTpyKkTypa pa3obpaHHOro ceptudukara (ocBob6oxkKaaeTcsa pyHKIHEn
VCERT FreeCert() - cMm. onucanue B . 1.31.1).

Bo3BpaiiaeMbie 3HAYEHUS:
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— VCERT OK B cnydae yclexa UM HEHYJIEBOM KO OIINOKM.

error _status t VCERT1API VCERT _ParseCrl (context t hCtx, mem blk t * icrl,
crlinfo t info, crl t * ocrl)
®dyukuusa pazbopa u nonydenus uHbopmauuu o CAC
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;
— icrl (in) 6710k ntamsitu ¢ CAC B DER-konupoBke unu PEM-hopmare;
— info (in) Tpebyemas Bo3BpalaeMas uHpopmalus o CAC;

— ocrl (out) cTpyktypa pa3obpanHoro CAC (ocBoboxnaetcsa pyukumeit VCERT _-
FreeCrl() - cm. onucanue B m. 1.31.1).

Bo3BpaniaeMbie 3HaYEHUS:
— VCERT OK B cny4ae yclexa UM HEHYJIEBOM KO OIINOKM.

error _status t VCERT1API VCERT_ParseAltnameEx (context t hCtx, mem blk t
* jaltname, altname ex t * oaltname)
dyHKIMA pa3bopa ¥ nonydyeHus uHbopMauuu 00 anbTepHAaTUBHOM UMeHU
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOINOTEKH;

— ialtname (in) 670K TaMsITH C JAHHBIMHU OOMOJIHEHUS aJIbTEPHAaTUBHOTO UMEHU
B DER-KOOUpPOBKE;

— oaltname (out) cTpyKTypa pa300paHHOTO albTEPHATUBHOTO UMeHHU (0OCBOOOXK-
naetca pynknuer VCERT FreeAltnameEx() - cm. onucanue B . 1.31.1).
Bo3BpamiaeMbie 3HAYECHUS:

— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT_ParseBasicConstraintsEx (context t hCtx,
mem blk t *ibc, basic constraints ex t * obc)
dyHKIMS pa3bopa ¥ nmonydyeHuss nHGopMauuu 0 6a30BLIX OrPaHUYEHUAX cepTuduKaTa
AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— ibc (in) 6710K IMaMsITU C JAHHLIMU OONOJIHEeHUS 0a30BHIX OTPaHUYEHUN cepTudu-
KaTa B DER-KOOUPOBKE;

— obc (out) cTpykTypa pa3oO6paHHBEIX 0a30BBIX OTPAaHUYEHUMN.
Bo3BpaniaeMsbie 3HAaYEHUSI:
— VCERT OK B cny4ae yclexa UM HEHYJI€BOM KOJI OIINOKM.

error status t VCERT1API VCERT ParseKeyldentifierEx (context t hCtx,
mem blk t *ikid, mem blk t* okid)
dyHKIMS pa3dbopa U moydyeHus: nHGopmalmm 06 ngeHTUGUKATOPE KITI0Ya U3aaTess
AprymMeHTbI:
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— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— ikid (in) 6710K maMsTH C JaHHLEIMU TOIIOJITHEHUS HUAeHTHUKaTOopa KJoda u3fa-
Tenss B DER-KoOUpOBKe;

— okid (out) 6510k maMsATH C pa30oOpPaHHBIM UAeHTU(GUKATOPOM KITI0Ya U3TaTes
(ocBoboxpmaeTcs pyukiuerr VCERT_FreeMem() - cMm. onucanue B . 1.31.1).

Bo3BpaniaeMble 3HAUYEHHUS:
— VCERT OK B cny4dae yclexa UM HEHYJIeBOU KO[ OIINOKMU.

1.16 ITocTpoeHHue U MPOBEPKa 1enodYek o0 beKToB CYC

IoBepue mob6omy ceptuduraty u CAC onpemesnsieTcsi Ha OCHOBAaHUY pe3yiabTaTa
IIOCTPOEHUSI U IMPOBEPKM €ro IeIOYKM cepTudukramuu. HadaabHBIM 3JIEMEHTOM
LIEIIOYKY CepTUPUKAIIUU SABIIsSIeTCSA cepTuduKaT moBepeHHOro (KopHesoro) LIC, xpa-
Hamuicsa B 3amuiieHsHoMm [ICII. bBubnuoTeka B CBOEM COCTaBe COOEPKUT (PyHKIIUU
OJ1s1 IOCTPOEHUS U MPOBEePKU (Bepudukaluu) emnodek ceprtudurato u CAC.

[Ipouiengypa BepudUKAIUU IEIIOYKH CepTUPUKAIIUKA IIPOBEPSET CBSI3aHHOCTH
MeXOy UMeHEM 8.1ade/ibua cepTuduKaTta M ero OTKPHITHIM KiiodoM. I[Ipolemypa
BepupUKalMU ILEeNoYKU IIogpa3yMeBaeT, UTO BCe NENUCTBUTEJIbHBIE IIEeIOYKM Ha-
YUHAIOTCS C cepTuduKaTa, U3TAaHHOTO OOHUM U3 doeepeHHbuix (KopHeabix) 1IC.
Anroputm Bepudukaiuu TpedyeT OTKPHITHIM KJTI0Y, UMeHa u3dameisi u e1adenbud
cepTudmuKaTa, CPOK OEHCTBUSI cepTUdUKATA M ero 3aKPHITOro Kiioda, a Takxke CAC
o kaxkgoro LIC (CAC HeoOxomuM, flake €CJIM OH HE COJEPZKUT aHHYIUPOBAHHBIX
cepTudUKaTOB).

[Tog nmoBepeHHBIM moOHUMaeTcsa LIC, OTKPBITEIM KIII0OY KOTOPOI'O COOEPIKUTCH
B CaMOIIOOIUCAHHOM cepTu(dukaTte. Takoe orpaHudYeHHe YIOPOIIaeT NOpPOLenypy
BepudUKaIlMM, XOTS HaJIN4YMe CaMOMIOOIMCAHHOTO cepTUdUKaTa U ero KpuITorpa-
¢puyeckas npoBepka He oOecneyuBaloT Oe3omacHOCTH. [ obecliedeHusI JOBEepUs
OTKPBLITOMY KJIIOUYy TaKOTo cepTU(UKaTa AOJIKHBI OBITh MPUMEHEHHI CIelUalibHbIe
crioco0Obl ero pPacIpoCTPaHeHUs M XpaHEeHUs, TaK KaK Ha JaHHOM OTKPBITOM KJIlo4e
IIPOBEPSIOTCS BCE OCTaJIbHBIE CEePTU(UKATHI.

[lermouka cepTudUKalNM OpeacTaBiasieT coOO0M IIOCIeA0BaTEIbHOCTh U3 N CEPTU-
¢uKaTOB, B KOTOPOMU:

— o1 x B {1, (n-1)}, enadeneu ceptudukarta X ecTb uddame,1b ceprtuduKara
x+1;

— ceptudukat x=1 ecTb cCaMONIOANINCaHHBIN CEPTUPHUKAT;
— cepTudUKaT X=N eCTh IPOBEPSIEMBIN CepTUPUKAT.

OpmHOBpPEMEHHO B ILIeII0YKe CepPTUUKAIIMY IIPUCYTCTBYET MIOCI€I0BAaTEILHOCTD U3
n-1 CAC, B KOTOpOi:

— onss CAC x B {1, (n-1)}, usdameaw ceptudurara x ectb uddameaib CAC x;

— CAC x=1 ectp CAC, usnaHHLU 8/1a0e/1bUeM CaMOIIOAINCAaHHOTO cepTUdUKa-
Ta;

— CAC x=(n-1) ects CAC, u3naHHHIN u3ddame. ieM IPOBePSIEMOro cepTudukara.



42
BAMBE.00077-06 33 01

[Tpu OCTPOEHUH 1LIETTOYKY CepPTU(hUKAT JOBEPEHHOTO (KopHeBoro) LIC uinercs uc-
kimrounTenbHO B [ICI1. CepTudukatsl mpoMexkyTodHbIX LIC untytcs B JICIT u B TouKax
AIA tuna id-ad-calssuers c 00beKTHEIM ugeHTUUKaTopom (OID) 1.3.6.1.5.5.7.48.2
(momonuenue authoritylnfoAccess). CAC umytcsa B JICIT u B Toukax CDP (gomoi-
HeHue crlDistributionPoints).

[Tocne moCTpOeHUS LIETIOYKH CEePTU(PUKAIIMU BHIIIOIHSIETCSI KpUITOTrpadrudecKas
npoBepka cepTudukatoB u CAC, mpoBepKa CpPOKOB HOEUCTBUS CEPTU(PUKATOB U
CAC, npoBepKa OelCTBUTEILHOCTH 3aKPBITHIX KII0UE Ha MOMEHT BbluucieHus I,
IIpOBEpKa CcepTu(UKATOB Ha aHHyJIWpPOBaHHEe. Eciu cepTuduKat MpOMeKyTOYHOTO
LIC menouku annynupoBaH B CAC Breimectosniero 1IC, To Bce cepTuduKaThl, U3aaH-
HbIe C MCIOJIb30BaHUEM [OaHHOTO cepTUduKaTta nmpoMexytouyHoro LIC, cuurtaroTcs
HEeOEeUCTBUTEIbHEIMU.

CxeMa Bepu@UKalluM LIEIIOYKN cepTudUKaumm npuBefgeHa Huxe (Pucysok 1). Ha
cXeMe paCCMOTPEHEHI OBa CiIydas:

— IEepBHIU ClIy4dau - BepupuKalus [[eI04YKU CepTU(PUKAIINUA OT IPOBEPSIEMOTO CeP-
TudUKaTa o cepTudukarta foBepeHHOro (kopueporo) LIC. Onpenenernue CAC BBIIION-
HseTcs O Kaxporo ceptudukara LIC mo umenu usnartens CAC;

— BTOPOU Ciiy4ai - (HUKHSSA 94aCThb CXEMEI) OTIMNYaeTCsa TeM, YTO B CUCTEME OOHO-
BPEMEHHO IIPUCYTCTBYIOT ABa cepTudUKaTa JoBepeHHoro (KopHesoro) LIC:

e IIEPBHIU - 3aMBIKAIOIINY LIEIIOYKY OT IIPOBEPSAEMOTO cepTupUKaTa;

e BTOPOU - HOBLIU cepTUdUKAT moBepeHHOro (KkopHeBoro) LIC. ITocne popmMupo-
BaHUS HOBOTO cepTU(dUMKaTa HoBepeHHOro (Kopueroro) LIC B cucTeMe IIOSBIISIETCS
CAC, u3pnaHHBIU Ha HOBOM 3aKpHEITOM Kiitoue LIC, KOTOphIU 3aMeHseT IIPenbIayIui
CAC u comepzXKUT BCe paHee aHHYJIMPOBaHHbIe cepTudUKaATHL. 1719 IPOBEPKHU HO-
Boro CAC tpebOyeTcs OmHO3HAYHOE ONpefesieHre cepTuduKaTa ero u3gaTens, T.e.
OOHO3HAYHOE OIpefejieHre OTKPBITOrO Kioda mia npoBepku I ganuoro CAC.
CepTtudukat usgatenss CAC ogHO3HAYHO OIIPeAesieTcs 110 UAeHTU(PUKATOPY KITIO-
4a usparens (mononHeHue authorityKeyldentifier).
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Mpoeepra CAC g cny4ae uzgarue Hosoro cepTdukaTa LC
[Root)

PrcyHnok 1 - Bepuduranus 1erio4ku cepTuuKamuu

1.16.1 CTpyKTyphl HIOCTPOEHHUS U MPOBEPKH enodyek o0 beKToB CYC

Ctpykrypa verify policy param t
CTpyKTypa napaMeTpOB IIOCTPOEHUS U IPOBEPKU 1IeNOoYKU cepTudukarta unu CAC:

— uint32 t size
ITone ¢ pasmepom cmpykmypsul 8 6atimax, 3HayeHue O00AXHCHO Obimb pPABHO
sizeof(verify_policy_param_t).

— flag t flag
ITosne ¢ mackotl (nobumossvim HJIH) paa2o08 nocmpoeHus u Nposepku U,eno4ku cep-
mugpukama uau CAC:

e FLAG_POLICY DONOTCHECKTIMES - He npogepamb cpokKu delicmeus
cepmu¢uxkama uau CAC, 018 KOmopo20 cmpoumcs U nposepsemcsa uenoukda, da
maxkace cepmugpukamos LIC u CAC u3 e20 uenouku;

e FLAG POLICY DOCRLVERIFICATION - cmpoumbs u npogepAambs Uuenouyky
CAC. Ecau O0aHHblU (paae HE YyCMAHOB/AE€H, MO CMpPOouUmMbs U Npos8epsimbs Uenovky
cepmugukama;

e FLAG_POLICY DONOTCHECKKEYTIME - He npogepsamb cpok deticmaeus

3aKpblmo20 Kjarua cepmugpukama, 0151 KOMopo20 CMpoumcs u nposepsiemcs ue-
nouka.

IlpumeuyaHue — YKa3aHHble ¢paa2u donyckaemcsa ucno/ab308amsb MOAbKO OAA
npoeepKu apxusHbix coobuw,eHull.
— certid t * mycert
Ykazameav Ha cmpykmypy udeHmugukamopa cepmupukama 045 onpedeseHus
KoHmexcma 8vinoaHeHus (NULL npu ucnosib3o08aHuu A10KaAbHOU bubauomexu).

— date_t check_time
ITone c MOMeHMOM 8pemMeHU, Ha KOMOopblLl CMPoumMcs u nposepsaemcs uenovka cep-
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mug¢uxama. Ecau 3HadyeHue pasHo 0, mo nposepKa 8bINOAHAEMCA HA MeKyw,ul Mo-
MeHm 8pemMeHU. [laHHoe nose caedyem 3anoaHsiMb 8 mex CAYy4asx, Kko2da (co21acHo
Cmamove 11 Ne63-®3) umeemcs docmosepHas UHGpopmayus 0 MOMeHme noonucaHus
3/1€eKMPOHHO20 OOKyMeHma - Hanpumep, OaHHble 0 MOMeHmMe NoONUCAHuUs, 83Amule
U3 yCnewHo Npo8epeHH020 wmamna epemeHu (cM. onucaHue 8 pa3odesae 1.26).
— keyusage t keyusage

ITosne ¢ mackotli (nobumoswvim HMJIHM) pa3peuwieHHbiXx obs1acmetll ucCno/ab308aHUsl OM-
Kpbvimozo Kawua. Ecau 3HaueHue He pasHo 0, mo 6ydem 8blNOAHAMbCA Nposepka
Haau4us 3a0dHHbIX pa3peweHHblx obiacmetll UCN0/Ab308AHUS OMKPbIMO20 KA0Ud 8
cepmugukame, 0418 KOmMoOpo20 CMPOUMCs U nposepsiemcs uenodkd.

— uint32 t eku_num
Koauuecmeo ssieMmeHmos maccuea pacwupeHHbix o61acmel ucno1b308aHUsl OMKPbI-
mozo Karua.

— extkeyusage t * extkeyusages
ITose ¢ maccusoM pacwupeHHbix ob1acmetll UCNO0/1b308AHUS OMKPLIMO20 Katoud. Ec-
/AU mMaccue He nycm, mo 6ydem 8bIN0/NHAMbCA NPOBEepPKaA HaAUYUS 3a0AHHbIX PACUW U-
peHHbix 0baacmetll ucnob308aHUA OMKPbIMO20 KA4ad 8 cepmupukame, 011 KOmMo-
po20 cmpoumcs U npogepsiemcs uenoykd.

— uint32 t policy num
Kosauuecmeo sanemeHmo8 maccuea pe21aMmeHmos8 UCnoab308aHuUs cepmugukamad.

— policy t * policies
ITone ¢ maccusom pezsiameHMOB8 ucno/av3oB8aHus cepmu¢uxkama. Ecau maccue He
nycm, mo 6ydem 8bin0AHAMbCS NPOB8EPKA HAAUYUS 3d0AHHbIX Pe2/1aMeHMOo8 UCNO/1b-

308aHus cepmugpukama 8 cepmugpukame, 0151 KOmMopo20 CMpoumcs u nposepsiemcs
uenovka.

1.16.2 ®@®OYHKIHUH NOCTPOEHHUS U MPOBEPKH Henodyek o0 beKToB CYC

error status t VCERT1API VCERT VerifyCert (context t hCtx,
verify param t * pVerifyPara, mem blk t * icert, certificate t * ocert)
OYHKIINSA DOCTPOEHUS U NPOBEPKY LIETIOYKHU CepTUUKaTa
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) cTpyKTypa HapaMeTpOB IIPOBEPKHU cepTudUKaTa (CM. oIuca-
Hue B 1. 1.21.1). [TpoBepKa cepTuduKaTa BEHIIOIHAETCS Ha TEKYIIUHA MOMEHT BpeMe-
HU;

— icert (in) 610K TaMsATH C IpoBepsieMbiM cepTudukaToM B DER-KogUpoBKe uiu
PEM-dopmare;

— ocert (out) cTpykTypa pa3obpaHHoro ceprudukara (ocBoboxknaetrcss QyHKIUeH
VCERT FreeCert() - cMm. onricanue B 1. 1.31.1).

Bo3BpaniaeMsbie 3HAaYEHUS:

— VCERT _OK B cnydae ycrnexa UM HEHYJIEBOU KOJ OIINOKMU.

error status t  VCERT1API = VCERT VerifyCertificatePolicy (context -
t  hCtx, verify policy param t *  pPolicyPara, mem blk t * icert)
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PacmiupeHHasa GyHKIIMSA IOCTPOEHUS U IPOBEPKYU LIETIOYKU CepTUdUKaTa
AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pPolicyPara (in) cTpyKTypa mapaMeTpOB IOCTPOEHHUS U IIPOBEPKHU IIEIIOUYKU
ceptudukara;

— icert (in) 610K TaMsTH C IIpoBepsieMbIM cepTudukaToM B DER-KomupoBKe uiu
PEM-dopmare.

Bo3BpauijaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae ycrexa UM HEHYJIEBOU KO OIINOKMU.

error status t VCERT1API VCERT _VerifyCrlPolicy (context -
t  hCtx, verify policy param t *  pPolicyPara, mem blk t  * icrl)
PacmiuperHHasa GyHKINWA DOCTPOEHUA U OTPOBepPKU 1ennouyku CAC
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pPolicyPara (in) cTpyKTypa mapaMeTpOB IOCTPOEHUS U IIPOBEPKHU ILIEIIOYKU
CAC (meo6xogumo yctaHoBuTh piiar FLAG_POLICY_DOCRLVERIFICATION);

— icrl (in) 6mok mamsitu ¢ npoBepsieMbiM CAC B DER-komupoBke unu PEM-
dopmare.

Bo3BpamiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIE€BOU KO OIINOKH.

1.17 BbIUuMCJ/JIEHHME X3II-3HAaUYEeHUH

1.17.1 ®PYHKIHH BBIYHCICHHUS XIII-3HAYCHHUH

error status t VCERT1API VCERT BlkHashMem (context t hCtx, string t
algorithm, mem blk t * data, mem blk t * hash)
OyHKIYMSA GJIOYHOTO BHIYNCIEHUS XIII-3HAUYEeHUs 67I0Ka NaMATH
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— algorithm (in) cTpoka 06beKTHOTO uaeHTUPUKaTopa (OID) anropuTMa X3HINPO-
BaHU4 (B ciIy4dae, eClIM 3aJjJaHHOe 3HaUeHNe He PaBHO HU OJHOMY U3 IIePEeYHCIEeHHBIX
HUXe, X3mupoBanue 0yneT BEIIOIMHATHCS 1o TOCT P 34.11-94):

e ”1.2.643.2.2.9” - xamupoBauue 1mo 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommupoBanue 1o 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xommupoBanue nmo 'OCT P 34.11-2012 (512 6ur);

— data (in) 610K MaMSATH C UCXOOHBIMU HaHHBIMU (OJIOK ITaMSTU MOXKET OBITH HY-
JIEBOM OJIMHEI);

— hash (out) 6710k maMsITH OJIS BBEIYMCJIIEHHOT'O X9II-3HaYeHUA (0CBOOOXKIOaeTCs
¢yuknuerr VCERT _FreeMem() - cMm. onucanue B . 1.31.1).

Bo3BpamiaeMbie 3HAYEHUSA:
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— VCERT OK B cnydae yclexa UM HEHYJIEBOM KO OIINOKM.

error status t VCERT1API VCERT_BlkHashFile (context t hCtx, string t
algorithm, const char * data, mem blk t * hash)
OyHKIMA OJI0YHOTO BEIYUCIEHUS X9II-3HaUYeHUd dalina
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— algorithm (in) cTpoka 06beKTHOTO UAeHTHUUKaTopa (OID) anropuTMa X31INPO-
BaHU4 (B CiIy4dae, eClM 3aJJaHHOEe 3HaUYeHUEe He PaBHO HU OJHOMY U3 IIePEeYUCIEeHHBIX
HUXKe, X3IInpoBaHue 6yneT BeimonHATLCS 1o TOCT P 34.11-94):

e 71.2.643.2.2.9” - xsmupoBanue 110 'OCT P 34.11-94;
e ”1.2.643.7.1.1.2.2” - xammupoBaHue no 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xommpoBanue mo 'OCT P 34.11-2012 (512 6ur);
— data (in) umsa ¢daiina ¢ UICXOOHBIMU OaHHBIMU ((aiin He MOXKeT OLITH HYJIEBOU
IJINHEBI);
— hash (out) 6710k maMSATHU OJIsT BEIYMCJIIEHHOTO X9II-3Ha4YeHHUs: (0ocBOOOXKOaeTcs
¢ysruuerr VCERT FreeMem() - cMm. onucanue B 11. 1.31.1).
Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT StrHashInitMem (context t hCtx, string t
algorithm, strhash t * hStr)
OYHKIMSA WHUNAAIU3alUN TOTOKOBOTO BEIYMCIIEHUS X3III-3HAUYEeHUs GJI0KOB TaMATH
AprymMeHThbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— algorithm (in) ctpoka oO6bekTHOTO uneHTudukaropa (OID) anropuTMa X3IIU-
POBaHUS:

e ”1.2.643.2.2.9” - xamupoBanue 1o 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommpoBanue o 'OCT P 34.11-2012 (256 6ur);
e ”1.2.643.7.1.1.2.3” - xammupoBaHue mo 'OCT P 34.11-2012 (512 6ur);

— hStr (out) KOHTEKCT BBITIOJTHEHHUS IIOTOKOBOM OIlepaIlyu.
Bo3BpamiaeMbie 3HAaYEHUS:
— VCERT _OK B cnydae ycliexa UJIM HEHYJIEeBOU KOJ OIINOKU.

error status t VCERT1API VCERT StrHashUpdateMem (context t hCtx,
strhash t * hStr, mem blk t * data)
OYHKINMSA NPOJOIKEHUI TOTOKOBOTO BHIYMCIEHUS XIIII-3HAUYEeHUs OJI0KOB IaMATH
AprymMeHThbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;
— hStr (in) KOHTEKCT BBIIIOJIHEHHUS IIOTOKOBOU OIepalliu;
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— data (in) 610K MTaMSTH C UCXOOHBIMU TAaHHBIMU (OJIOK ITaMSTH MOXKET OBITH HY-
JIEeBOU [OJINHEI).

Bo3BpanijaeMsbie 3HAaYEHUS:

— VCERT OK B cny4ae yclexa UM HEHYJIEBOU KO OIINOKM.

error status t VCERT1API VCERT_StrHashFinalMem (context t hCtx,
strhash t * hStr, mem blk t * hash)
OyHKIMA pUHATU3aUN TOTOKOBOTO BEIYNCIEHUS X3II-3HAUYEHUs OJI0KOB IaMATH
AprymMeHThbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hStr (in) KOHTEKCT BBIIIOJIHEHHUS IIOTOKOBOU OIepalluy;

— hash (out) 6710k maMsITU OJIS BBEIYMCJIIEHHOTO X9II-3HadYeHUsA (0CBOOOXKOaeTcs
¢ysruuerr VCERT FreeMem() - cMm. onucanue B 11. 1.31.1).

Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOUM KOJ OIINOKU.

error status t VCERT1API VCERT _StrHashFile (context t hCtx, string t
algorithm, const char * data, mem blk t * hash)
®yHKIMSA IOTOKOBOI'O BEIYKCIIEHUS XIII-3HaYeHUd daiina
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— algorithm (in) ctpoka o06bekTHOTrO uneHTudukaropa (OID) anropuTMa X3IIU-
POBaHUS:

e ”1.2.643.2.2.9” - xamupoBanue 1mo 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommupoBanue 1o 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xommpoBanue nmo 'OCT P 34.11-2012 (512 6ur);

— data (in) umsa ¢aiina ¢ UCXOOHBIMM JaHHBIMU ((paiil He MOXKET OBITh HYJIEBOU
OJINHBI);

— hash (out) 6710k maMsITH OJIS BBEIYMCJIIEHHOT'O X9II-3HadyeHUsA (0cBOOOXKIaeTcs
¢yrknuerr VCERT _FreeMem() - cMm. onucanue B . 1.31.1).

Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOM KO OIINOKH.

1.18 Beruucienue u nposepkKa III x31-3HaYeHUH

1.18.1 ®PYHKIHH BHIYHCICHHS M NMPOBepKH I X31I-3HaYeHHH

error status t VCERT1API VCERT SignHashMem (context t hCtx, certid t *
mycert, mem blk t* hash, mem blk t * sign)
OyuKIY BhYKceHusd JI1 X3MI-3HaYeHUd
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;
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— mycert (in) cTpyKTypa ugeHTU(PUKaTopa cepTuduKaTa OJjis OnpeaesieHuss KOH-
TekcTa BeimonHeHusa (NULL mmpu ucrnonb30BaHUU JTOKaIbHOM OMOIMOTEKU). BRiduncrie-
Hue Jll BrIIONIHSAETCA Ha Kintode JII, CooTBETCTBYIOIIEM YKa3aHHOMY CepTU(UKATY;

— hash (in) 610K DaMsITH C X9II-3HaUYeHueM, BeIuucIeHHBIM 110 TOCT P 34.11-2012
(cMm. ontucanue pyHKOuu B 1. 1.17.1);

— sign (out) 6710K maMsiTH OJis BeiuuciaeHHou IOl xaur-3HaueHusa (0CBOOOKIaeTCs
¢yskuuerr VCERT FreeMem() - cMm. onucanue B 11. 1.31.1).

Bo3BpamjaeMbie 3HaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT VerifyHashMem (context t hCtx, certid t *
mycert, mem blk t * sender, mem blk t * hash, mem blk t * sign)
OyukIysa TpoBepKU I11 X3I-3HaAYEHU
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— mycert (in) CTpyKTypa ugeHTU(PUKaTOopa cepTuduKaTa s OnpeaesieHus KOH-
TekcTa BuimosHeHus: (NULL npu ucnonb30BaHUM JIOKAJIbHOM OMOIHOTEKH);

— sender (in) 6510K MaMsITU C cepTU(PUKATOM, Ha KOTOPOM HEOOXOOUMO ITPOBEPSIThH
9I1 (8 DER-komupoBke unu PEM-dopmare);

— hash (in) 610K maMATH C X3II-3HaYeHueM, BeruuciaeHHbeIM 110 [OCT P 34.11-2012
(cMm. ontucanue pyHKIuu B . 1.17.1);

— sign (in) 610K maMsaTH C TIpoBepsiemMon II1 X31I-3HaYeHU.
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UM HEHYJIeBOU KOJ OIINOKU.

1.19 IMouck u nepeuyuciaeHue 00beKToB CYC

OyHKIUM TTOMCKA O0OBEKTOB ITO3BOJISIOT HAXOOUTh CEPTHU(UKATH IOJIb30BaTENIEH
B MOCTYITHBIX CIIPAaBOYHUKAX IT0 3aJaHHOMY I1abnoHy cepTtudukara. [llabnoH npen-
cTaBisieT co00M CTPYKTypy cepTudukara certificate t, mycTyio umu 3amnonHeHHYIO
TeMH HOAaHHBIMH, II0 KOTOPBIM CJIeyeT BBIIIOJHSTH ONepaluio IToOMCKa. KaKmbIi
CUYMTAHHLIA M3 CIPABOYHUKOB CepPTUDUKAT II0JIH30BATEISI IPOBEPSIETCS Ha COOTBET-
CTBHUE 3alOJIHEHHLIM HAaHHBLIM I1aOI0HA, ¥ IPHU YCHEIIHOW MPOBEPKE BKIIIOYAETCS B
CTPYKTYPY pe3yJbTaTa MOMCKaA, COIepKalllyo HalileHHbEIe CepTU(PUKATHI.

Ecnu B mabioHe cepTuduKaTa 3all0JIHEeHO I10JIe ¢ OJIOKOM IMaMsTH, COepKallluM
ceptudukatr B DER-KogupoBKe, TO (paKTHUYECKHM IIOMCK B CIIPAaBOYHHKAX He MPO-
M3BOOUTCS, a CepTUHUKAT IIPOBEPsSeTCsS Ha COOTBETCTBHE 3aAIIOJTHEHHBIM TaHHBIM
mrabJsioHa.

[TorCK BBITIOJIHSAETCS B OOCTYIIHBIX CIIPAaBOYHMKAX B TAKOU IIOCIE€NOBATEIbHOCTU:
ko oubnuorteku, JICII, CCC. INouck ceptudumkaTa BHIIOJIHAETCS 10 YHUKAIbHOMY
KPUTEPHIO, eCclu B m1abJioHe cepTU(dUKaTa 3alOJTHEHH! JII00ble U3 HUXKECIIeOYIOIIUX
KOMOMHAIINY ODAaHHBIX:

— napa X.500-uMeHu u3naTensa U CEPUNHOT0 HOMepa cepTuduKara;
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— upgeHTUGUKATOP KJIIoYa Bjlafienblla cepTUdUKaTa;
— UAeHTU(GUKATOP 3aKPHITOTO KJTlo4ya cepTudUKaTa;

— x3I-3HavyeHue napsl X.500-uMeHn u3naTensa U CEpUNHOr0 HoMepa cepTudukKa-
Ta.

[ToMCK 0 YHUKAJIbLHOMY KPUTEPUIO BBHITIOJIHSETCS 10 IIEePBOT0 HalJeHHOI'O CePTHU-
¢dukaTa, 1mocie yero omeparus IIoMCKa CEPTUGUKATOB B JOCTYMIHHIX CIIPAaBOYHHKAX
3aBepIlIaeTcs, a HalgeHHBIW cepTUdUKAT ITPOBEPSIETCS Ha COOTBETCTBUE 3aIllOTHEH-
HBIM JaHHBIM IIa0JIOHA.

[Touck mo nape X.500-uMeHM U3maTelsa U CEPUNHOTO0 HOMepa cepTudukara, a Tak-
2Ke 10 X3II-3HaYeHHWI0 TaKOM Mapkl, BEIIIOIHSIETCSI OBICTPO BO BCEX CITPABOYHUKAX, I10-
CKOJIbKY B HUX CHOPMUPOBAH TPeOyeMbIN WHIOEKC IJIsl TTOBBIIIIEHUS ITPOU3BOOUTETh-
HOCTH.

[Touck no ugeHTU(UKATOPY KJI04Ua Bafesblia UKW UOEeHTU(PUKATOPY 3aKPLITOTO
kintouya B JICII, pacnionoxernnoMm B Bl GDBM, BuIONHAETCA MEOJIEHHO, IIOCKOJIbKY
TpebyeT mepebopa OOBEKTOB XpaHUIUINA. B Opyrux CIpaBOYHMKAX TAKOM ITOUCK
BBITIOJTHSIETCSI OBICTPO, ITOCKOJILKY B HUX CHOpPMHUPOBaAH TpeOyeMblMl WHOEKC (s
Ka11a OMOIMOTEKN HEOOXOOUMO BBITTIOTHUTL HACTPOUKY - CM. OIIMCAaHUE COOTBETCTBY-
rorux mapameTpoB PkilCacheSbKIdIndex u PkilCacheKeyldIndex B Ta6mnuiie 1).

[TorcK He [0 YHUKAIbHOMY KPUTEPHUIO BEIITOJIHSIETCS BO BCEX NOCTYIHBIX CIIPABOY-
HUKaX, ¥ BCe HaWOeHHbIe CepTHU(UKATHI IPOBEPSIIOTCS Ha COOTBETCTBHE 3aIlOJITHEH-
HBIM JAHHBIM I11a6si0Ha. B 06111eM ciydyae mMomoOHEBIM MOKMCK BHIIIOIHSIETCS MeOJIeHHO,
IIOCKOJIBKY B CIIPABOYHHKAX OTCYTCTBYIOT HEOOXOOUMBIE MHOEKCH. MCKIIOUYeHUSIMHU
SIBJISIFOTCSI CJIeYIOIIMe THUIIHI ITOUCKa:

— IIOMCK IO nojtHOMYy X.500-uMeHU Biafesblia Ui CEPUMHOMY HOMEDPY CepTudu-
KaTa, a TakKXe 110 agpecy 3nekKTpoHHoU nouTsl RFC 822 B JICII, pacrosioXeHHOM B
B0 ODBC (mmouck no yactu X.500-uMeHHU Bilafeiblla BEIIIOJHSIETCS MeJIeHHO);

— TIOMCK 110 momHOMY X.500-umeHnu Bnagesnbia ceptudurata B CCC (IoucCK 1o 4a-
ctu X.500-uMeHH Biamesnblia BHEIIOJHSIETCS MEOJIEHHO).

OYHKIIMU IIepedyuciIeHus: 0O0BbEKTOB IT03BOJISIIOT ITOCJTIEIOBATEIbHO BBIYMTHIBATD
00BeKTH Tpebyemoro tuma - ceptudurathli, CAC - U3 yKa3aHHOTO CIIPAaBOYHHKA -
I[1CII, JICII, CCC, unu crpaBoYHUKA, ugeHTUuuupyemoro mocpenctsoMm URI.

[Tpouenypy nepedyucieHus 00beKTOB He00X0OUMO ITPOA0JIZKaTh U 3aBePIIaTh B TOM
Ke TIOTOKe, B KOTOPOM MaHHas Ipollenypa Oblyla HadyaTa. B paMKax OgHOTO Ipolec-
Ca pa3pellaeTcs BHIIOJIHIATH TOJILKO OOHY IIPOLIeAypy [IepedyucsieHus - T.e. Ha4YUHaTh
CJIeAyIOIIyIO IIPOLeAy Py IepedyrucieHns 00beKTOB MOXKHO TOJILKO IIOCJIE 3aBEPIIEHUS
peabIayIien.

Bo Bpems nepeuncnenusi o00bekToB JICII, pacmonoxkenuoro B bII GDBM, paspe-
IIIEHO BHI3LIBATH TOMBKO PyHKIIUU pa3bopa 06bekToB CYC. ITO orpaHUYEeHNE CBSI3aHO
C TeM, YTO ITPU OTKPHITOM KOHTEKCTE IepedyuciIeHusi 00 beKTOB 3anpelleH JOCTYI K
JICIT u3 gpyrux GyHKIUi OUOIMOTEKH.

1.19.1 CrTpyKTyphl IOHCKaA CepTH(PHUKATOB

Crpykrypa find_param_t
CTpyKTypa mapaMeTpoOB IIOMCKa CepTU(PHUKATOB 110 3afaHHOMY 11abJI0HY:
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— flag t flag
ITose ¢ mackol (nobumoawvim MJIH) ¢paaz2o08 noucka cepmugpukamos:

e FLAG_FIND _CERTWITHPRIVATE - 8bin0o/HAMb NOUCK MO/AbKO mex cep-
mugukamos, 015 KOmopwvix ecmb 3akpulmblll Kaou (pabodyux cepmugukamos);

e FLAG_FIND USEREMOTESEARCH - 8binosaHAMb nouck cepmugpukamos
maxkace u 8 CCC (no ymMoA4aHUO makou NOUCK He 8blNOAHAEMCS);

e FLAG_FIND SHOWUISELECTOR - nokazamu nosav3o8ame o 0uasno208bslu
uHmepdgetic, omobpascarouw,utl Hati0eHHbvle cepmu@uKamuwl;

e FLAG_FIND DONOTCHECKTIMES - He npogepamb cpoku deucmaeus Hau-
OeHHblx cepmucgurkamos, a makace cepmugpuxkamos L[C u CAC u3 ux yenouek;

e FLAG_FIND DONOTVERIFYCHAIN - He cmpoumb U He npogepsamb 4,enoy-
Ku HauOeHHbIX cepmu@ukamos;

e FIAG_FIND ADDREMOTETOLOCAL - asmomamuyecku dobasaams cep-
mucg¢uxam 8 JICII 8 cayuae HaxoocOeHus e2o 8 CCC no YyHUKA/NbHOMY Kpumeputo;

e FLAG_FIND DONOTCHECKKEYTIME - He nposepsamb cpoku deucmaus
3aKpblmblx KArUYel HaldeHHblIX cepmugukamos;

e FLAG_FIND_SUBJECTISPARTIAL - 8binosHAMb nouck cepmu@ukamos no
yacmu X.500-umeHu 81adeavua (ycmaHoska OaHHO20 (p.aaza noKas3vieaem, 4mo 8
nose subject wabsaoHa cepmugukama Haxooumcs 4acmbsb X.500-umeHu 81adenvua
cepmugurkama - Hanpumep, "OU=7395399001”). Takoti nouck noddepacusaemcs
mobKo 015 Kawa 6ubauomexu, a5 JICII, pacnoaoscerHoz20 8 5] ODBC, a mak-
arce 0151 CCC - 8 smom cayvae Nnouck 8vinoaHssemcs no ampubymy vdSubjName;

e FLAG_FIND_IGNORESTORECACHE - He 8bin0o/HsAMb nouck 8 kawe 6ub-
aAuomexku (no yMoA4aHUK makou NOUCK 8blNOAHAEMCA);

e FLAG_FIND IGNORESTORELOCAL - He gbinosaHams nouck 8 JICII (no
YMOAYAHUIO MAKOU NOUCK 8blINOAHAECMCSA);

e FLAG_FIND SUBJECTATTRIBUTE - 8binosiHAmMb Nnouck no noaHOCmMbulo
3a0aHHomy X.500-umeHu eaadesavua cepmupukama 8 CCC no ampubymy
vdSubjName, a He no ampubymy distinguishedName. licnoavb3o8aHue 0aHHO20
¢dnaza noszsossiem Haxodums cepmupukamsl 8 CCC He3asucumMo om uMeH KOH-
meuHepos8, 8 KOMOPbIX OHU (paKMuYecKu Pacnoa0HCeHbl.

— certid t * mycert
YKkazamesav Ha cmpykmypy udeHmugukamopa cepmugpukama 0a5 onpedeseHus
KoHmexkcma 8vinosHeHus (NULL npu ucnosib308aHuu n10KaAabHOU bubauomexu).

— certificate t certTemplate
ITose co cmpykmypot wabsaoHa cepmugukama 015 8bINOAHEHUS NOUCKA.

— certinfo t info
ITose c mpebyemoil 8o38pauaemoll uHgpopmayuetl o Hali0eHHbIX cepmugpuramax.

IlpumeuyaHue - Ecau He 3a0aH HU O00uH u3 ¢paaeoe FLAG FIND -
DONOTCHECKTIMES, FLAG_FIND DONOTVERIFYCHAIN, FLAG_FIND -
DONOTCHECKKEYTIME, mo ¢yHKUUuA noucka cepmugukamos ao3spau,aem 8ce
HaliDeHHble u delicmeumesibHble - N0 NOCMPOEHUI U Npo8epKe Uenovku, No CPoKy
Oelicmsusa cepmugukama, no cpoky delicmaeus 3aKpblmoz20 KA0ud - cepmugurkambul.
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Crpykrypa find_result _t
CTpyKTypa pe3yJibTaTOB MOUCKa CePTUDUKATOB 10 3aJaHHOMY I1abI0HY:

— uint32_t num
Kosauvyecmso asnemeHmMo8 maccusa HalldeHHblx cepmugpuKkamos.

— certificate t * certs
ITosne ¢ maccusom HallOeHHbIX cepmugukamos.

1.19.2 ®OyHKIHH NOHUCKa cepTHPHKATOB

error status t VCERT1API VCERT _FindCert (context t hCtx, find param t *
pFindPara, find result t * pFindResult)
OYHKITNA TOKCKa CepTU(GUKATOB 10 3aJJaHHOMY 11abI0HY
AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— pFindPara (in) cTpyKTypa IIapaMeTpPOB MOMCKA CePTUPUKATOB IO 3a[JaHHOMY
11abJI0HY;

— pFindResult (out) cTpyKTypa pe3yibTaTa IONCKa CEPTU(PUKATOB 110 3aJaHHOMY
mabmony (ocBoboxkpaercs pyHkiueri VCERT _FreeFindResult() - cM. onucaHue B 1I.
1.31.1).

Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT OK B ciy4ae ycrexa WU HEHYJIEBOU Kof omuOKYU. [1pu rorcke 1Mo yHu-
KaJIbHOMY KPUTEPUIO JaHHasa (yHKIUS MOKET BePHYTh KOJ OIIMOKY, BOSHUKIIIEU IPU
IIOCTPOEHUHU U IPOBEPKE IeNIOYKMN HalueHHOI 0 cepTudrKarTa.

1.19.3 ®yHKIUHU nepeuyucieHusi 00 beKToB CYC

error status t VCERT1API VCERT_EnumStoreObjects (context t hCtx, certid t
* mycert, enuobj t * hEnu, mem blk t * object, flag t flag)
OyHKIMSA TepedyrcyieHnss 00beKTOB CIPaBOYHUKOB
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKHU;

— mycert (in) CTpyKTypa ugeHTUu(pUKaTopa cepTuduKrara AgJjis onpenaesieHnuss KOH-
TekcTa BhinmonHeHus: (NULL npu ucnonb30BaHUU JIOKAJIbHOM OMOINOTEKN);

— hEnu (out) KOHTEKCT IIepedncieHnuss 00bEKTOB CITPABOYHUKOB (ITPY ITEPBOM BHI-
30Be 3Ha4YeHUe KOHTEKCTa OOIXKHO ObITh ycTaHoBneHo B NULL);

— object (out) 610K maMATU Cc ouepegHBIM 00beKTOM B DER-KOn1poBKe (0CBOOOXK-
maetcsa pyuknueirt VCERT FreeMem() - cMm. onucanue B . 1.31.1);

— flag (in) macka (moobutosoe UJIN) praros nnepeuncseHus (pa3pelieHo 3agaBaTh
Tosibk0o oaguH u3 ¢pimaroB FLAG_ENUM STORE OBJECTS STORE XXX #u TOIBKO
oguH u3 prnaroB FLAG_ENUM_STORE_OBJECTS_OBJECT_XXX):

e FLAG_ENUM_STORE_OBJECTS_STORE_PERS - gbinosHams nepevuce-
Hue obwvekmos IICII (OaHHblll (paae HeAb3s UCN0Ab308aMb C MUHUMA/AbHBLIM KOH-
mekcmom bubsauomexu);

e FLAG_ENUM_STORE_OBJECTS_STORE_LOCL - 8binosHAMb nepeyvuce-
Hue o6vexkmos JICII (OaHHblll paae Heab3Aa UCN0a1b308aMb C MUHUMA/AbHbIM KOH-
mekcmom bubauomeku);



52
BAME.00077-06 33 01

e FLAG_ENUM_STORE_OBJECTS_STORE_LDAP - 8bino/sHAMb nepeyvuce-
Hue ob6vekmos CCC (0aHHbll (paz2 HeAb3si UCN0/Ab308adMb C MUHUMA/AbHbLIM KOH-
mekcmom bubsauomexu);

e FLAG_ENUM_STORE_OBJECTS_OBJECT_CER - g8binosiHsamb nepevuce-
Hue cepmucguKkamos;

e FLAG_ENUM STORE_OBJECTS OBJECT _CRL - 8binosiHAamMb nepevucae-
Hue CAC;

e FLAG_ENUM_STORE_OBJECTS_CLOSE_ENUM - npekpamumb npouecc
nepeuucseHuss u oceobooumsv YKa3aHHblll KOHMexkcm. [[laHHbil ¢paaz OoadiceH
O6vimb 0obassieH yepe3 nobumosoe HMJIM k macke ¢psaaz208, ¢ KOMOPbIMU 8blN0JI-
HA/10Cb nepevucieHue o6veKmos.

Bo3BpamjaeMbie 3HAYEHUS:

— VCERT OK B cnyyae ycmexa WJIM HEHYJIEBOM Kop OIIKMOKH. [ TIOJIHOTO
repevrcyieHnuss 00bEeKTOB CIIPaBOYHMKA (PyHKUMIO CliefyeT BBHI3BIBATh OO TeX IIOP,
II0Ka Bo3BpalllaeMoe ero 3HaueHue paBHo VCERT _OK.

error status t VCERT1API VCERT_EnumStoreObjectsEx (context t hCtx,
certid t* mycert, const char * suri, string tlqry, enuobj t* hEnu, mem blk t* object,
flag t flag)
PacmmpenHas QyHKIMS ITepevyrciieHusi 00beKTOB CITPABOYHUKOB
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKH;

— mycert (in) CTpyKTypa uaeHTU(pUKaTopa cepTuduKrara s OonpenaeieHnuss KOH-
TekcTa BoinmoHeHus: (NULL npu ucnonb30BaHUU JIOKAJIbHOM OMOINOTEKN);

— suri (in) URI cnpaBoYHMKA OJIsI IepedyunciieHus: 00beKTOB (3HaYeHUe ImapaMeT-
pa ucnomns3lyercsa npu 3agasaoM ¢piiare FLAG_ENUM_STORE _OBJECTS _STORE -
SURI);

— Igry (in) noruyeckoe BeipaxkeHnue Buga (&(vdSubjName=*UBan*) (vdKeyld=1234
[IO3BOJIAIOIIlee OrpaHNYUTh npocMaTpuBaeMble B CCC KOHTeVHepHl. [laHHBIA apry-
MEHT pa3pelleHOo 3ajlaBaTh TOJIBKO Ipu mmepebdope 06bekToB B CCC c yKasaHUEeM
ogoro u3 ¢gmaaroB FLAG_ENUM_STORE_OBJECTS_STORE_LDAP unu FLAG_-
ENUM_STORE OBJECTS _STORE_SURI;

— hEnu (out) KOHTEKCT IIepedyucIeHns 00bEeKTOB CIPAaBOYHUKOB (IIPU II€PBOM BHI-
30Be 3HAUYeHMNEe KOHTEKCTa OOJIKHO ObITh ycTaHOBJIeHO B NULL);

— object (out) 6710k maMsATU Cc ouepegHEIM 00beKTOM B DER-KOommpoBKe (0CBOOOK-
maetcsa pyuknuelr VCERT _FreeMem() - cMm. ontucanue B 1. 1.31.1);

— flag (in) macka (mo6utoBoe MJIM) ¢raros nmepeuncienus (pa3peieHo 3agaBaTh
Tonbko oguH u3 ¢naroB FLAG_ENUM_STORE_OBJECTS_STORE_XXX u TOJBKO
oouH u3 prnaroB FLAG_ENUM _STORE OBJECTS OBJECT XXX):

e FLAG_ENUM_STORE_OBJECTS_STORE_PERS - gvinosHams nepeuuce-
Hue ob6vexkmos IICII (OaHHbIll (paae HeaAb3s UCN0/1b308adMb C MUHUMA/AbHbIM KOH-
mekcmom bubiuomeku);

e FLAG_ENUM_STORE_OBJECTS_STORE_LOCL - 8binosHAMb nepeyvuce-
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Hue ob6vekmos JICII (OaHHbIl (pae He/Ab3sl UCN0/1b308dMb C MUHUMA/AbHbIM KOH-
mexkcmom bubsiuomexu);

e FLAG_ENUM_STORE_OBJECTS_STORE_LDAP - 8bino/sHAMb nepeyvuce-
Hue ob6vekmos CCC (OaHHblll (paaz2 Henb3si UCN0Ab308adMb C MUHUMA/bHbLIM KOH-
mekcmom bubsauomexu);

e FLAG_ENUM_STORE_OBJECTS_STORE_SURI - 8vinosnHams nepevuce-
Hue o6veKkmoas cnpagoyHuka no 3adaHHomy URI (OaHHbIl (haraz MOAHCHO UCNOAb3O-
8amb C MUHUMA/IbHbIM KOHMEeKcmom bubauomexu);

e FLAG_ENUM_STORE_OBJECTS_OBJECT_CER - 8binosiHsamMb nepeyvuce-
Hue cepmugukamos;

e FLAG_ENUM_STORE_OBJECTS_OBJECT_CRL - 8binosnHsAmMb nepevuce-
Hue CAC;

e FLAG_ENUM _STORE OBJECTS CLOSE ENUM - npekpamumb npouecc
nepeuucseHuss u oceobooumsv YKa3aHHblll KoOHMexkcm. [[aHHbil ¢paaz OoadiceH
O6vimb 0obassieH yepe3 nobumosoe HMJIM k macke ¢psaaz208, ¢ KOmMOPbIMU 8blN0JI-
H5/10Cb nepevucsieHue o6veKmos.

Bo3BpalniaeMbie 3HAUYEHHUS:

— VCERT _OK B cnydae ycliexa WIU HEHYJIeBOM Kopn owmubKu. [ IOJIHOTOo IIe-
peunciieHNs1 O0ObEKTOB CIIPABOYHMKA (PYHKIIUIO CliedyeT BHI3BIBATh OO TeX IIOp, IOKa
BO3BpalllaeMoe e1o 3HaueHue paBHo VCERT _OK.

1.20 Buruuciaenue 311 CMS-coo0umieHuH

Bubnuoreka nmogmepKuBaeT CIeOyIONIMe TUIIL MoAnrucaHHbIX CMS-coobieHn:

— CMS-coo0OmieHrue €  COBMeHIeHHOU(bIMU) (MPHUCOEOWHEHHOM(BIMU), WU
Attached) 9I1. B Ttakom CMS-coo0011eHUY TPUCYTCTBYIOT 1 MMOATIMCAaHHBIE JaHHBIE, U
JI1 53TuUX DAaHHBIX;

— CMS-coobmierue ¢ ormeneHHoHn(bIMU) (oTcoemuHeHHOM(bIMU), unu Detached)
9I1. B takoM CMS-coo01uieHnu IpuCcyTCTBYIOT TONBKO JI1 mognucaHHBIX JaHHBIX.

®opmat nmopamnucanHbeix CMS-coobiienuit - CMS Signed - sgBnsieTcss yHUBeEpPCalb-
HBIM 3a CYeT peaju3alliid C HCIIoIb30BaHuMeM cTaHmapTa ASN.1. UpmeHTudukaius
ceptudukata(oB) moamrucaHTa(oB) OCYIIECTBIIsIeTCsS IuO0 mocpencTBoM Iaphl Mms
usnatensi/CepuiHbEIl HOMED, TU00 MOCPENCTBOM HMCIOIb30BaHUS HAaHHBIX HOIIOJIHE-
Husa "Upentudukatop Kiawoda Brnagenbila”. ®opmat CMS Signed mo3BosnseT gobas-
nnaTb B CMS-coobuienue ceptudukatol, CAC, a Takke mo6aBiasaATh B Kaxkayo IIT mo-
TIOJTHUTEJIbHBIE ayTeHTU(PUIIUPYyEMble U HeayTeHTUuGUIIUpyeMbie aTPuOyTHI.

[Tepen BeruucienueM D11 CMS-coobimieHust GYHKIIMYM NOOIINCAHUS IIPEeIBAPUTETh-
HO ITPOMU3BOOAT:

— TIPOBEPKY AEMCTBUTEJILHOCTU paboyero cepTudurkKaTa Ha TEKYIIUN MOMEHT Bpe-
MEHU;
— TPOBEPKY OAEUCTBUTEILHOCTH 3aKPHITOrO K/II0Ya Ha TEKYIIINUY MOMEHT BPEMEHU;

— TIPOBEPKYy Hanmuuus B paboueM cepTuduKaTe pa3pelreHHOoM 00/1aCTU MCIIOJIb-
30BaHus OTKpPHITOro Kiatoda KEYUSAGE DIGITAL SIGNATURE (T.e. nIpoBepKy
BO3MOXKHOCTHU BelUmMcieHUus JI1 Ha 3aKpBITOM KJIIOYe).
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[Tpu mommucaHuu B OJIOUHOM pexXUMe, a TaKxXKe IIPU IOAOMMCAHUU B IIOTOKOBOM
pexuMe c oroeneHHou(siMu) 1 mognucanHoe CMS-coobiienne umeet ASN.1 Konu-
poBKy omnpepneneHHou miuHBEL (ASN.1 definite-length encoding). Ilpu nognucasuu B
IIOTOKOBOM pexXuMe C¢ coBMelrleHHoM(biMu) II1 nmopgnucanHoe CMS-coobiieHrne nme-
eT ASN.1 kogupoBKy HeonpeneneHHou OauHb (ASN.1 indefinite-length encoding).

CnenmyeT yY4uMTHIBATh TOT GaKT, 4TO Ipu mobaBieHun II1 K nmognucanHoMy CMS-
COOOIIIeHNI0 HeOOXOOMMO HCIOIb30BaTh Te QPYHKIIMU BhIUKCIeHUuS III, KoTopele He
U3MEHSIIOT HU THUII IMOAINMCAHHOI'O0 COOOIIEeHUS - C COBMEIeHHOM(PIMU) UJIU C OThe-
nerHHou (biMu) III, Hu Tunm ASN.]1 KOOUPOBKM - ONpeOeIeHHON UTU HeollpeneleHHOU
IJIAHBI.

1.20.1 CrpyKkTypsl BeIuuciaeHuss 311 CMS-coo0imeHu#

CrpyKTypa sign_param t
CTpyKTypa napaMeTpoB Beiuucienus 31T CMS-coobuieHu:

— flag t flag
ITose ¢ mackot (nobumossvim HUJIH) paazoe sviuucaeHus ST CMS-coobuieHuli:

e FLIAG_CMS_SIGN_ADDSIGNER - dobasisimb cepmugpukam noonucaHma -
¢axmuuecku, pabovuti cepmugpuxkam - 8 CMS-coobw,eHue;

e FLAG_CMS_SIGN_SUBJKEYID - ucnosv3o8amb 014 udeHmugukauuu cep-
mugpukama noonucaHma OaHHble donosHeHus “HoeHmugpukamop kKawda end-
Oeanvua”. Ecau OaHHbIU (paa2 He YyCMAaHOo8/1eH, Mo 0451 udeHmu@uKkauuu ucnoib3y-
emcs napa Umsa uzdamens/CeputiHbll HOMEP;

e FLAG_CMS_SIGN_ENVELOPE - He 0obasaamb II1 k noonucaHHomy CMS-
coobweHuro, a obepHymo II1 cyuecmayrwou,ee CMS-coobuieHue ueaukom. IIaH-
Hblll (paiae paspeweHo ucnoa1b6308aMb MOAbLKO NPU (pOPMUPOBAHUU COBMEULeHHOU
oI1;

e FLAG_CMS SIGN_CADESBES - dobasumb 8 3I1 aymeHmuguuyupyemble
ampubymul 8 coomeemcmauu co cneuyugpukxkauueti CAAES-BES. Ycma+HosKka OaH-
Ho20 ¢pnaza npusodum kK 0obasaeHuro 00NOAHUMEAbHO20 dymeHmuduuupyemoz0
ampubyma ESS signing-certificate.

— certid t * mycert
Ykazamenav Ha cmpykmypy udeHmugukamopa cepmupukama 0a5 onpedeseHus
KoHmekcma svinosiHeHusi (NULL npu ucnosav3o8aHuu A0KaabHOU bubiuomexu).

1.20.2 @PyHKHHH OJIOYHOTO BBIYHCIEHHsS CcoBMemieHHoOu JII CMS-
COOOIIeHuH

error status t VCERT1API VCERT CmsBIkAttSignMem (context t hCtx, sign -
param t * pSignPara, mem blk t * data, mem blk t * ocms)
OyHKITNA GJI0YHOT0 BHIYKUCIeHUS coBMemeHHoU JI1 6j10Ka mamMaTu
AprymMeHThbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pSignPara (in) cTpyKTypa mmapaMeTpoB BeruuciaeHus 311 CMS-coobIieHni;

— data (in) 610K IaMATH C HaHHBIMHU JIS BEIYUCIeHUS I (DOJI2KHO BHIIIOJIHSATHCS
ycnoBue data->len > 0);
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— ocms (out) 610K maMsaTu ¢ nognucauHbsiM CMS-coobmienneM (0cBoOOXKIaeTCs
¢yukmuerr VCERT _FreeMem() - cM. onucanue B . 1.31.1).

Bo3BpaniaeMsbie 3HAaYEHUS:

— VCERT OK B cny4ae yclexa UM HEHYJI€BOM KO OIINOKM.

error status t VCERT1API VCERT_CmsBIkAttSignFile (context t hCtx, sign -
param t * pSignPara, const char * data, const char * ocms)
OyHKIMA GJI0YHOTO BEIYUCIEHUSA coBMelieHHOU JIT daiina
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIUOTEKH;
— pSignPara (in) cTpyKTypa nmapaMeTpoB BeruuciaeHus 11 CMS-coobIiieHni;
— data (in) ¢avin (He HyJI€BOU OJIUHEBI) C JAHHBIMU OJid BeIYKCIeHus Oll;
— ocms (out) ¢aiin ¢ mognucaHHbEIM CMS-coobIieHrueM.
Bo3BpanijaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae yclexa UM HEHYJI€BOM KOJI OIINOKMU.

1.20.3 @®yHKOHH NOTOKOBOIO0 BBLIYHC/IE€HHsI coBMelneHHou IJII CMS-
COOOIIeHUH

error status t VCERT1API VCERT _CmsStrAttSignInitMem (context t hCtx,
sign param t * pSignPara, mem blk t * data, strcms t * hStr)
OYyHKIMSA WHUNYAIW3alliy TOTOKOBOTO BEHIYNCIEHUS coBMelleHHOU JI1 610Ka maMATH
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIHNOTEKHU;

— pSignPara (in) cTpykKTypa napaMeTpoB BuuucieHus III CMS-cooOiieHuu
(moymxHa OBITH OAMHAKOBA OJIA QYHKIIUN UHUIIMAIU3alluU, ITPOAOJIKEeHUsT U QUHaIU-
3all1u);

— data (in) 610K MaMSATHU C HAYaJIOM JAHHBIX OIS BeIYHciIeHUud D11 (OOJIKHO BHI-
MoTHATHCS ycnoBue data->len > 0). [Ipu moGaBnenuu II1 K mopgnmucanHomy CMS-
COOOIIEeHNIO OOJIKHO BHITIONMHATHCS ycioBue data->len > 128;

— hStr (out) KOHTEKCT IIOTOKOBOM ONEepalliu.
Bo3BpaiiaeMbie 3HAYEHUSA:

— VCERT OK B cny4ae ycliexa UM HEHYJIEBOUM KOJ OIINOKU.

error status t VCERTIAPI VCERT_CmsStrAttSignUpdateMem (context t
hCtx, sign param t * pSignPara, strcms t * hStr, mem blk t * data, mem blk t *
ocms)

QYHKITHNSA TPOIOJIKEeHNS TOTOKOBOTO BEIYKCIIEHUS coBMeltieHHOH JOI1 610Ka NaMsATH
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOINOTEKHU;

— pSignPara (in) cTpykKTypa napaMeTpoB BuiuucieHus III CMS-cooOiieHuu
(momxHa OBITH OAMHAKOBA OJI1 QYHKIIUN UHUIIMAIU3alluU, ITPOAOJIKEeHUS U QUHaIU-
3allun);
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— hStr (in) KOHTEKCT IOTOKOBOM OIepalluy;
— data (in) 610K ITaMSTH C IPOOOJIZKEHNEM TaHHBIX [JIsS BeIYuciaeHus II1;

— ocms (out) 670K IMaMSTH C MPOAOJIXKEeHHeM IoamucaHnHoro CMS-coobieHus
(ocBoboxpmaetcs pyukiuerr VCERT_FreeMem() - cMm. onucanue B . 1.31.1).

Bo3BpamiaeMbie 3HAYEHUS:
— VCERT _OK B cnydae ycuexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT _CmsStrAttSignFinalMem (context t hCtx,
sign param t * pSignPara, strcms t * hStr, mem blk t * ocms)
OyHKIMSA PUHaANTM3alMU ITOTOKOBOTO BEIYKUCIEHUS coBMeIlleHHOU JI1 6710Ka maMsATH
AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pSignPara (in) cTpykTypa napaMeTpoB BeuucieHuss II1 CMS-coobiieHutt
(momxHa OBITH OAMHAKOBA AJIA QYHKIWM UHUILIMAIU3alluU, ITPOAOJIKEeHU U QUHaIU-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIepalluy;

— ocms (out) 6JI0K ITaMsITH C OKOHYaHUEeM IToanucaHnHoro CMS-coobiienus (0cBo-
6oxpaerca pyukuuelr VCERT FreeMem() - cm. oncanue B 1. 1.31.1).
Bo3BpamjaeMbie 3HaYEHUS:

— VCERT _OK B cnydae ycliexa UM HEHYJIE€BOU KOJ OIINOKU.

error _status t VCERT1API VCERT_CmsStrAttSignFile (context t hCtx, sign -
param t * pSignPara, const char * data, const char * ocms)
OyHKIINS TOTOKOBOTO BEIYHUCTIEHUs coBMelneHHOoU JI1 darina
AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pSignPara (in) cTpyKTypa nmapaMeTpoB BeruuciaeHuss 311 CMS-coobiieHni;
— data (in) ¢davin (He HyJI€BOU OJIUHEBI) C JAHHBIMU OJis BeIYKUCIeHus Jll;
— ocms (out) ¢atin c noanucanHbiM CMS-coobieHueM.
Bo3BpanijaeMbie 3HaYEHUSI:
— VCERT OK B cny4ae yclexa UM HEHYJI€BOM KO OIINOKM.

1.20.4 ®OyHKOuH OJOYHOTO BBIYHCIEHHsSI oTaejeHHou III CMS-
COOOIIeHUH

error status t VCERT1API VCERT _CmsBlkDetSignMem (context t hCtx, sign -
param t * pSignPara, mem blk t * data, mem blk t * icms, mem blk t * ocms)
OyHKIMS GJIOYHOTO BHIYMCIIEHUA oTaeneHHoU II1 6710Ka DaMATH
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;
— pSignPara (in) cTpyKTypa nmapaMeTpoB BeruuciaeHus 311 CMS-coobiieHni;
— data (in) 6710K TTaMSATH C JAHHBIMU OJ1 BeruuciaeHusa O (DOIKHO BHITIOTHSITHCS
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ycnosue data->len > 0);

— icms (in) 0J10K mmaMsaTu (ONIIMOHAJILHEINA) C HOONMCAHHBIM CMS-coobiieHueM
misi mobaBnenus Jll;

— ocms (out) OJIOK MaMSATU C nomnucaHHbIM CMS-coobienueM (0cBoOOXKIaeTCs
¢yukuerr VCERT _FreeMem() - cMm. onucanue B 1. 1.31.1).

Bo3BpaniaeMble 3HAUYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT_CmsBlkDetSignFile (context t hCtx, sign -
param t * pSignPara, const char * data, const char * icms, const char * ocms)
OyHKIMA OJI0YHOTO BeIYHCHeHUd oTneneHHou I daiina
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKH;
— pSignPara (in) cTpyKTypa nmapaMeTpoB BerguciaeHus 11 CMS-coobiieHni;
— data (in) daiin (He HYJI€BOU OJIWHBI) C JAHHBIMU OJIs BRIYKUCIIeHus IlI;

— icms (in) ¢ain (onIMoHaNbHEIN) ¢ moancaHHBIM CMS-coob1ieHueM OJis fob6as-
neHusa JII;

— ocms (out) daiin ¢ mopnucanHeIM CMS-coobmieHueM.
Bo3BpaniaeMsbie 3HAaYEHUSI:
— VCERT _OK B cny4dae ycrexa UM HEHYJIeBOU KOJ OIINOKMU.

1.20.5 @PYHKIHH IOTOKOBOrO0 BBIYHC/IEHHsI oTaejeHHou III CMS-
COOOIIIeHuH

error status t VCERT1API VCERT_CmsStrDetSignInitMem (context t hCtx,
sign param t * pSignPara, mem blk t * icms, strcms t * hStr)
OYHKIMSA MHUIMATU3AUN TOTOKOBOTO BEIYMCIIeHUS oTHeieHHoM II1 6j10Ka naMsTu
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pSignPara (in) cTpykTypa napaMeTpoB BbuucieHuss II1 CMS-coobiieHutt
(momn>kxHa OBITH OOMHAKOBA I QYHKIINYN MHULIMATIN3AlluU, TPOOOJIKeHUI U QUHaIIH-
3allun);

— icms (in) 6J10K mmaMsaTH (ONIIMOHAJILHBIM) C HOAONMCaHHBIM CMS-coobiieHueM
oist mo6aBnenus JII;

— hStr (out) KOHTEKCT ITOTOKOBOM OIlepalliiu.
Bo3BpaniaeMbie 3HaYEHUS:

— VCERT OK B cnydae yclexa UM HEHYJIEBOM KO OIINOKM.

error status t VCERT1API VCERT_CmsStrDetSignUpdateMem (context t
hCtx, sign param t * pSignPara, strcms t * hStr, mem blk t * data)
OYHKIINS TPOOOJIKEHUS IIOTOKOBOTO BEIYUCTEHUS oTaeieHHOU JI1 G10Ka maMsTl
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;
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— pSignPara (in) cTpykTypa napaMeTpoB BbuucieHuss II1 CMS-coobiieHutt
(momn>kHa OBITH OOMHAKOBA O QYHKIIMYU MHULIMATIN3AlluU, TPOAOJIKEeHU U QUHaIIH-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIEepalluy;

— data (in) 610K TaMsTH C IIPOOOJIZKEHHUEM OaHHBIX I BeIYuciaeHus JI1.
Bo3BpaniaeMble 3HAUYEHHUS:

— VCERT _OK B cny4dae yclexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT _CmsStrDetSignFinalMem (context t hCtx,
sign param t * pSignPara, strcms t * hStr, mem blk t * ocms)
OyHKIMS PUHaANTM3alNU TOTOKOBOTO BHIYKUCIEHUS oTAesieHHOU JI1 6Ji0Ka maMsaTu
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKH;

— pSignPara (in) cTpykTypa napaMeTpoB BbiuucieHus II1 CMS-cooOiieHuu
(momxHa OBITH OAMHAKOBA OJIA QYHKIIUN UHUIIMATIU3alluU, ITPOAOJIKeHUsT U QUHaIU-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOU OIlepallny;

— ocms (out) OJIOK IMaMsTHU C DomnucaHHbIM CMS-coobienueM (ocBoOOXKaaeTcs
dysrumerr VCERT FreeMem() - cMm. onucanue B 11. 1.31.1).

Bo3BpaniaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKH.

error status t VCERT1API VCERT _CmsStrDetSignFile (context t hCtx, sign -
param t * pSignPara, const char * data, const char * icms, const char * ocms)
OYHKINS IIOTOKOBOTO BEIYKCHEHUA oTOenieHHOU Il datina
AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;
— pSignPara (in) cTpyKTypa mmapaMmeTpoB BeruuciaeHuss 11 CMS-coobIieHni;
— data (in) ¢avin (He HyJI€BOU OJIUHEBI) C JAHHBIMU OJIS BeIYKUCIIeHus Ill;

— icms (in) daiin (omIMoHaIbHEIN) C IToANuCcaHHbEIM CMS-coobieHueM st godas-
neHusa JlI;

— ocms (out) ¢atin c nmoanucanubiM CMS-coobuieHueM.
Bo3BpamniaeMbie 3HAaYEHUS:
— VCERT _OK B cnydae ycliexa UJIM HEHYJIEeBOU KOJ OIINOKU.

1.21 IIposepka III CMS-coo01menuu

II71s1 UCIIONIb30BaHUS B IIOJIHOM Mepe BO3MOXKHOCTEH, 3aioxkeHHbIX B CYC, B mpo-
1ecce npoBepku AT CMS-coobienust ot npukiaagHoro ITO TpebyioTcs cliegyoiiye
HCXOOHBIE TaHHLIE:

— nopnucanHoe CMS-coo0iieHue;
— Habop mpueMiIeMbIX s npukinagHoro 1O permaMeHTOB MCIOIb30BAaHUS CEP-
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TudukKara. [JJlaHHLIN HAaOOp MpencTaBiasieT COO0M CIMCOK UOEeHTU(PUKATOPOB, IO CYTH
AHAJIOTUYHBIX UAEeHTH(HUKAaTOpPaM periaMeHTOB UCII0JIb30BaHUsI cepTuduKaTa, KOTO-
phle ONpenensioT NPUeMJIEMOCTh cepTuduKkaTa(oB) nmognucaHTa(oB) IIPU IIPOBEPKE
IIT nmognuca"duHoro CMS-coo0lI1IeHus;

— Habop mpueMeMbIX O npukiaagHoro [1O pacHIMpeHHBIX UCIOIb30BaHUU OT-
KpBITOTO Kitoda. [aHHBIM HabOop mpencTaBisieT cOO0M CHMCOK HUOeHTU(PUKATOPOB,
[I0 CYTH aHAJIOTUYHBIX UOEeHTU(UKaTOpPaM pacCIIMPEeHHBIX UCIIOIb30BAaHUN OTKPBITO-
ro KJII04Ya, KOTOPLIE OIpPemesioT IIPUeMIeMOCTh cepTuduKaTa(oB) mmoamnrucanTa(oB)
pu npoBepke IIT nmognucanHoro CMS-coobieHus.

ITpumeuarue - TpebosaHue npedocmasieHus NpukaaoHvim ITO Habopos npuem-
/leMblX pe2/1amMeHmMo8 UCNo/1b308aHuUs cepmu@uKkama u padcuWupeHHbIX UCNO0/1b308da-
HUll OMKpPbIMO20 KAI0Ud He s8/a5emcs 0653amebHbiM, 0OHAKO UX UCNO0/1b308adHUE
nos3eosisiem 8 NoJIHOU Mepe peda/iu308amb 803MOJdCHOCMU 6ubiuomeku 8 uyacmu
obecneveHus noaumuku 6e3onacHocmu 015 KOHKpemHo20 npukaadHoeo I10.

OOmuu anroputMm npoBepku III CMS-coobiieHusT MOXKeT OBLIThH ITPEACTaBJIEH B
ClIenyIolleM BUTE:

— aHanu3 CMS-coo0i11ieHus C 1IeIbIo openeieHust KonudecTBa JI1 B HEM U IONCKa
cepTtudukaTta(oB) mognucaHTa(oB);

— cobctBeHHO mmpoBepka IIT CMS-coobi1tieHNsi, Tocie KOTOPOM (bIX) BEIIIOTHSIETCS
IIOCTPOEHUE U IMPOBEPKa Ienodyek cepTudukrata(oB) rmoamnrcanTa(oB);

— aHanmu3 ceprtudukarta(oB) mommucaHTa(oB) Ha Hamuuyue TpeOyeMbIX peria-

MEHTOB MCIIOJIb30BaHUS cepTUdUKaTa ¥ PaCIIMPEHHBIX MCII0JIb30BAHUN OTKPHITOTO
KJIIo4a.

[Tpu mpoBepke IIT CMS-coobiieHus Oj1st KaXXaoro cepruduKkara IognucaHTa Ipo-
U3BOOATCS CJIEOYIOIIUe OelCTBUS:

— BBITIIOJIHSIETCS ITPOBEPKa CPOKOB OEeUCTBUS BCcexX cepTudukartos u Bcex CAC, co-
CTaBJISIOLINX IIETIOYKY CepTUudUKaTa IOAIUCAHT];

— BBITIOJIHSIETCS IIPOBEpPKa OeMCTBUSA 3aKPHITHIX KIII0Uel cepTU(UKATOB LIETIOYKHU
Ha MOMEHTHI BEIYMCJIEHUS COOTBETCTByIOIUX IIT;

— BBIMIOJIHSIETCSI KpunTorpaduyeckasi mpoBepka Bcex ceptudukatoB u CAC 1ne-
IMOYKU cepTudUKaTa MOOINCAHTa;

— TIpU 3aJaHHBIX TPeOyeMBIX perjaMeHTaXx HCIIOJIb30BaHUs cepTudukaTa M pac-
IIMPEHHBIX MCIIOJIb30BAHUSX OTKPBITOTO KJII0Ya ITPOM3BOMMUTCS IIPOBEpPKa Ha UX Ha-
JIM4YKe B COOTBETCTBYIOIINX OOMOJTHEHUSX CepTUdUKaTa MOONUCaHTa (OJI yCIIEITHON
ITPOBEPKU HEOOX0aAMMO, YTOOKI BCe TpebyeMble UIeHTU(MUKATOPHI ObIIU IpefcTaBIe-
HBEI B cepTuuKare);

— ecnu cepTuduKaTt nognucanTa npucyrcrsyet B CAC, GyHKIUs BO3BpalllaeT:

e nipu HeycTaHOBNeHHOM (iare FIAG CMS VERIFY USEREVOCATIONTIME

- KOO YCHeHlHOfI IIPOBEPKH, €CJIK BpeMAd aHHYJINPOBAHUA CepTI/Id)I/IKaTa emie
H€ HaCTYIIUJIO;

- Kop oMOKY, eCIU BpeEMS aHHYJIMPOBaHUs cepTuduKaTa yKe HaCTYyIINJIIO;
e pu yctaHoBineHHOM ¢nare FILIAG CMS VERIFY USEREVOCATIONTIME
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- KOO YCHGLLIHOfl IIPOBEPKHU, €CIIN JOKYMEHT ObLI IIOAOIINCAH OO aHHYJINPOBaA-
HUA CepTI/I(I)I/IKaTa,'

- KOM OIIMOKM, €ClI¥ MOKYMEHT OblL/I IMMOAIMNCAH M0CJie aHHYIUPOBaAHUS Cep-
TUdUKaTa.

IInsi KOppeKTHOoN o00paboTKu pe3yabTaToB mnpoBepku III CMS-coobiieHus
npuknagHoe ITO gonKHO aHAIU3UPOBaTh pPe3yabTaT NPOBepKHU Kaxaou D11 mHOouBU-
OyanbHO.

PesynbTaThl mpoBepku JI1 Ha aHHYJIUPOBAHHOM cepTudUKaTe IpUBeOeHHl B Tab-
nuitax 2 u 3. 151 o603HaueHuss BpeMeHnu BerunuciaeHus II1 ucnonb3yeTcs Tepraucienus,
BpeMeHU NPOBEPKU III - Typopepxu, @ BPEMEHU aHHYIUPOBaHUA cepTUdHUKaTa -

TaHHyJ’IHpOBaHHﬂ .

IIpu BeiyncneHuu u nposepke Il BpeMeHa Tggruucnenuss A Tuposepxu OIIPENETISAIOT-
Cs IO CUCTEMHOMY BPEMEHU BLIYMCIUTENbHON MAaIIWHBI, Ha KOTOPOU BHIIOJIHSIETCS
OaHHas KOHKpPEeTHas olepalus.

Tabnuiia 2 - Pe3ynbraThl npoBepku 11 Ha aHHYJIMPOBaHHOM cepTudukare (6e3 uc-
nonb3oBaHusa ¢pnara FLAG_CMS _VERIFY USEREVOCATIONTIME)

YcnoBus nposepku Il Pe3ynbTaTr npoBepku J1I

evryucaenus < Tnpoeeplcu < TGHHy/lupl)BﬂHuﬂ HpOBepKa BRHITIOJTHEHA YCIIEITHO

nposepku < Teoruucrenus < Tannyaupoeanus | IIPOBEPKaA BHIIOJIHEHA YCIIEIIHO

éblyuc/jieHus < TﬂHHy/lupOGaHuﬂ < Tnpoeepxu CepTH(i)HKaT aHHyHHpOBaH

npoeepku < TaHHy/lupOBﬂHuﬂ < Tebmucnenuﬂ CepTHd)HKaT aHHyHHpOBaH

~
dHHYy/1uUpoeaHus < Tnpoeepxu < TBbl‘lllC/leHllﬂ CepTI/Id)HKaT aHHyHHpOBaH

dHHYy /1uUpoeaHus g TBbl'lllC/leHllﬂ g Tnpoeeplcu CepTH(bHKaT aHHyHHpOBaH

SIS

Tabnuiia 3 - PesynbTaTh TpoBepku JI1 Ha aHHYTMPOBAaHHOM cepTudUKaTe (C UCIIOIb-
3oBarHueM ¢iara FLAG_CMS_VERIFY USEREVOCATIONTIME)

YcnoBusi nposepku 11 Pe3ynbTaTt npoBepku I1I

ébl4uc/z1eHus < Tnpoeeplcu < TaHHynupoeaHuﬂ HpOBepKa BBHITIOJTHEHA yCHemHO

nposepku < TBbl'-lllCﬂeHllﬂ < TaHHyﬂupOBdHuﬂ HpOBepKa BBHITIOJTHEHA yCHemHO

ebluuc/a1eHus < TaHHy/lupOBaHuﬂ < Tnpoeeplcu HpOBepKa BRHITIOJTHEHA yCHemHO

N
~

nposepku < TGHHyflllpOGﬂHllﬂ ~X eblyuc/qi1eHusl CepTH(I)HKaT aHHyHHPOBaH

NINNINS

H

AHHY/1IUpPOBaAHUs1 < Tnpoeeplcu < eblyuc/j1eHuUs CepTH(I)HKaT aHHyHHpOBaH

N

TGHHleUPOBGHuH < Tewuucneﬂuﬂ Tnpoeepnu CepTHq)HKaT aHHyHI/IPOBaH

1.21.1 Crtpykrypsl npoBepku III CMS-coo01ieHun

Crpykrypa verify param _t
CTpyKTypa napaMmeTpoB npoBepku IIT CMS-coolieHut:
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— flag t flag
IToae ¢ mackol (nobumoawvim MJIH) ¢paazoe nposepku ST CMS-coobuieHull:

e FLAG_CMS VERIFY DELETESIGNATURES - 8 cayuae ycnewHou npogep-
Ku yoaasambu 911 8 Koanuuwecmae, pagHoMm 3HaueHuto noaAa nSignToDelete, HauuHasa
¢ KoHUa CMS-coobw,eHusi;

e FLAG_CMS_VERIFY_SIGNERKEYUSAGES - nposepambv Haauvyue 8 cep-
mugukamax noONUCAHMOB paspeweHHblX 06.1acmel UCN01b308AHUA OMKPbIMO20
Kawova, ykadaHHbvix 8 noae keyUsage;

e FLAG_CMS_VERIFY_SIGNERPOLICIES - npogepsamb Haau4due 8 cepmu-
¢pukamax noonucaHmos pez/1amMeHmMo8 UCno/aAb308aHUsA cepmugukama, yKa3aH-
Hbix 8 noasax policy num u policies;

e FLAG_CMS _VERIFY SIGNEREXTKEYUSAGES - npogepsimb Haauvue 8
cepmugukamax noONUCAHMO8 pacwupeHHbvliX obaacmetll UCNOAb308AHUS OMKPbI-
mozo Kawua, yka3daHHboix 8 noasax extkeyusage_num u extKeyUsage;

e FLAG_CMS_VERIFY_MINIMUMSIGNATURES - nposepams, umo Koauue-
cmeo II1 8 CMS-coobw,eHuu boabwe uau pasgHoO 3HA4YeHU no/is minsigns;

e FLAG_CMS_VERIFY_ DONOTCHECKTIMES - He npogepsamb cpoku Oel-
cmeus cepmugukamos noonucaHmos, a maksice cepmugpuxkamos LIC u CAC us ux
uenoyvex;

e FLAG_CMS_VERIFY_DONOTADDSIGNER - He 0obasiamb asmomamuue-
CKU cepmugukamusl noonucaHmos, Hati0eHHble NpPou3e0abHbiM cnocobom, 8 JICII;

e FLAG_CMS _VERIFY IGNOREATTACHEDSIGNER - He uckamv cepmu-
¢duxkamuvr noonucaHmos cpedu cepmugpukamos8 u CAC, npukpenseHHvix Kk CMS-
coobuLeHuU0o;

e FLAG_CMS_VERIFY USEREVOCATIONTIME - yuumbsieams 8pemeHa 8bl-
yucsaeHus 311 u aHHYAUPOBAHUS cepmu@uKkamos noONnUCAHmMos8 Npu NOCMpPoeHuu
U nposepke ux uenovex;

e FLAG_CMS_VERIFY DONOTADDATTACHEDSIGNER - He 0dobasasimb
asmomamuuecku cepmugukamsl noonucaHmos, npuxkpenieHHvle Kk CMS-
coobweHuro, 8 JICII;

e FLAG_CMS _VERIFY REQUIREATTACHEDSIGNER - mpe6osambv Hanau-
yusa cepmugukamos noonucaHmos cpedu cepmugpuxkamos u CAC, npukpenaeH-
HbiXx K CMS-coobuieHuro;

e FLAG_CMS_VERIFY_USEATTACHEDCHAIN - ucnosiv3osamb cepmugu-
kambl npomescymouHuix LIC u CAC, npukpenaeHHble kK CMS-coobuw,eHuro, npu no-
CMpoeHUU U nNposepKe uenovyek cepmugpukamos8 noonucaHmos;

e FLIAG_CMS_VERIFY_ REQUIREATTACHEDCHAIN - mpeb6ogsamv Haau-
yusa cepmugpukamos8 npomescymouHvix LIC u CAC, npukpenieHHbix Kk CMS-
coobu,eHuro. YecmaHoska 0aHHO20 ¢paaza npusodum K momy, 4mo ece cepmudu-
kamul npomedxcymoyuHbix LIC u CAC, Heobxo0umvble 0151 NOCMPOEHUS U NPo8epKu
uenovyek cepmugpukamos noOnucaHmos, uuymcsa cpedu mex, 4mo NnpukpenieHbsl
Kk CMS coobu,eHuro.

— certid t * mycert



62
BAME.00077-06 33 01

Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 0151 onpedesneHus
KoHmekcma evinosiHeHus (NULL npu ucnosiv308aHuu A0kaabHol 6ubauomexu).

— keyusage t keyUsage
ITone ¢ mackol (nobumoevim HJIH) pa3peweHHbix obiacmell ucnoab308aHus om-
Kpblmo2o Katud.

— uint32 t policy num
Koauyecmeo sasiemeHmo8 maccusea pez2namMmeHmos UCNo/1b308aHUsl cepmugukamad.

— policy t * policies
ITone ¢ maccusom pez2aamMeHmMo8 uUCno/1b308aHUA cepmugpuKkama.

— uint32 t extkeyusage num
Kosauuecmeo 3sieMeHmo8 Maccusda paculupeHHbix ob1acmell UCNO0/1b308AHUS1 OMKDbI-
mozo Katoud.

— extkeyusage t * extKeyUsage
ITose c maccugoM pacuwiupeHHbix 0b1acmetl ucno1b308aHUS OMKPbIMO20 KAKYd.

— int32 t nSignToDelete
ITosne c koauuecmeom 311, Komopble He06xo00umMo yoaiums, HayuHas ¢ koHua CMS-
coobuwernua. [Ina yoarenus ecex 311 cnedyem nodamv 3HaueHue, pasHoe DELETE -

ALL SIGNS. IIpu npogepke cosmew,eHHblXx nomokosblx II1 pazpeweHo noOasamb
mosavko 3HayeHusa 0 u DELETE _ALL_SIGNS.

— uint32_t minsigns
ITone ¢ MuHuUMaavHo donycmumbubim koauvecmaom 311 8 CMS-coobu,eHuu.

— certinfo _t info
ITone ¢ mpebyemoti 8o38pau,aemou uHpopmayuet o cepmugpukamax noONUCAHMOS.

Ctpykrypa sign_status t
CTpyKTypa pe3yJibTaTa IIPoBepKu KOHKPeTHOU IIT CMS-coo0lI1eHns:

— error _status t status
Ilone ¢ pesyibmamom nposepkKu KOHKpemHou II1:

e == VCERT OK - 3] npogepeHa ycneuwHo;
e != VCERT OK - K00 owubxu nposepku 3I1.

— date_t time
ITone co spemeHem sviuucaeHus 311 8 yacosom nosce UTC, a3amoe u3 aymeHmu-
¢puyupyemoz0 ampubyma rsaSigningTime oaHHolu SII (pasHo 0 8 cayuae omcym-
cmeus yKka3aHHoz20 ampubyma e 9I1).

— certificate t * cert
ITose c ykazameaem Ha cmpyKkmypy cepmugpukama, Ha KOmopoMm 8blNOAHAAACH NPO-
gepka III, m.e. cepmupukama omnpasumena daHHou 3II (pasHo NULL 8 cayuae
HeHaxodcoeHus cepmupukama omnpasumens).

Ctpykrypa verify result_t
CTpykTypa pe3ynbTaToB npoBepku 1 CMS-coobiieHu:

— uint32 t sign_num
Koauuyecmeo snemeHmos maccuea pe3yabmamos nposepku 311 noonucaHHoz2o0 CMS-
coobueHus.

— sign status t * signs
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ITose ¢ maccusom pe3yabmamos nposepku II1 noonucaHHo20 CMS-coobweHus.

1.21.2 @PyHKHHUH 0JIOYHOH MPOBEPKH coBMelneHHbIX III CMS-coo0imenun

error status t VCERT1API VCERT _CmsBlkAttVerifyMem (context t hCtx,
verify param t * pVerifyPara, mem blk t * icms, mem blk t * data, verify result t
* pVerifyResult)

OyHKIYMSA GJI0YHOU TPOBePKU coBMenleHHBIX JI1 610Ka naMaTu

AprymeHrhI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) ctpykTypa napaMeTpoB npoBepku 31T CMS-coobiieHni;

— icms (in) OJIOK IIaMSTH C HOOIHCAHHBIM CMS-cooOienueM (HOJIZKHO BBIIIOJI-
HSTBCS ycJioBue icms->len > 0);

— data (out) 670K maMsATH C BHIXOOHBIMM HAaHHBIMM. 3allOHSETCS IIPU yCTaHOB-
Ke (priara npoBepku FLAG_CMS_VERIFY DELETESIGNATURES (8 cinygae ycnent-
HOM mmpoBepku Bcex III CMS-coobiienust), uHaue moxkeT ObITh paBeH NULL (ocBo-
6oxmaetcs pyukiuelr VCERT _FreeMem() - cMm. onucanue B 1. 1.31.1);

— pVerifyResult (out) cTpykTypa pe3ynbTaTa npoBepku IOII CMS-coobiieHus
(ocBoboxkmaetcs pyukumeit VCERT _FreeVerifyResult() - cMm. onucanue Bm. 1.31.1).

Bo3BpaniaeMble 3HAUYEHHUS:

— VCERT OK B cny4ae yCIenIHOM IMpoBepKu Bcex III (HeoOXoguMo aHaIu3UpPo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B cinydae OmIMNOKY TPOBEePKHU XOTs1 Obl omHoM II1 (Heobxonu-
MO aHa/JIU3UPOBaTh CTPYKTypy pVerifyResult);

— != VCERT OK && != VCERT_E_VERIFY B ciy4yae Opyroi ommOKu (3ampe-
[IIeHO aHaJIn3upoBaTh CTPYKTypy pVerifyResult).

error status t VCERT1API VCERT_CmsBIlkAttVerifyFile (context t hCtx,
verify param t * pVerifyPara, const char * icms, const char * data, verify result t *
pVerifyResult)

OyHKIMS GJI0YHOM TPOBEPKU coBMellleHHBIX JIT datina

AprymMeHTbBI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pVerifyPara (in) ctpykTypa napaMeTpoB npoBepku IIT CMS-coobiieHni;
— icms (in) ¢aiin (He Hy/IeBOU OJIUHEI) C IToanucanHbIM CMS-coobuieHueM;

— data (out) ¢aiin c BLIXOOHLIMU JaHHBIMU. CO3aeTcs IPU YCTaHOBKeE (iara IIpo-
Bepku FLAG_CMS_VERIFY DELETESIGNATURES (B ciiy4yae yCIeIIHOY IPOBEPKU
Bcex JIT CMS-coobuienust), nHaue MoxkeT ObITh paBeH NULL;

— pVerifyResult (out) cTpykTypa pe3ynbTaTa npoBepku III CMS-coobieHus
(ocBoboxkmaeTrcs pyukuueit VCERT FreeVerifyResult() - cm. onucanue 1. 1.31.1).

Bo3BpamnjaeMbie 3HAYEHUS:

— VCERT _OK B cny4ae yCIemIHOU IpoBepKu Bcex JII (HeoOXxoguMo aHaIu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E _VERIFY B cny4ae OIINOKY IIPOBEPKU XOTA Obl ogHOU II1 (Heobxomu-
MO aHaIu3UpoBaTh CTPYKTypy pVerifyResult);
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— I= VCERT OK && != VCERT _E _VERIFY B cinydae Opyrou ommOKu (3arpe-
IIIeHO aHaJIM3upPoBaTh CTPYKTYpy pVerifyResult).

1.21.3 @®YyHKIHHM ITOTOKOBOH IIPOBEPKH coBMelieHHbIXx JII CMS-
COOOIIIeHuH

error status t VCERT1API VCERT _CmsStrAttVerifyInitMem (context t hCtx,
verify param t * pVerifyPara, mem blk t * icms, strcms t * hStr)

OYHKIINS WHUIIMAIN3AIIUY ITIOTOKOBOM IIPOBEPKU COoBMeMNIeHHBIX JI1 6/10Ka nmaMsaT

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pVerifyPara (in) cTpykTypa napaMeTpoB IipoBepku O3III CMS-coobiieHuu
(momxHa OBITH OMHAKOBA OJI1 QYHKIIUN UHUIIMAIU3alIuU, ITPOAOJIXKEeHUsI U QUHaAIU-
3alun);

— icms (in) OJI0K IaMsATHA C HAYaAJIOM IIOoAIMcaHHOro CMS-coolOienusa (moIzKHO
BBIIIOJIHATHLCS yCIoBUe icms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOM ONepalliu.
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KOJ OIINOKU.

error status t VCERT1API VCERT CmsStrAttVerifyUpdateMem (context t
hCtx, verify param t * pVerifyPara, strcms t * hStr, mem blk t * icms, mem blk t
* data)

QYHKITUSA TPOIOJIKEeHNI TOTOKOBOM MPOBEPKU coBMellleHHEIX JIT 610Ka NaMsATH

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB ImpoBepku III CMS-coobiieHutt
(momnkHa OBITH OOMHAKOBA I QYHKIIMY MHULIMAIN3alluN, TPOAOJIKeHUI U (QUHaJIH-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIEepalluy;
— icms (in) 610K maMsITH C IPOOOJIZKEHNEeM IIoAnucanHoro CMS-coo0b1ieHus;

— data (out) 670K maMsTH C TPOAOJIZKEHUEM BLIXOOHBIX TAHHBIX. 3aII0JTHAETCS IIPHU
ycrtaHoBke ¢nara nposepku FLAG_CMS_VERIFY DELETESIGNATURES, unaue
MmoxkeT ObITh paBeH NULL (ocBo6oxkpmaetcs pyakumeit VCERT _FreeMem() - cM. oniu-
canume B 1. 1.31.1).

Bo3BpamjaeMbie 3HAaYEHUS:
— VCERT _OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT_CmsStrAttVerifyFinalMem (context t hCtx,
verify param t * pVerifyPara, strcms t * hStr, mem blk t * data, verify result t *
pVerifyResult)

OyHKIMA pUHaATU3aUU TOTOKOBOU OPOBEPKU coBMelleHHBIX JI1 610Ka DaMaTH

AprymeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB IpoBepku III CMS-coobiieHut
(moymxHa OBITH OMMHAKOBA OJI1 QYHKIIUN MHUIIMATIU3AIIUY, ITPOAOJIXKEHUST U QUHAIU-
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3allHHu);

— hStr (in) KOHTEKCT IOTOKOBOH OIepalluy;

— data (out) 670K TaMsITH C OKOHYAHWEM BBLIXOIHBIX MAHHLIX. 3alOJIHSIETCS IIPU
ycraHoBke ¢inara nposepku FLAG_CMS_VERIFY DELETESIGNATURES, nnaue

MmozkeT ObITh paBeH NULL (ocBo6oxknmaeTcs pyukiuer VCERT _FreeMem() - cMm. onu-
canue Bm. 1.31.1);

— pVerifyResult (out) cTpykTypa pe3ynbTaTa IpoBepku IOII CMS-coobieHus
(ocBoboxkmaetcs pyukumeirt VCERT FreeVerifyResult() - cm. onucanue 1. 1.31.1).

Bo3BpauijaeMbie 3HAaYEHUS:

— VCERT _OK B ciiy4yae yCIIeIIHOM ITpoBepKHu Bcex Il (HeoOXoguMo aHaIUu3Upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B cny4dae OmINOKM ITPOBEPKHU XOTsI Ob1 omHoM JI1 (Heobxonu-
MO aHa/JIU3UPOBaTh CTPYKTypy pVerifyResult);

— I= VCERT OK && != VCERT _E _VERIFY B cinydae Opyrou ommOKu (3arpe-
IIeHO aHaJIM3upoBaTh CTPYKTYpy pVerifyResult).

error status t VCERT1API VCERT_CmsStrAttVerifyFile (context t hCtx,
verify param t * pVerifyPara, const char * icms, const char * data, verify result t *
pVerifyResult)

OyHKIINSA HOTOKOBOU IPOBepKU coBMeteHHEIX JI1 daiina

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pVerifyPara (in) cTpykTypa napaMeTpoB npoBepku 31T CMS-coobiieHuii;
— icms (in) aiin (He HyJIeBOU OJIMHEI) C MognucaHHbBIM CMS-coobieHneM;

— data (out) ¢aiin c BLIXOOHLIMU JaHHBIMU. CO3[aeTCs IPU YCTaHOBKeE ¢iara IIpo-
Bepku FLAG_CMS _VERIFY DELETESIGNATURES (B ciiy4dae yCIeIIHOM IPOBEPKU
Bcex JIT CMS-coobmienust), nHadye MmoxkeT ObITh paBeH NULL;

— pVerifyResult (out) ctpykTypa pe3ynbTraTa npoBepku IOII CMS-coobiieHus
(ocBoboxpaetcs pyukumeit VCERT _FreeVerifyResult() - cm. onucanve Bm. 1.31.1).

Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycrenrHo npoBepku Bcex IIT (Heo0XoauMo aHaIUu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E _VERIFY B cny4ae OIINOKY IIPOBEPKU XOTA Obl ogHOU II1 (Heobxomu-
MO aHaJIU3UPOBaTh CTPYKTypy pVerifyResult);

— I= VCERT OK && != VCERT E VERIFY B ciy4yae gpyrou ommOKu (3ampe-
IIEHO aHaNMM3upoBaThk CTPYKTypy pVerifyResult).

1.21.4 PyYHKHHUH OI0OYHOH NMPOBEPKH oTAeaeHHBIX III CMS-coo0meHnn

error status t VCERT1API VCERT_CmsBlkDetVerifyMem (context t hCtx,
verify param t* pVerifyPara, mem blk t*data, mem blk t*icms, mem blk t*ocms,
verify result t * pVerifyResult)

OyHKIMA OJI0YHOU TPOBEPKU OTHesieHHBIX DI1 6710Ka naMAaTu

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;
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— pVerifyPara (in) cTpykTypa napaMeTpoB npoBepku IIT CMS-cooOlieHu;

— data (in) 670K maMsATH C JaHHBIMU OJIs TPOBePKU DIl (mOIKHO BHIIOIHATHCS
ycnoBue data->len > 0);

— icms (in) OJIOK IIaMATH C HOOIIUCAHHBEIM CMS-cooOienuem (JOJIZKHO BBIIIOJI-
HATHCA yCJIoBUe icms->len > 0);

— ocms (out) 610K maMsTu C BHIXOOHBIM CMS-coobiienueM. 3amnoIHSIETCs IpU
ycrtaHoBke ¢nara npoBepku FLAG_CMS_VERIFY DELETESIGNATURES (B cny-
Yae ycHoemrHou mpoBepku Bcex III CMS-cooliieHusi), "Hade MOXKET OBLITh paBeH
NULL (ocBo6oxkpaetcs pyukuueir VCERT _FreeMem() - cMm. onucanue B 1. 1.31.1);

— pVerifyResult (out) cTtpykTypa pe3ynbTaTa npoBepku III CMS-coobieHus
(ocBoboxkmaetcs pyukumeit VCERT FreeVerifyResult() - cm. onucanue 1. 1.31.1).

Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT _OK B cny4ae ycneurHo npoBepku Bcex II1 (Heo0xoauMo aHaIUu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B ciy4ae OIINOKY IIPOBEPKU XOTA Obl ogHOU II1 (Heobxomu-
MO aHa/IU3UpoBaTh CTPYKTypy pVerifyResult);

— I= VCERT OK && != VCERT _E _VERIFY B ciy4yae Apyrou ommOKu (3ampe-
[IEHO aHaJIu3upoBaTh CTPYKTypy pVerifyResult).

error status t VCERT1API VCERT _CmsBlkDetVerifyFile (context t hCtx,
verify param t * pVerifyPara, const char * data, const char * icms, const char * ocms,
verify result t * pVerifyResult)

OyHKIMSA GJI0YHOUW TPOBEePKU oTaesieHHLIX DI datina

AprymMeHrhI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) ctpykTypa napaMeTpoB npoBepku 31T CMS-coobieHuis;
— data (in) ¢auin (He HyJIeBOU OJIUHEI) C JAHHBIMHU OJi IPOoBepKU II;

— icms (in) aiin (He HyJIeBOU OJIMHEI) C MognucaHHEIM CMS-coobieHneM;

— ocms (out) ¢aiin ¢ BerxogHEIM CMS-coobimieruem. Co3gaeTcsa IIpU yCTaHOBKE
¢nara nposepku FLAG_CMS VERIFY DELETESIGNATURES (8 cnydae ychneu-
HOM npoBepku Bcex IIT CMS-coobiieHnus), nuHade MoxkeT ObiTh paBeH NULL;

— pVerifyResult (out) ctpykTrypa pe3ynbTaTa IpoBepku IOII CMS-coobiieHus
(ocBoboxkmaeTtcs pyukuueit VCERT FreeVerifyResult() - cm. onucanue 1. 1.31.1).
Bo3BpamiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae yclelrHo npoBepku Bcex IIT (Heo0xoauMo aHaIUu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E _VERIFY B cny4ae OIINOKY IIPOBEPKU XOTSA Obl ogHOU II1 (Heobxomu-
MO aHaIu3UpoBaTh CTPYKTYpy pVerifyResult);

— I= VCERT OK && != VCERT E VERIFY B ciy4yae gpyrou ommOKu (3ampe-
[IEHO aHaJIu3upoBaTh CTPYKTypy pVerifyResult).
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1.21.5 @YHKUIHH IOTOKOBOH MPOBEPKH OTAeIeHHBIX III CMS-coo0I1mmeHun

error status t VCERT1API VCERT _CmsStrDetVerifyInitMem (context t hCtx,
verify param t * pVerifyPara, mem blk t * icms, strcms t * hStr)

OYHKIINS WHUIIMAIA3AIIUY TIOTOKOBOM ITPOBEPKU OTHAEeJIeHHBIX D1 6JI0Ka maMATu

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— pVerifyPara (in) cTpyKTypa napaMeTpoB IpoBepku O3III CMS-cooObiieHuu
(moymxHa OBITH OAMHAKOBA OJIA QYHKIIUN UHUIIMAIU3alluU, ITPOAOJIXKeHUsT U QUHaIU-
3alun);

— icms (in) OJIOK IIaMSTH C HOOIIHCAHHBEIM CMS-cooOienueM (HOJIZKHO BBIIIOJI-
HATHCA yCJioBue icms->len > 0);

— hStr (out) KOHTEKCT IIOTOKOBOM ONEepalliu.

Bo3BpamiaeMbie 3HAYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIeBOU KOJ OIINOKH.

error status t VCERT1API VCERT CmsStrDetVerifyUpdateMem (context t
hCtx, verify param t * pVerifyPara, strcms t * hStr, mem blk t * data)

OYHKIMSA TPOJOIKEHUs TOTOKOBOW TPOBEPKU OTAesieHHbIX D1 6710Ka naMATu

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB IpoBepku III CMS-coobiieHut
(mommxHa OBITH OMMHAKOBA OJIT QYHKIUN MHUIIMATIU3AIIUY, ITPOAOJIXKEeHUST U QUHAIU-
3allun);

— hStr (in) KOHTEKCT IIOTOKOBOM OIlepalluy;

— data (in) 6710K ITaMSTH C IIPOOOJIKEHNEM TaHHLIX [JIs IpoBepKu III.
Bo3BpaiiaeMbie 3HAYECHUSA:

— VCERT OK B cny4ae ycliexa Ui HEHYJIEBOUM KO OIINOKU.

error status t VCERT1API VCERT _CmsStrDetVerifyFinalMem (context t hCtx,
verify param t * pVerifyPara, strcms t * hStr, mem blk t * ocms, verify result t *
pVerifyResult)

OyHKINA pUHANM3AIIUY TOTOKOBOW MPOBEPKU oTAeneHHBIX D1 6/10Ka NaMATH

AprymMeHrhI:

— hCtx (in) KOHTEKCT OMOINOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB ImpoBepku III CMS-coobiieHutt
(momn>kHa OBITH OOMHAKOBA I QYHKIIMYN MHUILIMATIN3AlluU, TPOOOJIKEeHU U QUHaAIIH-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIepalluy;

— ocms (out) 610K maMsiTu C BHIXOOHBEIM CMS-coobiieHueM. 3amoIHSIEeTCs TpPU
ycTtaHoBke ¢rnara npoBepku FLAG_CMS_VERIFY DELETESIGNATURES (B cny-
Yae ycIelmrHou mpoBepku Bcex IIT CMS-coobiieHusi), “Hadye MOIKET OLITh paBeH
NULL (ocBo6oxkpaetcs pyukuueir VCERT _FreeMem() - cMm. onucanue B 1. 1.31.1);

— pVerifyResult (out) ctpykTypa pe3ynbTraTa npoBepku IOII CMS-coobineHus
(ocBoboxkmaeTrcs pyukuueit VCERT FreeVerifyResult() - cm. onucanue Bm. 1.31.1).
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Bo3BpanijaeMsbie 3HaYEHUSI:

— VCERT _OK B cny4yae yCIenIHOM ITpoBepKu Bcex Il (HeoOXoguMo aHaJIu3Upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B cinydae OmUOKY TPOBEPKHU XOTs1 Obl omHoM II1 (Heobxoau-
MO aHa/JIU3UPOBaTh CTPYKTypy pVerifyResult);

— != VCERT OK && != VCERT_E _VERIFY B ciy4ae Opyroi ommOKu (3ampe-
IIIeHO aHaJIn3upPoBaTh CTPYKTYpy pVerifyResult).

error status t VCERT1API VCERT _CmsStrDetVerifyFile (context t hCtx,
verify param t * pVerifyPara, const char * data, const char * icms, const char * ocms,
verify result t * pVerifyResult)

OyHKIINA TOTOKOBOU IPOBEPKH oTHeneHHBIX I darina

AprymeHrhbI:

— hCtx (in) KoHTEeKCT OUOIHOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB npoBepku 31T CMS-coobiieHnii;
— data (in) ¢avin (He HyJIeBOU OJIUHEI) C JAHHBIMU OJi IPOBePKU I1I;

— icms (in) ¢aiin (He Hy/IeBOU OJIUHEI) C IToanucanHbiM CMS-coobiuieHueM;

— ocms (out) daiin ¢ BeixogHeIM CMS-coobiieHuneM. Co3gaeTcsi MpU YCTaHOBKE
¢mara nposepku FLAG_CMS_VERIFY DELETESIGNATURES (8B ciydae ycrem-
HOM nTpoBepku Bcex IIT CMS-coobirienus), uHade MoxkeT OriTh paBeH NULL;

— pVerifyResult (out) cTpykTypa pe3ynbTaTa npoBepku III CMS-coobiieHus
(ocBoboxkmaetcs pyukumeit VCERT FreeVerifyResult() - cm. onucanue 1. 1.31.1).

Bo3BpamniaeMbie 3HAaYEHUS:

— VCERT _OK B cny4ae ycneurHo npoBepku Bcex I (Heo0xoauMo aHaIUu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B ciy4ae OIINOKY IIPOBEPKU XOTA Obl ogHOU II1 (Heobxomu-
MO aHa/IU3UpoBaTh CTPYKTypy pVerifyResult);

— I= VCERT OK && != VCERT _E _VERIFY B ciy4yae Apyrou ommOKu (3ampe-
[IEHO aHaJIu3upoBaTh CTPYKTypy pVerifyResult).

1.22 3amudpoBanne CMS-coo01IeHuH

®opmart 3ammppoBaHHbEIX CMS-coobiiennit - CMS Enveloped - sBnseTcs yHUBEp-
CalbHBLIM 3a CYEeT peanm3allii C HUcIionb3oBaHuMeM cTaHmapTa ASN.1. UpneHTuduka-
nus cepTudUKaTa OTIPaBUTENS U cepTudHUKaTa(0B) moaydaTelel OCyLIeCTBISAETCS
6o mocpencTBoM maphl MMmst u3gatesnsa/CepuiiHbI HOMeP, MO0 MOCPEenCTBOM HC-
IMO/Tb30BaHUS HAaHHBIX OONONHeHUs "VoeHTuduKaTOp Kiioda Biamesnbia”. dopmart
CMS Enveloped nmo3BossieT mob6aBnsiTe B CMS-coo0bIlieH1e OOTOTHUTEIbHEIE He3alll1-
IIeHHbIE aTPUOYTHI.

s 3ammubpoBanuss CMS-coobineHust npukiaagHoe 1O goiIKHO BHEIIIOIHUTH ClIe-
OyIoLUe OEeUCTBUS:

— OIpPedesiuTh CIHUCOK CepTU(UKATOB IOydaTesied 3amudpoBaHHOTO cooblie-
HUS:

e 111100 MepenaBasi N1aOJIOHBI ITOKMCKA CepTU(UKATOB IOJIydaTesiel Hellocpen-
CTBEHHO B QYHKIMHU 3amudpoBaHus. [Ipy BOSHUKHOBEHUM OIINOKY ITOKMCKA TI0 Of-
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HOMY U3 I1aOJI0HOB KO 9TOM OMIMOKY Bo3BpallaeTcss GYHKIIUAMU 3alIiGpoBaHus.
[Tpu HEBO3MOXKHOCTU WCIIOJIb30BAaHUS HU OOHOTO M3 HaWJeHHBIX CepTU(UKATOB
B KadecTBe cepTudukara nonydarens Bo3Bpamlaetrcsad kKopn omubku VCERT _E -
CERT _NOT _FOUND:;

e muOO C IIOMOIIBIO BBHI30BOB (QyHKIuUM mnoucka ceptudpuxkatoB VCERT -
FindCert() - 1o ogHOMY BBI3OBY [JI1 KaxKOOTO IabJjioHa MOUCKa CepTu(UKaTOB
nojy4dartenen. IIpy TakoM mopaxofe peKOMeHOyeTCsl, BO u3bexkaHUe IMOBTOPEHUSA
IpOIleaypHl IOMCKa B PyHKIIUAX 3alInu(poBaHus, TepefaBaTh B QyHKIIUY 3alIud-
poBaHus OJIOKU IIaMATH C HaWAeHHBIMH cepTuduKaTamu mojydarteneid B DER-
KOOWPOBKE;

— BBI3BaTh TpeOyemble QyHKIMU [OjIs1 CcOOCTBeHHO 3ammudpoBaHus CMS-
coobOmmenusi. ®yHKIMK 3amuGpPoBaHUs aBTOMAaTUYECKU M00aBJIAIOT pabouyuil cepTu-
(puKaT B CIUCOK cCepTU(DUKATOB MOJIydaTeIeu.

[Tepen 3amudpoBanuemM CMS-coobireHuss GyHKIIUU 3alIudpoBaHUS IIpeaBapu-
TEJIbHO TPOU3BOISAT:

— TIPOBEPKY OENCTBUTENbHOCTU CcepTU(UKaTa OTHpaBUTens (pabodero) m cepTu-
(ukaToB mosyyaTesen Ha TEKYLIUW MOMEHT BPpEMEHU;

— IIPOBEPKY OEeMCTBUTEIIPHOCTU 3dKPBITBIX KJTI04Yen OTIIPABUTEJIA U Honyaneneﬁ
Ha TeKYH.II/IfI MOMEHT BPEMEHUH;

— TNPOBEPKY HalIWuus B cepTudukate oTmnpaButesnsd (pabodyeMm) um B cepTudu-
KaTax IIojydaTesjiel pa3pelleHHOW o007acTh HCIIOIb30BaHUSA OTKPHITOTO KIillo4ua
KEYUSAGE_KEY _ENCIPHERMENT wunu KEYUSAGE _KEY AGREEMENT (T.e.
IIPOBEPKY BO3MOXKHOCTH pacIndpPoBaHUA Ha COOTBETCTBYIOIINX 3aKPBITHIX KITI0OYax);

— pobaBJieHVEe B CIIMCOK CepTU(UKATOB IToJIydyaTenel 3amu@poBaHHOT0 CO00IIIe-
HUS cepTu(HUKaTa OTIIPABUTEJISA, B ClIydae ero OTCYTCTBUS B 3TOM CITHCKE.

[Tpu 3ammdpoBaHuy B OJI0YHOM pexkuMe 3aiudppoBannoe CMS-coobiieHne uMeeT
ASN.1 kogupoBKky onpenenerHHou gnuHBL (ASN.1 definite-length encoding). I1pu 3a-
mndpoBaHUN B IOTOKOBOM pexkuMe 3aimdpoBanHoe CMS-coobienne nmeeT ASN.1
KOOUPOBKY HeonpepneneHHou anuHb (ASN.1 indefinite-length encoding).

CnenyeT oOpaTUTh BHUMaHMWE Ha TO, YTO IIPU ITOTOKOBOM 3ammudpoBanuu CMS-
cooO1eHus B Buge 610ka(oB) maMsTi QyHKITHS ITPOIOJI2KEeHU S ITIOTOKOBOTO 3aIu@po-
BaHMS OOJIKHa OBITH BEI3BaHa XOTS-ObI OQUH Pas3, IIYCTh U C BXOOHBIM 0JIOKOM ITaMATHU
HYJI€BOU [JIVHHI.

1.22.1 CrpyKTypsl 3amudpoBanusa CMS-coo0IeHuH

CrpyKTrypa encrypt_param_t
CTpyKkTypa napameTpoB 3amudpoBanusi CMS-coobIiieHn:

— flag t flag
IToae ¢ mackol (nobumoawvim MJIH) ¢paazoe 3awugpposarHus CMS-coobw,eHuli:
e FLAG_CMS _ENCRYPT USEREMOTESEARCH - aHano2uueH aazy
FLAG FIND USEREMOTESEARCH (cm. onucaHue 8 n. 1.19.1);
e FLAG_CMS _ENCRYPT DONOTCHECKTIMES - aHano2uueH aazy

FLAG_FIND_DONOTCHECKTIMES (cm. onucaHue 8 n. 1.19.1);
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e FLAG_CMS_ENCRYPT DONOTVERIFYCHAIN - aHano2uyeH ¢aazy
FLAG_FIND_DONOTVERIFYCHAIN (cm. onucaHue e n. 1.19.1);

e FLAG_CMS_ENCRYPT ADDREMOTETOLOCAL - aHano2uueH ¢aazy
FLAG_FIND ADDREMOTETOLOCAL (cm. onucaHue 8 n. 1.19.1);

e FLAG_CMS_ENCRYPT DONOTCHECKKEYTIME - aHasno2uveH ¢aazy
FLAG_FIND _DONOTCHECKKEYTIME (cm. onucavHue e n. 1.19.1);

e FLAG_CMS_ENCRYPT _SUBJECTISPARTIAL - aHanozeuueH ¢paaey FLAG_-
FIND _SUBJECTISPARTIAL (cm. onucaHue e n. 1.19.1);

e FLAG_CMS_ENCRYPT_IGNORESTORECACHE - aHano2uyeH ¢paazy
FLAG_FIND_IGNORESTORECACHE (cm. onucaHue 8 n. 1.19.1);

e FLAG_CMS_ENCRYPT_IGNORESTORELOCAL - aHasno2uyeH ¢aazy
FLAG_FIND_IGNORESTORELOCAL (cm. onucarHue 8 n. 1.19.1);
e FLAG_CMS_ENCRYPT_SUBJECTATTRIBUTE - aHano2uyeH ¢aazy

FLAG_FIND SUBJECTATTRIBUTE (cm. onucaHue 8 n. 1.19.1);

e FLAG_CMS _ENCRYPT SUBJKEYID - ucnoav3zogams 0151 uOeHmugurkayuu
cepmugukamos nosayuyameset OaHHble OonosHeHuu “HoeHmugukamop Kawoud
gsaadenvua”. Ecau OaHHbIU (paaz2 He ycmaHos8neH, mo 048 udeHmugukayuu uc-
noav3ytomcs napsvl Umsa uzdamensn/CeputliHbli HOMepP;

e FLAG_CMS_ENCRYPT GOST_R 34_12_15MG - ucnosb3ogambv 014 3d-
wugpposaruss CMS-coobweHutl aseopumm I'OCT P 34.12-2015 (6a0uHbIl wugp

«Maema»). IlaHHbll (haaz He Moxcem ucnosb6308amsvcsi 0OHOBPEMEHHO C (piazom
FLAG_CMS_ENCRYPT GOST R 34 12 15GH;

e FLAG_CMS_ENCRYPT GOST_R 34 _12_15GH - ucnosav3osamb 0asa 3a-
wugposarus CMS-coobweruti aseopumm I'OCT P 34.12-2015 (6104HbITU Wugpp
«Ky3Heuuk»). Ecau He ycmaHo8a€eH HU 00uH u3 ¢pnazoe8 FLAG_CMS _ENCRYPT -
GOST R 34 12 15MG u FLAG_CMS_ENCRYPT GOST R_ 34 12 15GH, mo
0a4a 3awugposaHusa ucnoavdyemcs aszopumm 'OCT 28147-89;

e FLAG_CMS_ENCRYPT ADDOMACATTRIBUTE - gwbiyucassms u 0Oobas-
A5iMb 8 3awupposaHHble CMS-coobweHus umumoscmaeky; ecau ¢aaz He ycma-
HOB/1eH, MO umMumoscmaska He dobasasiemcsi. [JoaxceH 6bimb YyCMaHoB8/1eH 00UH
u3z ¢aazoe8 FLAG_CMS ENCRYPT GOST R 34 12 15MG uau FLAG _CMS -
ENCRYPT GOST R 34 12 15GH;

e FLAG_CMS_ENCRYPT_RECIPKEYAGREEMENT - ucnoav3zosams 8 CMS-
coobuieHUAX cmpykmypbl noayuyamesneu muna KeyAgreement; ecau ¢aaz He
YCMAaHoB8/1€eH, MO UCNOoAb3ymcA cmpykmypbl noayuyameaet muna KeyTransport.
HonoceH 6bimb ycmaHossieH 00uH u3 ¢parazo8 FLAG_CMS_ENCRYPT _GOST R _-
34 12 15MG uau FLAG_CMS_ENCRYPT GOST R _ 34 12 15GH.

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 015 onpedesneHus
KoHmekcma svinosiHeHusi (NULL npu ucnosiv3o08aHuu A0KaAbHOU bubiuomexu).

— uint32 t receiver_ num
Kosauuecmeso asiemeHmos maccuea wabaoHo8 cepmugpukamos noayuame et (0014c-
HO 8bINO/IHAMbBCA ycao8ue receiver num > 0).

— certificate t * receivers
ITosne ¢ maccusom wabaoHos cepmugukamos noayuameetl.
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1.22.2 ®yHKOHH 0/7109HOTO 3amu@poBanusi CMS-coo0IeHun

error status t VCERT1API VCERT _CmsBlkEncryptMem (context t hCtx,
encrypt param t * pEncryptPara, mem blk t * data, mem blk t * ocms)

dyHKIMA 05109HOTO 3amndpoBaHusa 0JI0Ka DaMATU

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— pEncryptPara (in) cTpyKTypa IapaMeTpoB 3amundpoBaHuss CMS-coo01ieHun;

— data (in) 670K TaMATH C JAaHHBIMU A1 3alIM(pPOBaHUS (HOIKHO BHIIOJIHATHCS
ycnoBue data->len > 0);

— ocms (out) 6710k maMsaTH ¢ 3amrdpoBaHHEIM CMS-coobiieHreM (0CBOOOKIaeT-
ca pyrkuued VCERT_FreeMem() - cMm. onucanue B 1. 1.31.1).
Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT CmsBIKkEncryptFile (context t hCtx,
encrypt param t* pEncryptPara, const char * data, const char * ocms)

dyukuua 65109HOr0 3amudpoBaHusa daiina

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIUOTEKH;
— pEncryptPara (in) cTpyKTypa rmapaMeTpoB 3ammdpoBadHuss CMS-coo0b1ieHu;
— data (in) ¢daiin (He HYJIeBOU OJIWHBI) C JAHHLIMU OJIsS 3aIIM(POBAHUS;
— ocms (out) daiin ¢ 3amudpoBanHbiM CMS-coobIieHuEM.
Bo3BpaniaeMsbie 3HAaYEHUSI:
— VCERT _OK B cnydae yclexa UM HEHYJI€BOM KO OIINOKMU.

1.22.3 @PYHKIHH NOTOKOBOTO 3aniudpoBaHusa CMS-coo0I1IeHuH

error status t VCERT1API VCERT_CmsStrEncryptIinitMem (context t hCtx,
encrypt param t * pEncryptPara, mem blk t * data, strcms t * hStr)

OYHKIUS WHUIIMATU3AIIUY ITIOTOKOBOTO 3aImudpoBaHusd 6J10Ka TaMsITH

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pEncryptPara (in) cTpykTypa napaMeTpoB 3ammudpoBanus CMS-coobiieHut
(momn>kHa OBITH OOMHAKOBA I/ QYHKIIMYN MHULIMATIN3alluK, TPOAOJIKeHUI U QUHaIIH-
3allun);

— data (in) 610K ITaMsITH C Ha4YaJIOM OaHHBIX IOJI5 3alIU(pPOBaHUSA;
— hStr (out) KOHTEKCT ITOTOKOBOM OIlepalliu.

Bo3BpaniaeMble 3HAUYEHHUS:
— VCERT _OK B cnydae ycrexa UM HEHYJIeBOU KOJI OIINOKMU.

error status t VCERT1API VCERT_CmsStrEncryptUpdateMem (context t
hCtx, encrypt param t * pEncryptPara, strcms t * hStr, mem blk t * data, mem -
blk t* ocms)

OYHKIUS TPOIOIKEHUS ITOTOKOBOTO 3aImudpoBaHus 6J10Ka TaMITH
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AprymMeHrhbI:
— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pEncryptPara (in) cTpykTypa napaMeTpoB 3amudpoBanus CMS-coobiieHut
(mommxHa OBITH OMMHAKOBA OJI QYHKIUN MHUIIMATIU3AIIUY, ITPOAOJIXKEeHUsT U QUHAIU-
3allun);

— hStr (in) KOHTEKCT IIOTOKOBOM OIlepalluy;

— data (in) 610K MaMSITHU C IPOIOOIXKEHNEeM MaHHBIX OJIs 3aiubpPOBaHUS;

— ocms (out) 6710K IMaMsTH C IIPomoKeHueM 3armudpoBaHHoro CMS-coobIieHus
(ocBoboxpaetcs pyukiuerr VCERT_FreeMem() - cMm. onucanue B . 1.31.1).
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT _OK B cny4dae ycuexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT _CmsStrEncryptFinalMem (context t hCtx,
encrypt param t * pEncryptPara, strcms t * hStr, mem blk t * ocms)

OyHKIMA pUHATU3aAKUU TOTOKOBOTO 3aludpoBaHus 0JI0Ka HaMsITH

AprymMeHrhbI:

— hCtx (in) KOHTeKCT OMOJINOTEKH;

— pEncryptPara (in) cTpykTypa napaMeTpoB 3amudpoBanusi CMS-coobiieHut
(moymxHa OBITH OMMHAKOBA OJI QYHKIUN MHUIIMATIU3AIINY, ITPOAOJIXKEHUS U QUHAIU-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIEepalluy;

— ocms (out) GJIOK IMaMsTU C OKOH4YaHMeM 3almppoBaHHOro CMS-coobiieHus
(ocBoboxmaetcs pyukiuerr VCERT _FreeMem() - cMm. onucanue B . 1.31.1).
Bo3BpaniaeMble 3HAaYEHHUS:

— VCERT _OK B cnydae yclexa UM HEHYJIEBOU KOJI OIINOKMU.

error status t VCERT1API VCERT CmsStrEncryptFile (context t hCtx,
encrypt param t * pEncryptPara, const char * data, const char * ocms)

OYHKIINS IIOTOKOBOTO 3ammudpoBanusd daiisia

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOJINOTEKHU;
— pEncryptPara (in) cTpyKTypa ITapaMeTpoB 3ammudpoBanusa CMS-coobIiieHu;
— data (in) ¢aiin (He HYJIeBOU OJIWHBI) C JAHHBIMU OJIS 3aIlIn(POBAHUS;
— ocms (out) datin ¢ 3amudpoBaHHEIM CMS-coobIieHreM.
Bo3BpaiiaeMbie 3HAYECHUS:
— VCERT _OK B cnydae ycnexa UM HEHYJIeBOU KOJ OIINOKMU.

1.23 PacuindppoBanne CMS-coo01IeHnn

dyukimu pacmmudppoBanuss CMS-coolbiieHn aBTOMaTUYECKY OIIPENesioT:

— aJITOPUTM, C IIOMOIIIBI0 KOTOPOTO ClenyeT BHIIIONHATE pacmudpoBanue - [OCT
28147-89,TOCT P 34.12-2015 (6mounsi mmudp «Marma»), TOCT P 34.12-2015 (65104-
HBIU mpp «Ky3Heduk»);
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— THI CTPYKTYp IojiydaTesjed 3amu¢ppoBaHHOTO COOOIIeHMs, ComepKallux 3a-
mm(ppOBaHHBIN ceaHCOBHIU KiTi0Y - KeyTransport unu KeyAgreement;

— Hanuuue uOeHTH(UKaTopa pabodero ceprtudmkKaTa B CIOUCKE IOIydaTesen
3amnpPOBAaHHOTO COOOIIEHUs - IIPU ero OTCYTCTBUM BO3BpAIaeTCs KON OIINOKU
VCERT _E CMS NOT RECIPIENT;

— HaJW4Y¥e WU OTCYTCTBHE UMUTOBCTABKM B 3allIU(PPOBAaHHOM COOOIIEHUU - IIPU
HaJIM4YUU UMUTOBCTABKU €e 3HaYeHUEe CPaBHUBAETCsS C BBIYUCIIEHHBIM U B Cily4yae
HecoBIlafeHus Bo3BpaiaeTcs kKofg omubku VCERT _E_ CMS OMAC MISMATCH.

[Tepen pacmudpoBanuem CMS-coobienuss QyHKIIMK paciiidpoBaHus IIpeaBapu-
TEJIbHO ITPOU3BOOAT:

— TIPOBEPKY OHENCTBUTEILHOCTU pabouero cepTudukaTa Ha TEKYIIUN MOMEHT Bpe-
MEeHU;

— TIPOBEPKY OEeNUCTBUTENBHOCTU 3aKPHITOTO K/II0Ya Ha TEKYIIUN MOMEHT BPEMEHU;

— TIPOBEPKYy Halnu4usa B paboyeM cepTuduKaTe pa3pelieHHoN 00/1aCTy UCIOJIb30-
BaHUs OTKpPEITOro Kinoya KEYUSAGE_KEY ENCIPHERMENT unu KEYUSAGE -
KEY AGREEMENT (T.e. IpoBEpPKy BO3MOXKHOCTH pacIIm(ppOBaHUS Ha 3aKPBITOM
KJII04e).

CnenyeT oOpaTUTh BHUMaHUE Ha TO, YTO IIPU MOTOKOBOM pacuiudpoBanuum CMS-
cooO1ieHus B Buae 0710Ka(0oB) maMsaTH QYHKINS IPOOOIXKEHUS IOTOKOBOT'O PacIIud-
POBaHUS OOIXKHA OBITH BEI3BaHa XOTSA-OBI OOUH pas3, IyCTb U C BXOOHLIM OJIOKOM IIa-
MSATH HYJIEBOU [OJINHBI.

1.23.1 CrpykTypsl pacuindppoBanuss CMS-cooOeHuu

Crpykrypa decrypt_param t
CTpyKkTypa napaMeTpoB paciudppoBaHuss CMS-cooO1ieHUM:

— flag t flag
ITose ¢ mackoi ¢paazos (3ape3eps8upo8aHo, 00aHCHO bbimb pasHo 0).

— certid t * mycert
Ykazameav Ha cmpykmypy udeHmugukamopa cepmupukama 0a5 onpedeseHus
KoHmexcma 8vinoaHeHus (NULL npu ucnosib3o08aHuu A10KaAabHOU bubauomexu).

— certinfo t info
ITone ¢ mpebyemoti 8o3spauw,aemoli uHpopmayuetli o cepmugukame omnpasumes.

Crpykrypa decrypt_result_t
CTpyKTypa pe3ynbTaToB pacinudpoBanHus CMS-coo0I1eHu:

— certificate t sender
ITosne co cmpykmypou cepmugpukama omnpasumens 3auwu@dpoeaHH020 COOOULeHUA.
ITockoabKy wugposaHue 8bin0AHAEMCA AHOHUMHbIM cnocobom, OaHHOe no.Jie He 3a-
nosiHsemcs.

1.23.2 ®yHKHHU 0;109HOro pacurudpoBanuss CMS-cooO1meHuH

error status t VCERT1API VCERT _CmsBlkDecryptMem (context t hCtx,
decrypt param t * pDecryptPara, mem blk t * icms, mem blk t * data, decrypt -
result t * pDecryptResult)

OyHKIMSA GJI0YHOTO pacimdpoBaHus 6710Ka DaMsATH
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AprymMeHrhbI:
— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pDecryptPara (in) cTpyKTypa NapaMeTpoB paciuudpoBanus CMS-coolbiieHn;

— icms (in) 6710k nmamMsaTu ¢ 3amrudpoBaHHEIM CMS-coobiieHrueM (IOIKHO BHITIOJ-
HATHCA yCJoBue icms->len > 0);

— data (out) 6710K maMsATHU C pacinppPOBaHHLIMU JaHHBIMU (0CBOOOXKOaeTCs PyHK-
muern VCERT _FreeMem() - cm. ontucarue B 1. 1.31.1);

— pDecryptResult (out) cTpykTypa pe3ynbTaTa pacmmuppoBanusas CMS-
coobmienusi (ocBoboxpmaetrcs Gynkumeit VCERT_FreeDecryptResult() - cwm.
onucaHue B 1. 1.31.1).

Bo3BpaniaeMble 3HAYEHUS:
— VCERT _OK B cnydae ycexa UM HEHYJIeBOU KOJI OIINOKM.

error status t VCERT1API VCERT _CmsBlkDecryptFile (context t hCtx,
decrypt param t * pDecryptPara, const char * icms, const char * data, decrypt -
result t * pDecryptResult)

OyHKIMS 6JI0YHOIr0 pacinudpoBanus ¢atiaa

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pDecryptPara (in) cTpyKTypa napaMeTpoB paciudpoBanuss CMS-coo0IiieHnH’;
— icms (in) daiin (He HyJIeBOM OJIMHEI) C 3aiudpoBaHHEIM CMS-coobIeHuem;

— data (out) daiin ¢ pacmndpoBaHHEIMY OAaHHBIMU;

— pDecryptResult (out) cTpykTypa pe3ynbTaTa pacmmppoBanusas CMS-
coobmienusi (ocBoboxpmaetrcsi Gyukumeir VCERT_FreeDecryptResult() - cwm.
onucanue B 1. 1.31.1).

Bo3BpaniaeMble 3HAUYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJI€BOU KOJI OIINOKMU.

1.23.3 @PYHKIHH IOTOKOBOTO paciuudpoBanus CMS-coo0meHun

error status t VCERT1API VCERT_CmsStrDecryptInitMem (context t hCtx,
decrypt param t * pDecryptPara, mem blk t * icms, strcms t * hStr)

OYHKITNA UHUNMANIN3aIIUN IOTOKOBOTO pacitndpoBaHusa 6JI0Ka HaMAaTH

AprymeHrhI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pDecryptPara (in) cTpyKTypa napaMmeTpoB pacinudpoBanuss CMS-coobiieHut
(momnkHa OBITH OOMHAKOBA I QYHKIIMYU MHULIMATIN3AlluU, TPOOOJIKEeHU U QUHaIIH-
3allun);

— icms (in) 6710K TaMsITH C Ha4daJioM 3ainrudpoBaHHOro CMS-coobirieHus (DOIKHO
BBHIIIOJIHATHCA yCJIOBUE icms->len > 128);

— hStr (out) KOHTEKCT ITOTOKOBOM OIlepalliu.
Bo3BpauijaeMsbie 3HaYEHUS:
— VCERT _OK B cnydae yclexa UM HEHYJI€BOM KO OIINOKMU.
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error status t VCERT1API VCERT_CmsStrDecryptUpdateMem (context t
hCtx, decrypt param t * pDecryptPara, strcms t * hStr, mem blk t * icms, mem -
blk t * data)

DYHKIINS ITPOOOJIKEHUS ITOTOKOBOTO paciiudpoBaHus 6710Ka TaMATH

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKHU;

— pDecryptPara (in) cTpyKTypa napaMeTpoB pacinudpoBanuss CMS-coobiieHum
(momxHa OBITH OMHAKOBA OJIA QYHKIIUN UHUIIMAIU3AlIUY, ITPOAOJIXKEeHUsI U QUHaAIU-
3alun);

— hStr (in) KOHTEKCT IOTOKOBOH OIlepalluy;
— icms (in) 610K maMsITU C TIPOOOJIXKeHNUeM 3anudpoBaHHOro CMS-coo0lI1eHns;

— data (out) 6510K TaMsITH C ITPOAOIKEHNEM pacIIiPPOBaHHBIX JaHHBIX (0CBOOOXK-
naetcsa pyuknuenn VCERT _FreeMem() - cm. onucanue B . 1.31.1).

Bo3BpamniaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOM KOJ OIINOKU.

error status t VCERT1API VCERT _CmsStrDecryptFinalMem (context t hCtx,
decrypt param t* pDecryptPara, strcms t* hStr, mem blk t* data, decrypt result -
t * pDecryptResult)

OyHKINA PUHaANM3AIIUN TOTOKOBOTO pacirdpoBaHusa 6JI0Ka TaMAaTu

AprymeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pDecryptPara (in) cTpyKTypa napaMeTpoB pacinudpoBanuss CMS-coobiieHut
(moymxHa OBITH OMMHAKOBA OJI QYHKIUN MHUIIMATIU3AIINY, ITPOOOJIXKEHUST U (QUHAIU-
3allun);

— hStr (in) KOHTEKCT IIOTOKOBOM OIlepalluy;

— data (out) 6710k TaMsATHU C OKOHYaHKEeM paciiudpPoBaHHBIX JaHHBIX (0CBOOOXKOa-
etrcsa ¢pyakiueir VCERT _FreeMem() - cMm. onucasue B . 1.31.1);

— pDecryptResult (out) cTpykTypa pe3ynbTaTa pacmmdppoBanusas CMS-
coobmienussi (ocBoboxmaetrcsi ¢Gyukumeit VCERT_FreeDecryptResult() - cwm.
onucanme B1. 1.31.1).

Bo3BpamjaeMbie 3HaYEHUSI:
— VCERT OK B cnydae yclexa UM HEHYJIeBOM KO OIINOKMU.

error status t VCERT1API VCERT _CmsStrDecryptFile (context t hCtx,
decrypt param t * pDecryptPara, const char * icms, const char * data, decrypt -
result t * pDecryptResult)

OyHKIKS IOTOKOBOTO pacmudpoBanud dariaa

AprymMeHTbI:

— hCtx (in) KoHTEeKCT OUOITHNOTEKHU;

— pDecryptPara (in) cTpyKTypa napaMeTpoB paciuudpoBaHus CMS-coolbiieHn;
— icms (in) ¢aiin (He Hy/IeBOU OJIHUHEI) C 3amudpoBaHHEIM CMS-coobiieHneM;

— data (out) daiin ¢ pacmrudpoBaHHEIMU TaHHBIMU;

— pDecryptResult (out) cTpykTypa pe3ynbTaTa pacmmppoBanusas CMS-
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coobmienuss (ocBoboxmaetrcsi ¢Gyukumeit VCERT_FreeDecryptResult() - cwm.
onucanume B1. 1.31.1).

Bo3BpamiaeMsbie 3HaYEHUSI:
— VCERT _OK B cny4ae yclexa UM HEHYJIEBOM KO OIINOKMU.

1.24 TIpeoOpa3oBaHHE COBMEMIEHHBIX U OTAEe/TeHHbIX 11

1.24.1 ®OyHKHUH OJIOYHOrOo IpeodOpa3oBaHHUsA oOTaeleHHbIx JIII B
COBMeEIIIeHHbIE

error status t VCERT1API VCERT_CmsBIlkSignAttachMem (context t hCtx,
mem _blk t * data, mem blk t * icms, mem blk t* ocms, flag t flag)

dyHKIMSA 6JI0YHOT0 ITpeoOpa30BaHUs OTAeIeHHBIX D1 6JI0Ka TaMAaTH B COBMEIIIEH-
HbIE

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— data (in) 6710K TaMsATH C TOATIMCAHHBIMU JaHHBIMHU ([OJI?KHO BBHIITOTTHSTHCS yCIIO-
Bue data->len > 0);

— icms (in) 0J10K TaMATH C nToanucaHubeIM CMS-coobuieHueM ¢ oTaeleHHbIMu JI1
(mOoMKHO BEIIIONHATHCS yCIoBHe icms->len > 0);

— ocms (out) OJIOK TaMSTH C HOOIIuCAaHHEIM CMS-coo0I11eHeM C COBMEIIEeHHBIMUA
9IT (ocBoboxkpmaeTrcs dyHkinerr VCERT_FreeMem() - cm. onucanue B 1. 1.31.1);

— flag (in) macka ¢naros (3ape3epBUPOBaHO, MOJIZKHO OBITH paBHO 0).
Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT OK B cny4ae ycliexa UJIi HEHYJIEBOUM KOJ OIINOKH.

error status t VCERT1API VCERT_CmsBlkSignAttachFile (context t hCtx,
const char * data, const char * icms, const char * ocms, flag t flag)

dyHKIMA 65109HOTO Ipeobpa3oBaHusa oTHeneHHBIX JI1 ¢alina B COBMeIIeHHEIE

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— data (in) ¢avin (He HyJI€BOU OJINHBI) MOAIIMCAHHBIMU C HJAaHHBLIMU;

— icms (in) aiin (He HyJIeBOM OJIMHBI) C ToAnrcaHnHbIM CMS-coobIiieHreM ¢ oTae-
neHHbBIMU JII;

— ocms (out) ¢atin ¢ noanucanHbIM CMS-coobuieHEneM ¢ COBMeIleHHbIMU IIT;

— flag (in) macka ¢naros (3ape3epBUPOBaHO, HOJIZKHO OBITH paBHO 0).
Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

1.24.2 ®OyHKOUH OJI0OYHOT0 mNpeodOpa3oBaHUsi CcOBMeIlleHHbIXx JII B
oTae/IeHHbIe

error status t VCERT1API VCERT _CmsBlkSignDetachMem (context t hCtx,
mem blk t * icms, mem blk t * data, mem blk t * ocms, flag t flag)

OyHKIMSA 6JI0YHOT0 ITpeobpa30BaHUs COBMeIIeHHBIX 1 6710Ka NaMATU B OTHEJIEH-
HBIE
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AprymMeHrhbI:
— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— icms (in) 6JI0K ImaMsTU C HoonucaHHbIM CMS-cooOmieHrueM C COBMEIlleHHBIMU
Il (moKHO BHIIOIHATLCA yCIOBUE icms->len > 0);

— data (out) 610K TaMsTH C IOANINCAHHBIMU JaHHBIMU (0CBOOOXKOaeTCs QyHKIINEU
VCERT _FreeMem() - cMm. onucanue B 1. 1.31.1);

— ocms (out) 6JI0K maMaATH C nomnucaHHbIM CMS-coo0lIlieHueM C OTOeJIEeHHBIMU
9IT (ocBoboxkpmaetrcs pyHkimnerr VCERT _FreeMem() - cm. onucanue B 1. 1.31.1);

— flag (in) macka ¢rnaros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpaiiaeMbie 3HAaYEHUS:
— VCERT _OK B cny4dae ycuexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT CmsBlkSignDetachFile (context t hCtx,
const char * icms, const char * data, const char * ocms, flag t flag)

OyHKIMA 6JI0YHOTO ITpeoOpa3oBaHusd coBMeleHHBIX J11 daiisia B oTOeneHHbIE

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— icms (in) ¢aiin (He HyneBOU OJIMHEI) C moanucaHHeIM CMS-coob11ieHueM ¢ COB-
MelleHHBIMHU II1;

— data (out) ¢aiin c mognrcCaHHEIMU OJAHHLIMU;

— ocms (out) ¢atin ¢ nognucanHbIM CMS-coobmieEneM ¢ oTaesieHHBIMU JI1;

— flag (in) macka ¢naros (3ape3epBUPOBaHO, MOJIZKHO OBITH paBHO 0).
Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT _OK B cny4yae ycuexa UM HEHYJI€BOU KOJ OIINOKM.

1.24.3 @PyHKIHH NIOTOKOBOIO IIpeodOpa3oBaHUsI coOBMelleHHbIXx JII B
OTOe/IeHHbIe

error status t VCERT1API VCERT_CmsStrSignDetachInitMem (context t
hCtx, mem blk t * icms, strcms t * hStr, flag t flag)

OYHKIVSA WHUINMAIU3alluU IOTOKOBOTO Tpeobpas. coBMenieHHBIX JI1 Gj10Ka naMaTu

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— icms (in) O6JI0K IaMsTHA C HAYaJIOM IoanucaHHoro CMS-cooOIleHuss ¢ coBMe-
meHHBIMU JI1 (DOIKHO BEIIOIHATLCA yCIOBUE icms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOM ONepallny;

— flag (in) macka ¢naros (3ape3epBUPOBaHO, MOJIZKHO OBITH paBHO 0).
Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error _status t VCERT1API VCERT_CmsStrSignDetachUpdateMem (context t
hCtx, strcms t * hStr, mem blk t * icms, mem blk t * data)

OYHKIINS TPOOOJIKEHUS ITIOTOKOBOTO mpeobpas. coBMelleHHbIX JI1 6JI0Ka maMsAaTu

AprymMeHThbI:
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— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hStr (in) KOHTEKCT IOTOKOBOH OIepalluy;

— icms (in) 610K maMsITH C IIPOOOIXKEeHUeM IoanucanHoro CMS-coo011ieHsI C COB-
MelleHHBIMHU JII;

— data (out) 670K TaMsATH C IPOOOJIKEHNEM ITOANNCAHHLIX JaHHBIX (0CBOOOXKIa-
ercsa pyrkiuer VCERT _FreeMem() - cMm. onucanue B 1. 1.31.1).
Bo3BpamiaeMbie 3HAYEHUS:

— VCERT _OK B cnydae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT_CmsStrSignDetachFinalMem (context t
hCtx, strcms t * hStr, mem blk t * data, mem blk t * ocms)

OyHKINA PUHANM3AIIUY TOTOKOBOTO IIpeobpas. coBMeleHHBIX DT Oj10Ka NaMATH

AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— hStr (in) KOHTEKCT IIOTOKOBOM OIlepalluy;

— data (out) 6JI0K HaMsITH C OKOHYaHHEeM HOOINCAHHEBIX JaHHEIX (0CBOOOXKIAeTCsa
¢yukuerr VCERT _FreeMem() - cMm. onucanue B 1. 1.31.1);

— ocms (out) 6JI0K maMATH C moAnucaHHEIM CMS-coo0I1eHrueM C OTOeJIeHHBIMU
9IT (ocBoboxkpaetrcs pyHkiuerr VCERT _FreeMem() - cm. onucanue B 1. 1.31.1).
Bo3BpaniaeMble 3HAYEHUS:

— VCERT _OK B cny4dae ycrexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT_CmsStrSignDetachFile (context t hCtx,
const char * icms, const char * data, const char * ocms, flag t flag)

OYHKIMS TOTOKOBOT0 TpeoOpa3oBanus coBMeleHHbIX JI1 datina B oToeneHHbIE

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— icms (in) ¢aiin (He HyneBOM OJIMHEI) C oanucaHHbIM CMS-coob11ieHueM C COB-
MelleHHBIMHU II1;

— data (out) daiin c nognrCcaHHBIMU OAHHBLIMU;

— ocms (out) darin ¢ mognucanHeIM CMS-coobmieHEneM ¢ oTaesieHHEIMEU JI1;

— flag (in) macka ¢naros (3ape3epBUPOBaHO, MOJIZKHO OBITH paBHO 0).
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KO OIINOKH.

1.25 IMonyuenue nagpopmanuu 0 CMS-coo01IeHHsIX

1.25.1 CrpykTypsl noixydenuss vHpopManuu o CMS-cooOuieHusIX

CrpyKTrypa cms_certid t
CtpykTypa unentudukaropa ceprudpukata CMS-coobIieHus:

— uint32 t type
ITone ¢ munom cmpykmypsl udeHmugpuxkamopa cepmugpukamos CMS-coobw,eHuA:

e FLAG_CMS_CERTID TYPE_ISSN - cmpykmypa udeHmugukamopa cepmu-
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¢uxama codepacum napy Umsa uzdamensa/CepuliHbili HOMep cepmugukama;

e FLAG_CMS_CERTID TYPE_SKID - cmpykmypa uGeHmugpukamopa cepmu-
¢uxama codepacum daHHble OonosHeHua “HoeHmugpukamop kawoua 8aadeavua”.

— string t issuer
ITonre c¢ X.500-umenem u3damensa cepmugpukama 8 eude CcmpoKu, Hanpumep
CN=TestUser,DC=X509,DC=RU (3anosaHsaemcsa 04148 muna cmpyKkmypbl udeHmudgu-
kamopa FLAG_CMS_CERTID_TYPE ISSN).

— string t serialNum
ITone ¢ cepulHbiM HOMepoOM cepmupukama 8 eude CcmpoKu, Hanpumep
00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:OF (3anoaHsiemcs Oas1 muna
cmpykmypbl u0eHmugpukamopa FLAG_CMS _CERTID _TYPE ISSN).

— string t certHash
ITone ¢ xaw-3HayeHuem napvl Uma uzdamens/CepuliHblli HOMep cepmugukama 8
sude cmpoku, Hanpumep 00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:0OF (3anoa-
HAemcA 0451 muna cmpykmypbl uoeHmupukamopa FLAG_CMS_CERTID TYPE -
ISSN).

— string t subjKeyld
ITose ¢ 0aHHbiMu donoaHeHus “HoeHmugpukamop Karwua e1adeavua” 8 sude cmpo-
Ku, Hanpumep 00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:OF (3anoaHsaemcs:
052 muna cmpykmypsl udeimugpuxkamopa FLAG_CMS _CERTID TYPE SKID).

Ctpykrypa cms_siginf t
CtpykTypa uHdpopMmaumu o nognucante CMS-coobiieHns:

— uint32 t version
ITose c HomepoMm 8epcuu cmpykmypbul uHgpopMmayuu o noonucaime CMS-coobuw,eHus.

— string t digestAlg
ITosne ¢ cmpokoil 06 vekmHo20 uoeHmugpukamopa (OID) anzopumma x3WUpPOBAHUS:
e ”1.2.643.2.2.9” - xsmuposanue 110 'OCT P 34.11-94;
e ”71.2.643.7.1.1.2.2” - xammupoBaHue o 'OCT P 34.11-2012 (256 6ur);
e ”1.2.643.7.1.1.2.3” - xamupoBanue mo 'OCT P 34.11-2012 (512 6ur).

— string t signatureAlg
ITone ¢ cmpokotll o6 vekmHo20 udeHmugpukamopa (OID) anzopumma II1:

e 71.2.643.2.2.19” - 3I1 no T'OCT P 34.10-2001;

e ”1.2.643.7.1.1.1.1” - 311 1o TOCT P 34.10-2012 (256 0ur);

e ”1.2.643.7.1.1.1.2” - 311 1o TOCT P 34.10-2012 (512 Our).
— cms certid t signerld

ITone co cmpykmypou uldeHmugpukamopa cepmugpukama noonucaHma CMS-
coobuieHus.

— date t signingTime
ITone co epemernem sviuucaernus 3I1, 83amuviM U3 aymeHmupuy,upo8aHHo20 ampuby-

ma PKCS#9 signingTime (npu omcymcmeuu 0aHHO20 ampubyma 3Ha4eHue pasHo
0).

— uint32_t authAttr_num
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Kosauvyecmeo 3/1emeHmMo8 maccusa cmpok 06veKmHbiX uOeHmMupuKamopos aymeH-
mucguuuposaHHvix ampubymos, Haxoosauw,uxcs 8 II1.

— policy t * authAttrs
ITone ¢ maccusom cmpok 06veKMHbIX udeHmugukamopos8 aymeHmu@uuuposaH-
HbIX ampubymos, Haxoosawuxcsa 8 III (Hanpumep, 06veKMHbIU uOeHmugukamop
1.2.840.113549.1.9.5 coomeemcmsyem ampubymy PKCS#9 signingTime).

— uint32 t unauthAttr num
Koauuecmso ssnemeHmMos8 maccusa cmpok 06beKmHbix udeHmugukamopos Heay-
meHmuguuupo8aHHbvix ampubymos, Haxooaw,uxcs 8 II1.

— policy t * unauthAttrs
ITone ¢ maccusom cmpok 06wveKmHbix udeHmugukamopo8 HeaymeHmupuyu-
posaHHblx ampubymos, Haxoosauwuxcsa 8 OII (Hanpumep, o0b6beKmMHbill udeHmu-
¢uxkamop 1.2.840.113549.1.9.16.1.4 coomeemcmsyem ampubymy RFC 3161
timeStampToken).

Ctpykrypa cms_recinf t
CtpykTypa uHdpopmauum o nonydarene CMS-coolbiieHus:

— uint32 t type
ITosne c munom cmpykmypbsl uHpopmauuu o noayyamese CMS-coobu,eHusi:

e FLAG_CMS_RECINF _TYPE_KTRI - cmpykmypa uHpopmauyuu o nosyuame-
se muna KeylIransport;

e FLAG_CMS_RECINF _TYPE_KARI - cmpykmypa uHpopmayuu o noayuame-
s1e muna KeyAgreement.

— uint32 t index
ITone ¢ Homepom (uHOekcom) cmpyKkmypsl uHpopmauuu o noaydyamese CMS-
coobweHusa (3anosHsiemcs 045 muna CmMpyKmypsl uHgpopmauuu o nosaydamese
FLAG_CMS _RECINF TYPE KARI).

— uint32 t version
ITose c Homepom 8epcuu cmpykmypbl uHpopmauuu o noasyyamease CMS-coobuieHus.

— cms_certid t originatorld
ITone co cmpykmypou udeHmugpukamopa cepmupukama omnpasumensa CMS-
coobuieHus (OaHHoe nose He 3anoaHsaemcs 0451 CMS-coobweHull, 3awuppo8aHHbIX
AHOHUMHbBIM CNOCOOOM).

— string t publicKeyAlg
ITone ¢ cmpokoli o6vekmHo20 udeHmugpukamopa (OID) anzopumma OmMKpPwbIMO20

K/Aw4a cepmugpukama noaydamens (3anoaHaemcsa 044 mund cmpykKmypbl UHpOP-
mauuu o noasyuamese FLAG_CMS_RECINF TYPE KARI):

e 71.2.643.7.1.1.1.1” - otkpeIThii Koy 110 ITOCT P 34.10-2012 (256 6uT);
e 71.2.643.7.1.1.1.2” - otkpeIThIH K04 110 TOCT P 34.10-2012 (512 6uT).

— string t cipherAlg
ITosne ¢ cmpokoll o6 vekmHo20 udeHmugpukamopa (OID) anzopumma co21aco8aHus
U/U 3aWuUGpPoOBAHUA CeaHCO0B8020 KAKYA:

e ”1.2.643.7.1.1.1.1"” - cornacoBanue kKito4da 110 'OCT P 34.10-2012 (256 6uT)
(mmss CMS-coobmienuii, 3amuppoBaHHbIX 10 [[OCT 28147-89);
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e ”1.2.643.7.1.1.1.2” - cornacosauue kio4da 110 TOCT P 34.10-2012 (512 6uT)
(mnmss CMS-coobuienuii, 3amudppoBaHHbx 1o [OCT 28147-89);

e 71.2.643.7.1.1.7.1.1” - 3ammudpoBaHue (3KCIOPT) CEAHCOBOTO Ki0Ya IIO
I'OCT P 34.12-2015 (6mounbl mmudpp «Marma»);

e 71.2.643.7.1.1.7.2.1” - 3amudpoBaHue (3KCIOPT) CEAHCOBOTO Ki0Ya IIO
I'OCT P 34.12-2015 (6mounsii mmdpp «Ky3Heuuk»).

— cms_certid t recipientld
ITone co cmpykmypolu udeHmugpukamopa cepmupukama noayyamensa CMS-
coobuieHus.

Crpykrypa cms_msginf t
CrpykTypa uHpopManuu o CMS-coobuieHun:

— uint32 t type
IToae ¢ munom CMS-coobw,eHusi:

e FLAG_CMS_MSGINF _TYPE_SIGN - CMS-coobweHue ssasiemcsa noonu-
CaHHbIM (popmam coobuw,eHuss CMS Signed);

e FLAG_CMS_MSGINF_TYPE_ENVL - CMS-coobweHue sgaaemca 3awug-
posaHHbuIM ((popmam coobweHuss CMS Enveloped).

— uint32 t flags
ITose ¢ mackou (nobumoswvim MJIH) ¢pnraeoe CMS-coobuw,eHusi:

e FLAG_CMS_MSGINF _FLAG _NDEF - CMS-coobweHue 3akoOupo8aHo c
nomouwibto ASN.1 KoOuposku HeonpedeneHHoU OauHbl (ASN.1 indefinite-length
encoding). Ecau ¢pnae He ycmaHosaeH, mo ucnoav3dyemcs ASN.1 KkoOuposKka onpe-
OeseHHoU OauHbl (ASN.1 definite-length encoding);

e FLIAG_CMS_MSGINF_FLAG_DTCH - nodnucaHHoe CMS-coobuw,eHue 8-
emcs coobweHuem c omoeneHHvimu II1. Ecau ¢paae He ycmaHosi1eH, mo noonu-

caHHoe CMS-coobuieHue - ¢ coemew,eHHbiMU II1 (OaHHbIU (paaz akmyaseH moabKo
014 CMS-coobwenuti muna FLAG_CMS_MSGINF _TYPE _SIGN).

— uint32 t signer_ num
Koauuecmso 3semeHmMos8 maccusa cmpykmyp € uHpopmauuelli o nodOnucaHmax
CMS-coobweHus (3anoaHsaemcs moavko 04151 CMS-coobweHuti muna FLAG_CMS -
MSGINF TYPE_SIGN).

— cms _siginf t * signers
ITone ¢ maccusom cmpykmyp ¢ uHgpopmauuet o noonucaHimax CMS-coobuw,eHus

(3anosaHnaemcsa moavko 0418 CMS-coobweHuti muna FLAG_CMS_MSGINF TYPE -
SIGN).

— uint32 t recipient_num
Kosauyecmso ssemeHmos maccusa cmpykmyp C UuHpopmayueu O nosayiamensx
CMS-coobweHus (3anonHsemcsa moavko 0451 CMS-coobweHul muna FLAG_CMS _-
MSGINF _TYPE ENVL).

— cms recinf t * recipients
ITone ¢ maccusom cmpykmyp ¢ uHgopmauuet o noayuamensax CMS-coobuweHus
(3anoaHsiemcs moavko 0451 CMS-coobweHuti muna FLAG_CMS _MSGINF TYPE -
ENVL).
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— string t cipherAlg
ITone ¢ cmpokoli o6 vekmHo20 udeHmugpuxkamopa (OID) anzopumma wugposaHus
OaHHbIX (3anosHssemcs moavko 045 CMS-coobweruti muna FLAG_CMS _MSGINF -
TYPE ENVL):

e 71.2.643.2.2.21” - mmdpposanue no 'OCT 28147-89 B pexkuMme raMMUpPOBa-
HHUS ¢ 00paTHOM CBSI3bIO;

e ”71.2.643.7.1.1.5.1.1” - mmdpoBanue no 'OCT P 34.12-2015 (671049HBIN
mdpp «Marma») B pexkuMe raMMHUPOBaHUS;

e 71.2.643.7.1.1.5.1.2” - mmdpoBanue mo I'OCT P 34.12-2015 (Or10UHBIH
mmdpp «Marma») B pexkuMe raMMHUPOBAHUS C BHIYHCIIEHHIEM UMUTOBCTABKHY;

e 71.2.643.7.1.1.5.2.1” - mmdpoBanue mo I'OCT P 34.12-2015 (610YHBIH
mdpp «Ky3Heuuk») B pexkuMe raMMUPOBAHUS;

e 71.2.643.7.1.1.5.2.2” - mmdpoBanue mo I'OCT P 34.12-2015 (G10YHBIH
mmdpp «Ky3Heunk») B pekuMe TaMMUPOBAHUS C BEIYUCJIEHMEM UMHUTOBCTABKU.

— uint32_t unprotAttr num
Kosauuecmso 31emMeHmMo8 maccuea cmpok 06'eKmHbix udeHmupukamopos He3au,u-
WeHHbIX ampubymos (3anoaHsemcsa moavko 0as1 CMS-coobweHuti muna FLAG -
CMS_MSGINF TYPE ENVL).

— string t * unprotAttrs
ITone ¢ maccugom cmpok 06beKMHbIX UOEHMUPUKAMOPO8 He3aW,UW,eHHbIX ampu-
6ymos (3anoaHsemcsa moavko 014 CMS-coobwernuti muna FLAG_CMS_MSGINF -
TYPE ENVL).

1.25.2 @OyHKHIHUH OJIOUYHOTO0 morydeHusi HHPopMmanuu o0 CMS-cooOImeHusIx

error_status t VCERT1API VCERT_CmsBlkMsgInfMem (context t hCtx, mem -
blk t* cms, cms msginf t * pMsgInf, flag t flag)

OyHKIMSA 6JI0YHOTO nony4YyeHUs nHbopMalmu o CMS-coo0b1ieHusx B Bumge 0J10Ka
HaMsATH

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— cms (in) 610k nmamsaTu ¢ CMS-cooOimieHrueM ([OJI2KHO BBIIIOIHSTHCS YCIJIOBHE
cms->len > 0);

— pMsgInf (out) cTpykTypa c uadopmaimeit o CMS-coobmieHuu (0cBoOOKOaeTCs
dysrumerr VCERT _CmsFreeMsgInf() - cMm. onucanue B 11. 1.31.1);

— flag (in) macka ¢naros (3ape3epBUPOBaHO, HOJIZKHO OBITH paBHO 0).
Bo3BpamjaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT_CmsBlkMsgInfFile (context t hCtx, const
char * cms, cms msginf t * pMsglInf, flag t flag)

OyHKIMS 6JI0YHOTO monydyeHus nHGopMamnuu o CMS-coobiieHnsax B Buge daiia

AprymMeHTbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— cms (in) ¢aiin (He HyNneBou OiuHb) ¢ CMS-coobieHueM;
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— pMsgInf (out) cTpykTypa c uadopmalimeit o CMS-coobiieHuu (0CBOOOXKIaeTCs
¢dyukmuerr VCERT _CmsFreeMsgInf() - cm. onucanue B . 1.31.1);

— flag (in) macka ¢naros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpaniaeMble 3HAaUYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KOJ OIINOKMU.

1.25.3 ®OyHKOHH OOTOKOBOIro mnojaydeHusi wuHpopmamuu o CMS-
COOOIIIeHUSsIX

error status t VCERT1API VCERT _CmsStrMsgInfInitMem (context t hCtx,
mem blk t* cms, strcms t * hStr, flag t flag)

OYHKIINS WHUIIMATA3aIUK IOTOKOBOTO TOAyYeHUs nHbopManuu 0 6J10Ke DaMATH
CMS

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— cms (in) 0ok mamsaTu ¢ HadaiioM CMS-cooOmieHHsT (OOJIZKHO BBIIIOJIHSTHCS
ycnoBue cms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOU OMNEepalluy;

— flag (in) macka ¢aros (3ape3epBUPOBAHO, JOIXKHO OBITHL pPaBHO 0).
Bo3BpaujaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae yclexa UJIM HEHYJI€BOM KO OIINOKMU.

error status t VCERT1API VCERT_CmsStrMsgInfUpdateMem (context t hCtx,
strcms t * hStr, mem blk t * cms)

OyHKIMSA OTPOJOIKEHU TOTOKOBOTO ONy4YeHUs uHbopMauuu o 6J10Ke IaMsATH
CMS

AprymMeHTbI:

— hCtx (in) KoHTEeKCT OUOIHNOTEKHY;

— hStr (in) KOHTEKCT IOTOKOBOU OIlepalluy;

— cms (in) 6510K maMsTU c IpogokeHrneM CMS-coobiieHus.
Bo3BpamjaeMsbie 3HAaYEHUSI:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT _CmsStrMsgInfFinalMem (context t hCtx,
strcms t * hStr, cms msginf t * pMsglnf)

OyHKIMA pUHaTU3aUU TOTOKOBOTO NONYyYeHUsa nHbopMauuu o 610Ke IaMATH
CMS

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hStir (in) KOHTEKCT IOTOKOBOH OIlepallny;

— pMsgInf (out) cTpykTypa c uadopmaimeit o CMS-coobuieHuu (0cBOOOKOaeTCs
¢yrknuerr VCERT _CmsFreeMsgInf() - cm. onucanue B . 1.31.1).

Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UM HEHYJIEBOUM KO OIINOKU.
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error _status t VCERT1API VCERT_CmsStrMsgInfFile (context t hCtx, const
char * cms, cms msginf t * pMsglnf, flag t flag)

OYHKIIMS ITOTOKOBOTO monydyeHus nabopmamnuu 0 CMS-coobuieHugax B Bune daiina

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;
— cms (in) ¢aiin (He HyNeBou OyiuHB) ¢ CMS-coobiieHmneM;

— pMsgInf (out) cTpykTypa c uadopmalimeit o CMS-coobiieHnu (0CBOOOXKIaeTCs
¢dyukmuert VCERT _CmsFreeMsgInf() - cMm. onucanue B . 1.31.1);

— flag (in) macka ¢naros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpanjaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae yclexa UM HEHYJIeBOM KO OIINOKMU.

1.26 IIpocTaHOBKA M IIpoBepKa LITaMIIOB BpeMeHHU

Bubnuoreka o6ecrieyrnBaeT BO3MOXKHOCTh IPOCTAHOBKHY U IIPOBEPKU IIITAMIIOB Bpe-
MmeHHn OII B cootBetrcTBUM B RFC 3161 mo mpoTtokony Time Stamp Protocol (TSP).
[IITaMIn BpeMeHHU IIpeAcTaBisieT coboi mognucaHHoe CMS-coobuieHue, chopMUPO-
BaHHOe OJigd KOHKpeTHOU JOI1 37IeKTPOHHOTO JOKYMEeHTa, KOTOPOe OOBIYHO XPaHUTCS
B HeayTeHTuuupoBanHoM atpudyTe RFC 3161 timeStampToken c 06beKTHBIM
ugeatudukaropom 1.2.840.113549.1.9.16.2.14 ykasanHou III.

B mpocTaHOBKe HITaMIla BPEMEHU Y4YaCTBYIOT ABE CTOPOHHI - KJIMEHT U CEPBEP
mramMnoB BpeMmeHu (Time Stamp Authority, TSA). ITocne Beiuucnenus 11 ameKTPoH-
HOT'O MOKyMEHTa KJIMEeHT (OpMUPYET 3allpoC Ha MPOCTAHOBKY IIITaMIla BpEMeHHU s
maHHoOU JI1. B 3TOT 3anpoc KJIMEeHT moMeIlaeT xani-sHadenne Il (Ha3siBaeMoe TaKxkKe
otriedyaTkoM JII), a TakKe ciIy4allHOE YUCJIO NONCE, ¥ OTIPABISAET €TI0 0 IIPOTOKOILY
HTTP s nogmucaHus Ha cepBep IITaMIIOB BpeMeHU. CepBep Ha OCHOBAHUU IIOJTY-
YeHHOTr 0 3amnpoca ¢popMmupyet nopnmucanHoe CMS-coobiieHue ¢ coBMelieHHou III,
copepikalllee IITaMII BpEMEHHU, U OTIIPaBJIseT ero o0paTHO KIHEeHTy. [Ipu Hanudum
COOTBETCTBYIOIIETO MPHU3HaKa B 3allpoce KJIMeHTa CEPBEP BKIIIOUAET B MOAIIMCAaHHOE
CMS-coo0b11eHue cBoM cepTugUKar.

TpebGoBaHUS K MPOTOKONY 0OOMeHa KJIMEeHTa U cepBepa IITaMIIOB BpEMEHMU:

— KJIIMEHT [OoIKeH (QOpMUpPOBaTh 3aldpoC Ha IIPOCTAHOBKY MITaMIa BpPEMEHU
c ormnedaTkoM OII, BLIUMCIEHHBIM C WHCIIOJIb30BAaHHMEM JIUOO aJropuTMa XJ3IIHU-
poBanusi 'OCT P 34.11-2012, 256 6uTt (0OBEKTHBIM HUOEHTUOUKATOP airoOpuTMa
1.2.643.7.1.1.2.2), nu6o I'OCT P 34.11-2012, 512 6uT (0OBEKTHHIN UAeHTUPUKATOP
anroputma 1.2.643.7.1.1.2.3). CepBep [OoKeH OTKa3aThb B 00paboTKe 3alpoca Ha
ITPOCTAHOBKY IITaMIla BpeMeHH C OTIIedaTKoM JI1, BHIYMCII€HHBIM C UCII0JIb30BaHUEM
JTI000T0 APYTrOoro aJropuTMa X3IHUPOBAHUS;

— KJIMEHT OOJIXKEeH BKJII0YaTh B 3alIpOC Ha IPOCTAaHOBKY IIITaMIla BDEMEHHU Clly4dau-
HO€ YHCJIO nonce (110 yMoT49aHUIo AjuHou 16 6aiiT), T03BOJIsIONIee YHUKAILHO UIEeH-
TUPUIMPOBATh HaHHEIM 3anpoc. CepBep OOJIKEH OTKa3aTh B 00pabOTKe 3ampoca Ha
ITPOCTAHOBKY IIITaMIla BDEMEHMU B CJIydyae OTCYTCTBUS B HEM yKa3aHHOTO CIIy4alHOTO
YUCIIa;

— npu BeluuciaeHuun Jll mitaMna BpeMeHU CEPBEP OOJIZKEH CKOIIUPOBAThH B HETO
otnevyaTok JIl ¥ ciaydyarHOe 4YHKCJIO nonce u3 3alpoca KiueHTa. [Ipu nmonydyeHuu
HmITaMIla BpeMeHU OT cepBepa KJIMEHT HNOJIKEH CpaBHUTH oTnedaTku Ol u ciyvau-
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HbI€ 9YHCJId B 3adlIpOCe M B IITaMII€e BpeMEHH, U OTKIJIOHUTH IMITaMII BPDEMEHHN IIPpHU HUX
HEeCOBIIaOEHHUHU.

TpebGoBaHUs K cepTUUKATy CepBepa LITaMIIOB BpEMEHMU:

— pmomonHeHue “Pa3penieHHas 00J1acTh MCIIOJIb30BaHUS OTKPHITOTO KiIoua” cep-
TU(UKaTa OOJIZKHO OBITh IIOMEYEeHO KaK KPUTUYHOEe, U B HEM MOOJIXKHBEI IIPHUCYT-
cTtBoBaTh UCKIOUUTeNbHO ucnosb3oBaHuA KEYUSAGE DIGITAL SIGNATURE u
KEYUSAGE_NON_REPUDIATION - T.e. OTKPBITHIY KJIIOY Pa3pelieHo UCII0Ib30BaTh
TONBKO g J11, HO He OJia mudpPOBaHUSA;

— pomonHeHue "PaciupenHas 00J1acTh UCIOJIb30BaHUS OTKPHITOrO KiIoda” cep-
TudUKaTa JOJIKHO OBITh IOMeYeHO KaK KPpUTUYHOE, ¥ B HEM [0JI?KHA TPUCYTCTBOBATH
TONBKO ofHa paciupenHas o6imacts RFC 3161 id-kp-timeStamping ¢ 06beKTHEIM
upeHtudrkaropom 1.3.6.1.5.5.7.3.8.

[IpoBepka IITaMIla BpEMEHU [OOJI2KHA IPOBOOUTHLCS IIOCJIe YCIEIIHOU IIPOBEPKU
OIl 37eKTPOHHOT0 MOKYMEHTa, OJisi KOTOpPO¥ OH ObLI IIpocTaBiieH. [Ipoliegypa mpo-
BEPKU IlITaMIla BpeMEHHU aHaJIOTU4YHa Ipolenype nposepku IJ1I noanrcarHoro CMS-
COOOIIeHNsI, TTOCJIe KOTOPOM BHIIIOJIHSAETCS IPOBEPKa COOTBETCTBUSA cepTudUKaTa
cepBepa LITaMIIOB BpeMeHU TPpeOOBaHUSAM, OITMCAHHLIM BEIIIIE.

[Ipu TIpOCTAaHOBKE IITaMIla BpeMeHU B OJIOUHOM pexuMe IopamnucaHHoe CMS-
cooOlieHre, BKIIo4aloliee mrTamn Bpemeru, uMmeeT ASN.1 KogupoBKY oIllpeneieHHON
onuHE (ASN.1 definite-length encoding). [Ipu npocTaHOBKe IIITaMIla BpEMEHU B IIOTO-
KOBOM pexkuMe nonnucaHHoe CMS-coobi11ieHue, BKITIOYalollee IITaMIl BpeMEHU, UMe-
eT ASN.1 kogupoBKy HeonpeneneHnHou OauHbl (ASN.1 indefinite-length encoding).

CnenmyeT y4uThIBaTh TOT (paKT, YTO IIPU IIPOCTAHOBKE IIITaMIla BPEMEHU IIOAMU-
canHoro CMS-coo0b1ieHns He0OXOOMMO MCIIOJIb30BaTh T€ PYHKIIUU IIPOCTAHOBKHU, KO-
TOphle He U3MeHS0T TUIll ASN.1 KOOUPOBKHU - ONpPeaesIeHHOW WU HeonpeoeleHHOu
OJIUHEL.

1.26.1 CTpyKTYyphI IPOCTAHOBKH H IIPOBEPKH LITAMIIOB BpEMEHH

CrpyKkTrypa tsp request param t
CTpyKTypa napaMeTpoOB IIPOCTAHOBKHM HITaMIla BpeMeHu CMS-coo0IeHu:

— flag t flag
ITosne ¢ mackotl (nobumossvim HJIH) ¢paaz2o8 npocmaHosKku wmamna apemeHu CMS-
coobuLeHull:

e FIAG_TSP_REQUEST_INCLUDENONCE - dob6asisimb 8 3anpoc Ha noay-
YyeHue wmamna epeMeHuU cAy4atiHoe yuc.10 nonce 0auHou 16 6atm. I[IpukaadHoe
ITO Goa21cHO ucnob308ambv OaHHbLIU (h1a2 npu NPOCMAHOBKE WMAMNO8 8peMeHU
CMS-coobuw,eHuli;

e FLAG_TSP_REQUEST_ATTACHEDSIGNER - do6asasimb 8 3anpoc Ha no-
JYyYeHue wmamna epeMmeHu UHOUKamop 8K/104eHUA 8 wmamn cepmugpukama cep-
gepa wmamnoe epeMeHu.

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 0a5 onpedeseHus
KoHmexkcma 8vinoaHeHus (NULL npu ucnosib308aHuu n10KaAbHOU bubauomexu).

— uint32 t index
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ITose ¢ nopsidkosbiM Homepom (uHOekcom) SIT CMS-coobuw,eHus, 045 Komopoll ciae-
dyem 3anpocumsp wmamn epemeHu (00NHCHO 8biN0AHAMbCA ycaosue index > 0).

CrpyKTrypa tsp_response param t
CTpyKTypa napaMeTpoB BeruucieHus 1 u popMupoBaHUS IIITaMIIOB BDEMEHU:

— flag t flag
ITone c¢ mackoli (nobumoswvim HMJIH) ¢aazoe eviuucaeHus II1 u ¢dopmuposaHus
wmamnoe epemeHu:

e FIAG_TSP_RESPONSE_INCLUDETSANAME - Jo6asasamb 8 ¢popmupye-
Mblll wmamn epemeHu X.500-umsa saadesnvua cepmugukama cepgepa wmamnos
8peMeHU.

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmugpukama 045 onpedeseHus
KoHmexcma svinoiHeHus (NULL npu ucnosib3o08aHuu A10KaAbHOU bubauomexu).

Ctpykrypa tsp_verify param t
CTpyKTypa mapaMeTpoB IIPOBEPKHU HITaMna BpeMeHu CMS-cooOIeHu:

— flag t flag
ITone ¢ mackoi (nobumoswvim HJIHM) ¢aazoe nposepku wmamna spemeHu CMS-
coobw,eHull:

e FLAG_TSP_VERIFY_IGNOREATTACHEDSIGNER - He uckamb cepmudu-
Kamul noonucaHmos cpedu cepmuguxkamos u CAC, npukpenseHHblXx K wmamny
8pemMeHu.

— certid t * mycert
Ykazameav Ha cmpykmypy udeHmugukamopa cepmugpukama 0a5 onpedeseHus
KoHmexkcma 8vinoaHeHus (NULL npu ucnosib308aHuu n10KaabHOU bubauomexu).

— uint32 t index
ITose ¢ nopsiokoavim Homepom (uHOekcom) SIT CMS-coobuteHus, 0158 Komopoli cie-
dyem npogepumb wmamn spemMeHu (00AHCHO 8blNOAHAMBCA ycao8ue index > 0).

— certinfo t info
ITone c mpebyemoll s8o38paw,aemotl uHpopmauuet o cepmupukame cepsepa wWmam-
noe spemeHu.

Ctpykrypa tsp_verify result t
CTpyKTypa pe3yJibTaTa IPOBEPKU IITaMIla BpeMeHHU IJis 3agaHHoM III:

— date t time
ITone co epemeHem npocmaHo8Ku (8blyucaeHusa OIT) wmamna epemMeHu 8 4aco80M
nosice UTC.

— certificate t * cert
Ilosne c ykazamesaem Ha cmpyKkmypy cepmuguKkamad, Ha KOIopoM 8blNO/AHAAACL NPO-
gepka 3I1, m.e. cepmugpukama cepsepa wmamnos spemeHu (pasHo NULL 8 cayuae
HeHaxodicOoeHus cepmugpuKkama cepsepa wmamnos 8pemMeHu).

1.26.2 @PYHKIHH OI0YHOH NPOCTAHOBKH H MIPOBEPKH IMITAMIIOB BpEeMEeHH

error status t VCERT1API VCERT TspBlkRequestFromCmsMem (context t
hCtx, tsp request param t * pRequestPara, mem blk t* icms, mem blk t * oreq)
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®yHKIMA GJI0YHOT0 CO3[IaHWS 3alpoca Ha IoJydYeHNe IMITaMiia BpeMeHU 610Ka
naMATU
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pRequestPara (in) cTpykKTypa IIapaMeTpOB IIPOCTAHOBKM IlITaMIla BPpeMEHU
CMS-coobuieHnii;

— icms (in) 070K maMsATH ¢ nmognucaHHbIM CMS-coobiieHrneM (mOJIXKHO BBITIOJI-
HATHCA yCJioBUE icms->len > 0);

— oregq (out) 610K maMsITH C 3alTPOCOM Ha ITOJTy4eHue IIITaMIla BpeMeHu (0CBOOOXK-
maetcsa pyukuuelr VCERT _FreeMem() - cm. onucanue B 1. 1.31.1).

Bo3BpaniaeMbie 3HaYEHUS:
— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT _TspBlkRequestFromCmsFile (context t

hCtx, tsp request param t * pRequestPara, const char * icms, mem blk t * oreq)
OyHKIIMS GJI0OYHOTO CO3[IaHU 3allpoca Ha NoJyYeHNre IITaMIla BpeMeHu dalina
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKY;

— pRequestPara (in) cTpyKTypa IapaMeTpOB IPOCTAHOBKHU IlITaMIla BpPpEMEHU
CMS-coo0111eHUH;

— icms (in) aiin (He HyJIeBOU OJIMHEI) C MognucaHHBIM CMS-coobieHneM;

— oreq (out) 6710K TaMsTH C 3aIlIPOCOM Ha IT0JIydeHHe IIITaMIla BpeMeHHu (0CBOOOXK-
naetcsa pyukinueir VCERT _FreeMem() - cm. onucanue B 1. 1.31.1).

Bo3BpamnjaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT TspSignResponse (context t hCtx, tsp -
response param t * pResponsePara, mem blk t * ireq, mem blk t * ores)

dyHKIMSA 65109HOTr0 Bhuucienus 11 u GopMupoOBaHUS IIITAMIIOB BpEMEHU

AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— pResponsePara (in) cTpyKTypa mapaMeTpoB BeiuuciaeHus 311 u popMupoBaHus
[ITAaMIIOB BpEMEHU;

— ireq (in) GJI0K ITaMsATH C 3aIllpOCOM Ha IIOJIyYeHUe IIITaMIa BpeMeHHU (mOIXKHO
BBIIIOJIHATHLCS yCIoBUe ireq->len > 0);

— ores (out) 6710k maMsiTu ¢ cHOOPMUPOBAHHLIM IIITAMIIOM BpeMeHU (0CBOOOKa-
etcsa ¢pyakiueir VCERT _FreeMem() - cMm. onucanue B . 1.31.1).

Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT TspVerifyResponse (context t hCtx, tsp -

verify param t * pVerifyPara, mem blk t * ires, tsp verify result t * pVerifyResult)
dyuk1uMsa 67109HOM npoBepKu II1 chOpMUPOBAHHOTO HITaMIla BpeMEHHU
AprymMeHrhI:
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— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) cTpyKTypa IapaMeTpPOB IIPOBEPKM IlITaMIla BpeMeHu CMS-
COOOIIEeHNH;

— ires (in) 6J10K maMsiT¥ ¢ CGOPMUPOBAHHBIM IIITAMIIOM BpeMEHMU (IOJI2KHO BBITIOJ-
HATHCSA yCJIoBUE ires->len > 0);

— pVerifyResult (out) cTpyKTypa pe3yabTaTa IPOBEPKHU MITaMIIa BDEMEHHU OJIs 3a-
manHou II1 (ocBoboxkpmaercsa ¢pyukuueit VCERT _TspFreeVerifyResult() - cm. onu-
canme B 1. 1.31.1).

Bo3BpauijaeMsbie 3HAaYEHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIEBOM KO OIINOKM.

error status t VCERT1API VCERT TspBlkUrlStampCmsMem (context t hCtx,
tsp request param t* pRequestPara, const char * url, mem blk t* icms, mem blk t
* ocms)
OyHKIMS GJI0OYHOM ITPOCTAHOBKM IIITaMIla BpeMeHHU O6y10Ka nmaMsaTu CMS Ha cepBepe
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pRequestPara (in) cTpyKTypa ImapaMeTpOB IIPOCTAHOBKHU IlITaMIla BPEMEHU
CMS-coo0b11ieHn;

— url (in) ctpoka (URI) c agpecom cepBepa IITaMIIOB BPEMEHU;

— icms (in) 6JI0K ImaMsTH C nmognucaHHBIM CMS-coobuieHreM (JOJIKHO BBIIIOJ-
HATBCS ycJioBue icms->len > 0);

— ocms (out) 6710k maMsaTH C HDommucaHHBIM CMS-cooOiieHueM, BKITIOYAIOMINM
mtamMn BpemeHu (ocBoboxpaetrcsa pyHkiuerr VCERT _FreeMem() - cM. oniicaHue B
m. 1.31.1).

Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KO OIINOKU.

error status t VCERT1API VCERT TspBlkUrlStampCmsFile (context t hCtx,
tsp request param t * pRequestPara, const char * url, const char * icms, const char
* ocms)

dyHKIMS GJI0YHOM ITPOCTAHOBKM INITaMIla BpeMeHu (¢aiiia CMS Ha cepBepe

AprymeHrhI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pRequestPara (in) cTpyKTypa MNapaMeTpOB HPOCTAHOBKHU IIITaMIa BPeMeHHU
CMS-coo0111eHuM;

— url (in) ctpoka (URI) c agpecom cepBepa IITaMIIOB BPEMEHU;
— icms (in) daiin (He HyJIeBOM OJIMHEI) C MognucaHHbBIM CMS-coobieHueM;

— ocms (out) daitn ¢ nmognucanHbIM CMS-coolbmieHneM, BKITIOYAIOIIUM IIITaMII
BPEMEHHU.

Bo3BpaiiaeMbie 3HAaYEHUS:
— VCERT _OK B cnydae ycexa UM HEHYJIeBOU KOJ OIINOKMU.
error status t VCERT1API VCERT _TspBlkVerifyCmsMem (context t hCtx, tsp -
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verify param t * pVerifyPara, mem blk t * icms, tsp verify result t * pVerifyResult)
OyHKIMSA GJIOYHOM MPOBEPKU IITaMIla BpeMeHHU 610Ka nmaMatu CMS
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pVerifyPara (in) cTpyKTypa IlapaMeTpOB IIPOBEPKU IIITaMiia BpeMeHu CMS-
COOOIIeHNH;

— icms (in) 050K maMsTH C IIOOIIKMCAHHBIM CMS-cooOIlleHueM, BKITIOYAIOIINM
IITAaMII BpeMEHMU (HOIXKHO BHIIIOJIHATHCS ycloBre icms->len > 0);

— pVerifyResult (out) cTpykTypa pe3ynabTaTa IPOBEPKHU HITaMIIa BDEMEHHU OJIs 3a-
manHou II1 (ocBoboxpmaercs dpyukuuelr VCERT TspFreeVerifyResult() - cMm. onu-
caue B 1. 1.31.1).

Bo3BpamjaeMbie 3HAYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEeBOU KOJ OIINOKH.

error _status t VCERT1API VCERT TspBlkVerifyCmsFile (context t hCtx, tsp -
verify param t * pVerifyPara, const char * icms, tsp verify result t * pVerifyResult)

OyHKIMSA GJI0YHOW TPOBEPKU LITaMIia BpemMeHU darina CMS

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OuOJINOTEKH;

— pVerifyPara (in) cTpyKTypa IapaMeTpOB IIPOBEPKM IITaMiia BpeMeHu CMS-
COOOIIeHU;

— icms (in) ¢aiin (He HyJIeBOU OJIMHKI) C MognucaHHbEIM CMS-coo0b1ieHueM, BKITIO-
YaIoIIUM IITaMII BPEMEHU;

— pVerifyResult (out) cTpyKTypa pe3ynabTaTa IPOBEPKHU HITaMIIa BDEMEHHU OJIs 3a-
manHou II1 (ocBoboxkpmaercsa ¢pyukuueit VCERT _TspFreeVerifyResult() - cm. onu-
canme B 1. 1.31.1).

Bo3BpaniaeMble 3HAUYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KOJ OIINOKMU.

1.26.3 @®PYHKIHH IIOTOKOBOH IIPOCTAHOBKH H IIPOBEPKH IIITAMIIOB
BpeMeHH

error status t VCERT1API VCERT _TspStrUrlStampCmsInitMem (context t
hCtx, tsp request param t * pRequestPara, const char * url, mem blk t * icms,
strcms t * hStr)

OYHKIMSA WHULIMAIN3alluid TOTOKOBOU IPOCTAHOBKYU IITaMna BpeMeHUu CMS Ha

cepBepe
AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— pRequestPara (in) cTpyKTypa ImapaMeTpOB IIPOCTAHOBKHU IIITaMIla BPEMEHU
CMS-coobmieHutt (monkKHa OBITh OOMHAKOBA IOJIsT QYHKIIUY UHUITHAIN3AIUY, TTPOHOII-
XKeHUs U puHaInu3aun);

— url (in) ctpoka (URI) c ampecoM cepBepa MITaMIIOB BpeMeHU (IoJI2KHa OBITh O[IH-
HaKoOBa [OJ11 QYHKIINYU WHUIIMAIN3allid, IPOOOJIXKEeH!sI U (UHaIU3allun);

— icms (in) OJI0K IaMsATHA C HAYaJIOM IIOoAIMcaHHOTro CMS-coolienusa (OoIzKHO
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BBITIOTHATBLCS yCIOBUE icms->len > 128);

— hStr (out) KOHTEKCT ITOTOKOBOU OIlepalliu.
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT _TspStrUrlStampCmsUpdateMem
(context t hCtx, tsp request param t * pRequestPara, const char * url, strcms t *
hStr, mem blk t* icms, mem blk t * ocms)

OYHKITUSA TPOIOJIKEeHN TOTOKOBOM NPOCTAHOBKY ITTaMIia BpeMeHu CMS Ha

cepBepe
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIMOTEKHU;

— pRequestPara (in) cTpyKTypa ImapaMeTpOB IIPOCTAHOBKHU IlITaMIla BpPEeMEHU
CMS-coobmieHutt (monkKHa OBITh OOMHAKOBA O/1sT QYHKIIUY UHUIIUMAIN3alUX, TPOHOII-
XKeHus 1 puHaIU3alun);

— url (in) ctpoka (URI) c agpecoM cepBepa IIITaMIIOB BpeMeHU (O0JI2KHa OBITh OOU-
HaKoOBa [OJ11 QYHKIIUYN MHUIIMAIU3aliy, IPOOOJI2KEeH!sI U pUHaIUu3alluun);

— hStr (in) KOHTEKCT IOTOKOBOU OIlepallny;

— icms (in) 610K maMsTU C IPOOOIXKEeHNEeM IoanucanHoro CMS-coo0I1ieHus;

— ocms (out) 610K maMsTH C ODPOHOIXKEeHueM momanucanHoro CMS-coo0bIeHus,

BKJIIO4alomero mramMi BpeMeHu (ocBoboxkpaercsa pyHkimuerr VCERT _FreeMem() -
cM. onucaHue B 1. 1.31.1).

Bo3BpaniaeMbie 3HAYEHUS:
— VCERT OK B cnydae ycliexa Ui HEHYJIEeBOU KOJ OIINOKH.

error status t VCERT1API VCERT _TspStrUrlStampCmsFinalMem (context t
hCtx, tsp request param t * pRequestPara, const char * url, strcms t * hStr, mem -
blk t* ocms)

OyHKINA PUHaANTM3alMM TOTOKOBOU OIPOCTAHOBKY IITaMia BpeMeHu CMS Ha

cepBepe
AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pRequestPara (in) cTpyKTypa IapaMeTpPOB IIPOCTAaHOBKHU IIITaMIla BPEMEHU
CMS-coobmienuit (qonxkHa OLITh OAMHAKOBA OJ11 QYHKIIUY MHUIIMAIU3alliH, TIPOOOJI-
XKeHus U puHaIu3alun);

— url (in) ctpoka (URI) c ampecoM cepBepa HITaMIIOB BpeMeHU (I0JI2KHa ObITh O[H-
HaKOBa [OJid QYHKIIUU MHULMAIU3alliy, IIPOOOJIXKEeHUsI U (pUHaIUu3alluun);

— hStr (in) KOHTEKCT IOTOKOBOM OIepalluy;

— ocms (out) 610K TaMATH C OKOHYaHNeM noanucaiHoro CMS-coo0meHnus, BKITIO-
yaromiero mraMmin BpeMeHHu (ocBoboxpaetrcsa ¢yHkuuelr VCERT FreeMem() - cwm.
onucanme Bm. 1.31.1).

Bo3BpamjaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UM HEHYJIE€BOU KOJ OIINOKU.
error status t VCERT1API VCERT TspStrUrlStampCmsFile (context t hCtx,
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tsp request param t * pRequestPara, const char * url, const char * icms, const char
* ocms)
OyHKIMSA IOTOKOBOUM IPOCTAHOBKM IllITaMIla BpeMeHU (aitia CMS Ha cepBepe
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pRequestPara (in) cTpyKTypa IIapaMeTpPOB IIPOCTAHOBKM IlITaMIla BPEeMEHU
CMS-coo0111eHUH;

— url (in) ctpoka (URI) c agpecoM cepBepa IIITaMIIOB BpEMEHU;
— icms (in) daiin (He HyJIeBOM OJIMHEBI) C MOoOnucaHHEIM CMS-coobIineHueM;

— ocms (out) dain ¢ mognucanHbIM CMS-coolOmieHneM, BKITIOYAIOIIMM IIITAMII
BPEMEHH.

Bo3BpaniaeMsbie 3HAaYEHUS:
— VCERT OK B cnydae yclexa UM HEHYJI€BOM KO OIINOKMU.

error status t VCERT1API VCERT TspStrVerifyCmsInitMem (context t hCtx,
tsp verify param t * pVerifyPara, mem blk t * icms, strcms t * hStr)

OYHKIINS WHUIINATA3alIUK IOTOKOBOM IIPOBEPKM IIITaMIla BpeMeHH! 0JioKa ITaMsIaTU
CMS

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pVerifyPara (in) cTpyKTypa NapaMeTpOB IIPOBEPKM IITaMIla BpeMeHu CMS-
cool1eHnM (momxXKHa ObITH OMMHAKOBA OISt GYHKIIMY MHUIIMATU3aIIUH, ITPOI0JI2KEeHUST
1 QUHaAIU3allun);

— icms (in) OJIOK IIaMATH C HaYaJjioM HonnucanHoro CMS-coo01ieHus, BKII0Yalo-
[Iero IITaMII BpeMeHU (HOI?KHO BBIIIOJTHATHECS yCcIoBue icms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOM ONEepaliiu.
Bo3BpaniaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEeBOUM KO OIINOKH.

error status t VCERT1API VCERT TspStrVerifyCmsUpdateMem (context t
hCtx, tsp verify param t * pVerifyPara, strcms t * hStr, mem blk t * icms)

OYHKITNSA TPONOJIZKeHUI TOTOKOBOM NPOBEPKY LITaMIla BpeMeHU 0J10Ka HaMATH
CMS

AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pVerifyPara (in) cTpyKTypa IapaMeTpPOB IIPOBEPKM IlITaMIla BpeMeHu CMS-
cooOIeHn# (MomXKHa ObITE OMUHAKOBA IJIsT GYHKIINN MHUITMATU3AIIUH, ITPOI0JIKEeHUS
1 GUHAIU3AIUN);

— hStr (in) KOHTEKCT IOTOKOBOM OIEepalluy;

— icms (in) 670K maMsTH C OPOAOJIKEeHHeM mnomgnucaHHoro CMS-coolieHwus,
BKJIIOYAIOIIIETO IIITaMII BDEMEHH.

Bo3BpaniaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae yclexa UJIM HEHYJI€BOM KO OIINOKMU.
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error status t VCERT1API VCERT TspStrVerifyCmsFinalMem (context t hCtx,
tsp verify param t* pVerifyPara, strcms t* hStr, tsp verify result t* pVerifyResult)

dyHKIMA pUHaTU3aUM TOTOKOBOU HIPOBEPKHU LITaMIla BpeMeHHU 0JI0Ka NaMAaTU
CMS

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKHU;

— pVerifyPara (in) cTpyKTypa NapaMeTpOB IIPOBEPKM IITaMiia BpeMeHu CMS-
cooO1eHnM (momxXKHa ObITH OMMHAKOBA OISt GYHKIIMN MHUIIMATU3AIIUH, ITPOI0JI2KEHUS
1 QUHaAIU3alInN);

— hStr (in) KOHTEKCT IOTOKOBOH OIlepallny;

— pVerifyResult (out) cTpyKTypa pe3yabTaTa IPOBEPKHU ITaMIIa BDEMEHHU OJIs 3a-
manHou II1 (ocBoboxkpmaercsa ¢pyukuueit VCERT _TspFreeVerifyResult() - cm. onu-
canue B1m. 1.31.1).

Bo3BpaniaeMble 3HAYEHUS:
— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT TspStrVerifyCmsFile (context t hCtx, tsp -
verify param t * pVerifyPara, const char * icms, tsp verify result t * pVerifyResult)

OyHKIINS IOTOKOBOU IPOBEPKM IITaMIia BpeMeHU (daiiia CMS

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pVerifyPara (in) cTpyKTypa IIapaMeTpPOB IIPOBEPKU IITaMiia BpeMeHu CMS-
COOOIIeHNU;

— icms (in) ¢aiin (He HyeBOM AJINHBI) ¢ moanucanHbiM CMS-coob1ieHneM, BKJTIO-
YaKUIUM IIITaMII BPEMEHUY;

— pVerifyResult (out) cTpyKTypa pe3ynabTaTa IPOBEPKHU HITaMIIa BDeEMEHHU OJIs 3a-
maaHou II1 (ocBoboxkpmaetrcs dpyuknuelr VCERT TspFreeVerifyResult() - cMm. onu-
caHue B 1. 1.31.1).

Bo3BpamnjaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKH.

1.27 ITonyuyenue online-craryca ceprudpukara

bubnuoTeka obecriedyrBaeT BO3MOXKHOCTh MoydeHus online-ctatyca cepTuduka-
Ta B coorBeTcTBUM B RFC 6960 mo mpotokony Online Certificate Status Protocol
(OCSP). Online-craTyc cepTuduKaTa IIpeacTaBisgeT co00¥ noanrucaHiHoe coobIeHne
- OCSP otBert (Response), chopMupoBaHHOE OJIsI KOHKPETHOTO cepTUuduKaTa Ha KOH-
KPETHBII MOMEHT BPEMEHHU.

B nmonydyenun online-ctatyca cepTuduKaTa y4acTBYIOT OIBE CTOPOHHI - KJIIMEHT U
cepBep OCSP oTrBeTuuka (Responder). KnueHT ¢popMupyeT 3ampoc Ha MOJIy4deHHue
online-cTtaTyca cepTudukara. B 9TOT 3anIpoc KJIUEHT IIoMellaeT UOeHTU(PUKaTOp cep-
TuduKara, online-cratyc KOToporo TpebyeTcs MOJIy4YUTh, a TaK¥Ke CIIy4alHYI0 IT0Ce-
moBaTeNIbHOCTL nonce - gononHeHre RFC 6960 id-pkix-ocsp-nonce ¢ 00beKTHBIM
ugeatudukaropom 1.3.6.1.5.5.7.48.1.2, u ornipasnsieT ero mno mnporokony HTTP gns
o6pabotku Ha cepBep OCSP oTBeTynKa. CepBep Ha OCHOBaHUM ITOJIY4€HHOT 0 3aIrpoca
dopMmupyeT nmoamrcaHHOe coobIlleHue, cogepxkaiilee online-ctaTyc aisi yKa3aHHOTO
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ceptudurKaTa, ¥ OTIIPaBIgEeT ero Ha3al KIIUEHTY.
TpeboBaHUSA K TPOTOKOITy oOMeHa KiueHTa u cepBepa OCSP oTBeT4uKa:

— KJIMEHT OOoJIKeH (popMHpPOBaTh 3aIlIpoC Ha IojydeHue online-crtatyca ceptudu-
KaTa C UOeHTUPHUKATOPOM cepTudUKaTa, BEIYUCIIEHHBIM C MCIIOJIb30BaHKUEeM 00 ajl-
roputMma xamupoBanus 'OCT P 34.11-2012, 256 6uT (00BbEKTHBIN UAEHTHDOUKATOP
anroputma 1.2.643.7.1.1.2.2), nu6o I'OCT P 34.11-2012, 512 6uT (00BbeKTHBIN UIEH-
TuduUKaTOp anropurMma 1.2.643.7.1.1.2.3). CepBep mojKeH O0TKa3aTh B 00paboTKe 3a-
ITpoca Ha moiydeHue online-cratyca ceptudukara, B KOTOPOM HUAEHTH(GHUKATOP Cep-
TH(UKATA BEIYKUCIIEH C UCIIOIb30BaHUEM JII000T0 IPYyroro aJropuTMa X3IIHPOBaHUS;

— KJIMEHT JO0JI2KeH BKJII0YaTh B 3alIpOC Ha moydeHue online-ctaTtyca cepTudukara
CIIy4alHYIO II0CJIeqoBaTEIbHOCTE nonce (1o ymoiadaHuio aanHoli 16 6aiT), mo3Bos-
IOIIYI0 YHUKAIbHO UAeHTU(GUIIMPOBATh HaHHBLIM 3anpoc. CepBep MOJI2KEH OTKa3aTh B
00paboTKe 3ampoca Ha ronydeHue online-cratyca ceptudukaTa B ciiydae OTCyTCTBUS
B HEM YKa3aHHOU CJIy4alHOMU I10CJIeJ0BaTEJIbHOCTH;

— npu BeruuciaeHun III online-cTtatyca ceptudukaTta cepBep AOIKEH CKOIIUPO-
BaTh B HETO UAEHTU(PUKATOP cepTUPUKATa U CIIy4alHYIO II0CJIe0BaTEIbHOCTh NONCe
13 3amnpoca KiaueHTa. [Ipu nonydernun online-ctatyca ceptudukara OT cepBepa Kiu-
€HT J0JI2KeH CPaBHUThL UAEHTU(PUKATOPH cepTudrKaTa U CIydaliHble ITOCIeqoBaTeIb-
HOCTH B 3ampoce u B online-ctatyce cepTudukara, 1 OTKJIOHUTH online-ctaTyc ceptu-
(pukaTa npu UX HECOBIIAOEHUMN.

TpeboBaHusa K ceptudurarty cepBepa OCSP oTBeTUUKa:

— pomosiHeHue “PaspelrieHHast 00/1aCcTh MCIIOIb30BAaHUS OTKPHITOTO KiIodya” cep-
TudUKaTa JOJIXKHO OBITh IOMEUYEeHO KaK KPUTUYHOE, U B HEM [OJIXKHBI IIPUCYTCTBO-
BaTh ucrnonb3oBaHusgs KEYUSAGE_DIGITAL_SIGNATURE u KEYUSAGE_NON -
REPUDIATION - T.e. OTKPHITEIM KJII0Y pa3pelleHo UCII0Ib30BaTh ajia J1I;

— B pomonHeHuM “PacimmpenHHass 007I1aCTh MCIIOJIB30BAHHUS OTKPBITOrO KiToda”
OOJIZKHA MPUCYTCTBOBATh pacmuperHas o6macte RFC 6960 id-kp-OCSPSigning c
00BbeKTHBIM uneHTuukaropom 1.3.6.1.5.5.7.3.9.

1.27.1 Crpykrypsl nojixyudenus online-craryca ceprudpukara

CrpyKTypa ocsp_request_param t
CTpyKTypa mapaMeTpoB ITonydeHus online-ctaTyca ceptudukara:

— flag t flag
ITose ¢ mackol ¢paazos (3ape3eps8upo8aHo, 00AHCHO bbimb pasHo 0).

— certid t * mycert
YKazameav Ha cmpykmypy udeHmugukamopa cepmu¢pukama 018 onpedeneHus
KoHmekcma svinosiHeHus (NULL npu ucnosav3o8aHuu A0KaAbHOU bubiuomexu).

CTpyKTypa oCcsp_response param _t
CTpykTypa napaMeTpoB BeiducieHus II1 online-ctatyca cepTtudukara:

— flag t flag
ITose ¢ mackotl ¢paazoe (3ape3epsuposaHo, 00AHCHO bbimb pasHo 0).

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 0451 onpedeseHus
KoHmexkcma svinoaHeHus (NULL npu ucnosib3o08aHuu A10Ka/AbHOU bubauomexu).
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Ctpykrypa ocsp_verify param t
CTpykTypa napamMmeTpoB nmpoBepku II1 online-ctaTyca cepTudukara:

— flag t flag
ITose ¢ mackol ¢paazos (3ape3eps8upo8aHo, 00AHCHO bbimb pasHo 0).

— certid t * mycert
YKazameav Ha cmpykmypy udeHmugukamopa cepmu¢pukama 048 onpedeneHus
KoHmekcma svinosiHeHus (NULL npu ucnosav3o08aHuu A0KaAbHOU bubiuomexu).

— certinfo_t info
ITosne ¢ mpebyemotl Bo3spauw,aemol uHgpopmayuelu o cepmugpukame cepsepa OCSP
omeemuuka.

Crpykrypa ocsp_verify result t
CTpykTypa pe3ynbTaTa mmpoBepku III online-ctaTtyca cepTtudukara:

— int32 t status
ITose c online-cmamycom cepmucgukama:

e 0 - cepmugukam deticmeumeneH;
e 1 - cepmuguxkam aHHyAUpPOBAH;
e 2 - online-cmamyc He u3zgecmeH.

— int32 t reason
a5 aHHyAauposaHHO20 cepmugukama, nose ¢ NPUYUHOU AHHYAUPOBAHUA cepmudu-
kKama (cMm. onucaHue 8 nodpa3odee 1.8).

— date t revtime
Laa aHHyAupoBaHHO20 cepmuguKkama, nojie co 8peMeHeM dHHYAUPOB8AHUA Cepmu-
¢duxkama.

— date_t thisupd
ITosne co s8pemeHem Hauana deticmeusa 0aHHO20 online-cmamyca cepmugukama.

— date_t nextupd
ITose co s8pemeHem oKOHYaHUA deucmasus 0aHHO20 online-cmamyca cepmuguxkama.

— certificate t * cert
ITose c ykazamesnem Ha cmpyKkmypy cepmuguKkama, Ha KOmopoM 8blNOAHAAACHL NPO-
gepka OII, m.e. cepmugpukama cepsepa OCSP omeemuuka (pasHo NULL 8 cayuae
HeHaxoodcoeHus cepmugurkama cepeepa OCSP omeemuuka).

1.27.2 ®yakuouu nojixydeHus online-craryca ceprugpukara

error status t VCERT1API VCERT _OcspCreateRequest (context t hCtx, ocsp -
request param t * pRequestPara, mem blk t * cert, certificate t * rgst)

dyHKIMA co3maHus 3apoca Ha ImojaydeHue online-ctatyca ceprudukara

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pRequestPara (in) CTpyKTypa napaMeTpoB II0JIydeHUus online-ctaTtyca CepTu-
dukara;

— cert (in) 0510K MaMsTHA C cepTUUKATOM [y nmojrydeHus online-ctaryca B8 DER-
KonupoBke unu PEM-dopmare;
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— rqst (out) 6710k maMsiTU C CO3MaHHBLIM 3aIllPOCOM Ha IToydeHue online-ctatyca
ceprtudukara (ocoboxpaercsa ¢pyHkumeir VCERT_FreeMem() - cM. onucaHue B 1I.
1.31.1).

Bo3BpamiaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT OcspSignResponse (context t hCtx, ocsp -
response param t * pResponsePara, mem blk t * rqst, mem blk t * resp)

dyukuysa 00paboOTKU 3ampoca Ha noaydeHue online-cratyca ceptudukara

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIUOTEKH;

— pResponsePara (in) cTpyKTypa nmapaMeTpoB BeiuucieHus JII online-ctatyca
cepTudUKaTa;

— rqst (in) 6710K IMaMsITU C 3alIPpOCOM Ha IoaydeHue online-ctaTyca cepTudukrara
(mOMKHO BBEIIIONHATHCSA yciaoBue rgst->len > 0);

— resp (out) 6JI0K ITaMsTU C IMOONUCAHHBLIM online-ctaTycoMm cepTudukara (0CBO-
6oxpaetcsa ¢pyukiuelr VCERT_FreeMem() - cMm. onucanue B . 1.31.1).
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT OcspUrlObtainResponse (context t hCtx,
ocsp _request param t* pRequestPara, const char * url, mem blk t* cert, mem blk t
* resp)

dyHKIMS nony4dyeHusa online-ctaTyca cepTudukarta Ha 3aganHoM OCSP cepBepe

AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pRequestPara (in) cTpyKTypa mapaMeTpoB II0JIydeHus online-ctaTyca CepTu-
dukara;

— url (in) ctpoka (URI) ¢ agpecoMm cepBepa OCSP oTBeTumKa. Ecinu maHHas CcTpo-
ka paBHa NULL, To g5 mony4yeHus online-craTyca mociegoBaTeIbHO UCIIOJIb3YIOTCS
Touku AIA Tuna id-ad-ocsp c 00bekTHEIM uaeHTUPUKaTopom (OID) 1.3.6.1.5.5.7.48.1
U3 cepTuduUKaTa Ojis noiaydeHusa online-ctaryca;

— cert (in) 610K MaMsTHU C cepTUUKATOM [ nmojrydeHus online-ctaryca B8 DER-
KonupoBke unu PEM-dopwmare;

— resp (out) 6JI0K mmaMsaTU C IMOONUCAHHBLIM online-ctaTycoMm cepTudukara (0CBO-
6oxpaetcsa pyukuuelr VCERT FreeMem() - cm. oncanue B 1. 1.31.1).
Bo3BpaiiaeMbie 3HAaYEHUS:

— VCERT OK B cny4ae ycliexa Ui HEHYJIeBOU KO OIINOKU.

error status t VCERT1API VCERT _OcspVerifyResponse (context t hCtx, ocsp -
verify param t* pVerifyPara, mem blk t* resp, ocsp verify result t* pVerifyResult)

dyuknua nposepku IIT online-ctatyca cepTudukarta

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pVerifyPara (in) cTpyKTypa mapaMeTpoB ImpoBepku Il online-cTtaTtyca ceptu-
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¢dukara;

— resp (in) 6JI0K MaMsTH C IOAIIMCAaHHBIM online-cTaTycom cepTudukaTa (DOIKHO
BBITIOJIHATHLCS yCIOBUE resp->len > 0);

— pVerifyResult (out) cTpykTypa pe3ynbTaTa npoBepku III online-cTtatyca cep-
tudukara (oceoboxmaercsa pyukumeit VCERT_OcspFreeVerifyResult() - cm. onu-
canume B 1. 1.31.1).

Bo3BpanjaeMsbie 3HaYEHUSI:

— VCERT _OK B cnydae yclexa UM HEHYJI€BOU KO OIINOKMU.

1.28 IIpoToKo0/71 0€30IMaCHOCTH TPAHCIOPTHOTro YPOoBHs TLS 1.2

BubnuoTteka obecriednBaeT BO3MOXKHOCTh IBYM CTOPOHAaM - KJIMEHTY U CEPBEDPY -
0e30macHO IepefaBaTh APYT OPYTY OaHHBIE IIOCPEOCTBOM yCTaHOBIEHUS 3allUIEH-
HOT'0 KaHaJsa no npotokony Transport Layer Security (TLS) Bepcus 1.2. Peanusanusa
npoTtokosia TLS 6ubnroTeku He MpeabsaBiasieT TpeOOBaHUM K crioco0y repefadyu qaH-
HBIX MEeX[y KJIMEHTOM M CEePBEPOM - MOXKET ObITh UCIOJIb30BaH 00MEH MaHHBLIMHU IO
ceTu, oOMeH O6710KaMu naMsATH, oOMeH daliamMu, 1 T.[.

[Tpu ycTaHOBJIEHUM 3alIUINEHHOTO0 KaHajla KJIMEeHT U CepBep IMPOU3BOIOAT OOMeH
CIy2KeOHBIMU COOOILEHUSMHU (BBHIIIOIHSIOT IIEPETOBOPHI), IIPUYEM KIIUEHT SIBIISIETCS
WHUIIMATOPOM Hadaja TakKoro ooMeHa. KimeHT u cepBep 0OMeHUBAIOTCS HECKOJIb-
KUMHU CIIy?KeOHBIMU coo01eHusAMU, popmupyeMeiMu npu Bei3oBe pyHKIMH VCERT -
TlsSessionHandshake(), npryeM KOIMYECTBO ITepechllaeMbIX APYT OPYTy coobIIe-
HUY MOXXET BapbUpPOBAThCS. [Ipu oOMeHe CITy>KeOHBIMHU COOOIIIEHUSIMHY KJIMEHT U Cep-
BEp MOJI?KHBI BBEIIIOJIHSATE IPOBEPKY TOTOBHOCTH 3allUINIEHHOT0 KaHasla II0CPeaCTBOM
BeI30Ba QpyHKIIMH VCERT TlsSessionComplete().

B npouiecce ooMeHa CinyKeOHBIMU COOOIIEHUSIMU CTOPOHBI BHITIOJTHSAIOT ayTEHTHU-
dukamuio - b0 KIMEeHT ayTeHTUuuImpyeT cepBep (OOHOCTOPOHHSS ayTeHTUDUKA-
1usi), 1u60 06e CTOPOHH ayTEHTU(GUIUPYIOT APYT Opyra (IBYCTOPOHHSSI ayTeHTUuU-
Kallus) - U BeIpabaThIBAalOT CEaHCOBHIE KIIIOYU [IJIS 3alIUTHI IepefaBaeMbIX IaHHBIX.
IlaHHBIE, TIepeaBaeMble MexXy KJIUEeHTOM ¥ CEepPBEpOM, 3allMHIaloTCs M pPOBaHU-
€M U BHIYUCIIEHUEM MMHUTOBCTABKU.

[Tpu ogHOCTOPOHHEY ayTeHTU(PUKALINYM KJIIMEHT CTPOUT U ITPOBEPSET LIEIIOYKY Cep-
THu(dUKaTa CepBepa, IPU OBYCTOPOHHEMN ayTeHTU(PUKAIIUU KJIMEHT M CepBep CTPO-
SIT ¥ TIPOBEPSIOT LIEIIOYKN CePTU(GUKATOB OAPYT Apyra. [IoCKOJIbKY MPHU OOHOCTOPOH-
Hel ayTeHTU(pUKaUuU cepTUPUKAT KJIMEeHTa He UCIO0JIb3yeTCs, KJIIMEeHTYy pa3pelieHo
HUCIIOIb30BaTh MUHUMAJIbHLIM KOHTEKCT OMOIUOTEKM, IIPU YCJIOBUM CO3MaHUS KOH-
TEeKCTa 3allUIleHHOro KaHasna ¢ ycraHoBieHHBM (piaroM FLAG_TLS_NO_PEER -
VERIFICATION.

TpeboBaHUsa K cepTudUKaATy KIHeHTa ITpoTokosa TLS:

— pomonHeHue “Pa3penieHHas 00J1acTh UCIIOTb30BaHUS OTKPBLITOTO KJTl0Ya” CepTH-
(puKaTa mONMKHO OBITH IOMEYEHO KaK KPUTUYHOE, U B HEM [OJI?KHO IIPUCYTCTBOBATh
ucnonb3oBanre KEYUSAGE DIGITAL SIGNATURE - T.e. OTKPBITHIU KJIIOY pa3pe-
IIeHO MCHOoNIb30BaTh Ojis OlI;

— B pomonHeHumM “PacimmpeHHass 00JIacTh HCIIOJIB30BAHHUS OTKPHITOrO KiToda”
OOJIKHA MPUCYTCTBOBaTh paciuupeHHast oonacts RFC 5246 id-kp-clientAuth c 065-
eKTHBIM ugeHTtudukaropom 1.3.6.1.5.5.7.3.2.
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TpeboBaHus K cepTuduKaTy cepBepa npotokona TLS:

— pormoJiHeHue “"Pa3pemnieHHast 0071aCcTh UCIIOIb30BAaHUS OTKPHITOIO KJTI04a” CepTH-
(¢dukaTa moMKHO OBITH TOMEYEHO KaK KPUTUYHOE, U B HEM MOJI?KHO IIPUCYTCTBOBATH
ncnonb3oBanve KEYUSAGE _KEY AGREEMENT - T.e. OTKPHITEIM KJTI0Y Pa3penieHo
KCIIOJIb30BaTh A1 MIU(PPOBAHUS;

— B pomonHeHuM “PacimpeHHass 00JIacTh HCIIOJIb30BAHHUS OTKPHITOTO KIiTo4da”
OOJIKHA ITPUCYTCTBOBATh paciuperHas obnactb RFC 5246 id-kp-serverAuth c o65-
eKTHBIM ugeHtudukaropom 1.3.6.1.5.5.7.3.1;

— B [OOIOJIHEHUM ~AJIbTepHATUBHOE UM BJjlafesiblia” HOOJIZKHO IIPUCYTCTBOBaTh
DNS-ums cepBepa (Heobxonumo npu Bepudukanuy DNS-uMeHu cepBepa KJIIMEHTOM).

1.28.1 ®OYHKIHH INPOTOKO/Ia 0€30MaCHOCTH TPAHCHOPTHOro ypoBHsa TLS
1.2

error status t VCERT1API VCERT TlsSessionCreate (context t hCtx, const
char * server, tls t * hTls, flag t flag)

OYHKIIMA CO30aHUs KOHTEKCTa 3allUIIeHHOr0 KaHasa I10 IpoTokony TLS

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKH;

— server (in) ctpoka c DNS-umeHeM cepBepa (MOXKeET UCIHOIb30BaThCS TOJILKO IIPU
CO3OaHUU KOHTEKCTa KinrueHTa). [Ipu 3Havenuu, He pasHoM NULL, mipou3BoguTcs Be-
pudHUKanmsa HaTu4us yKazaHHOT0o DNS-uMeHH B OOIIOTHEHUU “ANTbTepHATUBHOE UMSI
BJIazesiblla” cepTuduKaTa cepBepa;

— hTIs (out) KOHTEKCT 3allIMIIeHHOTr0 KaHaja Io mpoTtokony TLS;

— flag (in) macka (rmo6utoBoe WJIM) ¢naroB co3gaHuss KOHTEKCTA 3alIUIII€HHOTO
KaHajla 1o rnportokomny TLS:

e FLAG_TLS_CREAT_CLIENT_SESSION - co3z0asamb KOHmMeKcm 3au,u,eH-
HO20 KaHaaa no npomokoay TLS kauenma. Ecau OaHHbIU (a2 He YyCMAHOB/EH,
co3daemcs KOHmMeKkcm cepeepa;

e FLAG_TLS_NO_PEER_VERIFICATION - He cmpoumb u He npogepAamb ue-
noukKy cepmugukama npomuBonoaA0H#CHOU CMOPOHbL, d MAK}#Ce He KOHMpPOoaAUupo-
8amb codepaKumoe 3moz20 cepmugukamada.

ITpumeuaHue — Caedyem obpamumsb 8HUMAHUE HA MO, YMO NPuU UCNO/1b308d-
HUu OaHHO20 (psnaza Ha KAueHme He npou3eodumcs aymeHmugukayusa cepsepa
Ha OCHOBAHUU Npo8epKu nodiauHHocmu cepmugukama nocaedHez0. B kauecmase
00H020 U3 8aApuaHmMo8 npogedeHuA aymeHmu@ukayuu cepgepa npedsiaz2aemcs 8
npukaadHom ITO ¢ nomowbto ¢pyHkuuu VCERT TlsSessionQuery() noayuumo
cepmug¢uxkam cepsepa 8 DER-KoOupogke ¢ nocaedywuwell ceepkKou e20 omneuam-
Ka - Xaw-3Ha4eHus cepmugukama - ¢ IMasnioHHbIM 3HayeHuem aubo npoeepkol
nod/1UuHHOCMU NOAYYEeHHO20 cepmupuKkama Kakum-aubo uHbiM cnocobom;

e FLAG_TLS_ACCEPT_CLIENT_CERTIF - npuHumams cepmugpukam KAueH-
ma 014 NoCMpoeHUA U NPo8epKU Uenoyku (Moxcem ucno/1b308ambsCsa MOAbKO Npu
co30aHuu KoHmekcma cepsepa). Ilpu ycmaHogke 0aHHO20 (p1a2a 803MOHNCHBL KAK
O0HOCMOPOHHASA, MAK U 08YCMOPOHHAA aymeHmupuKkauu;

e FIAG_TLS_REQUIRE_CLIENT_CERTIF - mpe6osamb cepmugpukam Kau-
eHma 0415 NOCMPOEeHUA U NPO8epKU Uenouyku (Moacem ucno1b308ambvbCa MoaAbKO
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npu co3daHuu KoHmekcma cepeepa). Ilpu ycmaHo8ke 0aHHO20 ¢p.aaz2a nposooum-
ca ob6s13amenbHas 08YCMOPOHHAA aymeHmupuKkayusi;

e FLAG_TLS_NO_RENEGO_RESUMPTION - He ucnosib3o8amb paHee ycma-
HOB/IEHHbIU 3dUWLUUWLEHHbIU KAHA/A NPU 8blNO/AHEHUU NepenookayeHusa (Mmoaxcem
uCno/a1b308ambsbCA MOALKO NPU CO30aHUU KOHMeKcma cepeepa);

e FLAG_TLS ENABLE UNSAFE RENEGO - paspewums u2HOpuposambs
mpebosaHus 6e30nacHo20 nepenodKaYeHUs, onucaHHvle 8 RFC 5746. Ecau OaH-
Hbll (haaz He ycmaHo8/1eH, Mo 3aUW,UULeHHbIU KaHA/1 YCMAaHa8aAusdemcs 8 coom-
semcmaeuu ¢ mpebosaHusamu RFC 5746;

e FLAG_TLS_PROTOCOL_VERSION_1 2 - gksirouums ucnos1b3osaHue npo-
moxosaa TLS sepcusa 1.2. I1o yMoaYaHUuW, KAUEHMCKASA CMOPOHA npedsaazaem uc-
nosiv3osams npomokosa TLS eepcus 1.0, a cepgepHasa cmopoHa npuHuMmaem npo-
moxoa TLS eepcut 1.2 u 1.0.

Bo3BpaniaeMble 3HAYEHUS:
— VCERT _OK B cnydae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT _TlsSessionDestroy (context t hCtx, tls t
hTls)

OyHKITNA 0CBOOOXKIEeHUT KOHTEKCTa 3allUIIeHHOT0 KaHasa o npotokony TLS

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— hTIs (in) KOHTEKCT 3alUIeHHOT0 KaHasa I10 mpoTokony TLS.
Bo3BpaniaeMbie 3HAUYEHHUS:

— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KO OIINOKMU.

error_status t VCERT1API VCERT _TlsSessionHandshake (context t hCtx, tls t
hTls, mem blk t *itls, mem blk t * otls)

OYHKITUSA BHIIIOJTHEHNUS I1ePEer0BOPOB IIPY CO3IaHUM 3allIUINTeHHOro KaHana TLS

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;
— hTIs (in) KOHTEKCT 3alIUIeHHOr0 KaHaa I10 mpoTokony TLS;

— itls (in) 670K MaMsTH C DAaHHBIMH OPOTOKOoJa TLS, rmonmyyeHHBIMH OT ITPOTHUBO-
ITOJIOZKHOM CTOPOHHI (MOJI?KHO BEIIOMHATHCS ycinoBue itls->len > 0). [Ipu popmupo-
BaHUM IIEPBOT0 COOOIIEHUS KIIMEHTOM AJIMHA OOJIKHA ObITh ycTaHOBNIEeHa B 0;

— otls (out) 6JI0K ITaMATH C JaHHBIMU IIPOTOKOa TLS, oTIipaBisieMbBIMU ITPOTHBO-
1oJI03KHOU cTopoHe (ocBobOoxkmaeTcs pyHKimer VCERT _FreeMem() - cM. onucaHue
Bm. 1.31.1).

Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEeBOU KOJ OIINOKU.

error status t VCERT1API VCERT TlsSessionComplete (context t hCtx, tls t
hTls)

OYHKIWS onpeneneHnsa COCTOSHUSA 3alIUIIeHHOT0 KaHala 1o OpoTokony TLS

AprymeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
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— hTIs (in) KOHTEKCT 3alUIIeHHOT0 KaHasa I10 mpoTokony TLS.
Bo3BpaniaeMble 3HAaUYEHHUS:

— VCERT _OK 3auullleHHEIU KaHajl MeXay KJIMEeHTOM U CepBepOM yxXKe YCTaHOB-
JIEH;

— VCERT_E_TLS NOT_COMPLETE 3amullleHHBIM KaHall MeX[Ay KJIHNEeHTOM U
CEPBEPOM ellle He YCTaHOBJIEH U I1ePErOBOPHL JOJIKHBI OBITH IIPOAOJIXKEHHI:

e IIPU CO3MAaHUWU 3allMIIEHHOr0 KaHajlla He0OXOOUMO TOJIyYUTh OOIIOTHUTEb-
Hble OaHHBIE OT IPOTHUBOIOJIOKHOU CTOPOHBI M BHEI3BaTh ¢yHKIUIO VCERT -
TlsSessionHandshake();

e IIPU IIEPETOBOPAX, IMPOXOAAIINX y2Ke IIOCJie CO3MaHMuA 3allUIIeHHOTO KaHa-
na, HeoOxonumo Bei3BaTh GyHKIMIO VCERT TlsSessionWrite(), ycTaHOBUB OJiu-
Hy 0JI0Ka MaMsTH C 3alIUIllaeMbIMU TaHHBIMU B 0, 1 IIepenaTh IoTyYeHHEIEe JaHHbIe
TLS npoTOKOJIa IPOTHUBOIIOJIOKHOU CTOPOHE;

— I= VCERT OK && != VCERT _E_TLS_NOT COMPLETE B cny4ae OIAGKH.

error status t VCERT1API VCERT TlsSessionQuery (context t hCtx, tls t hTls,
uint32 t query, mem blk t * data)

OyHKIVA NONYyYEeHUs TaHHBIX WIK yIPaBJIeHUs 3alluilleHHbIM KaHanoMm TLS

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hTIs (in) KOHTEKCT 3alIUIIeHHOr0 KaHaa I10 IpoTokony TLS;
— query (in) 3anpaminBaeMble JaHHbIE UJIX KOMaHOa YIIpPaBJIeHU:

e VCERT_TLS_QRY_PEER_CERTIF _BLOB - 3anpocums cepmugukam npo-
mueono/103cHoll cmopoHsl 8 DER-KoOuposke (npu e20 Haau4yuu 8038pal,aemcs 8
610k namsamu data);

e VCERT_TLS_QRY_PROTOCOL_VERSION - nosayyumb 8epcutro npomokoada
TLS 8 sude 4ucaa (s8o3spawaemcs 8 6,10k namsamu data):
- 0x0301 - 8epcusa 1.0;
- 0x0302 - gepcusa 1.1;
- 0x0303 - 8epcua 1.2;
e VCERT_TLS_QRY_CIPH _SUITE_VALUE - nosayuumbv udeHmugpukamop

Kpunmoepaguueckoz2o0 Habopa npomokoaa TLS 8 sude 4ucsa (80o38paujaemcs 8
610Kk namsamu data):

- OxFF85 - Habop Ha 6a3ze 'OCT 28147-89, TOCT P 34.11-2012 u I'OCT P
34.10-2012;

- OxFF89 - Habop Ha 6a3e I'OCT P 34.12-2015 (6a0uHbill wugpp «Ky3He-
yuk»), TOCT P 34.11-2012 uI'OCT P 34.10-2012;

e VCERT TLS QRY _CIPH SUITE DESCR - nosyyumbs onucaHue Kpunmo-
epaguueckozo Habopa npomokosaa TLS 8 sude cmpoku (8o38pawaemcsa 8 010K
namamu data):

- TLS_GOST_R_3410_12 WITH_28147_CNT_IMIT - Habop Ha 06a3e
I'OCT 28147-89, 'OCT P 34.11-2012 u I'OCT P 34.10-2012;
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- TLS_GOST_R 3410 _12 WITH _GOST R 3412 15GH_ CTR OMAC -
Habop Ha 6a3e I'OCT P 34.12-2015 (6a04Hbili wugpp «KysHeuuk»), TOCT P
34.11-2012 uT'OCT P 34.10-2012;

e VCERT_TLS_QRY_SESSION_SHUTDOWN - omnpagumbs npomugono/a0+c-
HOU cmopoHe onoseu,eHue 0 KOPPeKmMHOM 3aKpblmuu 3aujuu,eHHo20 kaHaaa TLS
CloseNotify Alert (610k namamu data He 3anoaHsaemcs);

— data (out) 610K MaMsTH C 3aIPOIIEHHBIMU JaHHBIMU UJTH PE3YJIbTaTOM KOMaH/IbI
ynpasneHus (ocBoboxmaetrcsa ¢pyHKimein VCERT FreeMem() - cM. onucaHue B II.
1.31.1).

Bo3BpamiaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT TlsSessionWrite (context t hCtx, tls t hTls,
mem blk t *itls, mem blk t * otls)

OYHKIIMA OTHPaBKU OaHHBIX OPYIOU CTOPOHE 3allUIlleHHOro KaHana TLS

AprymMeHTbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hTIs (in) KOHTEKCT 3alUIIeHHOr0 KaHasa I10 npoTokony TLS;

— itls (in) G/10K MaMsTH C 3alllUIllaeMbIMI JaHHBIMU, IpedHa3HaYeHHBIMU OIS I1e-
pefgayu IIPOTUBOIIOJIOKHOK CTOPOHE (HOI2KHO BBIIIOJIHATHCA ycioBue itls->len > 0);

— otls (out) 6JI0K IMaMATH C JaHHLIMU IIPOTOKOa TLS, oTIIpaBisieMbEIMU ITPOTHBO-
TM0JI0KHOM cTOopoHe (ocBoboxkmaeTcs pyHkimet VCERT _FreeMem() - cM. onucaHue
Bm. 1.31.1).

Bo3BpaiiaeMsbie 3HAYEHUSA:
— VCERT OK B cny4ae ycliexa Ui HEHYJIeBOU KO OIINOKU.

error status t VCERT1API VCERT TlsSessionRead (context t hCtx, tls t hTls,
mem blk t *itls, mem blk t * otls)

OYHKIYSA [IOJTyYeHUsI TaHHBIX OT APYTOX CTOPOHEL 3allIUINIeHHOr0 KaHasna TLS

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hTIs (in) KOHTEKCT 3alIUIIeHHOr0 KaHaa I10 IpoTokony TLS;

— itls (in) 670K MaMsaTH C DaHHBIMU OpPOTOKona TLS, rmonyyeHHBIMH OT ITPOTUBO-
IIOJIO2KHOU CTOPOHBHI (JOJIZKHO BEIIOIHATHCSA ycinoBue itls->len > 0);

— otls (out) 610K maMsITH C 3alIUIIaeMbIMU TaHHBEIMU, ITepeIaHHLIMU IIPOTUBOIIO-
JIOKHOM cTOpoHOM (ocBo6oxkmaeTcsa pyHkIiuelr VCERT _FreeMem() - cM. oniucaHue
Bm. 1.31.1).

Bo3BpalniaeMble 3HAUYEHHUS:

— VCERT _OK 3amyuniaeMble JaHHBIE ObUIM YCIIEIIHO MOJIy4YeHHBl OT IIPOTHBOIIO-
JIO2KHOU CTOPOHHI;

— VCERT E TLS READ_MORE 1Heo0X0OMMO NPOMAOJXKUTL YTE€HUE OaHHBIX OT
IIPOTUBOIIOJIOXKHOU CTOPOHEHL. [lepen uteHueM crnenyet BeI30BoOM (pyHKIuu VCERT -

TlsSessionComplete() onpenenuTs COCTOSTHUE 3aIUINIEHHOT0 KaHala 1, IPU MOJy-
yenuu Komaa omnbku VCERT_E TLS NOT_COMPLETE, npogoiKuTh II€PETOBOPHI;
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— != VCERT OK && != VCERT E TLS READ_MORE B ciny4dae OIIUOKU.

1.29 IIpeodpa3oBanue B popmMmart u u3 popmara Baseb64

dyukMU 1mpeobpal3oBaHUs OMHaAPHBIX JaHHBIX B ¢opmMmaT u u3 ¢popmaTta Base64
MO2ZKHO MCIIOJIb30BaTh [JI MPeACcTaBIeHUs 3allUIIeHHBIX (IOAINCaHHBIX NI 3allIud-
POBaHHEIX) MAaHHBEIX B TEKCTOBOM BHUIE OJIS XpaHEHHUS B TEKCTOBBIX JOKyMeHTax (Ha-
npuMep, B XML-mokyMeHTax).

OyHKINUS 3aKOOMPOBaHUs OMHAPHBIX MaHHBEIX B popmaT Base64 He Bo3BpalllaeT B
3aKOOUPOBaAHHBIX JAaHHBIX CUMBOJIEI, HE BXOOslIre B ajidaBUT Base64. OyHKIUS pac-
KOOUPOBaHMUS OMHAPHEIX TAaHHLIX 13 ¢opMmaTa Base64 3aBepIiaeTcss ¢ OMIUOKOM IIpu
HaJIMYWX B 3aKOJWPOBAHHBIX JaHHBLIX CHMBOJIOB, He BXOOAINMX B aldaBuT Base64.
AndaBut Base64 omnrcan B RFC 4648 (cM. cTaThio Ha aHTJIMHMCKOM SI3BIKE II0 CCHIJIKE
https://tools.ietf.org/rfc/rfc4648.txt).

1.29.1 ®ynkouu npeodpa3oBaHusi B popMmar u u3 ¢popmara Base64

size t VCERT1API VCERT _EncodeMem (unsigned char * t, const unsigned char
* 1, size tn)

OYHKIMSA 3aKOOUPOBaHUs OMHAPHBIX HaHHLIX B popMaT Base64

AprymMeHrsnI:

— t (out) 3apaHee BhIOeJIeHHBIN Oydep s pasMelleHus 3aKOOUPOBAHHBIX HaH-
HBIX. Pa3Mmep manHoro 0ydepa gomxeH ObiTh He MeHee ueM VCERT_BASE64 LEN(n)
0auTOB;

— f (in) ucxomguei 6ydep ¢ OMHAPHBIMU JAaHHBIMU OJISI 3aKOOUPOBAHUS;

— n (in) pa3sMmep ucxogHoro Oydepa ¢ OMHAPHBEIMU OAaHHBIMH B OaiiTax (HOJIKEH
ObITH B HHTEPBasie oT 1 mo 2730 - 1).

Bo3BpanjaeMbie 3HaYEHUSI:

— peabHbIll pa3dmep 3dKO0UPOBAHHbIX OAHHbIX B ClIydae yclexa WA OTPH-
natesgbHOEe 3HaueHue (> 0x80000000) B ciiyyae OIMMOKH.

size t VCERT1API VCERT_DecodeMem (unsigned char * t, const unsigned char
*f{, size tn)

DYHKIIMS PaCKOOMPOBaHUS OMHAPHBIX HaHHBLIX 13 dopMaTa Base64

AprymeHrhbI:

— t (out) 3apaHee BHIIETIEHHBIN Oydep Oisd pa3MelleHus paCKOOUPOBAaHHBIX HaH-
HBIX. Pa3dmep manHOTro Oydepa moikeH OLITH HE MeHee 4YeM n 6alTOoB;

— f (in) ucxopuswt 6ydep c 3aKOOUPOBAHHLIMU TaHHBIMU B KOIUPOBKe Base64;

— n (in) pa3mep ucxomgHoro 6ydepa ¢ 3aKOOUPOBAHHBIMU JaHHLIMHU B OaliTax (moJI-
KeH OBIThb B uHTEepBajse ot 1 go 2731 - 1).

Bo3BpaiiaeMbie 3HAYEHUS:

— peanvHbIl pa3dmep packooupo8aHHbIX AHHBIX B CIIydae ycIiexa UJIh OTPHU-
naTesnbHOE 3HadYeHUe (> 0x80000000) B ciiyyae omIuoOKH.

1.30 BnIpadoTKa CIy4aMHOT 0 YHC/Ia 3aJJaHHOM NIHHBI

[Tpu BEIZ30BEe QYHKIMM BHIPAOOTKU CIIy4alHOTO YMCJia BBHITIOJIHAETCS MHUILIMAIN3a-
nus [ICY, ecriu oH He OB MHUIIMAIM3UPOBAH paHee.



102
BAME.00077-06 33 01

1.30.1 P®PYHKIHH BHIPAOOTKH CJIy4aMHOI'0 YHUCJIa 3aJaHHOH MIHMHBI

error status t VCERT1API VCERT _GenRandom (context t hCtx, uint32 t size,
mem blk t * rand)

®yHKIMSA BRIPAOOTKM CIYYalHOIO YKUCIa 3aJaHHON OJINHEI

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;
— size (in) gnWHAa CIy4YalHOTO YUCJa OJid BEIpaOOTKY B OalTax;

— rand (out) O/I0K IMaMATH OJIS 3allUCU CIIy4alHoro yucia (ocBoboxkmaeTcsa PyHK-
nver VCERT _FreeMem() - cMm. onucanue B 1. 1.31.1).

Bo3BpamjaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

1.31 BeIne/ieHHuEe H OCBOOOXKIeHHue MaMsATH

B pe3ynbTaTe cBOero BBIITOTHEHUsT PYHKIMYU OMOIMOTEKN MOTYT BHIOEINSTh OJIOKHU
nmaMsiTU unau 0oJiee CIOXKHBIE CTPYKTYPHI /ISl Iepefadyu pe3yJibTaTa IPUKIagHOMY
[TO. ByioKu MaMsTH WX CTPYKTYPHI, BhIIEIeHHbIe B QYHKIIUSAX OMOTUOTEKY, JOJIKHBI
OBITH OCBOOOXKIEHHI C TTIOMOIIbIO OMHOM U3 QYHKIIUYM OUOIMOTEKH, IPpedHa3HaYeHHbIX
IJIsi OCBOOOXKIeHUsI maMsaTu. UITHOPUpPOBaHUEe MaHHOTO TPeOOBaHUS, a TaK¥XKe MOTBIT-
Ka 0CBOOOXKOEeHUsT OJIOKOB ITaMSITU HJIM CTPYKTYP C ITOMOIIBI0 (QYHKIIUN CTOPOHHUX
OuOIMOTEK - HAITPUMEDP, CUCTEMHBIX - IIPUBEMET K YTeYKEe MTaMSATH WU aBapUMHOMY
3aBePILEeHMIo ITpollecca npuknaguaoro I10.

1.31.1 ®YHKIHH BbIJE/JIEHHUSI U OCBOOOXKIEHUSI MaMsITH

void * VCERT1API VCERT _AllocMem (context t hCtx, size t len)
®yHKIMSA BrIfesieHUs 6J10Ka IaMATH
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKY;

— len (in) TpebyeMbIli pa3Mep 6710Ka maMATH B OailTax.
Bo3BpamiaeMbie 3HAaYEHUS:

— I'= NULL yka3aTenb Ha BeIeJIEHHBIU OJIOK IaMsATHU B ClIydae ycIexa.

void * VCERT1API VCERT _ReallocMem (context t hCtx, void * data, size t len)
OyHKIMSA epe-BeigeneHNs 0J10Ka DaMATU
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— data (in) yka3aTenb Ha CyLIeCTBYIOUINM OJIOK TaMsTH;

— len (in) HOBBIU TpeOyeMbIll pa3Mep O07I0Ka maMsATH B OaiiTax.
Bo3BpanjaeMsbie 3HAaYEHUSI:

— I'= NULL yka3aTenb Ha llepe-BhIIeIeHHBIN OJI0K ITaMsATH B CJIy4dae ycliexa.

void VCERT1API VCERT _FreeMem (context t hCtx, void * data)
QOYyHKIINSA 0CBOOOXKIEeHMs OJI0KA IIaMITH
AprymeHrhbI:
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— hCtx (in) KOHTEKCT OuOIMOTEeKH (IIPU aHaIKU3€e OIMNOKM, BO3HUKINEN B QyHKITUU
WHUIMATU3aIIiN, Pa3perIeHo noaaBaTh 3HaueHne KOHTeKcTa paBHbIM NULL);

— data (in) yka3aTenb Ha OCBOOOXKIaeMbIi GJIOK ITaMSITH.
error status t VCERT1API VCERT _CopyCert (context t hCtx, certificate t * icer,
certificate t * ocer)

OYHKIIMS KONMPOBAHUS COOEPIKUMOT0 CTPYKTYPHL cepTuduKaTa
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIHNOTEKH;
— icer (in) yka3aTeJib Ha UCXOOHYIO CTPYKTYPYy cepTuduKara;

— ocer (out) ykasaTenb Ha CTPYKTYpPy cepTuduKaTa HazHaudeHUs (OMyOnupyeTcs
TOJILKO COMEePKNMOE CTPYKTYPHI, HO HE caMa CTPYKTypa) (ocBoboxKmaeTcst QyHKIIHMEH
VCERT FreeCert()).

Bo3BpamiaeMbie 3HAaYEHUS:
— VCERT _OK B cny4yae ycuexa UM HEHYJI€BOU KOJ OIINOKMU.

void VCERT1API VCERT FreeCertld (context t hCtx, certid t * pCertld)

OyHKIMSA 0CBOOOKIEHUS COOEPKUMOr0 CTPYKTYPhI YHUKAJIBHOTO
naeHTU(UKaTOpa cepTuduKara

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pCertld (in) yka3aTesib Ha 0CBOOOXKAaeMyl0 CTPYKTYPY YVHUKAIbHOTO UIEHTU-
dukaTopa cepTudukaTta (0cBOOOKIAETCS TOJILKO COOEPKUMOE CTPYKTYpPHI, HO HE ca-
Ma CTPYKTypa).

void VCERT1API VCERT FreeCert (context t hCtx, certificate t * pCert)
OyHKIMS 0CBOOOKIEHUS COOEPKUMOI0 CTPYKTYPHI cepTuduKaTa
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pCert (in) yka3aTejib Ha 0CBOOOXIaeMyI0 CTPYKTYypPy cepTudukarta (0cBOOOK-
HaeTCsl TOJIBKO COOAEePKUMOE CTPYKTYpPhI, HO HE caMa CTPYKTypa).

void VCERT1API VCERT _FreeCrl (context t hCtx, crl t * pCrl)
OVHKIINA OCBOOOKIEHUS COOEPIKUMOT0 CTPYKTYPEL CAC
AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pCrl (in) ykasaTesnb Ha ocBoOoxkgaeMyto CTPYKTypy CAC (ocBOOOKIAETCS TOMIb-
KO COOEePKMMOE CTPYKTYPHhI, HO HE caMa CTPYKTypa).

void VCERT1API VCERT FreeAltnameEx (context t hCtx, altname ex t *
pAltname)

OyHKIMS 0CBOOOKIEHUS COOEPKUMOr0 CTPYKTYPEI MaCCUBa OIPYTUX UMeH
aIbTEePHATUBHOIO UMEHU

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pAltname (in) yka3aTesb Ha 0CBO00XKIaeMy1o CTPYKTYPY MaCCUBa OPYTUX UMEH
aTbTEPHATUBHOTO UMEHU (0CBOOOKOAETCS TOJIBKO COIEPKUMOE CTPYKTYPHI, HO HE ca-
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Ma CTPYKTypa).

void VCERT1API VCERT FreeVerifyResult (context t hCtx, verify result t *
pVerifyResult)

q)VHKI_II/IH OCB060}KJI[€HI/IH COOEPXKUMOTI'O CTPYKTYPHEI PEe3VJIbTAaTa IIPOBEPKU oIl

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIHNOTEKH;

— pVerifyResult (in) yka3aTenb Ha 0CBOOOXIaeMyi0 CTPYKTYPYy Pe3yjIbTaTa Mpo-
Bepku III (0cBOOOXKIAETCS TOITBKO COOEPKUMOE CTPYKTYPHI, HO HE caMa CTPYKTypa).

void VCERT1API VCERT FreeDecryptResult (context t hCtx, decrypt result t*
pDecryptResult)

OyHKIMS 0CBOOOKIEHUS COOEPKUMOr0 CTPYKTYPEL pe3yJibTaTa paciundpoBaHusd

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— pDecryptResult (in) ykazaTenb Ha 0CBOOOXKIaeMyl0 CTPYKTYpPy pe3yJibTaTa
pacmmdpoBaHus (0cBOOOKIOAeTCsa TOJIBKO COAEepPKMMOE CTPYKTYpPH, HO He caMa
CTPYKTypa).

void VCERT1API VCERT _FreeFindResult (context t hCtx, find result t *
pFindResult)

DYHKIINS 0CBOOOKIOEHUS COOEPKUMOTO CTPYKTYPHI pe3yJibTaTa NouckKa
cepTudUKaTOB

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OUOINOTEKH;

— pFindResult (in) yka3aTenb Ha 0CBOO0OXKOaeMyIo CTPYKTYpPY pe3yabTaTa IIoMCcKa
cepTuduKkaToB (0CBOOOKAAETCSA TOIBKO COOEPKUMOE CTPYKTYPHI, HO HE caMa CTPYK-
Typa).

void VCERT1API VCERT _CmsFreeMsgInf (context t hCtx, cms msginf t *

pMsglInf)
OyHKIINSA 0CBOOOKIEHUS COOEPKUMOTO CTPYKTYPHI nHbopMaIruu o CMS

COOOIIIeHU Y
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— pMsgInf (in) yka3aTejib Ha 0CBOO0OXKIaeMyl0 CTPYKTypy uHpopmamnuu o CMS-
coob1ieHnM (0CBOOOKIOaeTCs TOJIBKO COOEepPKUMOe CTPYKTYPHI, HO He caMa CTPYKTY-
pa).

void VCERT1API VCERT _TspFreeVerifyResult (context t hCtx, tsp verify -
result t * pVerifyResult)

OyHKITNA 0CBOOOKIEHUS COOEPKMUMOr0 CTPYKTYPHL Pe3yJibTaTa IPOBEPKU
IIITaMIia BpeMeHU

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pVerifyResult (in) yka3aTenb Ha 0CBOOOKAaeMy0 CTPYKTYpPy pe3yJjbTaTa IIpo-
BEPKHU LlITaMIla BpeMeHU (0CBOOOXKOaeTCs TOJIBKO COOEPKUMOe CTPYKTYPHI, HO He Ca-
Ma CTPYKTypa).
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void VCERT1API VCERT OcspFreeVerifyResult (context t hCtx, ocsp verify -
result t * pVerifyResult)

OyHKIMSA 0CBOOOKIEHUS COOEPKUMOr0 CTPYKTYPEL pe3yibTaTa IPOBEPKN
cTaTyca cepTuduKaTta

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIIMOTEKHU;

— pVerifyResult (in) yka3zaTesb Ha 0CBOO0XKOAaeEMYIO CTPYKTYpPY pe3ybTaTa IIpo-
BEPKM cTaTyca cepTudukara (0CBOO0OXKOAETCS TOJIBKO COOEPKUMOE CTPYKTYPHI, HO
He caMa CTPYKTypa).

1.32 Onucanue KoHPpUrypamuonHoro ¢gaiia pkil.conf

Kondurypanuuonusiu ¢aiin pkil.conf npengHasHaueH st XxpaHeHUS HHQOPMaIUu
0 HaCTPOEHHBIX IPOPUIIAX MOoIb30BaTesd. [laHHbIN (aiiyi MOXKeT UCIOJIb30BaThCA IIPHU
BBI30BE YIIPOIIEHHOW (QYHKIMU WHULManu3auuu KoHTeKcTra 0ubnuoreku VCERT -
Initialize().

Koundurypanumounnsii ¢darin pkil.conf mnpencraBnsier cobGoii TEKCTOBBIM daiin
B KogumpoBke CP1251, copmepxkamuii cTpoku Buga <Directive>: <Value>, rge
<Directive> - ngeHTH(UKATOP AUPEKTUBH (KOH(MUTypallMOHHOTO IapaMeTpa), a
<Value> - 3HaueHNe OUPEKTUBH (KOHPUTYpPAIIMOHHOTO IMapaMeTpa). CTpoKu, Hauyu-
HAIOIIMECS C CUMBOJIA #, SIBJISIOTCSI KOMMEHTaAPUSIMU.

B ¢daitne pkil.conf MoryT uCIonbs30BaThCS CIEOYyIOIINE TUPEKTUBHL:

— default 3apgaeT umMsa npodunss IOIb30BATENSA, UCIOIb3yEeMOT0 10 YMOI4YaHUIO
(DupeKTHUBa OMIIMOHAJIbHA);

— local 3amaeT uMs npoduss Moab30BaTeNsI, K KOTOPOMY OTHOCSTCS IOCJIEeOyIo-
IT1e TUPEeKTUBH (QUPeKTHuBa 00s3aTesIbHa);

— flag 3amaet macky (mobutoBoe MJIN) dpmaros mHULIMAIN3alluu KOHTEKCTa Oub-
nuoTeku (cM. onucaHue B 1. 1.9.1) (mupeKTuBa OIIIMOHAIbLHA);

— pse 3apaet nyTh (URI) k [1CIT npodusnsa nonb3oBaTtend (CM. onucanue B11. 1.9.1)
(mupekTHBa 00s13aTeJIbHA);

— localstore 3apaet niyts (URI) k JICIT npodumnsa nmons3oBaTensa (CM. OIIMCaHUE B
m. 1.9.1) (mupekTuBa ob6s13aTesbHa);

— Ildap 3apaet nyts (URI) Kk CCC npoduns nonb3oBaTens (CM. onucanue B1. 1.9.1)
(DmpeKTHUBa OMIIMOHAJIbHA);

— pincode 3apaet [TMH-KoO Ojisa gocTyna K KJII0OUEBOMY HOCHUTEJIIO THUIIa CMapT-
KapTa (ODupeKTHBa OIIuOHaJIbHA).

Huxxe npuseneH npuMep KoHpurypaumonHoro ¢arina pkil.conf:
default: Mo yMon4yaHuwo

# KoHpurypauus npoduna "lMo ymMonyaHuiwo"

local: Mo ymon4yaHuio

flag: 1

pse: pse://signed/C:\lMpo¢unu\Mo ymonyaHuw\local.pse
localstore: odbc://DEFAULT

ldap: ldap://ldap.site.ru:389/DC=site,DC=ru
pincode: 12345678
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1.33 Onucanue XML-ma610Ha u XML-3anpoca

XML-ma6non u XML-3ampoc npeacTaBisioT co00 TeKCToBbie XML-IOKYMEHTHI B

kogupoBke CP1251, comepxkaiue nHpOpMaLuio, JOCTATOUYHYIO OJ11 (OPMUPOBAHUSA
PKCS#10 3ampoca Ha nony4eHue ceptudukarTa rmoiab3oBaTtesnsd. XML-3anpoc oTnnya-
eTcs oT XML-11a60Ha TOMBKO TE€M, YTO [OIMOJITHUTEILHO COOEPKUT OTKPHITHIM KJTI0Y
[MOJIb30BaTeJIsI, IpefdHa3HauYeHHBIN I BKIIIOUYeHUs B ¢popmupyeMmbii PKCS#10 3a-
IIpoc.

Huxe npuBemeH mnpuMep XML-3anpoca 0e3 HeoOxomuMmoli meknapaiuu XML-

mokyMmeHTa (6e3 XML Declaration):

<pkiUser>

<subject>INNLE=7700040698,0GRN=5087746616832,SNILS=98765432109,T=
naBHbIn cneumnannct,SN=PoanoHos, GN=Anekcen Hukonaesuy,CN=0TKpbiTOE
akuunoHepHoe obwecTtBo baHk Mocksbl,0=0A0 "BaHk Mocksbl",street=yn.
PoxpectBeHka, 0.8/15, ctp.3,L=Mockea,ST=77 r. MockBa,C=RU</
subject>
<subjectAltName>
<emailAddress>rodionov@bm. ru</emailAddress>
<DNS>rodionov.bm. ru</DNS>
<URI>http://rodionov.bm. ru</URI>
<IP>11.22.33.44</1P>
<organizationName>0A0 "BbaHk Mocksbl"</organizationName>
<registredAddress>r. MockBa, yn. PoxgpecTtBeHka, A0.8/15, cT1p.3</
registredAddress>
<surname>PopguoHoB Anekceu Hukonaesuu</surname>
<businessCategory>InaBHbit cneumanuct</businessCategory>
<telephoneNumber>+7(495)123-4567</telephoneNumber>
<description>CepTudmMkaTt OONKHOCTHOro nuua</description>
<accountNumber>5647382910</accountNumber>
<BIC>5087746616832</BIC>
<physicalDelivery>lonosHou o¢uc</physicalDelivery>
<exchangeAddress>/CN=RodionovAlexey/0=BankMoskvui/DC=pki/DC=bm/
DC=ru</exchangeAddress>
<notesAddress>/CN=RodionovAlexey/0=BankMoskvui/DC=pki/DC=bm/DC=
ru</notesAddress>
</subjectAltName>
<Policy>
<0ID>1.2.643.100.113.1</0ID>
</Policy>
<Policy>
<0ID>1.2.643.100.113.2</0ID>
</Policy>
<ExtKeyUsage>1.3.6.1.5.5.7.3.4</ExtKeyUsage>
<ExtKeyUsage>1.3.6.1.5.5.7.3.2</ExtKeyUsage>
<Extension>
<0ID>1.3.6.1.4.1.10244.4.5</01ID>
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<Type>ASN1 TAS5STRING</Type>
<Value>rodionov@bm. ru</Value>

</Extension>

<Extension>
<0ID>1.2.643.100.111</0ID>
<Type>ASN1 UTF8STRING</Type>
<Value>CK3WN "Banupata CSP" Bepcua 6.0</Value>

</Extension>

<Encipherment>yes</Encipherment>

<UsagePeriod>
<KeyLifeTime>15</KeyLifeTime>

</UsagePeriod>

<KeyName>1234ABCDEF01</KeyName>

<PublicKey>06:20:00:00:49:2E:00:00:4D
:41:47:31:00:02:00:00:30:12:06:07:2A:85:03:02:02:24:00:06:07:2A
:85:03:02:02:1E:01:C5:C3:98:B4:D5:8F:A4:AF:83:F7:F1:D4:63:2E:D3
:51:97:16:FC:8E:8C:53:FD:33:2E:1F:FA:2B:CD:25:B2:0E:23:65:D8
:85:83:E0:0E:5B:47:1A:A6:5F:39:41:5E:D4:3E:6B:8F:4F:DD:79:C9:AE:
D2:DB:CA:DB:QE:76:EE:B9</PublicKey>

</pkiUser>

KopuaeBeiM snemerToM XML-gokymeHTa aBiusetcsa 3neMeHT pkiUser.

Crtpoka c X.500-umeHeM Bnafenblia cepTudukaTa 3agaercs B aneMeHTe pkiUser
-> subject. [TaHHBIN 3JIEMEHT SIBISIETCSA 00513aTEILHBIM U [IOJI?KEeH ITPUCYTCTBOBAThH B
XML-gokymeHnTe. OnrcaHue 371eMeHTOB (CocTaBHEIX YacTel) X.500-uMeHu Biiagenblia
cepTuduKaTa IIPUBEIEHO HUXKE:

— INN - ugeHTU(UKAIIMOHHBIM HOMED HaJIOTONIaTeNbIInKa PU3NYECKOT 0 JIUIIA;

— INNLE - ugeHTU(PUKaIIMOHHLIM HOMED HaJIOTOmJIaTeNbIINKa IOPUOANYECKOTO JIH-
oa;
— OGRN - 0CHOBHOU roCyZapCTBEHHBIM PETrUCTPALMOHHBEIN HOMED;

— OGRNIP - 0CHOBHOU roCyIapCTBEHHBIY PETUCTPALIMOHHBIN HOMED OJ1sI UHOWBU-
OyaJbHOTO IIpeOIpuHUMAaTEeNIs;

— SNILS - cTpaxoBoi HOMEp UHAUBUOYAJIBHOI'O JIUIIEBOI'O CUETa;
— T - HauMeHOBaHUeE OOJIXKHOCTHU JINIA;

— SN - pamunusa ¢pulmgeckoro nuiia IIpumeuarue: pamuauss ynoaAHOMOYEHHO20
npedcmasumens;

— GN - nmpuobpeTeHHOE UMSI — UMS ¥ 0TYeCTBO GU3nUUYeCcKoro auila IIpumeuaHue:
UMA U om4yecmaeo YynoJAHOMOYEeHHO020 npedcmasumes;

— CN - oO1iee uM4;
— OU - HauMeHOBaHUe Moapa3aeIeHUs IPUIUYECKOr 0 JIUILIA;
— O - HauMeHOBaHUEe IOPUOUYIECKOT 0 TNIIQ;

— street - agpec MecTa Hax0XKOAeHUS COOTBETCTBYIOIIETO JIMIla, BKIIOYAIOIINN Ha-
MMeHOBaHNUe YIUILI, HOMEP [0Ma, a TaKXKe KOpIyca, CTPOEHU s, KBAPTUPEHI, ToMellle-
HUSA (IpY HAIU4YUN);

— L - HauMeHOBaHUe COOTBETCTBYIOIIIET'O HACEJIEHHOT' O ITYHKTA;
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— ST - HauMeHOBaHUEe COOTBETCTBYIOINIEro cy0ObeKTa Poccutickoi ®emepaliuu;
— C - HauMeHOBaHMe CTPaHbl — OBYXCHUMBOJIBHBEIN KO CTPAHHI;

— email - agpec sanekTponHoOUu MouThl RFC 822;

— unstructuredName - HeCTPYKTypUPOBaAaHHOE UMS;

— unstructuredAddress - HeCTPyKTYpUPOBaHHBINA apec;

— DC - pomennbit KoMnoHeHT RFC 2247.

AnbTepHaTHBHOE MM Bilafenblla cepTudrukaTa 3agaeTcsa B anemenTe pkiUser -
> subject -> subjectAltName. AnbTepHaTUBHOE UMS Biafesbila cepTuduruKaTa Mo-
KeT 3aJlaBaThCs KaK ITOJTHOCTHIO, TaK U YaCTUYHO, UJIM MOKET BOOOIIlEe OTCYTCTBOBATh
B XML-gokymeHTe. OmnrcaHue BJIOKEHHBIX 3JIEMEHTOB aJIbTEPHaTUBHOI'O UMEHU BJla-
Oenblia cepTU(UKaTa IPUBEOEHO HUXKE:

— emailAddress - cTpoka ¢ agpecoM 31eKTPoHHOU mo4uThl RFC 822;

— DNS - cTpoka c UMeHeM CUCTeMBI UMeH noMeHOB DNS;

— URI - c yHUKanpHEIM afgpecoM pecypca URI;

— IP - agpecoM IP mpoToKoOa;

— organizationName - c HauMeHOBaHNEM OpPraHU3allUU;

— registredAddress - c 3aperuCTpupPOBaHHBIM agpPECOM;

— surname - ctpoka ¢ ®.M1.0. Bnagenbila cepTuduUKarTa;

— businessCategory - cTpoka ¢ JOJI?KHOCTBIO Bliafeblla cepTuduKara;
— telephoneNumber - cTpoka c HoMepoM TenedoHa Blagesblla cCepTUPUKATA;
— description - cTpoka c onmrcaHueM B CBOOOOHOU popme;

— accountNumber - cTpoka c HOMEpPOM pPacyeTHOTO CUETa;

— BIC - cTtpoka ¢ BUK;

— physicalDelivery - c mo4TOBEIM agpecoM;

— exchangeAddress - ¢ agpecom Microsoft Exchange;

— notesAddress - ctpoka c agpecom Lotus Notes;

— UPN - cTpoka c UMeHeM y4dyaCTHHUKa-IIoIb30BaTessa Microsoft.

PernmameHTHl (IIOMUTUKHK) MCIOJIb30BaHUSA cepTudUKaTa 3adal0TCs ITOCPEOCTBOM
00beKkTHBIX naeHTUGUKaTOPOoB (OID) B anemenTax pkiUser -> Policy -> OID. Takux
3JIEMEHTOB MOKET OLITh HECKOJIBKO, UJIM OHU BOOOIIlEe MOTYT OTCYTCTBOBaTh B XML-
OOKyMEHTE.

PacmupenHsie 0671aCTH MCIIOJIb30BaHUS OTKPBITOTO KiIl0da cepTudrKaTa 3afja-
IOTCSI TIOCPENCTBOM O00BeKTHHIX ugeHTuduKatopoB (OID) B anemenTax pkiUser ->
ExtKeyUsage. Takux 3JIEMEHTOB MOXKET OBLITH HECKOJILKO, MJIM OHU BOOOIIlE MOTYT
OTCyTCTBOBaTh B XML-mOKyMeHTe.

[omonHeHus (pacimpeHus) cepTudukaTa 3amaloTcsad B 3aneMmeHTax pkiUser ->
Extension. Takux 371eMeHTOB MOXKeT OLITH HECKOJIbKO, UJIM OHHU BOOOIIE MOTYT OT-
CcyTCcTBOBaTh B XML-IOKyMeHTE.

OOBbeKTHHIE MIOEHTU(MUKATOPH pacHIMpeHuM 3apaiorcss B aneMeHTax pkiUser -
> Extension -> OID, tunel pacmimpeHu#u (OO TUIOM pacCIIMpeHHs HogpasyMe-
BaeTcsa TUN ucnonbldyeMou ans kopmupoBaHus ASN.1 ctpoku: ASN1 TA5STRING
minsa [A5String, ASN1_UTF8STRING - ona UTF8String) - B anemenTtax pkiUser ->
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Extension -> Type, a 3HaueHUS pacClIMpPEeHUU B BULE CTPOK - B arieMeHTax pkiUser
-> Extension -> Value.

Ecu OTKPBITHIN KJTIOU I0JIb30BaTEJIs Pa3pelleH0 UCII0Ib30BaTh AJId IIU(POBaHUS,
TO B XML-moKyMeHTe O0JI2KeH IpucyTcTBoBaTh 37ieMeHT pkiUser -> Encipherment,
3HaueHMNe KOTOPOT'0O JOJIZKHO OBITh YCTAHOBJIEHO B yes. Eciu JaHHBIN 3JIEMEHT OTCYT-
CTByeT UJIK UMeeT 3HaYeHUe NO, TO UCIOJIb30BaHUE OTKPBHITOTO KJII04Ua IT0JIb30BaTeNsS
o1 mu@poBaHus He pa3pelieHo.

Cpok meicTBUS 3aKPHITOTO KJTl04Ya IT0JIh30BATEJIsI, COOTBETCTBYIOIIETO BHIITYCKae-
MOMYy cepTuduikarty, 3agaetcsa (B Mecsuax) B aneMeHTe pkiUser -> UsagePeriod
-> KeyLifeTime. Ecnu gaHHEIN 3]IEMEHT OTCYTCTBYET, TO CPOK OENCTBUSA 3aKPHITOTO
KJII0Ua CYMTaeTCs paBHEIM 15 Mecsiiam.

OTKpHITHIM KJIIOY TI0JIb30BATENII COOEPKUTCA B 3IeMeHTe (OINIIUOHAIbHOM)
pkiUser -> PublicKey. B s3TOM 37eMeHTe [0JI;KHa IIPUCYTCTBOBATh IIeCTHaALaTe-
pu4Has TeKcToBas cTpoka (hex-string) 6aiiToB OTKPHITOTO KjIl04Ya B IpeACcTaBlIeHUHU
Microsoft CryptoAPI PUBLICKEYBLOB. Ecnu pmaHHBIM 3JIEMEHT OPUCYTCTBYET B
XML-gmokyMeHTe, TO B oniimoHanbHOM 31eMeHTe pkiUser -> KeyName M0XHO yKa-
3aTh CTPOKY UAEHTH(HUKaATOpPa 3aKPHITOrO KJIl04Ua II0JIb30BaTeIsI, COOTBETCTBYIOILIETO
BBIIIyCKaeMOMY cepTUdHUKaTY.
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2 OIIMCAHHUE OIIUBOYHBIX CUTYAIIUH

Huxe (Tabnuila 4) npuBemeHO OIMCAaHWE BO3MOXKHBIX ONMIMOOYHBIX CUTyaluil. B
JIeBOM KOJIOHKE YKa3aHO CUMBOJIbHOE UMSI OIIMOKM M IIeCTHaAIlaTePUYHOe 3HaYeHue
ee Kojfa, B IpaBOM KOJIOHKE NPUBEOEHO AeTaljIbHOE OIIMCaHue U IMIPUYrMHa BO3HUKHO-

BEHUS OIIUOKHU.

Tabnuna 4 - Onucanue oMMOOYHBIX CUTYaLUM

HWMs1 ¥ KO OIIHOKH

OnucaHue u IIPHYHHA BOSHHKHOBEHHSA OLIHOKH

VCERT_OK (0x00000000)

YcnewHoe 3aBepuweHue QyHKUUM

VCERT E_GENERIC

O0bwas (BHyTpeHHfs) ownbka 6MONMOTEKM. YKa3biBaeT Ha BO3MOXHyW owubky B ca-

(0xE0700001) MO BUBNMOTEKE MNM Ha UCKAXEHUS B €e HaCTponKax
VCERT _E INVALID PARAMETER B ¢yHKumMw 6bl1 nepepaH HeBepHbIi napamMeTp. Bo3HMKaeT B cnyyae nepepayun Hyne-
(0xE0700002) BOr0 yKa3aTens, HEBEepHO 3aMnoJIHEHHOW CTPYKTypbl 0ObekTa CUCTEeMbl ynpaBfieHus

ceptupukatammu (CYC) unv mapamMeTpoB MM Npu HEBEPHOM pa3Mepe 650ka MaMsaTu

VCERT E_INVALID CONTEXT
(6XEQ700003)

HeBepHbIM KOHTEKCT 6MbBNMOTEKM, MOTOKOBOW MMM OpYyron onepauuu. BeposiTHO, wucC-
KaXeHbl HacTpoWku npoduns nonb3osaTtens unu obHapyxeHa ownbka B CUHTaKcuce
KOHQUTrypaunoHHoro ¢anna pkil.conf

VCERT E_OPERATION NOT -

Onepauua (uMnu GyHKUMA) He NOAAepXMBaeTCsa. BbiNONMHEH BbI3OB QPYHKUMM MM one-

SUPPORTED pauuu, He noppepxuMBaeMon OGMONMOTEKOW MNKM He pa3peleHHOW Ons KOHTekcTa 6umb-
(0xEG700004) IMOTEKU
VCERT_E INVALID FLAG B ¢yHKuMw Obl1 nepepaH HeBepHbli ¢nar. B mapaMeTpe unM B CTPYKType napamerT-
(0xEOQ700005) poB ¢yHKUMM yKa3aHa HeBepHas Macka (nobutosoe WIN) ¢naros
VCERT _E_NO_MEMORY HepocTaTo4yHO onepaTWMBHOW MaMaTU. BeposiTHO, npou3BeneH Bbi30B 6/104YHOW QYHK-
(0xEQ700006) UMM Hap cruwkoM 6onbwuM H6M10KOM naMaTu unu dannom
VCERT_E DIGEST Ownbka BbIYMCIIEHUA X3W-3HauvyeHus. BeposTHO, HeBepeH OObLEKTHbI MAEHTUPUKATOP
(0xEQ700007) (0ID) anropuTMa X3WMPOBaHUA
VCERT_E_CERT_USAGE HeBepHoe ucnonb3oBaHue cepTudukata. B pabouyeM cepTudukate oTCyTCTBYeT Tpe-
(OxE0700008) byeMoe pa3peleHHoe MCNofib30BaHWe Kiw4va npoBepku IM/OTKPLITOro Kjwva wudpo-

BaHUS, perfiamMeHT WIuM pacWMpeHHOEe MCMNoNb30BaHue Kio4da npoBepku 3M/0TKPLITOro
Knloya wuppoBaHua

VCERT E CERT FIND -
PRIVATE_KEY

He HaipeH knwo4 3M, COOTBETCTBYWOWMIA AAHHOMY cepTudukaty. OTCYTCTBYeT Kiue-
BOW HOocuTenb C TpebyemMbiM knw4yoM M, HeBepeH MWH-kop ycTpoWcTBa Tunma CMapT-

(0XEQ700009) KapTa wiu HesepeH naponb kiwo4va 3l
VCERT _E CMS_ADD SIGNATURE Ownbka pnobasneHuns 3M K coobueHuio B dopmaTe CMS/PKCS#7. BepodATHO, 4TO Hepo-
(0xE070000C) CTaTO4YHO pecypcoB [A/1A BLIMOSIHEHWA onepauuun, npousowen cbow annapaTHOro pgaT-

ynka cny4yanHeix uyucen (OCY) wnm HeT pocTyna K ®KH vdToken c HeusBnekaembM
KnwyoMm 3N

VCERT E_CMS_ASN1 DECODE

Ownbka BbinonHeHns ASN.1l-pacnakoBku coobuweHus B popMaTe CMS/PKCS#7. BepofiT-

(OXEO70000F) Ho, CMS-coobuweHne NOBPEXOEHO WM UCKAXEHO
VCERT _E CMS ASN1 ENCODE Ownbka BbimonHeHns ASN.1l-ynakoBku coobueHus B popmate CMS/PKCS#7. BeposdTHoO,
(0xEQ700010) BO3HUWKIIA HexXBaTKa pecypcoB [N BbINOSIHEHUSA onepauun
VCERT_E SIGN HASH Ownbka BbluMcneHus M X3wW-3HayeHus. BepoATHO, HeBepHa [ANIMHA X3W-3HayeHusd,
(0xE0700012) npousowen cbon annapatHoro ACY unum HeT poctyna K OKH vdToken c Heussnekae-

MbIM KJsilouoM M1

VCERT E_VERIFY POLICY

Ownbka pobaBrieHus pernamMeHTa B KOHTEKCT MPOBEpKM cepTudukaTta. BeposiTHo,

(0xEQ700013) 00beKTHbI upeHTupukatop (0ID) pernaMeHTa HeBepeH
VCERT _E VERIFY EXTKEYUSAGE | Ownbka pobaBneHus pacWMpeHHOr0 WCMONb30BaHMA Kl4a B KOHTEKCT MPOBEPKM
(0xEQ700014) cepTudukaTta. BeposaTHO, 06bekTHbM upeHTudukatop (0ID) pacwMpeHHOro MCnonb-

30BaHMA Kno4va npoBepku 3M/0TKPLITOro KioYa WAWPpPOBaAHUA HEeBepeH
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HMs1 ¥ KOO OIIHOKH

Onucanue u IIPHYHHA BO3SHUKHOBEHHS OUIHOKH

VCERT_E_OVERFLOW
(0xE0700016)

Ownbka nepenonHeHus - nNuMbO AaHHble CIMWKOM Benuku, nubo b6ydep cnuwkoMm Man.
BeposiTHO, npou3BefneH Bbi30B OS04YHOM QYHKUMM Hap cnAvwkoM GonbwuMm GnokoM na-
MATU UK dansom

VCERT_E_PKCS10_DAMAGED

PKCS#10 3anpoCc Ha cepTuOMKAT MOBPEXAEH WU WCKaXeH

(0xEG700017)
VCERT_E_REVREQ_ DAMAGED 3anpoc Ha aHHynMpoBaHWe cepTuPuMKaTa NOBPEXOAEH MM UCKaKEH
(0xE0700018)
VCERT E VERIFY 06bwas owmbka npoBepku 3 CMS/PKCS#7 coobueHus. Bo3Hukna ownbka npu npoBep-

(0xEQ700019) Ke xoTs 66l ogHon 3M CMS-coobuweHus

VCERT _E CMS_INVALID TYPE HeBepHbin TN copepxumoro coobueHus B ¢opMate CMS/PKCS#7. BeposiTHO, B QyHK-
(0xE0700022) umwo nposepku 3 nepepaHo 3awuppoBaHHoe CMS-coobuweHne mnu HaobopoT

VCERT _E CMS _NO RECIPIENTS OTCYTCTBYIOT WM HEBEpHbl [OaHHble CepTUOUKATOB noslyvyaTteneir 3awMdpoBaHHOT O
(OXE0700024) coobueHus B dopMaTte CMS/PKCS#7. CMS-coobweHvne MNOBpPEXOAEHO MM UCKaXEHO

VCERT _E CMS NOT RECIPIENT Bnapeney cepTudukaTa He fBNAeTCs nonydvaTteneM 3awumdpoBaHHOro coobweHus B
(0xE0700026) dopmMaTe CMS/PKCS#7. WpeHTupmkatop pabouyero ceptupukaTta OTCYTCTBYET B CMNUC-

Ke nony4vaTtenei 3awudpoBaHHOro CMS-coobuweHus

VCERT _E_CMS_KEY DECRYPT
(0XE0700027)

Ownbka pacwuppoBaHMA CEaHCOBOro Kiwya 3awudpoBaHHoro CMS/PKCS#7 coobue-
HUs . BeposTHO, CMS-coobueHne MOBPEXOEHO WM UCKAXEHO, WIM HeT pJocTyna K
OKH vdToken ¢ Heu3BieKaeMbiM 3aKpbiTbM K/IOYOM WUHPOBaHUSA

VCERT E_DATA DECRYPT

Owunbka pacuuppoBaHus 6noka AaHHbIX. BeposaTHo, CMS-coobuieHne NoOBpexmeHo wunu

(0xE0700028) NCKaxeHo
VCERT_E_RANDOM OwnbkKa reHepauuu cryyYyalHoro uucna. BeposTHo, npou3sowen cbow annapaTHoOro

(0xE0700029) ocy

VCERT _E OPEN CONFIG Ownbka mocTyna K KoHpurypauumonHoMy danny pkil.conf. B TekyweM paboyeMm Ka-
(0XEQ71002A) Tafore npouecca He HailoeH KOHQUrypauuoHHbid ¢aiin pkil.conf

VCERT_E _READ_ CONFIG Ownbka pa3zbopa KoHduUrypauuoHHoro ¢ainna pkil.conf. O6HapyxeHa ouwubka B dop-
(0xE071002B) MaTe KoHdurypauuoHHoro ¢aina pkil.conf

VCERT _E NO DEFAULT_ CONFIG Mpodunb Mo yMonuyaHWi He yKa3aH B KOHOUrypauuoHHoM daine pkil.conf. BeposT-

(O0xE071002C) Ho, Oblna Mpou3BefeHa MNoMbiTKa MHUMUMANM3auuM KoHTekcTa Gubnuoteku cC npopunem

no yMoJi4aHUK

VCERT E_OPEN_PSESTORE

Ownbka poctyna k MCM unM K noanMcaHHOMY CnpaBOYHMKY. BeposiTHO, nyTb (URI)

(0xEQ70002D) kK MCMN vnAn nognucaHHOMY CNpaBOYHUKY HeBepeH
VCERT _E OPEN_LOCALSTORE Ownbka poctyna K JICM. BepoatHo, nyTb (URI) k JICI1 HeBepeH
(OXEOQ70002E)
VCERT _E VERIFY STORE USAGE | MopnucaHHbIA CMpPaBOYHWK MMeeT HeBEepHbln MAeHTUdMKaTop MCnonb30BaHusA. Bepo-
(OXEO70002F) ATHO, MPOM3BedeHa MomMbiTKa UCMNoSb30BaTb nopnucaHHoe obHoBneHue oT LleHTpa

ceptudpukaumm (LUC) wmnu Uentpa peructpaumm (LUP) BmecTto NCM wnm HaobopoT

VCERT _E_VERIFY STORE
(0XE0700030)

Ownbka npoBepku uenoctHocTu MNCIM mnum nognucaHHOro cnpaBoYHMKa. BeposaTHoO,
npovsowna ownmbka MNOCTPOEHUA WM NPOBEPKM LEMNOYKM cepTudukaTa MNopgnuMcaHTa
AW NOAMWUCAHHLIA CMPABOYHUK MOBPEXAEH WM UCKaXeH

VCERT_E_OPEN_LDAPSTORE
(0xEO700031)

Ownbka poctyna kK CCC. BepoatHo, nyTb (URI) k CCC HeBepeH, OTCYTCTBYyeT ce-
TeBoe nopkniyeHne K CCC mnm poctyn k CCC 3anpeweH vM3-3a OTCyTCTBMA OuneTta
Kerberos

VCERT E_VERIFY CERT
(6XE0700034)

Ownbka NOCTPOEHUS U NPOBEpPKM Lenovykn cepTudukaTta. BeposiTHO, Cpok pencTsuA
pabouyero cepTupukaTta wnm knwda M ucTek, He HawpeHbl ceptupukat LUC wnm CAC,
Heobxoaumble O NOCTPOEHUS Lenoyku, unu cpok pgencteus CAC uctek

VCERT E_CERT MISSING
(6xE0700035)

CepTudukaTt u3patens He Obln HalWgeH B QOCTYMHbIX CRpPaBOYHWMKAX. B HOCTyMHbIX
CrpaBOYHMKaAx OTCyTcTByeT cepTudukaT LIC, HeobXoaumbiii Ons NOCTPOEHUS LEenoY-
KM, NPWM 3TOM He pa3pelleH WM OTCYTCTBYET AOCTYn K Toykam AIA

VCERT E_CERT_EXPIRED
(0XE0700036)

CpoK AEenCcTBMA cepTUPMKATa yKe WUCTEK

VCERT E_CERT DAMAGED
(6XE0700037)

CepTudvKaT NOBPEXOEH MM UCKaXeH
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HMs1 ¥ KOO OIIHOKH

Onucanue u IIPHYHHA BO3SHUKHOBEHHS OUIHOKH

VCERT _E_CERT BROKEN_-

HapyweHsl 6a30Bble OrpaHMYeHUs LENoYKM cepTuduKata

CONSTRAINT
(0xEQ700038)

VCERT_E_CERT_REVOKED CepTudukaTt ObIT aHHYNMpPOBaH MU3paTeneMm
(0xEG700039)

VCERT_E_CERT_UNTRUSTED Llenoyka cepTupuMkKaumm He OKaH4YMBaAETCH [OBEPEHHbM cepTupukaToMm. B MCM oTcyT-
(OXEO70003A) cTByeT HeobxoouMbii cepTudukaTt KopHeoro LIC

VCERT _E CRL_MISSING CAC wu3paTtens He Obn HangeH B OOCTYMHbIX CNpaBOYHMKAX. B pmoCTynHbIX cnpa-
(0xEQ70003B) BOYHMKax oTcyTcTByeT CAC, Heob6XOooMMbI ONS MOCTPOEHUS LLENOYKU, MNPU 3TOM He

pa3peweH unu oTCyTCTBYeT AoCTyn K Toykam CDP

VCERT E_CRL_EXPIRED

Cpok pencteus CAC yxe uctek

(0xEQ70003C)
VCERT _E CRL_DAMAGED CAC noBpexféH unn UCKaxeH
(0xEG70003D)
VCERT _E CERT BROKEN - HapyweHo orpaHuyeHue umepapxuu LeEnoykn ceptudukarta
HIERARCHY
(0XEO70003E)
VCERT _E CHAIN ERROR Obwasn owmbka NOCTPOEHMS U MPOBEPKM LENno4vykun cepTudukaTta. BeposaTHo, uenouyka
(OXEQ70003F) CNWWKOM [fIMHHas
VCERT _E INVALID USAGE Ownbka mcrnonb3oBaHUs cepTUPMKaTa He MO Ha3HayeHuw. B npoBepseMoM cepTudu-
(0xEQ700041) KaTe oTcyTcTByeT Tpebyemoe pa3pelleHHOe WCMoNb30BaHMe Kiio4va nposepku 3M/oT-

KPbITOrO Kl4a wnuppoBaHWs, pernaMeHT WM pacWMpeHHOe WCMOoSb30BaHue Kro4a
npoBepku 3M/0TKPLITOro Kjwda W1UPpoBaHUs

VCERT_E INVALID SIGNATURE

N HefoCTOBEpPHa. I'IposepﬂeMble OaHHblE MOBPEXOEHbI UIN UCKaXeHbl, WU HEBepPEH

(OxXE0700042) Knioy nposepku 3, KoTopbin Obn Mcnonb3oBaH gns nposepku 3
VCERT _E PUBKEY NOT FOUND Y cepTuduKkaTa HEU3BECTHbI K4 npoBepku IM/OTKPLITHA K04 wnppoBaHus. Bepo-
(0xEQ700043) ATHO, HEBEepeH anroput™M kikya nposepku IM/OTKPLITOro Kwya wudpoBaHuMs cepTu-

dukaTa

VCERT_E UPDATECRL

O6bwasn ownbka obHoBneHus CAC. BeposiTHO, nMpu KPUTMYHOM OOGHOBNEHMM OQHOrO U3

(OXEOQ700045) CAC, Haxopsuwmxcsa B JICM, npousowna owubka
VCERT _E CERT_NOT_FOUND CepTudmkaTt He Obl1 HampgeH B OOCTYMHbIX CMpaBOYHMKaXxX. [pu nmoucke B LOCTYMHbIX
(0xEQ700046) CrnpaBoOYHMKaxX He Obl1 HaWOeH HU OAMH CcepTuPMKaT, YOOBNETBOPAWWMA 3afaHHOMY

wabnony

VCERT E_CERT_NOT YET VALID

CpoK AENCTBMA CepTUPMKATa elle He HacTynui

(0xEG700047)
VCERT E NO ATTACHED SIGNER | CepTudukaT nopgnucaHTa oTcyTcTByeT B coobuweHun B popmate CMS/PKCS#7.
(OXEQ70004A) BeposTHO, 6bin ycTaHoeneH ¢nar nposepku I FLAG_CMS_VERIFY_-

REQUIREATTACHEDSIGNER

VCERT_E_KERBEROS_FAILURE
(0xE070004B)

Ownbka nonyyenns unu obHosneHus Guneta Kerberos. BeposaTHO, HeT pocTyna K
LleHTpy pacnpepenenus knw4ven (Key Distribution Center, KDC) wnu uM™Ms nonb3o-
BaTend U napojlb HEBEpHb

VCERT E_KEY EXPIRED

Kniou 3M/3aKpbiThili KMlo4 WAPPOBAHUSA yKe MCTEK

(0xEG70004C)
VCERT _E _KEY NOT _YET VALID Kriou 3M/3aKpbiThii KMloY WAPpPOBaHUS ele HeLeWCTBUTENEH
(0xEG70004D)
VCERT _E CRL_NOT YET VALID Cpok pencteus CAC ewe He HacTynun
(OXEO70004E)
VCERT_E_INIT CSP Ownbka BbINONHEHUA wHUuManu3auum CpepacTtBa K3W. BeposTHo, CpepctBo K3U He
(OXEOQ70004F) YCTaHOB/IEHO, WM ero KOHQUrypauus McCKaxeHa
VCERT_E_ENUM OBJECTS Ownbka pocTyna K cnpaBO4YHMKY npu nepebope obbekToB. BeposaTHo, nyTtb (URI) K
(OxE0700050) CNPaBOYHUKY HEBEPEeH, WM OTCYTCTBYEeT MNOOK/IWYEHUE K CNpPaBOYHUKY MO CeTu
VCERT _E ENUM NO MORE B cnpaBoyHuke 6Honbwe HeT ob6bekTOB Ansa nepebopa. MNepebop cnpaBoYHMKa 3aBep-
(0xEQ700051) weH, Bce 06beKThl ObM YyCMewHO CYMTaHbI
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VCERT E_INVALID X500 NAME

TekcToBasa CTpoka, cogepxawasa X.500-uMs, uMeeT HeBepHoe npepcTaBneHue. Be-

(0xE0700052) pPOSiITHO, CTpoKa C X.500-vMeHeM WCKaxeHa WU COpepxuT HeBepHbin RDN
VCERT _E INVALID HEX STRING | TekcToBas CTpOKa, COfepxawas wecTHaguaTepuMyHOe 4YUC/o, UMeeT HeBepHoe npef-
(OXEO700053) cTaBnieHne. TeKCToBasfd CTpOKa C WeCTHajUuaTepU4HbIM YUCIIOM [OSIXHA WMeTb BUA

00:01:0E:0F

VCERT E_CMS_STREAM -
MISMATCH
(0XE0700054)

06Hapy%eHO HEeCOOTBETCTBME MeXOy MOTOKOBbLM MNPU3HAKOM o6pabaTbiBaeMbiX AaHHbIX
W Bbi3BaAHHOW QyHKUMeN. BepodaTHO, npou3owna nonbiTka Bbi3oBa 610YHOW GYHKLMM

ona obpabotku CMS-coobueHus, umewwero ASN.1l KoaMpoBKY HeonpepeneHHow Anu-
Hbl, MM HaobopoT

VCERT E_CMS DETACH -
MISMATCH
(0xE0700055)

06bHapyXeHO HecOoOTBETCTBMWE MexAay MNpUM3HAKoM oTcoefuHeHHoW 3l obpabaTbiBaeMbix
OaHHbIX W Bbi3BAHHOW OyHKUMeN. BeposiTHO, npousowna nombiTka Bbi3oBa GyHKUWM,
npepHasHayeHHoW ans obpaboTku CMS-coobweHuit c npucoepmHeHHbiMu M, pns o6-
paboTkn CMS-coobuweHns ¢ oTcoefuHeHHbiMM M, wunm HaobopoT

VCERT E_CMS INVALID -

OTCYTCTBYIT WM HEBEPHbl [aHHble afrOpUTMOB X3WMPOBaHWUS MNOANMCAHHOro coobue-

DIGESTS Hus B dopmaTe CMS/PKCS#7. BeposTHO, CMS-coobueHne MOBpeXOEeHO UAKU UCKaXEHO
(0xEG700056)
VCERT _E CMS INVALID - OTCYTCTBYWT WIM HEBEpHbl JaHHble CcepTuPUKaToB MOAMUCAHTOB MOAMUCAHHOro Co06-
SIGNERS weHus B dopmaTte CMS/PKCS#7. BeposaTHo, CMS-coobuweHune NOBPEXOEHO WM UCKaXe-
(0xE0700057) HO
VCERT E_CMS INVALID CIPHER | 3awudpoBaHHOe coobueHune B ¢opMaTe CMS/PKCS#7 comepkuT HEU3BECTHbLIN MNu
(0xXEQ700058) HeBepHbI anroput™M wudpoBaHus. BeposTHo, CMS-coobuweHne MOBpPEXOAEHO MU

NCKaXeHo

VCERT E_CMS_DATA SIGNING
(0XE0700059)

Owunbka BbluncneHuns 3 nopnucaHHoro coobuweHus B popMaTe CMS/PKCS#7. Bepo-
ATHO, 4YTO HEQOCTaTOYHO pPecypCoB [ BbINOSHEHUS onepauuu, npousowen cbown
annapatHoro [CY wnu HeT poctyna K ®KH vdToken c HeusBnekaembM Kio4om 31

VCERT E_CMS_OMAC_MISMATCH

WMuToBCTaBka 3awuppoBaHHoro coobuweHus B popMate CMS/PKCS#7 He coBmapaet C

(OXEQ70005A) BblYMCNEeHHOM. BeposTHo, CMS-coobuweHne NOBpexpeHO WM UCKAaXEHO
VCERT _E FIND SESSION TpebyeMas ceccus Kpuntocepeepa He Obna HailpeHa. B QyHkuuio 6ubnuoTteku 6bin
(OxE0700081) nepegaH uoeHTUPUKaTop HecywecTBylwen ceccun KC
VCERT E CMS NOT ENCRYPTED CMS/PKCS#7-coobweHne He 3awudpoBaHO unu popMaT coobuweHus noBpexpeH unu
(0xEQ700083) nckaxeH. BepoaTHo, CMS-coobweHne NOBpPEXOAEHO MM UCKaKEHO
VCERT_E ADD OBJECT Ownbka pobasneHuss obbekTa B CNpaBOYHUK cepTUPMKaToB. BeposiTHO, Takon 00b-
(0xEQ700087) eKT yxe cywecTByeT unu pobaBneHne obvekta B CCC 3anpeweHo
VCERT_E TOO MANY CERTS - CIMWKOM MHOrO CcepTUOUKATOB HaleHO MO YHWUKaNbHOMY KpUTepuio noucka. Bepo-
FOUND ATHO, HECKONbKO CepTUdUKaToB COAEPXaT OAMH U TOT Xe MOAEHTUPMKATOp Kiw4ya
(0xE0720089) aNn
VCERT_E USER_CANCEL Onepauunsa 6bina OTMeHeHa nosib3oBaTesneM
(0XEG72008A)
VCERT _E OPEN_INFILE Ownbka OTKpPLITUS BXOLHOTro danna. BeposiTHO, NyTb WAM WUMs Qaiina HeBepHbl MU
(OxEOQ70008B) poctyn K dawnny 3anpeueH
VCERT _E OPEN OUTFILE OwnbkKa OTKPLITUA BLIXOQHOTO ¢anna. BeposiTHO, NyTb unAu wMsa daina HeBepHbl unu
(0xEQ70008C) pocTyn K danny 3anpeueH
VCERT_E READ_FILE Ownbka 4TeHnWs u3 BXOfHOro davna. BeposTHO, Npou3owWNO UCKaxeHue ¢(aitnosoi
(0xEG70008D) cucTemsl
VCERT_E WRITE FILE Ownbka 3anucu B BbiXOogHOW dann. BeposTHO, Ha (alnoBOW CUCTEME 3aKOHYMUNIOCH
(OXEOQ70008E) cBobofHOe MpPOCTPaHCTBO
VCERT E FILE LENGTH HeBepHbin pa3mep ¢awna (Hynesown wnu bGonee 2I6)
(OXEQ70008F)
VCERT _E DELETE OBJECT Ownbka ypaneHus obbekTa M3 CnpaBOYHMKA CEPTUPMKATOB. YKazaHHbi 0ObEKT He
(0xE0700091) 661 yfaneH U3 Kawa KoHTekcTa 6bubnuoteknm mnu ceccumn KC wmnm u3 JICN ceccumn KC

no koMaHpe c¢ APM YKC
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VCERT E_T0OO FEW SIGNATURES
(0XE0700092)

MopnucaHHbI [OKYMEHT COREPXMT HepocTaToyHoe konmuvecTso 3. BeposTHO, 6binu
yctaHosneHsl ¢pnaru nposepku 3N FLAG_CMS_VERIFY_DELETESIGNATURES wnu FLAG_-
CMS_VERIFY_MINIMUMSIGNATURES, wnu uHpekc 3I gna onepauuu CO WTaMNoM Bpeme-
HUA CJINWKOM BENK

VCERT E_GET PUBKEY
(0xE0700094)

Ownbka nony4veHus kmiyda npoBepku I/OTKPLITOro Kya widpoBaHua cepTudukaTa.
BeposaTHO, BO3HMKNA HExBaTKa PeCypCOB MW/IM HEBEPEH alropuTM Ki4Ya NpPOBEpKM
JM/0oTKpbLITOr0 Kil4Ya wuppoBaHMa cepTudukaTta

VCERT E_PKCS10 CREATE
(6XE0700098)

Ownbka co3paHma HoBoro PKCS#10 3anpoca. BeposiTHO, npou3owna owubka npwu
reHepauum unu 3anucu knda 3 Ha kmoyeBoW HocuTenb unu XML wabnoH uMmeet
HeBepHbI popMaT

VCERT E_PKCS10 SIGN

Owunbka Bbluncnenus M PKCS#10 3anpoca. BeposaTHo, npou3owen cbon anmnapaTHoOro

(OXEO70009A) OCY wnu HeT pocTtyna Kk OKH vdToken c HeusBnekaembiM Knw4yom 3l
VCERT_E REVREQ CREATE Ownbka CO3AaHMA HOBOMO 3anpoca Ha aHHynupoBaHue. BepofTHO, BO3HMKNA
(OXEOQ70009B) HexBaTKa pecypcos
VCERT _E REVREQ SIGN Owunbka BbluncneHuns 3 3anpoca Ha aHHyNupoBaHue. BeposiTHO, npou3owen cbown
(0xEQ70009C) annapatHoro AICY wnn Het poctyna K OKH vdToken c HeusBnekaembM KkrniouoM 3l
VCERT E LOAD PRIVATE KEY Ownbka 3arpy3ku knw4va 3M/3akpbiToro kmoya wuppoBaHus. OTCYTCTBYeT KI/IOYEBOM
(0xE070009D) HocuTenb C TpebyeMbiM KnwyoM 3M/3aKpbiTbiM KKYOM wudppoBaHusa, HeBepeH MNH-kop

yCTpoWCTBa TWNa CMapT-KapTa WAW HeBepeH naponb kw4va 3M1/3aKpeiTOro Kiwya
wndpoBaHus

VCERT E_ADD_SIGNER
(6XEQ70009E)

Owunbka pobasneHus M k MNCM munu K NOANMCAHHOMY CNpaBOYHUKY. BeposiTHO, npo-
nsowen cbon annapatHoro ACY wnu Het poctyna K ®KH vdToken c HeuzBnekaembM
knoyoM 3N

VCERT E_OPEN_IDP

Ownbka pocTyna K Touyke pacnpocTpaHeHus CAC. BeposaTHo, kK Touyke CDP 3anpeuweH

(OXEO7000A1) poctyn unm B Touke CDP otcyTtcTByeT Tpebyembin CAC

VCERT_E READ_IDP Ownbka 4TeHns u3 TO4kM pacnpocTpaHeHus CAC. BepodaTHO, BO3HMKNa npobrnema c
(OXEQ7000A2) ceTeBbiM nogknwyeHveMm unu B Touke CDP oTcytcTtByeT Tpebyemsii CAC

VCERT_E_INVALID - OwunbouHble faHHble ayTeHTUpMKauum npu pocTyne K ceccum Kpuntocepsepa. Bepo-
CREDENTIALS ATHO, OJIMHA [OaHHbIX ayTeHTudukauum pasHa 0
(0XE02000A8)

VCERT _E ACCESS DENIED JocTyn K ceccun Kpuntocepsepa 3anpewéH. BepodaTHO, paHHble ayTeHTuduKauum

(OXE02000A9) HeBepHbI

VCERT E_SESSION BLOCKED

Ceccus kpuntocepsepa 3abrokMpoBaHa

(0xAG2000AA)
VCERT_E CLIENT INFO Ownbka nonyuyeHus uHdopMauum o KnuMeHTe u3 npoTokona DCE-RPC. BeposTHo, npo-
(0xXE02000AB) usowna cuctemHas owmbka 6ubnnotekn DCE-RPC npu nonyyeHun ceTeBOro apgpeca

KJIMEHTa

VCERT E_UNSECURE_-

Hebe3onacHble (CAMWKOM KOPOTKME) AaHHble ayTeHTUPMKauMM Ceccuum Kpuntocepse-

CREDENTIALS pa. [ONuHa paHHbIX ayTeHTUPMKauuum OonxHa ObiITb He MeHee 8 CWMMBONIOB
(0xXEOQ2000AC)

VCERT _E SESSION TIMEOUT NcTtek nHTepBan oxupaHua poctyna k ceccum KC M3-3a TOro, 4Yto paHHas ceccus
(OxAO7000AE) KC B HacTosiwmMn MoMeHT 3abrokupoBaHa U He rotoBa obpabaTbiBaTb NocTynawwue

3anpocbl. flaHHas ownbka MOXeT BO3HMKHYTb, TONbKO ecnu Ons AaHHon ceccumn KC
HaCTpPOeH HeHyneBOW WHTepBaN OXMOaHWUsA AOCTyna

VCERT E TSP HASH LENGTH

HeBepHas ASfiMHa X3W-3HayeHWs NpW CO3[AHMKM 3amnpoca Ha WTaMmn BpeMeHu. [nuHa

(0xEQ700100) X3lW-3HaYeHNA He COOTBETCTBYET YKa3aHHOMY ajropuTMy X3WWMPOBaHMUA
VCERT_E_TSP_HASH_ALGORITHM | HeBepHblid anropuMT™M X3WWPOBAHMA MPU CO3[aHWM 3anpoca Ha wTamn BpeMeHu. 06b-
(0xE0700101) eKTHbIi npgeHTudukatop (0ID) anropuTMa X3WMPOBAHUS HEBEPEH
VCERT _E_TSP_CERT_PURPOSE CepTupmkat He MoxeT ObITb MCNONb30BaH AN NOANWCKM WTaMnoB BpemeHu. CepTudm-
(0xE0700102) KaT He yooBneTBOpfieT YC/NOBWAM WCMONb30BaHWA Ha CepBepe WTaMMNOB BpeMeHu
VCERT _E TSP SIGN FAILED Ownbka BbluMcrieHns 3M wTtamna BpemeHu. BeposaTHo, npou3owen cboi anmapaTHOro
(0xEQ700103) OCY wnu HeT pocTyna Kk OKH vdToken ¢ Heu3BnekaembiM Knw4yom 3l
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VCERT E_TSP_NO DIGEST

B cnucke aTtpubyToB OTCYTCTBYET X3W-3HayeHue 31 u/unu paHHeix. BeposATHo,

(0xE0700104) WTamMn BPEMEHW MOBPEXAEH WM UCKaXeH
VCERT _E TSP _INVALID - lTamMn BpeMeHW COQEpXUT HeBepHoe KonuyecTso 3ll. BepoATHO, wTamn BpeMEHU
SIGNER NUM noBpexaeH Unn MCKaxeH
(0xE0700105)
VCERT_E_TSP_NO_TST INFO Ownbka npu nony4yeHun MHPopMauMOHHOro 6noKa wTamMna BpeMeHW. BeposaTHO, wTamn
(0xE0700106) BPEMEHU MOBPEXOEH WU UCKaXeH
VCERT E TSP _RESP ASN1 - Ownbka BbiMoNHeHNs ASN.1l-pacnakoBKM NOANMCaAHHOrO wWTaMmna BpeMeHu. BeposiTHo,
DECODE WTaMn BPEMEHW MOBPEXAEH WM UCKaXKEH
(0xE0700107)
VCERT_E TSP _RESP NOT - ltamn BpeMeHu He Obin BbilaH aBTOPUTETHBIM UCTOYHWUKOM. BeposTHO, npou3owna
ISSUED BHYTPEHHSS ownbka cepBepa WTaMMOB BPEMEHU
(0xE0700108)
VCERT_E TSP _DIGEST - lTamMn BpeMeHM COOEPXMT X3W-3HayeHue, OT/IMYHOE OT X3W-3HayeHus 3l
MISMATCH CMS/PKCS#7 coobweHns. BeposTHO, wTaMn BpeMeHW MNOBPEXOEH WIW UCKaXeH
(0xEQ700109)
VCERT _E OCSP_CERT PURPOSE CepTupmkaTt He MoxeT ObiTb MCNONb30BaH Ons BblyucneHus S oTBETOB CETEBOro
(0xE0700140) oTBeTYMKa. CepTuPuMKaT He yOOBNETBOPSET YC/IOBUMAM UCMNONb30BaHUA Ha cepBepe

OCSP oTBeTuuka

VCERT E_OCSP_SIGN FAILED

Owunbka BbluncneHus I oTBeTa CeTeBOro oTBeTyuka. BeposTHO, npousowen cbow

(0xEQ700141) annapatHoro [ICY wnu Het poctyna K OKH vdToken c HeusBnekaembM Kniouom 3l
VCERT_E_OCSP_RESP_ASN1_- Ownbka BbinonHeHns ASN.1-pacnakoBKM MOANMCAHHOrO OTBETa CETEBOr0 OTBETYMKA.
DECODE BepoaTHO, oTBeT cepBepa OCSP oTBeTYMKa MOBPEXOEH WM UCKAXKEH
(0xEQ700142)
VCERT E OCSP_RESP NOT - MognucaHHbn O0TBET He Ob1 BbijaH CeTeBbIM OTBETYMKOM. BeposTHO, nmpou3owna
ISSUED BHYTpeHHsAs ownbka cepsepa OCSP oTBeTuMKka
(0xE0700143)
VCERT _E OCSP_NOT BASICRESP | HeBepHbit (Heba30Bbli1) TUM MOANUCAHHOrO OTBETA CETEBOr0 OTBETYMKa. BeposTHO,
(0xE0700144) oTtBeT cepBepa OCSP oTBeTuMka copepkut cTaTyc 6Oonee 4yeM ONs OQHOro cepTudu-

KaTa

VCERT E_OCSP_CERTID -

VIJJ,EHTVId)VIKaTop CepTVId)VIKaTa M3 noannMcaHHOro OoTBeTa CETEBOro OTBETYUKa He

MISMATCH cooTBeTCTBYyeT 3anpawusaeMoMy. BeposTHo, oTBeT cepsepa OCSP oTBeTuymka no-
(0xEQ700145) BPEXOEH WM MCKaXeH
VCERT_E_OCSP_ISSUER - W3paTenb ceptudukata CeTeBOro OTBETYMKA He COOTBETCTBYeT M3OaTesio npose-
MISMATCH pseMoro ceptu¢ukaTta. BeposaTHo, oTBeT cepBepa OCSP oTBeTuuKka MOBpeEXOEH wUnu
(0xEOQ700146) NcKaxeH
VCERT _E TLS UNSUPPORTED OyHKUMKM npoTokona TLS He MOryT 6biTb MCMNOMb30BaHbl C JaHHbM KOHTEKCTOM 6ub-
(0xE0700180) NMOTEeKN. BeposaTHO, Npou3BefeHa MOMbITKa WCMONb30BaHUA QyHKUMIA npoTokona TLS

C MWHUMaNbHbLIM KOHTEKCTOM 6ubnuotekn

VCERT E_TLS_NEW_CONTEXT
(6xE0700181)

Ownbka co3paHMa KOHTEKCTa HOBOrO CeaHCa CBA3M npoTtokona TLS. BeposaTHo,
BO3HMK/IA HexBaTKa pecypcoB, npousowen cbow annapatHoro ACY unu mcnonb3oBaH
KOHTEKCT npoBepkun 6ubnuotekn

VCERT E_TLS INVALID STATE
(6XE0700182)

KOHTEeKCT ceaHca CBA3M npoTokona TLS HaxoouTCa B HEBEPHOM COCTOfIHUMM. Bepo-
ATHO, Npou3BepeHa nonbiTka obMeHa AaHHbIMU Mexaoy KIMEHTOM U CepBepoM, Korpa
3alMIEHHbIN KaHan euwe He CGopMUpPOBaH

VCERT E_TLS HANDSHAKE
(6xE0700183)

Owmbka BLINOSTHEHUS MEpPeroBopoB Mpu GOPMMPOBAHWM HOBOTO CeaHCa CBA3M MPOTO-
Kofla TLS. KnueHT M cepBep He CMOriuM CHOpPMMpPOBaTH 3alWMWEHHbLIA KaHan, BeposaT-
HO M3-3a OTCYTCTBUA 0bwmx HabopoB KpunTorpadmyeckux anropuTMoB

VCERT E_TLS NOT COMPLETE

MNeperosopel nNpu GopMMpPOBAHWM HOBOFO CeaHCa CBA3M npoTokona TLS ewe He 3a-

(0xEQ700184) BepLeHbI
VCERT _E TLS NO QUERY DATA 3anpawvBaeMble faHHble B KOHTEKCTe ceaHca CBA3M npoTokona TLS oTcyTcTBYyWT.
(0xE0700185) BeposaTHO, Ha cepBepe Obin BLIMOSIHEH 3anNpoC Ha MNOJSlyYeHUe cepTuPuKaTa KIMeHTa

B DER-KOAMpPOBKE MpMW BLINOSIHEHUM OOQHOCTOPOHHEW ayTeHTuduKauum

VCERT E TLS WRONG CERT
(6XE0700186)

CepTudmkaT NPOTUBOMOSIOKHOW CTOPOHbI CeaHca CBA3M TLS npoTokona HeBepeH wunu
UCKaxXeH
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VCERT E_TLS WRONG_NAME
(0xE0700187)

CepTnduKaT NPOTUBOMOJSIOKHOW CTOPOHbI CeaHca CBA3KM TLS npoTokona uMmeeT HeBep-
Hoe uMsA. BepoaTHOo, cepTudukaTt cepsepa uMeeT B [OMNOSIHEHUM "AnbTepHaTUBHOE
uMs Bnapgenbua” DNS-uMs OTAMYHOE OT TOro, KOTOpoe ykKa3an KIAWEHT

VCERT E_TLS WRITE ERROR

Ownbka nNpu 3anuMcyU OaHHbIX CeaHca CBA3WM npoTokosa TLS. BeposfiTHO, BO3HMKNA

(0xE0700188) HexBaTKa pecypcoB unu paHHble TLS npoToKosia MCKaxeHbl

VCERT_E_TLS READ ERROR Ownbka nNpu 4YTEeHUM [aHHbIX CeaHCa CBA3M npoTokona TLS. BepofiTHO, paHHble TLS
(0xE0700189) NPOTOKONIA MCKaXeHbl

VCERT _E TLS READ MORE CnepgyeT nNpoOQONXMTb UYTEHUE [aHHbIX CeaHca CBA3M nportokona TLS. BeposaTHo,
(0xEQ700190) Heo6Xx0QUMO NPOJONXMTb MEeperoBopbl AJ1f 3aBepleHMs CO3[0aHUS 3alMWEeHHOr0 KaHa-

na

ERR_PROFILES_BAD_ PARAM

Mpu BbI30BE KaKoh-NM60 QyHKLMM BMBIMOTEKM eit nepefaH napamMeTp C HeJonycTy-

(OxEOD50001) MbM 3HaYE€HMEM - CKOpee BCEero HyfieBoM ykasaTesb

ERR PROFILES BUFFER SIZE Mpu paboTe co cTpokamu (KonuMpoBaHWe, 4YTeHUMe U3 peecTpa M Np.) pa3Mep Bbige-
(0xEOD50002) neHHoro 6ydepa HepocCcTaToOYeH ONA pa3MeEWEHUs CTPOKM

ERR_PROFILES NO_MEMORY Ownbka BbIfeneHns namMaATU - NMb6O NPoOU3OWN0 UCYeprnaHue nNamsTu cuctemsl, nnbo
(0xEOD50003) npu BbIAENEHUN MaMATW 3anpoweH HeapeKBaTHbLIN pa3Mep

ERR PROFILES GET INSTANCE He wnHuumanusmposaHa nepeMeHHas CRYPTO hinstance, copepxawas HINSTANCE wuc-
(OxEOD50004) NnosIHAEeMOro Moaynsa, cogepxawero pecypchbl

ERR PROFILES CREATE DLG Ownbka MHULManNM3auMM MofdanbHOrO Auanora - CKopee BCEro MCNopYeHbl pecypchl
(0xEOD50005) WM HenpasBWNbHO WMHUUManuM3upoBaHa nepemeHHas CRYPTO hinstance, copepxawas

HINSTANCE ucnonHsemMoro Moayns, COQepXalero pecypcsl

ERR_PROFILES GET DLG_ITEM

Ownbka pocTyna K 3neMeHTaM ynpasreHus (KHOMKa, nofe pefakTUPOBaHWUA, CNUCOK

(OXEOD50006) M T.0.) MOOanbHOro puanora - CKOpee BCEro UCNopuyeHbl pecypchbl
ERR PROFILES GET USER DIR Ownbka npu BbIzoBe ¢yHKuMM SHGetFolderPath() 6ubnuotekn shell32.dll, Bo3-
(6xEOD50007) Bpalalkwehn KaTanor nonb3oBaTens Mo yMonyaHuw - CKopee Bcero npobnemsl ¢ ¢dam-

JIOBOW cucTeMon

ERR_PROFILES GET WND RECT

Ownbka ¢yHkumn GetWindowRect() nonyuvaloweit KoopauHaTtbl OkHa. [nobanbHble npo-

(0xEGD50008) 61eMbl CMCTEMbI
ERR_PROFILES SET WND POS Ownbka ¢yHkumnm SetWindowPos() ycTaHaBnuBalwwend nonoxeHne okHa. [nobanbHble
(0xEOD50009) npobnemsl CUCTEMsI
ERR PROFILES CLN TO SCR Owunbka ¢yHkumm ScreenToClient() npuBoOAsWEN 3KpPaHHble KOOPAMHATHI OKHA K Kiu-
(OXEOD5000A) €HTCKMM. [nobanbHble npobnembl CUCTEMbI
ERR PROFILES USER CANCEL Monb3oBatenb Haxan kKHonky "OTMeHa” unu knasuwy ESC
(0xEGD5000B)
ERR PROFILES NO REG KEY OTcyTCTBYeT K4 peecTpa
(0xEGD5000C)
ERR_PROFILES DONT_OPEN_- Ownbka OTKpLITUA KIoYa peecTpa
REG_KEY
(0xEGD5000D)
ERR _PROFILES DONT CREATE - | Owubka co3paHus Kya peecTtpa
REG_KEY
(0xXEGD5000E)
ERR PROFILES ACCESS DENY - HepocTaTo4yHo npaB [na CO3[aHMA Kik4a B peecTpe
REG_KEY
(0XEGD5000F)
ERR_PROFILES DONT DEL - Ownbka ypaneHus Kw4a peecTpa
REG_KEY
(0xEGD50010)
ERR_PROFILES AC_DENY DEL - | HepocTaTouHOo npaB [ yOajieHUs Kiya B peecTpe
REG_KEY
(0xEGD50011)

ERR PROFILES NO REG VAL
(6XEOD50012)

OTCYTCTBYEeT 3HayeHue B peecTpe
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ERR_PROFILES DONT READ -
REG_VAL
(0XEOD50013)

Ownbka 4YTeHWs 3Ha4vyeHus B peecTpe

ERR_PROFILES DONT WRITE -
REG VAL
(6XEOD50014)

OwnbKa 3anmuMcyU 3Ha4YeHUs B peecTp

ERR_PROFILES ACCESS DENY -
REG_VAL
(6XEOD50015)

HepocTaTouyHo npaB Ofs 3anucy 3HAYeHWUs B peecTp

ERR PROFILES BAD TYPE -
REG_VAL
(0XEOD50016)

HenpaBunbHblii TUN 3HauyeHWs B peecTpe

ERR_PROFILES DONT ENUM -
REG VAL
(6XEOD50017)

Ownbka nepevyncneHns 3Ha4vyeHW’ B KIo4ye peecTpa

ERR_PROFILES NO PROFILE
(6XEOD50018)

Mpu nonbiTke BbibOopa npoduns (He B pexuMe penakTUpOBaHWA) B peecTpe He obHa-
PYXeHO HM opHoro npodwuns nubo npu 3anucu uHGopMauuum O NpPoPuNAX B peecTp He
661710 CGOPMUPOBAHO HM OOHOrO Mpouns

ERR_PROFILES BAD CONFIG
(6XEOD50019)

JInbo B peecTpe copepxmMTCa HeanekBaTHoe (MeHblWe 2) 3HayeHWe napameTpa
"count” obo3Hayvalowero KOAMYECTBO XpaHunuw ans npo¢una. Jinbo B KOHPMrypaum-
OHHOM ¢anne npo¢unsa (cfg.ini) B paspene [ODBC] He 3apaH wnu 3apaH nNycTow
napametp local.gdbm npu napameTpe local.gdbm type pasHOM 2

ERR_PROFILES PROFILE NOT_-
FOUND
(0xXEGD5001A)

He HaipeH npo¢unb C 3afaHHbIM UMEHEM

ERR PROFILES PROF -
ALREADY EXISTS
(6XEOD5001B)

Mpu nombiTke po6aBneHus HoBoro npoduns 6e3 dnara, paspewawero nepesanuchb,
06HapyXeHo, 4YTO Npoduib C TaKUM WMEHEM yXe eCTb

ERR_PROFILES BAD PROF -
INDEX
(OXEOD5001C)

He HaipeH npodunb C 3afaHHLM HOMEPOM

ERR_PROFILES FILE -
INSTEAD DIR

Mpy nonbiTKe Co3fdaHus OUpeKkTopuu (KaTtanora) LNa XpaHeHus npoduns obHapyxe-
HO, 4YTO cywecTByeT dall C TakuM UMEHEM

(6xEOD5001D)
ERR_PROFILES AC DENY_- HepoctaTto4yHo npas [f1a CO3[aHuA AMpeKkTopuu (KaTasnora)
CREATE DIR
(0xXEGD5001E)
ERR PROFILES CREATE DIR - MonbiTKa co3paTb MOAAMPEKTOPUIO (MOQKaTanor) OTCYTCTBYloWeNn OupekTopuu (KaTa-
NO PARENT nora)
(0xXEGD5001F)
ERR_PROFILES CREATE DIR - MonbiTKa co3pgaTb NOAAMPEKTOPMIO (NogkKaTanor) npu OTCYTCTBME KOPHA (Hanpumep,
NO_ROOT Ancka)
(6xEOD50020)
ERR_PROFILES DONT CREATE - Owmbka co3paHMa QUpPEeKTopuM (KaTanora), He OTHOCAWAsACA K BblENEepeyUCIEHHbIM
DIR
(6xEOD50021)
ERR _PROFILES 0DBC Owunbka Bbi3oBa QyHkumn SQLAllocHandle(), wnu SQLSetEnvAttr(), wnu
(0xEOD50022) SQLDriverConnect() 6ubnuotekn odbc32.d1ll. Mpobnemsl 6ubnuotekn ODBC
ERR_PROFILES BAD LDAP_- Ownbka pa3bopa cTpoku LDAP-coepguHeHus
STRING
(0xEOD50023)
ERR_PROFILES OPEN_MY STORE | Oumubka ¢yHkuum CertOpenStore() 6ubnumotekn Crypt32.dll, oTKpbiBawwen XpaHu-
(0xEOD50024) nve JNINYHBIX CepTUPUKaToB
ERR _PROFILES ENUM MY CERTS | Owubka ¢yHkumm CertEnumCertificatesInStore() 6ubnuotekn Crypt32.dl1l nepe-
(OxXEOD50025) yncnawowen cepTudMKaTtbl U3 XPaHWIMILA NIUYHBIX
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ERR PROFILES GET CERT -

Ouunbka ¢yHkumm CertNameToStr() Crypt32.dll, nonyvawwen uMs Bnapenbua cep-

SUBJECT Tudukata. Bo3MoxHO, ucnopyeH ceptudukart
(0xEGD50026)
ERR_PROFILES NO_MY_ CERTS He HaipeHO HM OfHOro cepTudMKaTa B XPaHWIULE JIMYHBIX CEpPTUPUKATOB
(0xEGD50027)
ERR PROFILES FILETIME TO - | Owmbka ¢yHkuum FileTimeTolLocalFileTime() wnm ¢-um FileTimeToSystemTime()
SYSTIME 6nbnnotekn Kernel32.dll. Bo3MoxHO, B cepTudukaTe yKka3aHO HeafeKBaTHOe Bpe-
(0xEGD50028) MA
ERR_PROFILES NO SUBJ KEY - B cepTtudukaTte He HahpeHo pacuupeHue 'peHTudukaTop Kw4va Brnapensua’
ID
(0xEGD50029)
ERR PROFILES DECODE OBJECT | Oumubka ¢yHkumm CryptDecodeObject(), mekopupymwwen obbekT B ASN1 kogupoBke.
(OXEOD5002A) Bo3MoXHO, uMcnopyeH cepTudukat
ERR _PROFILES FIND CERT - Ownbka noucka ceptudukata ¢-uenn CertFindCertificateInStore() c mapameTpom
BY KEYID CERT _FIND CERT ID no upgeHTudpukaTopy knwya Bnapenbua. Bo3MoxHo, cepTuukat
(OxEOD5002B) oTCyTCTBYET

ERR_PROFILES SHOW CERT
(6XEOD5002C)

Owunbka ¢yHkumm CryptUIDlgViewContext(), oTobpaxawwen ceptupmkart
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IIEPEYEHDb COKPAIIIEHUN

ba3a maHHBIX

[aTyuK ciIy4YalHBIX YHCEI
Kpunrorpadpudeckas 3aiuTa nHGOpMaInu
Kpunrorpadpudeckui cepBep

JlokanpHBIM cIIpaBOYHUK mnomnb3oBaTens (Local Certificate
Store)

OnepanuonHasa cucteMa (Operating System)
[IporpaMMHBIM KOMIIJIEKC

[IporpaMmMHOe obecreyeHue

[Tpuknaguoe I10

[lepcoHanbHBIM  CIIPAaBOYHUK  Ionb3oBaTesnsa  (Personal
Security Environment)

Cnucok aHHynumpoBaHHBIX cepTudukatoB (Certificate
Revocation List)

CpencTBo 3alUTH HH(pOPMaIUn
CpencTBo KpunrorpadudeCKou 3aliluThl nHpopMaluu

CeteBoii cnpaBo4yHUK cepTtuduratoB (Network Certificate
Store)

Cucrema ympaBneHusi ceptuduratamu (Public Key
Infrastructure)

OyHKIIMOHAIPHBIY KJII0UEBOU HOCUTEJID

Llentp peructpauuu (Registration Authority)
LeunTtp ceptudukanmu (Certification Authority)
OJIEKTPOHHBIN JOKYMEHT

OnekTtpoHHasa noanuck (Digital Signature)
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Bepudukalius 1ernodyky cepTuduKaiuu
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INIEPEYEHD TABJINI]

OnucaHye MapaMeTPOB KOHPUTYPAITAM . . . . .« o v v v v v v v e e e e e a
PesynbTaThl ipoBepku I Ha aHHYIMPOBAaHHOM cepTudUuKaTte (6e3 uc-
nonb3oBaHusa ¢pnara FLAG_CMS_VERIFY USEREVOCATIONTIME)
PesynbraTh poBepku 11 Ha aHHY/ITMPOBAHHOM cepTUdUKaTe (C UCIIOJIb-
3oBaHueM ¢iara FLAG_CMS_VERIFY USEREVOCATIONTIME) . . . .
OnucaHue OMIMOOYHBIX CUTYAIIMM . . . . . v o v v v v i e e et e e e e e e o
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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