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AHHOTAIIUA

[laHHBIM OOKYMEHT COHOEPKUT OIlMicaHue OMOIMOTEKU HPUKIAOHOTO IIPOrpaMM-
HOTro wuHTepdelica paboTel ¢ ceprudukaramMu Oy maaTdopmbl Microsoft .Net
Framework nporpammuoro komiiekca (ITK) BAMB.00077-06 «“Banunata Knuent”
Bepcus 4» (gmanee no tekcty — [1K «BanupaTta KnueHT»), a TakXKe peKOMeHOaIuu 110
BCTPAMBAHUIO U UCIOIb30BAHUIO MAaHHOM OMOIMOTEKU B MPUKJIAAHOM IIPOTPAMMHOM
obecneuenuun (I10).

IIOKyMeHT IIpefHa3Ha4YeH [AJi pa3pab0TUYMKOB MPUKJIQAHBLIX IPOTrpaMM (BHEITHUX
o otHomeHuIO K [TK «BanupgaTta KnueHT») KakK pyKOBOACTBO 110 IPOrpPaMMUPOBaHUIO
C UCIIOIb30BaHUEM OuOIMOTEKN PabOTH C cepTudUKaTaMMU.

[Tpu BcTpauBaHuM OMOIMOTEKU MPENIosiaraeTcsi, YTO CUCTEMHBIN NPOrPaMMUCT
MMeeT 3HaHUS O CYIIeCTBYIOIIEel apXUTEKTYPE CUCTEMEI yIIPaBJIEHUSI cepTUGUKaTaMU
(CYC), ucnonp3yeMbIX peKOMEHOalusIX U CTaHOapTax.
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1 IIPUKJIATHOM IIPOTPAMMHBIA UHTEP®EUC

1.1 HazHaueHHe

BubnuoTeka IMPUKIaJHOTO ITPOTrPaMMHOT0 HHTep(delica MporpaMMHOT0 KOMITIIEK-
ca (ITK) BAMB.00077-06 «“Banupgata KnueHT” Bepcus 4» (manee — IIK «Banuma-
Ta Knuent») onsa nnatgopmel Microsoft .NET Framework (manee o tekcty — I[1ITH
.NET) npemocTaBnsieT mporpaMMaM, HalliCaHHBIM C UCIIOJIb30BaHueM Microsoft .NET
Framework Bepcuui 3.5, 4.0, 4.5, 4.6, 4.7 goctyn K HaOOpy KOHCTAHT, CTPYKTyp M
byHKIIMM OMONIMOTEKH IIPUKIIAOHOTO IIPOrpaMMHOT0 nHTepdelica aist paboThl C cep-
tudpukatamu gnst C/C++ ITK «Banumata KnueHT».

1.2 XapakTepuCTHKH

[ITIN NET npepua3znaueH s BcTpauBaHusa [IK «BanupmaTta KnuernT» B ipukiian-
Hble CUCTeMbl. TpeOoBaHUS K alllapaTHO-IIPOTPaMMHOM cpefe, B KOTOPOU (QyHKIIU-
oHupyert IITIXM .NET, npusenensl B fokymerte BAMBE.00077-06 30 01 «“Banunarta
Knuent” Bepcus 4. ®opmynsip».

[Tpu skcruryatanuu I[1T1H1 .Net Heob6xonuMo o6ecriednBaTh Te Ke TpeOOBaHUA K I1a-
paMeTpaM 3alllUuTE 0T HECAHKIIMOHUPOBAHHOT'O JOCTYIIa, YTO U K IPUKJIaTHOMY IIPO-
rpaMmMHOMy obecrniedeHnuio (I10), ucnonblyonieMmy [1K «Banumata KnueHT».

1.3 Acnnojin30BaHHue

B maHHOM DOKyMEHTe JaHO KpaTKoe OIlMCaHKe MEeTOHOB 1 KJIaCCOB C yKa3aHUEM CO-
OTBETCTBYIOIIUX KOHCTAHT, CTPYKTYP U QyHKITUM U3 6MOIMOTEKN TPUKIIAAHOTO IPO-
rpaMMHOro uHTepdetica aast paboTh ¢ ceprudukatamu aast C/C++.

I17151 TTOJTHOT'O OIMCAHUS METOIOB M KJIaCCOB HEOOXOOUMO U3YYUTh OIIMCAaHUE COOT-
BETCTBYIOIIMX KOHCTAHT, CTPYKTYp U GyHKIUU B fokymMmeHTe BAMBE.00077-06 33 01
«“BanupaTta Knuent” Bepcus 4. PyKOBOOCTBO IIpOrpaMMUCTa».

CnenyeT oOpaTUTh BHMMaHME Ha TO, YTO ITPH BBHIIIOJTHEHUM ITOTOKOBBIX ONepalui
c O710KaMHu ITaMsITH ITOTOKOBasi QYHKIIMS OOJIKHA OBITh BhI3BaHA MHHUMYM [Ba pasa
- OOVH WUJIU HEeCKOJIbKO pa3 co 3HaueHueM apaMeTpa IsLast = false u ogus pa3s co
3HaueHneM IsLast = true (mycTh u ¢ BXOOHBIM OJIOKOM ITaMSATH HYJIEBOU OJINHBI).

1.3.1 CocraB

B cocrtas I1TTM .NET BxopmaT crenymoiye Qauib:

— vcpia2.dll - mogynbk DMHaMHUYECKOM O1OIMOTEKH.

Ycranoska IIIIM NET Brmmonasercsa npu ycrtaHoBke [IK «Banmupmata KnueHT».
Bubnuoreka vcpia2.dll ycraHaBimuBaeTcs B rinobanbHbIM Kol c6opok (GAC) .NET.

1.3.2 IloaroroBKa cpeabl pa3padoTKu

PaspaboTka npunoxeHui mis rmiaTgopmel Microsoft .NET Framework BBITIOJTHSI-
eTCsI C TIOMOIIbI0 cpenbl pa3dpaborku Visual Studio. [Tepen HauamoMm COOPKU ITPUJIIO-
xKeHus c ucnonb3doBanueM [1ITU .NET HeoOXoquMOo B IPOEKTE IIPUJIOKEHUS H00aBUTh
vcpia2.dll B cceinku (References).

Krnaccel, onucaHHBEIE B OaHHOM OOKYMEHTE, HaXOOATCS B IIPOCTPaHCTBE UMMeEH
(namespace) Validata.PKI.
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B mpo1iecce pa3pabotku nmpukiaagHoro [10 MoxkeT BOSHUKHYTh HEOOXOIUMOCTD [ie-
TaJIbHOTO aHajin3a OIMMOOYHOM CHUTyallMM, BO3HUKIIEN NPHU BBI30Be (PyHKIUU OuUb-
MuoTeKu. [IJid pelreHuUs 9TOM 3agadyu OMOIMOTEKa MHOOgepzKMBaAeT BO3MOIKHOCTH
BKJIIOYEHUS OTJIaOOYHOIO0 IMPOTOKOJIMPOBaHUSA. [[J1s1 BKIIOYEHUS OTJIAHOYHOIO IIPO-
TOKOJIMPOBAHUS CIIedyeT CO34aTh HepeMeHHYI0 oKpyxkKeHHus (Environment Variable)
pkildbglvl, yctanoBuTh ee 3HaueHue B 0x80 1 mmepe3anyCTUTh IIPOIECC IPUKIagHO-
ro I10.

[aHHBIE OT/JIQJOYHOTO IIPOTOKOJIa 3alUCHIBAIOTCA CHUCTEMHOU (QYyHKIUEU
OutputDebugString(). i1 X OpocMOTpa MOXKHO BOCIOJIB30BaThCA OTIag4H-
koM WinDbg unu yrunutour DbgView u3 coctaBa naketa Windows SysInternals.

1.3.3 IlapamMeTpsbl KOHPUTYypaIIuH

BubnuoTeka NPUKIAMHOTO IIPOrpaMMHOro uHTepdelica mas paboTel ¢ cepTudu-
KaTtamu Ojiss C/C++ IO3BOJISIET BBIIIOIHATL HACTPOMKHU (M3MEHSTh 3HAUYEHUS Mapa-
MEeTpPOB KOHPUTypalluu), IIpegHa3HaYeHHbIe OIS afallTallud K IMOTPeOHOCTSIM ITPU-
KinagHoro [10, a TakXKe OJIsT YBEIUYEHUS ITPOU3BOOUTEILHOCTH IPU HUCIIOJIb30BaHUM
6onbmroro konudectsa (1000000 u 6onee) cepTuUKaTOB.

OnucaHve IapaMeTpPoOB KOHUTrypaluu OUOIHUOTEKU ITPUBEOEHO B [JOKYMEHTE
BAMBE.00077-06 33 01 «“Banupmata KnueHT” Bepcus 4. PyKoBoaCTBO IporpaMMu-
cTa».

1.4 Knacc ceprudukara

Ilepeuucinenue KeyUsages
®naru BO3MOXKHOU 00/1aCTU MCIOIb30BaHUS OTKPHITOTO KIlo4a:

— digitalSignature

coomeemcmeyem ¢paazy KEYUSAGE DIGITAL SIGNATURE.
— nonRepudiation

coomeemcmeyem ¢paazy KEYUSAGE NON REPUDIATION.
— keyEncipherment

coomeemcmeyem ¢paazy KEYUSAGE KEY ENCIPHERMENT.
— dataEncipherment

coomeemcmeyem ¢paa2y KEYUSAGE DATA ENCIPHERMENT.
— keyAgreement

coomeemcmeyem ¢paazy KEYUSAGE KEY AGREEMENT.
— keyCertSign

coomeemcmeyem ¢paazy KEYUSAGE KEY CERT SIGN.
— crlSign

coomeemcmeyem ¢paazy KEYUSAGE CRL SIGN.
— encipherOnly

coomeemcmeyem ¢paazy KEYUSAGE ENCIPHER ONLY.
— decipherOnly

coomeemcmeyem ¢paazy KEYUSAGE DECIPHER ONLY.

Knacc KeyUsageExtension
PacmupeHue 0671acTh UCIIOIB30BaHUS OTKPHITOTO KJIl0Ya cepTudUKara:
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— cBoucTBo KeyUsages Value
@1a2u 803MOHCHOU 06/1aCMU UCNO/Ab308AHUS OMKPbLIMO20 KAI0Yd.

— Metop bool Support (KeyUsages usage)
Bosespauw,aem true, ecau obsi1acmb npumeHeHus usage codepacumcs 8 Value.

Kinacc AlternativeName (coomeemcmasyem cmpykmype altname t)
AnbTepHaTUBHOE UMS U3AaTelsa UK Bilafeblia cepTUUKaTa:

— cBoucTBo string EmailAddress
Cmpoka ¢ adpecom 3i1eKkmpoHHoU noumbst RFC 822.

— cBoucTBO string DNS
Cmpoka ¢ umeHeMm cucmembl umeH domeHos DNS.

— cBoucTso string URI
CmpoKa ¢ yHuKaabHbiM adpecom pecypca URI.

— cBoucTsBo string IPAddress
Cmpoxka ¢ adpecom IP npomokoaa.

— cBOHUCTBO string OrganizationName
CmpoKa ¢ HauMeHOoB8aHuUeM op2aHu3ayuu.

— cBoucTso string RegistredAddress
Cmpoka ¢ 3ape2ucmpupo8aHHbIM a0pPecoM.

— CBOMCTBO string Surname
Cmpoka ¢ ©.H1.0. snadeavua cepmuguxkama.

— cBoUCTBO string BusinessCategory
Cmpoka ¢ 0012CHOCMbIO 81a0envbuad cepmugpukama.

— cBoucTBo string TelephoneNumber
Cmpoka ¢ Homepom meaepoHa eaadenvua cepmupukama.

— cBoucTBoO string Description
Cmpoka c onucaHuem 8 c8o00600HOU (popme.

— cBoucTBO string AccountNumber
CmpoKa ¢ HoMepoM pacyemHo20 cyemad.

— cBoiicTBo string BankId
Cmpoka ¢ baHkosckum udeHmugurkauuoHHbiM Kooom (BHK).

— cBoiicTBo string PhysicalDelivery
Cmpoka ¢ noumogbim adpecom.

— cBoiicTio string ExchangeAddress
Cmpoka ¢ adOpecom Microsoft Exchange.

— cBoucTBo string NotesAddress
Cmpoka ¢ adpecom Lotus Notes.

Knacc Policy (coomeemcmeyem cmpykmype policy t)
PernmameHT (HONMUTHKA) UCIOJIL30BaHUA cepTUdUKATA:

— cBoucTso string Oid
Cmpoka o6vekmHo20 udeHmuguxkamopa (OID), udeHmuguuupyrow,e2o peziameHm
cepmucgukama.
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Knacc ExtendedKeyUsage (coomeemcmeayem cmpykmype extkeyusage t)
PacmupenHas 061acTh UCIIOIb30BAHUS OTKPHITOTO KIl0Ua cepTuduKaTa:

— cBoicTso string Oid
Cmpoka 06vekmHo20 udeHmugpukamopa (OID), udeHmuguyupyrou,e20 ucnoab308ad-
HUe O0MKpblio20 KA4ya cepmugpukamada.

Knacc Extension (coomgemcmayem cmpykmype extension t)
HomonHeHnue (pacmupenue) X.509 ceprtudukara:

— cBoucTso string Oid
Cmpoka o6vekmHo20 udeHmugukamopa (OID), ubeHmugpuuupyrou,e2o 0onoaHeHue
cepmucgukama.

— cBoucTtBo ExtensionType Type
ASN.1 mun Odono/sHeHuA.

— cBoucTBO bool Critical
ITpusHak Kpumu4yHocmMu OONOAHEHUS.

— cBoucTBoO byte[] Value
IlononHeHue 8 DER-Koduposke.

Kmnacc Certificate (coomeemcmsyem cmpykmype certificate t)
Knacc, onuceiBawoiui cepTuduKar:

— CBOUCTBO string Issuer
X.500-ums uszdamensa cepmugpukamada.

— CBOHUCTBO string SerialNumber
CepuliHbill HOMep cepmugukama.

— cBoicTBO string Subject
X.500-ums enadenvua cepmugpukama.

— cBoucTBO string Algorithm
Asneopumm omkKpwlmoezo kKarua cepmugukama.

— cBoucTtBo DateTime NotBefore
Ilama Hauana deticmsus cepmugukama.

— cBorcTBo DateTime NotAfter
Ilama okoHuaHus deucmeusa cepmugukama.

— cBoucTtBo KeyUsageExtension KeyUsage
PaspeweHHble 061acmu UCN0/1b6308AHUS OMKPbLIMO20 KAIUd.

— cBoricTBo DateTime NotBeforePrivate
Ilama Hauana delicmBus 3aKpblmo20 KA4Ya cepmugukama.

— cBoricTBo DateTime NotAfterPrivate
Ilama okoHuYaHus deucmaeus 3aKpblmoz20 KAwud cepmugukamada.

— cBoucTBO AlternativeName IssuerAlternativeName
AsbmepHamusHoe umMs uldamens cepmugpukamada.

— cBoucTBo AlternativeName SubjectAlternativeName
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AsemepHamueHoe ums 8iadenvla cepmugukamad.

— cBoucTso string Keyldentifier
Cmpokosblli udeHmugukamop 3aKpblmoz20 KaAwud, coomsemcmayouw,e20 0aHHOMY
cepmucgukamy.

— cBoucTtso PolicyCollection Policies
PeznameHmul ucnoav3osaHus cepmugukamad.

— cBoucTBo ExtendedKeyUsageCollection ExtendedKeyUsage
PacwupeHHble ob6a1acmu UCN0/1b308aHUS OMKPbIMO20 KAKYd.

— cBoucTtBOo ExtensionCollection Extensions
ITonoaHeHus (pacwupeHus) cepmugukama.

— cBoucTBO bool AlgorithmAsQOid
Ecau true, mo noae Algorithm codepacum obvekmHbili udeHmugpukamop (OID) an-
20pumma omkKpbvlMo20 KAoua cepmuguramad.

— cBoucTBo byte[] EncodedCertificate
Cepmug¢ukam e DER-kKodupoegke.

— cBoucTBo byte[] CertificateHash
Xsw-3HayeHue napvl uUMeHuU usdames U cepuliHo20 Homepa cepmudgukama.

1.5 Kinacc CAC

Knacc RevCert (coomsemcmayem cmpykmype revcert t)
AHHYNIUPOBaAHHEIN cepTUDUKAT:

— CcBOHMCTBO string SerialNumber
CepuliHbll HOMep dHHY/AUPOBAHHO20 cepmuguKkama.

— cBoucTtBo DateTime RevTime
Bpemsa aHHyauposaHua cepmucgukama.

— cBoucTBO int Reason
IIpuvyuHa aHHyAupoBaHuUA cepmuguKkamad.

Knacc CRL (coomeemcmsyem cmpykmype crl t)
Krnacc, onuceiBaomyy CIUCOK aHHYIUPOBaHHEIX cepTudukaToB (CAC):

— CBOUCTBO string Issuer
X.500-ums uzoamensn CAC.

— cBoucTtBo DateTime LastUpdate
Bpemsa Hauana Oeticmsus CAC.

— cBoucTtBo DateTime NextUpdate
Bpems okoHuaHus deticmaus CAC.

— cBoucTBO uint Number
ITopsodkosuiti Homep CAC.

— cBoucTtBO RevCertCollection RevCerts
AHHY/AUpPOBAHHbIE cepmuguKameol.

— cBoucTso byte[] EncodedCrl
CAC 8 DER-kKoduposke.

— cBoucTso byte[] CrlHash
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IlaHHble, codepoicawueca 8 OonosHeHuu «HoeHmugukamop Kawoua 8s1a0enbua»
cepmugukama uzdamens CAC.

1.6 Knacc VcertException

CsoiictBo uint Error
Kopm omu6ku.

ITpumeuaHue - Kodbvl owubok, a makdce demasnvHoe OonucaHue u NpuvyuHa 803-
HUKHOBEHUA owuboKk onucaHvl 8 pasdese «OnucaHue owubouHbIX cumyauuti»
odokymeHnma BAME.00077-06 33 01 «“Baaudama Kauenm” gaepcus 4. Pykogodcmao
npozpammucma.

CsouicTBoO string Message
OnucaHue OUINOKH.

1.7 Kmacc VcertObject

Kmnacc VcertObject siBnsieTcst KitaccoM-00epTKOM KOHTEKCTA JIOKaJIbHOM OUOIIHO-
Teku. [Ipu BrI30Be MeTOmoB Kiiacca VcertObject B ciiydyae BO3BHUKHOBEHUS OIIMOKU
nHTepdelica reHepupyeTcs uckinoueHue VecertException.

IIpumeuaHue - B npouecce csoli pabombl NPUAOHCEHUIO pa3pewaemcs UHU-
uuaau3uposams U OeUHUUUAAu3upo8ambsv HECKO/AbKO pPAa3/AUYHbIX NOAHOUEHHbIX
KOHmMexcmoas 6ubiuomeku, 8 moM yucJe 8 ueaax ux o0Ho8pemMeHHo20 (napaaaens-
H020) UCNO/1b308AHUA.

1.7.1 MeTOoabl HHHIITHA/IN3AIIHHU

Ilepeuncnenue InitializeFlags
®rary MHULMAIKU3alluy KOHTEKCTa OUOJIMOTEKHU:

— DisableCrlUpdate

coomsemcmaeyem ¢paaz2y FLAG INIT DISABLECRLUPDATE.
— ExpiringObjectUI

coomesemcmayem ¢paaz2y FLAG INIT EXPIRINGOBJECTUI.

— DisableLdapUsage
coomgemcmayem ¢aazy FLAG INIT DISABLELDAPUSAGE.

— DisableCacheSave
coomgemcmayem ¢aazy FLAG INIT DISABLECACHESAVE.

— CertStoreProfile
coomeemcmayem ¢aazy FLAG INIT CERTSTOREPROFILE.

— ForceCertCaching
coomsemcmaeyem ¢paaz2y FLAG INIT FORCECERTCACHING.

— AllowAiaCdpUsage
coomeemcmayem ¢aazy FLAG INIT ALLOWAIACDPUSAGE.
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— UseSilentKeyLoad
coomsemcmayem ¢paaz2y FLAG INIT USESILENTKEYLOAD.

— UseVerifyContext
coomsemcmayem ¢paaz2y FLAG INIT USEVERIFYCONTEXT.

[Tepen ucnonb3oBaHUeM m000T0 MeToda Kiacca VcertObject (3a uckmouyeHuem
byHKIIUY MHUIIMAIN3alui) eT0 Heo0X0OUMO MHUIIMAIM3UPOBATh C IIOMOIILI0 OTHOMU
13 QyHKUNY WHULAATIA3allnun.

bool InitMinimal() - (coomeemcmayem ¢yHkuuu VCERT InitMinimal)
MeTon MHUITHATU3AIIUY MUHUMATbHOT0 KOHTEKCTa OUOINOTEKH
Bo3BpamiaeMbie 3HAYEHUS:

— true B ciy4ae ycrexa.

bool Initialize(string profile, InitializeFlags flags) - (coomsemcmasyem ¢yHKUuu
VCERT Initialize)
MeTon MHUITMATU3AIIUY KOHTEKCTa OMOIHNOTEKH
AprymMeHrhbI:

— profile ctpoka ¢ uMmeHeM IpoduiIsa U3 HaCTPOeK KOHGPUTypallmoHHOTOo (daiina
pkil.conf unu u3 Hactpoek npodunent nmonb3oBaTens [1K «CrnpaBoYHUK cepTudU-
KaToB» npu yKasaHuu ¢iara InitializeFlags.CertStoreProfile. [ToggepxuBarwTcs
ClIenyIolIue mOIIOJITHUTEJIbHBIE BO3MOXKHOCTH:

e 3aJlaHNe 3HadeHUusa «MY» II03BOJISET HCIIOJIb30BaTh HACTPOUKU IIpodusieu
rmosib3oBaTens [TK «CrmpaBoOYHUK cepTHu(GHUKATOB» U IT0JIh30BaTEIbCKUM UHTEPGhEC
BeIOOpa npoduns 6e3 3aganus ¢nara InitializeFlags.CertStoreProfile;

e 3apaHue ¢pnara naunuanmu3anuu InitializeFlags.CertStoreProfile no3soss-
eT yKa3aTh TpeOyeMbi Tpoduis nonb3oBaTteisa [IK «CripaBoYHUK cepTu(hUKATOB»
110 UMEHU;

— flags dnarm nHuManu3anuu (CM. onucanue B . 1.7.1).
Bo3BpamniaeMsbie 3HAaYEHUSI:
— true B ciy4ae ycriexa.

bool Initialize(string pse, string localstore, string ldap, string pincode,
InitializeFlags flags) - (coomeemcmeayem ¢pyHkuyuu VCERT InitializeEXx)
PaciiupeHHBI METOO MHULIMAIN3alui KOHTEKCTa OuOIn0TEeKN
AprymeHTrhbI:

— pse Iyt (URI) Kk nepcoHanpHOMY CIipaBOYHUKY nonb3oBatensd (IICII) (coom-
gemcmayem nosw pse cmpykmypsl local_ param_t).

— localstore Ilyts (URI) K noKanbHOMY cipaBO4YHUKY monb3oBaTtensa (JICII) (co-
omeemcmaeyem nosto localstore cmpykmypuot local_param_t).

— Idap Tlyts (URI) Kk ceTeBOMy cnpaBO4YHUKY cepTudpukatoB (CCC) (coomsem-
cmsyem nosaiw ldap cmpykmyput local_param_t).

— pincode TTUH-KO[ KJII04E€BOTO HOCUTEJIA THUIIA CMapT-KapTa (coomesemcmayem
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nosato pincode cmpykmypbol local_param_t).

— flags dnarm nHuManu3anuu (CM. onucanue B . 1.7.1).
Bo3BpaiiaeMbie 3HAYECHUS:

— true B ciy4ae ycmnexa.

1.7.2 MeTOoa JeHHUIHATIH3AIIHHA

void Uninitialize() - (coomeemcmeayem ¢pyukuyuu VCERT Uninitialize)
MeTon menHUIIMaIN3aIuu (0CBOOOXKOEHUA) KOHTEKCTA OMOINOTEKH

IJaHHBIM METOJ BHIIIOJHSIET OeMHUIUAIN3anuio (0CBOOOXKOEHHEe) KOHTEKCTa
OuOIMOTEKU M CBA3aHHBIX C HUM PECYpPCOB, BHIIEIEHHBIX B MeTomax InitMinimal(),
Initialize(), a TakXKe OPOM3BOOUT BHEITPY3KY 3arpyKeHHBIX OJIs 3TOT0 KOHTEKCTa
3aKPHITHIX K/Io4en. [laHHBIN MeTO[] BEI3bIBAETCS B HEeCTPYKTOPe Kiacca VcertObject.

1.7.3 MerTon NO/Iy4Y€eHHUs CTEeKa OIIHO0K

string GetErrorLineEx() - (coomeemcmasyem ¢pynkyuu VCERT GetErrorLineEXx)
MeTo IToJIyYeHUsT CTEKA BHYTPEHHUX OIIUO0K OUOIMOTEKHN
Bo3BpanijaeMsbie 3HAaYEHUSI:

— CTek BHYTPEHHHUX OIINOO0OK OMOIMOTEKH.

1.7.4 MeToasl yIIpaB/IeHUsI U BBI30Ba MacTepoB

ITepeuucnenue VcertCmd
KoManpma, KOTOpyio HeOOXOOUMO BHITIOJTHUTD:

— UpdateCRLs
coomeemcmeyem komaHoe VCERT CMD UPDATECRLS.

— UpdateCRLsCrit

coomeemcmeyem komaHOe VCERT CMD UPDATECRLSCRIT.
— SignWizard

coomeemcmeyem komaHoe VCERT CMD SIGN WIZARD.

— VerifyWizard
coomeemcmeyem komaHoe VCERT CMD VERIFY WIZARD.

— XmlReqWizard
coomsemcmayem KomaHOe VCERT CMD XMLREQ WIZARD.

— ProfileWizard
coomsemcmayem komaHOe VCERT CMD PROFILE WIZARD.

— PrivateKeyWizard
coomsemcmayem komaHOe VCERT CMD PRIVKEY WIZARD.

— CarrierSetPin
coomgemcmayem komaHOe VCERT CMD CARRIER SETPIN.

— CarrierFormat
coomgemcmayem komaHOe VCERT CMD CARRIER FORMAT.
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Ilepeuncnenune CtriFlags
®naru BBITTOTHEHUST KOMaH/IbI:

— XmlRegForEncryption

coomeemcmayem ¢paazy FLAG CTRL XMLREQ FOR ENCRYPTION.
— XmlReqGOST R 34 10 12 256

coomgemcmayem ¢paazy FLAG CTRL XMLREQ GOST R 34 10 12 256.
— XmlReqGOST R 34 10 12 512

coomgemcmayem ¢paazy FLAG CTRL XMLREQ GOST R 34 10 12 512.

— XmlReqgCarrierGeneration
coomgemcmayem ¢paazy FLAG CTRL XMLREQ CARRIER GENERATION.

— ProfWizProhibitModifies
coomgemcmayem ¢paazy FLAG CTRL PROFWIZ PROHIBIT MODIFIES.

void ControlEx(IntPtr hWnd, VcertCmd cmd, byte[] idat, out byte[] odat,
CtrlFlags flag) - (coomeemcmeyem ¢pyHkuyuu VCERT ControlEXx)
MeTop yipaBJieHUsI KOHTEKCTOM U OUOIMOTEKOM, BEI30B MacTepoB
AprymMeHThbI:

— hWnd uperTtudukatop (ONIIMOHAIBHBIN) POOUTEIHCKOTO OKHA;
— cmd Kof KOMaHIbI, KOTOPYIO HEOOXOOMMO BHITIOJTHUTD;
— idat 610K TaMSTH C BXOOHBIMHY JAaHHBIMHU (3aBUCUT OT BHIIIOJIHIEMOM KOMAHOLI);

— odat 6)'IOK IIaMJsATHU C BBRIXOOHBIMU OHAaHHBIMNU (3aBI/ICI/IT oT BBIHOHHSIeMOI;I KOMAaAH-
IBL);
— ﬂag d)narn BBITIOJIHEHU S (SaBI/ICHT oT BbIl'IOJ'IHSIGMOfI KOMaHJIbI).

void UpdateCRLs() - (coomeemcmeyem ¢yHkuuu VCERT UpdateCRLS)
MeTon ctangapTHoro ooHoBrneHuda Bcex CAC, HanneuHsIX B JICII, u3 Touexk CDP

[larHass QyHKOUSA BHEIIOJHSET BHI30B (pyHKIuUU ynpasieHus KOHTeKCToM VCERT -
ControlEx() c kogom komasnel VCERT_CMD_UPDATECRLS.

Ilepeuncienue XmlRequestFlags
®mnaru popmupoBanuss XML-3ampoca:

— DoNotGenerate

coomeemcmayem ¢aazy FLAG XML REQUEST DO NOT GENERATE.
— GOST R 34 10 12 256

coomsemcmayem ¢paazy FLAG XML REQUEST GOST R 34 10 12 256.
— GOST R 34 10 12 512

coomsemcmayem ¢paazy FLAG XML REQUEST GOST R 34 10 12 512.

— CarrierGeneration
coomsemcmayem ¢paazy FLAG XML REQUEST CARRIER GENERATION.

void CreateXmlRequest(XmlRequestFlags flag, Certificate certTmpl, out byte[]
xmlRequest) - (coomsemcmayem ¢yHkuuu VCERT CreateXmlRequest)
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MeToq co3maHus DapHBIX Kao4Yed 1 XML 3anpoca 1o mabiony ceptudukKara
AprymMeHrhbI:

— flag dnar popmupoBanus XML-3amnpoca:

— certTmpl xnacc cepTudukara - 1abj0H, Ha OCHOBAaHUU KOTOPOT0 GOPMUPYETCS
XML-3ampoc.

— xmlIRequest 610K maMsaTu ¢ chopMupoBaHHEIM XML-3ampocomM.

1.7.5 CnpaBOYHHKH U NPOPHUIH IOIH30BATEISA

Knracc memblockCollection
Komnnexkius 6J10KOB IaMATUA

— metop int Add(byte[] block) - no6aBuTh 6JI0K TaMSATU B KOJUJIEKIIHIO, BO3BpAIlaeT
WHIEKC B KOJIIEKITUY;

— cBoucCTBO uint Cnt - KonmuyecTBO OJIOKOB ITAMATH.

void CreateCertificateStore(memblockCollection certs, memblockCollection
crls, string psestore, string localstore, uint flag) - (coomsemcmaeyem ¢yHKUuUu
VCERT CreateCertificateStore)
Meton dopmupoBanus ITICIT u JICIT u3 orgenbHbIX cepTudukaTtoB 1 CAC
AprymMeHTbI:

— certs Kkonnekmnuss OJIOKOB MaMsATH, copepxKainux ceptudukatel B DER-
KogupoBke unu PEM-¢popmarte. IlepBhili 971eMEHT JaHHOTO MaCCHBa OOJIZKEH Cofdep-
XKaTh pabounit cepTuduKaT NOJIb30BATEJISA C AelcTByINM KitouoMm II1. B dopmupy-
emble TICII u JICII OyOyT BKJIIOYEHBI TOJIBKO T€ CEePTUdUKATHI, KOTOPEIE HA MOMEHT
dopMuUpoOBaHUs OEMCTBUTEIbHEI II0 BPEMEHU;

— crls xonnekius 6710k0B mamMsATH, cogepxkaiiux CAC B DER-kogupoBke unu PEM-
dopmarte. B popmupyemeie IICIT u JICII 6ynyT BKItodeHHB TONbKO Te CAC, KOTOpHBIE
Ha MOMEHT (OPMUPOBAHUS OEVCTBUTEIbHEI 10 BDEMEHUY;

— psestore niyth (URI) K co3paBaemomy IICII;
— localstore nyts (URI) K co3maBaemomy JICII;
— flag macka ¢aroB (3ape3epBUPOBAHO, IOJIKHO OBITH paBHO 0).

ITepeuucnenue ProfileFlags
®naru MeTo0B PabOTH C IPOMUIIIMHU:

— CreateRegistryProfileOver
coomeemcmeyem ¢aazy FLAG CREATE REGISTRY PROFILE OVER.

bool CreateRegistryProfile(string profile, string storepath, ProfileFlags flags) -
(coomeemcmsyem ¢pyHkuyuu VCERT CreateRegistryProfile)
MeTton co3manus uiau 00HOBIeHUS npodusd no nytu K dainam [1CIT u JICIT
AprymMeHTrhbI:

— profile ums co3gaBaeMoro uian 060HOBIIIEMOT0 IIPOGUISA II0JIb30BaTENIsA, HAllPU-
Mmep Ilo yMo/19aHUIO;

— storepath nyts K ¢aiinam [1CII local.pse u JICII local.gdbm. [Tlanayio pyHK-
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M0 MOXKHO MCIOJIb30BaTh TOJIBKO B TeX ciydasX, Korga [ICII He pacrioioXxkeH B CU-
ctemHoM xpaHunuile OC Microsoft Windows, a JICIT pacnonoxeH B 0a3e HaHHBIX
GDBM;

— flag dnar gobaBeHUs UM OOHOBIEHUS IPODUIIA.
Bo3BpamjaeMbie 3HaYEHUSI:

— true B ciydae ycrexa.

bool CreateRegistryProfileEx(string profile, string psestore, string localstore,
string ldapstore, ProfileFlags flags) - (coomeemcmeyem ¢yHkuyuu VCERT -
CreateRegistryProfileEx)
Metop co3panus uiau o0HoBneHud npodung no onyram (URI) k TICTI, JICTI, CCC
AprymMeHTrhbI:

— profile vMsi co3maBaeMoro uiIx 00HOBJIIEMOTO0 ITPODUIIS IT0JTh30BaTESI, HAIIPU-
Mmep Ilo yMo149aHUIO;

— psestore niyth (URI) k TICIT mpodusns moab30BaTeNs;
— localstore nyts (URI) k JICIT npodumns monb30BaTens;
— ldapstore iyt (URI) (onmuoHaneHEIN) K CCC npoduins moiab30BaTes;
— flag dnar gobaBieHus UM OOHOBIEHUS IPODUIIA.
Bo3BpamjaeMbie 3HaYEHUS:

— true B ciydae ycrexa.

string QueryRegistryProfile(uint index) - (coomeemcmsyem ¢yHkuuu VCERT -
QueryRegistryProfile)
MeTop nony4dyeHUss HHQOPMaIUU 0 Tpoduie o HHAEKCY
AprymMeHrhbI:

— index nHOEKC TpopuUIA.
Bo3BpaiiaeMbie 3HAYECHUS:

— UM IIPOUs.

void QueryRegistryProfileEx(out string profile, out string psestore, out string
localstore, out string ldapstore, uint index) - (coomsemcmeayem ¢yHkuuu VCERT -
QueryRegistryProfileEx)
PacmivpeHHBIM METO MONyYeHUs UHPOPMaIuu 0 Ipodusie mo HUHAEKCY
AprymMeHThbI:

— profile nms ipoduns;

— psestore niyth (URI) K TICII;
— localstore nyts (URI) k JICIT;
— Ildapstore iyt (URI) Kk CCC;
— index nHOEeKC Tpodus.
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1.7.6 Buslyanusanus oobekToB CYC

void ShowCertificate(byte[] cert) - (coomeemcmeyem ¢yHkuuu VCERT -
ShowCertificate)
MeTon Bu3vanu3aluu cepTudukara
AprymMeHThbI:

— cert 670K naMsaTu c¢ ceptudukatoM B DER-KogupoBke unu PEM-dopMmare.

void ShowCertificateEx(IntPtr hWnd, byte[] cert) - (coomeemcmeyem ¢yHKyuu
VCERT ShowCertificateEXx)
PacimupeHHBI MEeTOO BU3yaiu3aluu cepTudrukaTa
AprymMeHrhbI:

— hWnd npeHTUGUKATOP POOUTENBCKOTO OKHA;
— cert 67510k namsTu ¢ ceptudukatroMm B DER-kogupoBke unu PEM-dpopmare.

void ShowCrl(byte[] crl) - (coomeemcmayem ¢pyHkuuu VCERT ShowCrl)
Mertopa Busyanusaiuu CAC
AprymeHThbI:

— crl 6nok namsatu ¢ CAC B DER-kogupoBke unu PEM-dopmare.

void ShowCrlEx(IntPtr hWnd, bytel] crl) - (coomeemcmeyem ¢pyHkuuu VCERT -
ShowCrlEXx)
PacmmmpenHbsn Meton Bulyanulanuu CAC
AprymMeHrhbI:

— hWnd npeHTUGUKATOP POOUTENBCKOIO OKHA;
— crl 6ok namsatu ¢ CAC B DER-kogupoBke uinu PEM-dpopmare.

void ShowRequestEx(IntPtr hWnd, byte[] req) - (coomeemcmayem ¢pyHKuuu
VCERT ShowRequestEX)
Pacmmmpennsii meton Busyanusanuu PKCS#10 3anpoca
AprymMeHThbI:

— hWnd npeaTuduKaTop POOUTENTHCKOTO OKHA;
— req 6ok nmamsatu ¢ PKCS#10 3anpocoMm B DER-kKogupoBke unu PEM-dopmare.

void ShowRevocationEx(IntPtr hWnd, byte[] rev) - (coomeemcmeyem ¢yHKyuu
VCERT ShowRevocationEXx)
PacuimpeHHBIM METOO BU3yaJIM3allui 3alpoca Ha aHHYIMPOBaHUe cepTuduKaTta
AprymMeHTrhbI:

— hWnd npeHTUGUKATOP POOUTENHBCKOTO OKHA;

— rev OJIOK IIaMsSTU C 3aldpoCOM Ha aHHYyJIHWpoBaHue ceptudukata B DER-
KOJOUPOBKE.
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1.7.7 3Jxcmopt u HMHIOpPT 00beKTOB CYC

Ilepeuncnenue ExportParameters.ExportObjectType
TuI 9KCImopTUPyeMoro oObeKTa:

— NewRequest - gvinosiHumbv popmuposaHue 3anpoca PKCS#10 0aa nposede-
HUS1 N/A1AHOB0U CMeHbl pabouez2o cepmugukama noab3o8amesi;

— RevocationRequest - 8binosHUMb popMupos8aHue 3anpoca HA AHHYAUPOBAHUE
pabouez0 cepmugukama npu KomMnpomMemauyuu 3aKpsblino20 K/aArud no/1b308ameJis.

Knacc ExportParameters - (coomgemcmayem cmpykmype export_param t)
[TapameTpsl popMmupoBanus 3anpoca PKCS#10 unu 3anmpoca Ha aHHY/IMPOBaHUE:

— Konctpyktop ExportParameters(ExportParameters.ExportObjectType type);

— cBoucTBO bool ShowUI - asmomamuuecku 8u3yaaiu3uposams CHhopMupO8aH-
Hbll 3anpoc PKCS#10 usau 3anpoc Ha AHHYAUPOBAHUE;

— cBoucTtBO bool UseDER - skcnopmupogamb 3anpoc PKCS#10 uau 3anpoc Ha
avHyauposaHue 8 DER-koOuposke, 6e3 obepmuieaHus II1 8 popmame CMS;

— cBOUCTBO bool GenKey2012 256 - 8bino1HUMb 2eHepauu0 3aKpblinoz20 KArndd
01a cepmu¢ukama 8 keaaupuuuposaHHom gpopmame no I'OCT P 34.10-2012 (256
6um);

— cBoUCTBO bool GenKey2012 512 - 8bin01HUMb 2eHEepPAu,uUk 3dKpPblino20 KA4d
01s cepmu¢ukama 8 keaaupuuuposaHHom ¢popmame no I'OCT P 34.10-2012 (512
oum);

— cBoucTtBO bool CarrierGeneration - npu 2eHepauuu Heu3eseKaemoz20 3d-
Kpblmoz20 KaA4yad Ha (PYHKUUOHAAbHOM Karwdesom Hocumesae (PKH) vdToken
¢opmuposamv amom kawu eHympu ®KH ¢ ucnoav3osaHuem s8HympeHHezo IICH
nocseoHeeo.

byte[] ExportMemory(ExportParameters Param) - (coomgsemcmayem ¢yHKUuu
VCERT ExportMem)
Meton ¢dopmMupoBanus 6710ka naMmatu ¢ 3anpocom PKCS#10/Ha aHHYIUPOBaHUE
AprymMeHTrhbI:

— Param niapameTphl popMupoBaHusa 3anpoca PKCS#10/Ha aHHyIMpOBaHUeE.
Bo3BpaniaeMble 3HAYEHHUS:
— OJIOK JmaHHBIX C COOPMUPOBAHHBLIM 3aIIPOCOM.

void ExportFile(ExportParameters Param, string outfile) - (coomeemcmeyem
¢yHkyuu VCERT ExportFile)
MeTon dhopmupoBaHusa danaa ¢ 3anpocoM PKCS#10/Ha aHHYIUpPOBaHIE
AprymeHThbI:

— Param napameTphl popMupoBaHus 3anpoca PKCS#10/Ha aHHy/THUpOBaHUE;
— outfile nyTs K ainy g 3anucu cGOpMUPOBAHHOTO 3ampoca.

Ilepeuncnenue ExportToStoreFlags
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®narm akcnopra ceptuduratoB u CAC B cucteMmHoe xpanunuiie OC:

— LocalMachineStore
coomgemcmayem ¢aazy FLAG EXPORT SYSTEM STORE MACHINE.

— IgnoreErrors
coomsemcmaeyem ¢paazy FLAG EXPORT SYSTEM STORE IGNORE.

void ExportToSystemStore(ExportToStoreFlags flag) - (coomeemcmayem ¢pyHK-
uuu VCERT ExportToSystemStore)
MeTtop skcnopTa ceptudurkatoB u CAC u3 I1CIT u JICII B cuctemMHoe xpaHumnuiiie OC
AprymMeHThbI:

— flag dnarm skcnopra ceptuduratoB u CAC.

Ilepeuncnenue ImportParameters.ImportObjectType
THUIl UMIIOPTUPYEMOTr'0 00BEKTa:

— Certificate - umnopmuposamv cepmugpukam 8 DER-kodupoeke usau PEM-
¢opmame;

— Crl - umnopmuposamv CAC 8 DER-Kodupogke uau PEM-¢popmame;

— MyCertificate - umnopmuposams cepmugpukam 8 DER-kKodupoeke uau PEM-
¢opmame u ycmaHosumbs e20 8 kKayuecmae pabodez20 cepmuguKkama no1vb308amens;

— Update - umnopmuposams cepmugpukam uau CAC 6e3 nocmpoeHus u nposep-
KU uenouku cepmupukayuu.

Knacc ImportParameters - (coomgemcmayem cmpykmype import _param t)
[TapameTphl nobaBnenus o6bekToB CYC B IICII, JICIT unu CCC:

— KonctpykTtop ImportParameters(ImportParameters.ImportObjectType type);

— cBOICTBO bool ShowUI - asmomamu4ecku 8u3yaau3uposams UMNOPMuUpyemMble
8 IICII, JICIT uau CCC obwvexkmuvl CYC;

— cBoucTBO bool DoNotVerifyChain - umnopmupogams cepmugukam uau CAC
6e3 nocmpoeHus U npoeepKu Uenoyku cepmugukayuu;

— cBoucTtBO bool ForceRemoteStore - npuHyOumeabHO umMnopmuposams cep-
mug¢uxam uau CAC 8 CCC.

void ImportMemory(ImportParameters Param, byte[] Data) - (coomeemcmeayem
¢yHxkuuu VCERT ImportMem)
Metopn mo6aBneHus 06sekToB CYC B IICII, JICIT mau CCC u3 06JI0Ka OJaHHBIX
AprymMeHTrhbI:

— Param napameTpsl gob6aBneHuss 06beKToB CYC;

— Data 610k maHHBIX ¢ moOaBnsieMbiMu o0beKTamMu B DER-kKogupoBke unu PEM-
dopmare.

void ImportFile(ImportParameters Param, string Data) - (coomeemcmeyem
¢ynkuyuu VCERT ImportFile)
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MeTton nob6asnenus 00LekToB CYC B IICII, JICIT unu CCC u3s danna
AprymMeHrhbI:

— Param napaMeTphl gob0aBneHus o0beKToB CYC;

— Data nyTth K danny c mobapinsiembiMu o0bekTamMu B DER-konupoBke unu PEM-
dopmare.

1.7.8 Pa30op u nonydeHue nadpopmanuu 06 oo beKrax CYC

Metopnbl pa3bopa u momydeHus: uHGOpMalMM HpefHa3HaudeHBl OJig npeobpas3o-
BaHUs (pa3bopa) 3akommpoBaHHBIX 00beKTOB CYC u3 DER-kKogupoBKu umnu PEM-
(dopmaTa B COOTBETCTBYIOIIME JaHHBIM 00BbEKTAM CTPYKTYPHI.

MeTombl TakKxKe MOXKHO HMCIIOJIb30BaTh IJIsi pa30opa OOomoJIHeHuM (pacCIIupeHMit)
ceptudukatoB u3 DER-komupoBku. [Insi pasbopa OOIOIHEHUS (pacIIupeH’sI) ero
Heo0X0UMO HalTU B MaCCUBe AOIMOJIHEHUY (pacIIupeHuii) cepTudukara no o6beKT-
HoMy ugeHtudukatopy (OID), u nepenatsh 010K maMsATH C 3aKOAMPOBAaHHBIMU JaHHHI-
MU OOIIOJTHEHUS B COOTBETCTBYIOIIUM MeTO[ pa3bopa:

— anbTepHaTuBHOe UM Biaagesnbiia (OID 2.5.29.17) - meTon ParseAltnameEx();
— anbTepHaTuBHOe uMs usgartens (OID 2.5.29.18) - meton ParseAltnameEx();

— 0a3oBbIe orpaHnyeHus ceptudukara (OID 2.5.29.19) - meTof
ParseBasicConstraintsEx();

— upgeHtTuduratop kimoda usgarens (OID 2.5.29.35) - meTon
ParseKeyldentifierEx().

Knacc OtherName (coomeemcmsyem cmpykmype othername _t)
IIlpyroe uMs ambTePHATUBHOTO UMEHU:

— cBoucTBo string Oid
Cmpoka ¢ obvekmHbiM udeHmugpukamopom (OID), udeHmuguuupyrou,um opyaoe
uMA.

— cBouCTBO string Name
Cmpoka ¢ mekcmosbiMUu OAHHbIMU OpPY2020 UMEHU.

Kmacc AltNameEx (coomsemcmayem cmpykmype altname ex t
[Ipyrue nuMeHa aJlbTEPHATUBHOTO UMEHU:

— cBouctBo OtherNameCollection OtherNames
ITone ¢ maccusom Opyaux UMeH a1bmepHaAmueHo20 UMEeHU.

Knacc BasicConstraintsEx (coomeemcmeyem cmpykmype basic constraints -
ex t
Ba3oBrle orpaHnYeHus cepTuduKara:

— cBoucTBO uint CA
ITpusHak cepmu¢pukama Llenmpa cepmuepukauyuu (LIC). Ecau 3HadeHue = 0, mo
cepmugpukam sieasemcs cepmupukamom LIC.

— cBoucTBo int PathLen
MaxcumanvHasa O0auHa uenoyku cepmuguxkayuu. 3HayeHue < 0 o3Hauaem omcym-
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cmeue oepaHudeHuA Hd a/lUHy uenodku.

Certificate ParseCertificate(byte[] Encoded) - (coomeemcmeyem ¢pyHKuuu
VCERT ParseCert)
MeTon pa3bopa u nony4dyeHuss “HGOpPMaIluu 0 cepTudrKkare
AprymMeHTbI:

— Encoded 6510k namsaTu ¢ ceptudukaroM B DER-konuposke unu PEM-dopMmare.
Bo3BpaiiaeMbie 3HAYEHUS:

— KJacc ceptudukara.

CRL ParseCrl(byte[] Encoded) - (coomeemcmayem ¢yHkuuu VCERT ParseCrl)
MeTton pa3bopa u nonyuenuss uHpopmarmu o CAC
AprymMeHTrhbI:

— Encoded 610k nnamsitu ¢ CAC B DER-konupoBke unu PEM-dopmare.
Bo3BpaniaeMbie 3HAUYEHHUS:
— kyiacc CAC.

AltNameEx ParseAltnameEx(byte[] Encoded) - (coomeemcmeyem ¢yHKuuu
VCERT ParseAltnameEXx)
MeTton pa3bopa u monydyeHus nHGopMaluu 06 arbTePHATUBHOM UMEHU
AprymMeHThbI:

— Encoded 06510k NaMsITU C OJAaHHBIMU [OOMOJHEHUS aJIbTEPHATUBHOTO MMEHU B
DER-KOOUPOBKE.

Bo3BpamiaeMbie 3HAYECHUS:

— KJIaCC aJIbTEPHATHUBHOI'O NMEHH!.

BasicConstraintsEx ParseBasicConstraintsEx(byte[] Encoded) - (coomeem-
cmeyem ¢yHkuuu VCERT ParseBasicConstraintsEx)
MeTton pa3bopa u nonydeHus nHGopMalum o 6a30BbEIX OTPAaHUYEHUSIX cepTUdUKATa
AprymMeHrhbI:

— Encoded 670K TTaMSTH C JaHHBIMU OOIIOJIHEHUSI 0a30BBEIX OTPAaHUYEHUN CEPTHU-
¢ukara B DER-KOOupOBKE.

Bo3BpaniaeMbie 3HAYEHUS:

— KJiacc 0a30BBLIX OTPaHUYEHUM.

byte[] ParseKeyldentifierEx(byte[] Ikid) - (coomeemcmayem ¢pyHkuuu VCERT -
ParseKeyldentifierEx)
MeTon pa3bopa u nonyueHus: nHdopMmaluu o6 naeHTUdGHUKaTOpe KIova u3gaTesis
AprymMeHTrhbI:

— IKkid 6710K TTaMsITU C JAHHLIMU [IOIIOJTHEHUS UOeHTU(UKaTOpa KJTloua U3maTens
B DER-kKOOgupoOBKe.

Bo3BpaniaeMsbie 3HaYEHUS:
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— OJIOK IMaMSsTH C pa306paHHI:>IM I/IJIeHTI/I(I)I/IKaTopOM KJII0O49a U30aTeiid.

1.7.9 IlocTpoeHue u mpoBepKa Hemnodyek oo6beKToB CYC

[Tlepeuncnenune VerifyPolicyParameters.VerifyPolicyFlags
®naru IOCTPOEHUS U IIPOBEPKHU IIeoUKUu cepTudukara unu CAC:

— NoTimeCheck
coomsemcmaeyem ¢paaz2y FLAG POLICY DONOTCHECKTIMES.

— DoCrlVerification
coomsemcmaeyem ¢paaz2y FLAG POLICY DOCRLVERIFICATION.

— DoNotCheckKeyTime
coomsemcmayem ¢paaz2y FLAG POLICY DONOTCHECKKEYTIME.

Knacc VerifyPolicyParameters(coomsemcmsyem cmpykmype verify policy -
param _t
[TapaMeTpH IOCTPOEHUS U IIPOBEPKHU 11e04YKM cepTudukara unu CAC:

— cBouctso VerifyPolicyFlags Flags
(¢nazu nocmpoeHus u npogepku uenouku cepmugpuxkama uau CAC.

— cBoucTBo int CheckTime
MOMEHM 8peMeHU, Had KOMOopblli CMPOUMCA U NpoeepAaemcs uenouyka cepmugukama.
— KeyUsages KeyUsage
paspeuleHHble 061acmu UCN0/1b308AHUSI OMKPbIMO20 KAKUd.
— Mmetop void AddExtendedKeyUsage(string eku)
IlobasaeHue OID pacwupeHHOU 0b6s1acmu UCNOAb308AHUS OMKPbIMO20 KAKYA 015
nposepku.

— Mmetop void AddPolicy(string policy)
IobasaeHue OID peeaameHma ucnoab3o8aHus cepmugpukama 04151 nposepku.

Certificate VerifyCert(CmsVerifyParameters Param, byte[] Cert) - (coomeem-
cmsyem ¢yHkuyuu VCERT VerifyCert)
MeTo[ ITOCTPOEHUS ¥ TPOBEPKU IIENOYKY cepTudUKaTa
AprymMeHThI:

— Param niapaMeTpHl IPOBEPKU cepTudukarta (cm. . 1.7.14);

— Cert 6510K maMsiTH C IpoBepsieMbIM cepTudukratom B DER-koguposke unu PEM-
¢dopmare.
Bo3BpaiiaeMbie 3HAYEHUS:

— KJacc ceptudukara.

bool VerifyCertificatePolicy(VerifyPolicyParameters Param, byte[] Cert) - (coom-
semcmaeyem ¢yHkuuu VCERT VerifyCertificatePolicy)
PaciupeHHBI METOO IOCTPOEHUS M IIPOBEPKU IEIMOYKH cepTuduKaTa
AprymMeHrhbI:

— Param IIapaMeTPHI IIOCTPOEHUA U ITPOBEPKHU IIEIIOYKHU CepTI/Id)I/IKaTa;
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— Cert 6710K MaMATH C TpoBepsieMbIM cepTudukaToM B DER-kogupoBke unu PEM-
dopmare.

Bo3BpanijaeMsbie 3HAaYEHUS:

— true B ciydae ycrmexa.

bool VerifyCrlPolicy(VerifyPolicyParameters Param, byte[] Crl) - (coomesemcmay-
em ¢yHkyuu VCERT VerifyCriPolicy)
PacmvpeHHBIM MeTOO IOCTPOEHUA U TPOBepKHU liennouku CAC
AprymMeHThbI:

— Param napaMeTphl IIOCTPOeHUs 1 npoBepku 1enouyku CAC (Heob6XxoguMo ycTa-
HOBUTH (priar DoCrlVerification);

— Crl 6nok namsitu ¢ npoBepsiembiM CAC B DER-konupoBke unu PEM-dpopmare.
Bo3BpaiiaeMbie 3HAYEHUS:

— true B ciy4ae ycrexa.

1.7.10 BpIuHC/JIeHHe X3II-3HaYeHUH

byte[] BlkHashMem(string Algorithm, byte[] Data) - (coomeemcmeyem ¢yHKyuu
VCERT BlkHashMem)
MeTop GJI0YHOTO BLIYMCIIEHUS X3II-3HAUEeHUs OJI0Ka MaMATH
AprymMeHrbI:

— Algorithm ctpoka o6beKTHOTO ugeHtudukaropa (OID) anropuTMa X3IIUPOBa-
HUA (B ClIy4dae, eCJIM 3aflaHHO€e 3Ha4YeHNe He PaBHO HU OOHOMY M3 IepPeYrCIIEeHHBIX
HUXe, X3mupoBaHue 0yneT BeIIONHATHCSA 1o TOCT P 34.11-94):

e ”1.2.643.2.2.9” - xsmmposaHue 1o I'OCT P 34.11-94;
e ”1.2.643.7.1.1.2.2” - xamuposanue 1o 'OCT P 34.11-2012 (256 6urT);
e ”1.2.643.7.1.1.2.3” - xomuposanue 1o 'OCT P 34.11-2012 (512 6ur);

— Data 670K TaMsATH C UCXOOHBIMU MaHHBIMU (OJIOK TaMSITH MOXKET OBITh HYJIEeBOM
IOJIMHEL).
Bo3BpaniaeMsbie 3HAaYEHUS:

— BBIYHCJICHHOE€ X3III-3HA4YEeHHe.

byte[] BlkHashFile(string Algorithm, string Data) - (coomeemcmasyem ¢yHkuuu
VCERT BlkHashFile)
MeTop 6JI0YHOTO BEIYMCIIEHUS XIIII-3HaYeHUs (daiina
AprymMeHTbI:

— Algorithm ctpoka 00beKTHOTO ugentTudukaropa (OID) anroputMa X31IMpPOBa-
HUS (B CciIydae, eCliM 3afJaHHOEe 3Ha4YeHHe He PaBHO HU OJHOMY K3 II€PEeYNCIEeHHBIX
HUXe, X3mupoBanue 0yneT BeIIONMHATHCS 1o TOCT P 34.11-94):

e ”1.2.643.2.2.9” - xamupoBanue 1mo 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommpoBanue nmo 'OCT P 34.11-2012 (256 6ur);
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e ”1.2.643.7.1.1.2.3” - xammupoBanue no 'OCT P 34.11-2012 (512 6ur);

— Data nms daiina ¢ UCXOOHBIMU OaHHBIMHU ((aiin He MOXKeT OBITh HYyJIeBOU [JIU-
HEI).

Bo3BpamjaeMbie 3HAYEHUS:

— BBIYHCJIEHHOE€ X3III-3HA4YEHHUE.

Knacc StreamHashCtx
KOHTEKCT BEHITIOTHEHUS IIOTOKOBOM OIlepalluu:

— Konctpyktop StreamHashCtx(string hashalg);
— CgoiictBo string algorithm ctpoka o6wekTHOTrO MOeHTUPUKaTopa (OID) anro-
pUTMa X3IINPOBaHUS:
e 71.2.643.2.2.9” - xsmupoBanue 110 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommpoBanue mo 'OCT P 34.11-2012 (256 6ur);
e ”1.2.643.7.1.1.2.3” - xamupoBanue 1o 'OCT P 34.11-2012 (512 6ur).

byte[] StreamHashMem(StreamHashCtx hashContext, byte[] Data, bool
IsLast) - (coomsemcmseyem ¢yHkuuam VCERT StrHashInitMem, VCERT -
StrHashUpdateMem, VCERT StrHashFinalMem)
MeTo HIOTOKOBOTO BEIYMCIIEHUS XOMI-3HAYEHMS OJIOKOB HaMSTH
AprymMeHThbI:

— hashContext KOHTEKCT BBLIIIOJIHEHUSI IIOTOKOBOM OIlepalluy;

— Data 610K TaMsATH C UCXOOHBIMU TaHHBIMU (OJIOK TaMsTH MOXKET ObITh HYJIeBOMU
IJIMHEI);

— IsLast nipr3HaK 3aBepIIeHNsI MTOTOKOBOTO BEIYMCIIEHUS X3II-3HAYEHU .
Bo3BpamiaeMbie 3HAYEHUSA:

— BBIYHCJIEHHOE€ X3III-BHA4Y€HHNE, BO3BpPAllld€TCdA IIPKH 3aBEPIIEHHNH IIOTOKOBOTO
BBEIYHCJIEHHUA XOIII-SHAYEHHNA.

byte[] StreamHashFile(string Algorithm, string Data) - (coomeemcmayem ¢yHK-
uuu VCERT StrHashFile)
MeToO MOTOKOBOI'O BEIYUCIEHUS X3II-3HaYEHUS daiisia
AprymeHThbI:

— Algorithm ctpoka 00beKTHOTO ugeHTudukaropa (OID) anroputMa X31IHMPOBa-
HUS:

e ”1.2.643.2.2.9” - xsmupoBanue 110 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommpoBanue mo 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xommpoBanue mo 'OCT P 34.11-2012 (512 6ur);

— Data vms daiina ¢ UCXOOHBIMU OaHHLIMU ((aiin He MoXKeT OLITh HYJIEBOM OJIU-
HBI).

Bo3BpanjaeMsbie 3HaYEHUS:
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— BBIYHCJICEHHOE€ X3III-3HA4YEeHHe.

1.7.11 BeIuHcjIeHHe U nmpoBepKa JII xaui-3HaYeHuH

byte[] SignHash(byte[] Hash) - (coomesemcmeyem
SignHashMem)
MeTop BuruncieHus 1 Xa1I-3HaYeHU ST
AprymMeHThbI:

— hash 06710K TaMsTH C X3II-3HAYEHUEM;
Bo3BpamjaeMbie 3HaYEHUS:

— BBEIYMCIIeHHOe JII x3mi-3HauyeHus.

¢dyHKUUU

VCERT -

bool VerifyHash(byte[] Signer, byte[] Hash, byte[] Sign) - (coomeemcmasyem

¢yHkuuu VCERT VerifyHashMem)
OyvHKIHNA npoBepku Il X311-3HAYEHU S
AprymMeHrhbI:

— Signer 6710k MaMsiTH C CepTUGUKATOM, Ha KOTOPOM HeoO0X0oauMo npoBepsaTsh Il

(8 DER-kogupoBke unu PEM-dopmarte);

— Hash 670K TaMSTH C X3II-3HAYEHUEM;

— Sign 6710k mamMsATHu C rmpoBepsieMoi JI1 X3III-3HaYEHUS.
Bo3BpaiiaeMbie 3HAYEHUS:

— true B ciy4ae ycrexa.

1.7.12 Ilouck u nepeducjieHue oo0beKToB CYC
[Tepeuncnenue FindParameters.FindFlags
®naru rmoucka CepTuduKaToOB:
— FindMy
coomsemcmayem ¢paazy FLAG FIND CERTWITHPRIVATE.

— FindRemote
coomsemcmayem ¢paazy FLAG FIND USEREMOTESEARCH.

— FindSelectUi
coomeemcmeyem ¢paazy FLAG FIND SHOWUISELECTOR.

— NoTimeCheck
coomeemcmeyem ¢aazy FLAG FIND DONOTCHECKTIMES.

— NoVerify
coomeemcmeyem ¢paazy FLAG FIND DONOTVERIFYCHAIN.

— Ldap2Local
coomeemcmeyem ¢paazy FLAG FIND ADDREMOTETOLOCAL.

— NoKeyTimeCheck

coomeemcmeyem ¢paazy FLAG FIND DONOTCHECKKEYTIME.

— PartialSubject
coomeemcmeyem ¢paaz2y FLAG FIND SUBJECTISPARTIAL.
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— IgnoreCached
coomsemcmayem ¢paaz2y FLAG FIND IGNORESTORECACHE.

— IgnoreLocal
coomsemcmayem ¢paaz2y FLAG FIND IGNORESTORELOCAL.

— SubjectAttribute
coomsemcmaeyem ¢paaz2y FLAG FIND SUBJECTATTRIBUTE.

Knacc FindParameters - (coomsemcmayem cmpykmype find param t)
[TapamMeTphl HOWCKa CePTUDUKATOB 10 3aJaHHOMY I1abI0HY:

— csouctBo FindFlags Flag
®az2u noucka cepmugpukamos.

— cBoucTBo Certificate Template
IITabaoH cepmugukama 0415 8bINOAHEHUSA NOUCKA.

CertificateCollection FindCertificates(FindParameters Param) - (coomeemcmay-
em ¢yHkuyuu VCERT FindCert)
MeTon noucka cepTudUKATOB 0 3afaHHOMY ITIabI0HY
AprymMeHTrhbI:

— Param mapaMeTpHl IIOMCKa CEePTU(MUKATOB I10 3afJaHHOMY HIa0I0HY.
Bo3BpamnjaeMbie 3HAaYEHUSI:

— HaWgeHHbIE CEPTUGUKATHI.

[Tepeuncnenre EnumStoreCtx.EnumStoreFlag
®rnaru nepeducieHnuss 00bEKTOB:

— StorePersonal
coomgemcmayem ¢paazy FLAG ENUM STORE OBJECTS STORE PERS.

— StoreLocal
coomegemcmayem ¢aazy FLAG ENUM STORE OBJECTS STORE LOCL.

— StoreLdap
coomesemcmayem ¢paazy FLAG ENUM STORE OBJECTS STORE LDAP.

— StoreURI
coomeemcmeyem ¢aazy FLAG ENUM STORE OBJECTS STORE SURI.

— ObjectCert
coomeemcmeyem ¢aazy FLAG ENUM STORE OBJECTS OBJECT CER.

— ObjectCrl
coomeemcmeyem ¢paazy FLAG ENUM STORE OBJECTS OBJECT CRL.

Knacc EnumStoreCtx
KoHTeKCT onepanuu nepeuduncieHuss 00bLeKTOB:

— Konctpyktop EnumStoreCtx(EnumStoreFlag flag).

byte[] EnumStoreObjects(EnumStoreCtx enumStoreCtx, bool bClose) - (coom-
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semcmeyem ¢yHkuuu VCERT EnumStoreObjects)
MeToq nepeyucnenrsi 00beKTOB CIPAaBOYHUKOB
AprymMeHTrhbI:

— enumStoreCtx KOHTEKCT IIepedrciIeHusI 00beKTOB CIIPAaBOYHUKOB;
— bClose npu3HakK IIpeKpalleHus Ipolecca IepednucieHns.
Bo3BpaunijaeMsbie 3HAYEHUS:

— OJIOK ImaMsTH C odepegHBIM 00beKTOM B DER-KomupoBke. [I7151 ITOJIHOTO Iiepe-
4HClIeHHus OOBEKTOB CIIpaBOYHMKA (PYHKIIMIO CJiedyeT BBI3BIBATh OO TEX MOP, MOKa
BO3BpalllaeMoe 3HaueHue He paBHO null.

byte[] EnumStoreObjectsEx(EnumStoreCtx enumStoreCtx, string uri, string qri,
bool bClose) - (coomsemcmayem ¢yHkuuu VCERT EnumStoreObjectsEXx)
PaciipeHHBIN MeTO nepedncneHns 00beKTOB CIPaBOYHUKOB
AprymMeHrhbI:

— enumStoreCtx KOHTEKCT IlepeducieHuss 00beKTOB CIIPABOYHUKOB;
— uri URI cnpaBoYHUMKA [IJI51 IePeYUCIIeHUsT 0OBEKTOB;

— qri norudeckoe BeipaxkeHue Buaa (&(vdSubjName=*UBan*) (vdKeyld=12%)),
MIO3BOJIAIOIlEEe OTPAaHUYUTE IpocMaTpuBaeMble B CCC KOHTEUHEPHI;

— bClose npu3Hak IIpeKkpalleHus mpolecca IepevyruciIeHus.
Bo3BpamiaeMbie 3HAYEHUS:

— OJI0K maMsTU Cc odepenHBIM 00beKTOM B DER-KogupoBKe. [IJisi IOJIHOTO IIepe-
YrCIeHuss 0OOBbEeKTOB CIIpPaBOYHMKA (PYHKIIMIO CJiefyeT BHI3BIBAThH OO TEX MOP, MOKa
BO3BpalllaeMoe 3HaueHue He paBHO null.

1.7.13 Bsruuciaenue I CMS-coo0uieHnuu

Knacc CmsSignParameters - (coomeemcmayem cmpykmype sign_param_t)
[TapameTpsl Beruucienuss 911 CMS-coob1ieHun:

— cBoiicTBO bool AddSigner - dobasisamb cepmugpukam noonucaHma - pakmuuye-
CcKu, pabouutli cepmuguxkam - 8 CMS-coobw,eHue;

— cBoucTBo bool SubjectKeyld - ucnosivzogeams 015 udeHmugukayuu cepmugu-
Kama noonucaHma 0aHHble donosHeHus “"Hoenmugpukamop kaoua eaadeavua”. Ec-
AU OaHHbIU (hae He ycmaHo8/aeH, mo 0451 u0eHmuguKkayuu ucnoabdyemcesa napa Ums
uzdameansi/CeputliHblll HOMED;

— cBouictBo bool Envelope - He 0obasasmbv 3I1 k noonucaHHomy CMS-
coobuierHuro, a obepHymos II1 cywecmayrwu,ee CMS-coobweHue ueaukom. IlaHHbIl
¢naz pazpeweHo ucnoa1b308amsb MOAbKO Npu popmuposaHuu cosmeuw,eHHou II1;

— cBotictBo bool CAAESBES - do6asumv 8 311 aymeHmuguuyupyemsvie ampuby-
mbul 8 coomeemcmauu co cneuupukauueu CAdES-BES. YcmaHogka 0aHHO20 ¢paaza
npusodum k 0obasseHur O0onosHUMeE/bHO020 aymeHmuguuupyemoz2o0 ampubyma
ESS signing-certificate.
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MeTOoabI 0JIOYHOr0 BBIYHC/IEeHUsI coBMelneHHou JI1 CMS-coo01menuu

byte[] CmsBIkAttSignMem(CmsSignParameters Param, byte[] Data) - (coom-
semcmayem ¢yHKkuuu VCERT CmsBIkAttSignMem)
MeTop 6JI0YHOTO BEIYMCIIEHUS COBMellleHHON JI1 6Ji0Ka maMsaTu
AprymMeHThbI:

— Param napameTphl BeuuciaeHus 11 CMS-coo0bi1teHus;
— Data pasHBIE (He HYJIEBOU [OJIMHBI) OJ1 BeluuciaeHus I11.
Bo3BpamiaeMbie 3HAaYEHUS:

— nopnucanHoe CMS-coo01iieHue.

void CmsBIKkAttSignFile(CmsSignParameters Param, string Data, string Ocms)
- (coomeemcmeyem ¢yHkuuu VCERT CmsBIkAttSignFile)
MeTop G/10YHOTO BRIYMCIIeHUS coBMellleHHOU III datina
AprymMeHTrhbI:

— Param napameTpsl BerunciaeHus 11 CMS-coo0b1eHni;
— Data daiin (He HyJ1eBOU AJIMHBI) C JAHHBIMU OJIs BEIYUCeHus II1;
— Ocms daiin ¢ nognucaHHbIM CMS-coo0b11ieHreM.

MeToabl IIOTOKOBOI'O BBIYUC/IEHUSA coBMeIlneHHOu JII CMS-coo0uienun

Knacc CmsStrAttSignCix
KOHTEKCT IMOTOKOBOM NMPUCOEOUHEHHOU ITOOIUCHU:

— KOHCTPYKTOpP CmsStrAttSignCix();
— KOHCTPYKTOp CmsStrAttSignCtx(CmsSignParameters signpar);

— cBouicTtBO CmsSignParameters signParam
napamempul 8viuucaeHus 311 CMS-coobweHull.

byte[] CmsStrAttSignMem(CmsStrAttSignCtx signContext, byte[] Data, bool
IsLast) - (coomeemcmeayem ¢yHkuuam VCERT CmsStrAttSignInitMem, VCERT -
CmsStrAttSignUpdateMem u VCERT CmsStrAttSignFinalMem)
MeTo IOTOKOBOTO BHIYUCIIEHUS coBMellleHHOU JI1 6710Ka naMaTu
AprymMeHrhbI:

— signContext KOHTEKCT ITIOTOKOBOM NPHUCOeOUHEHHOMN ITOOINCH;

— Data 670K 1aMsAITU C OAaHHBIMU [JIs1 BEIYMUCIEeHUSA DI (HOMXKHO BHIIIOJIHSATHCS
ycnoBue Data.Length > 0). ITpu no6asnenuu II1 kK noanucaHHoMy CMS-coo0I1ieH 10
OOJIZKHO BHINIONTHATHECA ycinoBue Data.Length > 128;

— IsLast npu3HakK 3aBeplleHus Ipolecca NOOIUCH.
Bo3BpaniaeMsbie 3HAaYEHUSI:

— OJIOK aMATHU C mmoanuca’HusIM CMS-cooO1ieHneM.

void CmsStrAttSignFile(CmsSignParameters Param, string Data, string Ocms) -
(coomeemcmaeyem ¢pyHkuuu VCERT CmsStrAttSignFile)
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MeTo[ IIOTOKOBOT'O BEIUMCIIeHUsI coBMernieHHou I daiina
AprymMeHrhbI:

— Param mniapameTphsl BeiuuciaeHus 11 CMS-coo0l1teHn;
— Data daiin (He HyJIeBOU AJIMHBI) C JAHHBIMU OJIs BEIYUCIeHus OI1;
— Ocms daiin ¢ nognucaHHEIM CMS-coob1ieHrueM.

MeToabI 0JIOYHOI0 BBIYHCI/IEHUs oTae1eHHou JII CMS-coo01menun

byte[] CmsBlkDetSignMem(CmsSignParameters Param, byte[] Data, bytel[]
Icms) - (coomsemcmayem ¢yHkuuu VCERT CmsBlkDetSignMem)
MeTop 6JIOYHOTO BEIYMCIIEHUS OTaeneHHou JIT 6710Ka maMsaTH
AprymMeHrshbI:

— Param mniapameTphsl BeiunciaeHuss 11 CMS-coo0l1teHn;
— Data 6510k mamMsATu (He HYJIEBOU OJIMHBI) C MAHHBIMU [OJI1s BEIYUcCIeHus: II1;

— Icms 670K nmamMsaTu (OIIIMOHANIBHBIN) C IMOONMCAHHBEIM CMS-cooOIiieHHEeM O
moOaBnenus JII.

Bo3BpaniaeMbie 3HAUYEHHUS:
— OJIOK IaMSTHU C nmoanuca’HubIM CMS-cooO1ieHueM.

void CmsBIlkDetSignFile(CmsSignParameters Param, string Data, string Icms,
string Ocms) - (coomeemcmayem ¢pyHkuuu VCERT CmsBlkDetSignFile)
MeTopn 67104YHOIO BEIYMCIIEHHUS oToeneHHoN DI daiina
AprymMeHThbI:

— Param mnapameTphl BeiunciaeHus 311 CMS-coo0b1eHn;
— Data ¢aiin (He HyJIeBOU OJIMHBI) C JAHHBIMU OJis BeIYucaeHus JII;

— Icms daiin (onimoHaIbHEIN) C IToanucaHHbEIM CMS-coobiienueM i godaBJie-
Husa JI1;

— Ocms daiin ¢ mognucanHbiM CMS-coo0IieHueM.

MeToObI IOTOKOBOI'O BEIYUC/IEHUs oTae/ieHHou JII CMS-coo01meHuu

Kmacc CmsStrDetSignCtx
KOHTEKCT ITOTOKOBOM OTHAENEHHOMN MOAIINCHU:

— KoHCTPYKTOp CmsStrDetSignCitx();
— KoHCTpYyKTOpP CmsStrDetSignCtx(CmsSignParameters signpar, byte[] inCms);

— cBoucTtBO CmsSignParameters signParam
napamempul 8viyucaeHus SI1 CMS-coobw,eHull.

— CBOHCTBO byte[] icms
exooawee CMS coobweHue (8 cayuae dobasaerHus III).

byte[] CmsStrDetSignMem(CmsStrDetSignCtx signContext, byte[] Data, bool
IsLast) - (coomeemcmeyem ¢yHkuuam VCERT CmsStrDetSignInitMem, VCERT -
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CmsStrDetSignUpdateMem u VCERT CmsStrDetSignFinalMem)
MeTon NOTOKOBOTO BhIYHUCIIEeHUSA oTaeneHHoU Ol 610Ka maMaTu
AprymMeHTrhbI:

— signContext KOHTEKCT IIOTOKOBOU OTAEJI€HHOU MOAIINCH;

— Data 6710K maMsITH C ITPOAOJIXKEeHUEM aHHBIX OJIs BeiuucaeHus JII;

— IsLast ipu3HaK 3aBePILEHU IIPOoliecca IIOOIINUCH.
Bo3BpamniaeMsbie 3HaYEHUSI:

— OJIOK IMaMsATH ¢ noanucaHHeIM CMS-coob1eHueM.

void CmsStrDetSignFile(CmsSignParameters Param, string Data, string Icms,
string Ocms) - (coomeemcmayem ¢pyHkuuu VCERT CmsStrDetSignFile)
MeTon HOTOKOBOTO BhIUKCIIeHUs oTaenenHoun Il daitna
AprymMeHThbI:

— Param napameTphsl BeiunciaerHuss 11 CMS-coo0bieHn;
— Data daiin (He HyJIeBOM [OJIMHBI) C MAHHBIMU OJIs1 BEIYUCIeHus JI1;

— Icms ¢aiin (onuroHanbHBIN) ¢ TognucanHbiM CMS-coobiienueM miisi modasiie-
Husa J11;

— Ocms datin ¢ nognucanHbiM CMS-coo0bIieHueM.

1.7.14 IIpoBepka III CMS-coo0OuieHu#

[Tepeuncnenue CmsVerifyParameters.CmsVerifyFlags
®naru npoBepku AT CMS-coobuieHn:

— DeleteSignatures

coomesemcmayem ¢paazy FLAG CMS VERIFY DELETESIGNATURES.
— SignerKeyUsages

coomsemcmayem ¢paazy FLAG CMS VERIFY SIGNERKEYUSAGES.

— SignerPolicies
coomsemcmaeyem ¢paazy FLAG CMS VERIFY SIGNERPOLICIES.

— SignerExtKeyUsages
coomsemcmaeyem ¢paazy FLAG CMS VERIFY SIGNEREXTKEYUSAGES.

— MinimumSignatures
coomsemcmaeyem ¢paazy FLAG CMS VERIFY MINIMUMSIGNATURES.

— DoNotCheckTimes
coomsemcmayem ¢paazy FLAG CMS VERIFY DONOTCHECKTIMES.

— DoNotAddSigner
coomsemcmaeyem ¢paaz2y FLAG CMS VERIFY DONOTADDSIGNER.

— IgnoreAttachedSigner
coomsemcmaeyem ¢paaz2y FLAG CMS VERIFY IGNOREATTACHEDSIGNER.

— UseRevocationTime
coomsemcmayem ¢paazy FLAG CMS VERIFY USEREVOCATIONTIME.
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— DoNotAddAttachedSigner
coomsemcmaeyem ¢paazy FLAG CMS VERIFY DONOTADDATTACHEDSIGNER.

— RequireAttachedSigner
coomgemcmayem ¢paazy FLAG CMS VERIFY REQUIREATTACHEDSIGNER.

— UseAttachedChain
coomsemcmaeyem ¢paazy FLAG CMS VERIFY USEATTACHEDCHAIN.

— ReqiureAttachedChain
coomgemcmayem ¢aazy FLAG CMS VERIFY REQUIREATTACHEDCHAIN.

Kmnacc CmsVerifyParameters - (coomgsemcmayem cmpykmype verify param t)
[TapameTpsl tpoBepku IIT CMS-coobitieHn:

— cBoucTtBo CmsVerifyFlags Flag
®azu nposepku II1 CMS-coobweHull.

— cBoucTBo KeyUsages KeyUsage
Pa3peweHHble 061acmu UCN01b308aHUA OMKPbIMO20 KAI0Ud.

— Metop void AddPolicy (string pol)
Iobasumb noAUMUKY UCNO/Ab30BAHUS cepmugukama 015 NposepkKu.

— Metop void AddExtendedKeyUsage (string eku)
Iobasumb pacwupeHHy0 061acmb NPpUMeHeHUA KAlua 015 NposepKuU.

— cBoucTso int SignToDelete
Koauuecmso 3II, komopvle Heobxooumo ydaiaumb, HA4YuHas ¢ koHua CMS-
coobweHus. Ilnsa yoaseHus acex OII caedyem nodambv 3HayeHue, pasHoe -1. I[Ipu
nposepke coemew,eHHblXx nomokosbvix OI1 pazpeweHo nodasamb MoabKo 3HayeHus 0
u-1.

— cBoucTBO int MinimumSignNumber
MuHumaavHo donycmumoe Koauyecmao 311 8 CMS-coobw,eHuu.

Kmnacc VerifyResult - (coomsemcmayem cmpykmype sign status t)
PesynbTaT npoBepku KOHKpeTHOU DI CMS-coobiieHus:

— cBoucTBO uint RawStatus
Pesyavmam npogepku KoHKkpemHou OI1:

e == 0 - JI] nposepeHa ycnewHo;
e I= 0 - K00 owubku nposepku 3I1I.

— ceoucmeo string Description
OnucaHue pe3y/s1bmama nposepku.

— cBoiucTtBO DateTime Time
Bpewmsa aviuucaenusa II1 8 yacosom nosce UTC, 83amoe u3z aymeHmupuiyupyemozo
ampubyma rsaSigningTime daxHotu 3I1 (pasHo 0 8 cayuae omcymcmeus YKa3aH-
Ho20 ampubyma e 3I1).

— cBoucTBo Certificate SignerCertificate
Cepmugukam, Ha KOmopom 8blNOAHANACL nposepka 311, m.e. cepmupukam omnpa-
sumensn daHHou SOI1.
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MeToabl 0/I0YHOM MPOBEPKH COBMemeHHBIX III CMS-coo01menu#

bool CmsBIkAttVerifyMem(CmsVerifyParameters Param, byte[] Icms, out bytel[]
Data, out VerifyResultCollection VerifyResult) - (coomeemcmeyem ¢pyukyuu VCERT -
CmsBIkAttVerifyMem)
MeTop 6J104YHOM ITPOBEPKU coBMeIIeHHBIX JI1 610Ka maMsaTu
AprymMeHThbI:

— Param napameTpsl IpoBepku IIT CMS-coobieHnis;
— Icms 670K naMATH (He HyJIeBOU OJIMHBI) C mognucaHHbIM CMS-coobIieHueM;

— Data 6710K TaMSATH C BEIXOOHBIMM JaHHBIMU. 3all0JIHAETCS IIPU YCTaHOBKe (iia-
ra npoBepku DeleteSignatures (B ciydae ycmeiiHou npoBepkKu Bcex III CMS-
cooO1eHus), nHade paBeH null;

— VerifyResult pe3ynbraT npoBepku 311 CMS-coobiieHus.
Bo3BpaiiaeMbie 3HAYEHUS:

— true B cnydae yclelrHoW IIpoBepkKHu Bcex Il (HeoOxommMo aHaInu3upOBaTh
VerifyResult);

— false B cnydae omnOKM IpOBEPKHU XOTSA OBl omHOM II1 (HeoOX0oOuMO aHaIUu3UPO-
BaTh VerifyResult);

— reHepupyetT VcertException B ciydae Opyrou ommnOKY (3ampelleHo aHalu3u-
poBaTh VerifyResult).

bool CmsBIlkAttVerifyFile(CmsVerifyParameters Param, string Icms, string Data,
out VerifyResultCollection VerifyResult) - (coomesemcmeyem ¢yukuyuu VCERT -
CmsBIkAttVerifyFile)
MeTon 67104YHOM TPOBEPKHU coBMeIeHHBIX I daiina
AprymMeHThbI:

— Param mnapameTphl IpoBepkKu IIT CMS-coo0bimieHn;
— Icms daiin (He HYIeBOM OJIWHBI) C moanucaHHEIM CMS-coo01ieHneM;

— Data ¢daitn c BEIXOOHBEIMHM OaHHBIMU. COo3maeTcs IIPpU yCTaHOBKe (jiara MpoBep-
Ku DeleteSignatures (B ciydae ycrelrHou nmpoBepku Bcex III CMS-coobiieHust),
MHa4dye MoxkeT OvrITh paBeH null;

— VerifyResult pe3ynbraT npoBepku II1 CMS-coo0bieHus.
Bo3BpanijaeMbie 3HAaYEHUSI:

— true B ciydyae ycHenrHod IpoBepku Bcex III (HeoOXomomMo aHaIu3UpPOBaTh
VerifyResult);

— false B cny4dae omnOKu IPOBEPKHU XOTs OBl omHOM DT (He0OX0OUMO aHATIU3UPO-
BaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyroi omuOKu (3amnpeIieHo aHalIu3u-
poBaTh VerifyResult).
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MeToabl IOTOKOBOH MPOBEPKH COBMeIllleHHbIX DI CMS-coo0imenui

Kmnacc CmsStrAttVerifyCtx
KOHTEKCT ITOTOKOBOM IIPOBEPKU COBMelleHHBIX D1 CMS-coobiieHn:

— KOHCTpYyKTOp CmsStrAttVerifyCtx();
— KoHCTPYyKTOp CmsStrAttVerifyCtx(CmsVerifyParameters verifyParam);

— cBoucTtBO CmsVerifyParameters verifyParam
napamempul nposepku II1 CMS-coobw,eHull.

bool CmsStrAttVerifyMem(CmsStrAttVerifyCtx verifyContext, byte[] Icms, bool
IsLast, out byte[] Data, out VerifyResultCollection VerifyResult) - (coomeemcmayem
¢yHkuuam VCERT CmsStrAttVerifyInitMem, VCERT CmsStrAttVerifyUpdateMem u
VCERT CmsStrAttVerifyFinalMem)
MeToO IOTOKOBOY IPOBEPKHU coBMelleHHBIX JI1 6j10Ka maMaTu
AprymMeHTrhbI:

— verifyContext KOHTEKCT ITIOTOKOBOU ONepaIuy;

— Icms 06710k maMsaTu (He HYJIeBOM OJIMHEI) C OYepPemHON YacCThI0 MOAIHCAHHOTO
CMS-coo011eHuS;

— IsLast ipu3HaK 3aBepIlIeHns MpoIecca IIOOINCH;

— Data 6510K TaMSITH C BEIXOOHLIMY MaHHBIMH. 3a0JIHSETCS ITPYU YCTAaHOBKE (yiara
npoBepku DeleteSignatures, nHaye paseH null;

— VerifyResult pe3ynbraT nipoBepku A1 CMS-coobiieHus.
Bo3BpaiiaeMbie 3HAaYEHUS:

— true B cnydae ycleurHod IpoBepku Bcex Il (HeoOxomumMo aHalIu3upoBaTh
VerifyResult);

— false ecniu mpoBepKa He 3aBepIlieHa, IPU 3aBEPIIEHUHN - B CIIy4ae OIMIUOKHU ITPo-
BepKHu X0Ts ObI omHoM DI (HeobxoguMo aHanu3upoBaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyrou omunOKYU (3amnpelleHo aHalu3u-
poBaTh VerifyResult).

bool CmsStrAttVerifyFile(CmsVerifyParameters Param, string Icms, string Data,
out VerifyResultCollection VerifyResult) - (coomesemcmeyem ¢yukuyuu VCERT -
CmsStrAttVerifyFile)
MeTon DOTOKOBOY NPOBEPKM COBMeIleHHBIX Il datisia
AprymMeHTrhbI:

— VerifyParam napameTpoB mpoBepku 31T CMS-coo0biieHu;
— Icms ¢aiin (He HyIeBOM OIUHBI) C moAnucaHHEIM CMS-coo01IeHueM;

— Data ¢daitn c BEIXOOHBIMUM OaHHBIMU. COo3maeTcs IIPU YCTaHOBKe (jiara MpoBep-
Ku DeleteSignatures (B ciydae ycremrHou nmpoBepku Bcex III CMS-coobiieHust),
MHadye MoxkeT OrITh paBeH null;

— VerifyResult pe3ynbraT npoBepku II1 CMS-coobiieHus.
Bo3BpaniaeMbie 3HaYEHUS:

— true B ciydae ycrnemrHou mpoBepku Bcex Il (HeoOxoguMo aHaIU3UPOBATh
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VerifyResult);

— false B cnydae omnOKM IpOBEePKHU XOTs OB oHOM T (HeoOX0OMMO aHaIU3UPO-
BaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyroi omunOKYu (3ampelleHo aHalu3u-
poBaTh VerifyResult).

MeToabl 0/I094HOM IPOBEePKH oTaeaeHHBIX I CMS-coo0uieHun

bool CmsBlkDetVerifyMem(CmsVerifyParameters Param, byte[] Data, byte[]
Icms, out byte[] Ocms, out VerifyResultCollection VerifyResult) - (coomeemcmayem
¢ynkyuu VCERT CmsBIlkDetVerifyMem)
MeTop 6JI0YHOY ITPOBEPKU OTHEJIEHHBIX D1 6JI0Ka maMAaTU
AprymMeHTbI:

— Param napameTphl IpoBepku IIT CMS-coobimeHni;
— Data 6510k maMsATHu (He HyJIEBOM OJIMHBI) C JaHHBIMU [J1s1 TpoBepku III;
— Icms 070K mmaMsiTH (He HYJIeBOU OJIMHEI) C IMoanucanHbIM CMS-coobiieHueM;

— Ocms 06JI0K TaMsTU C BEIXOOHBIM CMS-coo0iuieHueM. 3aloHsIeTCs IIPU yCTa-
HOBKe (priara npoBepku DeleteSignatures (B ciiydae ycnenrHoi nmpoBepku Bcex II1
CMS-coo0bmienusi), nHaue paBeH null;

— VerifyResult pe3ynbraT npoBepku II1 CMS-coo0biieHus.
Bo3BpanijaeMbie 3HAaYEHUS:

— true B ciydae ycCIeNIHOM IIpoBepKH Bcex IIl (HeoOXomomMo aHaIu3UpPOBaTh
VerifyResult);

— false B cny4dae omnOKu IPOBEPKHU XOTs OBl ofHOM DT (He0OX0OUMO aHATIU3UPO-
BaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyroi ommOKy (3amnperieHo aHalIu3u-
poBaTh VerifyResult).

bool CmsBlkDetVerifyFile(CmsVerifyParameters Param, string Data, string
Icms, string Ocms, out VerifyResultCollection VerifyResult) - (coomesemcmaeyem
¢yHkuuu VCERT CmsBlkDetVerifyFile)
Metop 6y10YHOM TPOBEPKU oTHesieHHbIX JII datina
AprymMeHTrhbI:

— Param napameTtpsl 1poBepku 11 CMS-coo0bIieHu;
— Data daiin (He HyJIeBOU OJIMHBI) C JAHHBIMU OJIs ITpoBepKu IlI;
— Icms datin (He HYIeBOM OJUHEI) C ToanucanHbiM CMS-coob1ieHuneMm;

— Ocms ¢aiin ¢ BerxogHEIM CMS-coobmieHueM. Co3maeTcsi Ipu yCTaHOBKe ¢iia-
ra npoBepku DeleteSignatures (B ciydae ycmelnHou IpoBepkKu Bcex IIT CMS-
cooO0IeHns), "HaYe MOKeT ObITh paBeH null;

— VerifyResult pe3ynbraT nnpoBepku A1 CMS-coobiieHus.
Bo3BpaiiaeMbie 3HAYEHUS:

— true B cnydae ycIelrHoW IIpoBepku Bcex III (HeoOXomuMoO aHalIu3upoBaTh
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VerifyResult);

— false B cnydae omnOKM IpOBEePKHU XOTs OB oHOM T (HeoOX0OMMO aHaIU3UPO-
BaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyroi omunOKYu (3ampelleHo aHalu3u-
poBaTh VerifyResult).

OYHKIIUH IIOTOKOBOH NMPOBEPKH oTAeIeHHbIX III CMS-coo0uieHni

Kmacc CmsStrDetVerifyCtx
KOHTEKCT ITOTOKOBOU IIpOBepKU oTHeneHHBIX T CMS-coobuienuii:

— KoHCTpyKTOp CmsStrDetVerifyCtx(byte[] Icms);

— KoHCTpyKTOp CmsStrDetVerifyCtx(byte[] Icms, CmsVerifyParameters
verifyParam);

— cBoucTtBOo CmsVerifyParameters verifyParam
napamempul npogepku 11 CMS-coobuieHull.

— CBOHCTBO byte[] icms
sxoosauiee CMS coobuw,eHue 8 sude 6,10Kka OaHHbIX.

bool CmsStrDetVerifyMem(CmsStrDetVerifyCtx verifyContext, byte[] Data, bool
IsLast, out byte[] Ocms, out VerifyResultCollection VerifyResult) - (coomeemcmayem
¢yHkuuam VCERT CmsStrDetVerifyInitMem, VCERT CmsStrDetVerifyUpdateMem
u VCERT CmsStrDetVerifyFinalMem)
MeToO TOTOKOBOY ITPOBEPKYU OTHEeNeHHBIX D1 6710Ka maMsATH
AprymMeHrhbI:

— verifyContext KOHTEKCT IIOTOKOBOU ONepaIuy;
— Data 6510K nTaMsiTH ¢ mognucaHubeIM CMS-coo0biieHueM;
— IsLast nipr3HaK 3aBepIIeHUs IPollecca IPOBEPKY;

— Ocms 06JI0K TTaMsaTU C BBIXOOHBIM CMS-cooOmieHueM. 3amnoiHIEeTCs IIPU yCTa-
HOBKe (¢ara nmpoBepku DeleteSignatures (B ciydae ycnemHou IpoBepKu Bcex II1
CMS-coobmienusi), nHaue paseH null;

— VerifyResult pe3ynbraT npoBepku A1 CMS-coobiieHus.
Bo3BpamiaeMbie 3HAYECHUS:

— true B ciy4yae ycHelrHOW ITpoBepkKu Bcex III (HeoOXomuMMO aHAIW3UPOBATh
VerifyResult);

— false ecniu mpoBepKa He 3aBepIlieHa, IPU 3aBEPIIEHUHN - B CIIy4ae OIMIUOKHU ITPO-
BepKHu X0Ts ObI omHoM DI (HeobxoguMo aHanu3upoBaTh VerifyResult);

— reHepupyet VcertException B ciydae Opyrou omunOKY (3amnpelleHo aHalu3u-
poBaThk VerifyResult).

bool CmsStrDetVerifyFile(CmsVerifyParameters Param, string Data, string
Icms, string Ocms, out VerifyResultCollection VerifyResult) - (coomeemcmasyem
¢ynkyuu VCERT CmsStrDetVerifyFile)
MeTon IOTOKOBOU IPOBEPKU oTHeneHHbIX I danina
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AprymMeHThbI:
— Param napameTphl IpoBepku IIT CMS-coob1ieHni;
— Data daiin (He HyJIeBOU OJIMHBI) C JAHHBIMU AJis ITpoBepkKu IlI;
— Icms datin (He HyIeBOM OJWHLI) C ToanucanHeiM CMS-coob1ieHuneMm;

— Ocms ¢aiin ¢ BeixogHEIM CMS-coobmieHueM. Co3maeTcsi Ipu yCTaHOBKe ¢iia-
ra npoBepku DeleteSignatures (B ciydae ycmeinHou npoBepkKu Bcex III CMS-
cooO0IeHs1), "HaYe MOXKeT ObITh paBeH null;

— VerifyResult pe3ynbraT nipoBepku A1 CMS-coobiieHus.
Bo3BpamiaeMbie 3HAaYEHUS:

— true B cnydae ycleumrHod IpoBepku Bcex Il (HeoOxommMoO aHaIu3upOBaTh
VerifyResult);

— false B cnydae omnOKY IpOBEPKHU XOTSA ObI omHOM II1 (HeoOX0oOuMo aHaIUu3UPOo-
BaTh VerifyResult);

— reHepupyetT VcertException B ciydae Opyrou omunOKY (3amnpelleHo aHalIu3u-
poBaTh VerifyResult).

1.7.15 3amudpoBanue CMS-cooO01IeHUH

[lepeuncnenre CmsEncryptParameters.CmsEncryptFlags
®naru 3amudpoBanusi CMS-coobIieHmn:

— UseRemoteSearch
coomeemcmayem ¢paazy FLAG CMS ENCRYPT USEREMOTESEARCH.

— DoNotCheckTimes
coomeemcmayem ¢aazy FLAG CMS ENCRYPT DONOTCHECKTIMES.

— DoNotVerifyChain
coomgemcmayem ¢paazy FLAG CMS ENCRYPT DONOTVERIFYCHAIN.

— AddRemoteToLocal
coomsemcmayem ¢paazy FLAG CMS ENCRYPT ADDREMOTETOLOCAL.

— DoNotCheckKeyTime
coomsemcmayem ¢paazy FLAG CMS ENCRYPT DONOTCHECKKEYTIME.

— SubjectlsPartial
coomsemcmayem ¢paazy FLAG CMS ENCRYPT SUBJECTISPARTIAL.

— IgnoreStoreCache
coomeemcmayem ¢paazy FLAG CMS ENCRYPT IGNORESTORECACHE.

— IgnoreStoreLocal
coomeemcmayem ¢paazy FLAG CMS ENCRYPT IGNORESTORELOCAL.

— SubjectAttribute
coomsemcmayem ¢paazy FLAG CMS ENCRYPT SUBJECTATTRIBUTE.

— SubjectKeyld
coomeemcmayem ¢paazy FLAG CMS ENCRYPT SUBJKEYID.

— GostR34 12 15MG
coomeemcmayem ¢aazy FLAG CMS ENCRYPT GOST R 34 12 15MG.
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— GostR34 12 15GH
coomgemcmayem ¢paazy FLAG CMS ENCRYPT GOST R 34 12 15GH.

— AddOmacAttribute
coomgemcmayem ¢paazy FLAG CMS ENCRYPT ADDOMACATTRIBUTE.

— RecipientKeyAgreement
coomgemcmayem ¢paazy FLAG CMS ENCRYPT RECIPKEYAGREEMENT.

Knacc CmsEncryptParameters - (coomgemcmeyem cmpykmype encrypt -
param t)
[TapameTphl 3amudpoBanusi CMS-coobIiieHmn:

— cBoucTtBo CmsEncryptFlags Flag
@ nazu 3awupposarusi CMS-coobuieHull.

— metoq void AddReceiver(Certificate cert)
IlobasaeHue wabaoHa cepmugukama noaydyamens.

MeToabl 0;104HOro0 3ammudpoBanusi CMS-coo0uieHuH

byte[] CmsBlkEncryptMem(CmsEncryptParameters Param, byte[] Data) - (co-
omesemcmayem ¢pyHkuuu VCERT CmsBIkEncryptMem)
MeToqn 6104HOrO0 3amudpoBaHus 0J10Ka IaMATH
AprymeHrhbI:

— Param napameTphl 3ammudppoBanuss CMS-cooOieHn;
— Data 6510k naMsiTu (He HY/IeBOM AJIMHBI) C aHHBIMU OJI1 3alTUpPOBaHUSA.
Bo3BpaniaeMsbie 3HAaYEHUSI:

— sammdppoBanHoe CMS-coobiieHue.

void CmsBIlKkEncryptFile(CmsEncryptParameters Param, string Data, string
Ocms) - (coomeemcmayem ¢pyHkuuu VCERT CmsBIKEncryptFile)
MeTop 6s104HOT0 3amudpoBanus ¢aina
AprymMeHTbI:

— Param napameTtphl 3amudppoBanuss CMS-cooOieHn;
— Data daiin (He HyJIeBOU OJIMHBI) C JAHHBIMU AJIS 3allU(PPOBaHUS;
— Ocms daiin ¢ 3amudpoBaHnHEIM CMS-coo0IIeHHEM.

MeToabl MOTOKOBOT O 3amudpoBanusi CMS-cood0mieHun

Knacc CmsStrEncryptCtx
KoHTeKcT rmoTokoBoro 3amudpoBanuss CMS-coolbiieHn:

— KOHCTPYKTOp CmsStrEncryptCtx();
— KOHCTPYKTOp CmsStrEncryptCtx(CmsEncryptParameters encryptParam);

— cBoucTtBo CmsEncryptParameters encryptParam
napamempul 3awugposarHus CMS-coobweHull.
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byte[] CmsStrEncryptMem(CmsStrEncryptCtx strEncryptContext, byte[] Data,
bool IsLast) - (coomsemcmeyem ¢yHkuyuam VCERT CmsStrEncryptinitMem,
VCERT CmsStrEncryptUpdateMem u VCERT CmsStrEncryptFinalMem)
MeTo[ ITOTOKOBOTO 3aldpoBaHus 6JI0Ka IaMATH
AprymMeHThI:

— strEncryptContext KOHTEKCT IOTOKOBOTO 3allli(PpPOBaHUS;

— Data 6710K TaMsATY C DaHHBIMU [J151 3alIM(POBaHUS;

— IsLast ipu3HaK 3aBepIleHus ITpollecca 3alnuppoBaHus.
Bo3BpamiaeMsbie 3HaYEHUS:

— OJI0K nMaMsATHu ¢ 3amudpoBaHHEIM CMS-coo0IeHuEM.

void CmsStrEncryptFile(CmsEncryptParameters Param, string Data, string
Ocms) - (coomeemcmeyem ¢yHkuuu VCERT CmsStrEncryptFile)
MeTon OTOKOBOIO 3ammdpoBanus dania
AprymeHrhbI:

— Param napameTtphl 3amudppoBanus CMS-cooOieHn;
— Data daiin (He HyJIeBOU OJIMHBI) C JAHHBIMU AJIS 3allli(PPOBaHUS;
— Ocms daiin ¢ 3amudpoBaHHEIM CMS-coo0IIeHIEM.

1.7.16 PacmmudpoBanue CMS-cooOIeHnn

Kmacc CmsDecryptParameters - (coomeemcmsyem cmpykmype decrypt -
param _t)
[TapameTphl paciuppoBanuss CMS-cooOIeHnH:

— cBoiictBo CmsDecryptFlags Flag (3ape3epBupoBaHO, HOJI2KHO OLITH paBHO 0)
®nazu pacwugpposarHus CMS-coobuw,eHull.

MeTonabl 0;104HOro pacuiruppoBanuss CMS-cooO01eHun

byte[] CmsBlkDecryptMem(CmsDecryptParameters Param, byte[] Icms) - (co-
omsemcmayem ¢pyHKkuuu VCERT CmsBlkDecryptMem)
MeTon 67104HOro pacinridpoBaHus GI0Ka TaMSITH
AprymeHThbI:

— Param napameTtphl pacuudpoBanuss CMS-coobuieHn;
— Icms 6710K maMsTH (He HyJIeBOM OJIMHEI) C 3aimunppoBaHHEIM CMS-coo0IieHreM.
Bo3BpaunijaeMsbie 3HAaYEHUSI:

— OJIOK IMaMSTH C paCI_T_II/I(bPOBaHHbIMI/I OJaHHBIMMU.

void CmsBlkDecryptFile(CmsDecryptParameters Param, string Icms, string
Data) - (coomsemcmasyem ¢pyHkuuu VCERT CmsBlkDecryptFile)
MeTop 65104HOT0 paciudpoBanus daina
AprymeHTrhbI:

— Param napameTtphl paciudpoBanuss CMS-coolOmieHn;
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— Icms daiin (He HyIeBOM OuHE) ¢ 3amudpoBanHeiM CMS-coob1ieHueM;
— Data daiin ¢ paciinppoBaHHEIMY OAaHHLIMHA.

MeToabl MIOTOKOBOI'0O pacuiudpoBanusa CMS-coo01meHun

Knacc CmsStrDecryptCtx
KoHTeKCT 1moTokoBOoT0 paciudpoBanuss CMS-coo0ieHu:

— KOHCTPYKTOp CmsStrDecryptCtx();

— cBourcTBo CmsDecryptParameters decryptParam
napamempul pacwugpposaHus CMS-coobw,eHull.

byte[] CmsStrDecryptMem(CmsStrDecryptCtx strDecryptCtx, byte[] Icms, bool
IsLast) - (coomeemcmseyem ¢yHkuuam VCERT CmsStrDecryptinitMem, VCERT -
CmsStrDecryptUpdateMem u VCERT CmsStrDecryptFinalMem)
MeTon IOTOKOBOIO paciudpoBanusd 6/10Ka TaMATH
AprymMeHTrhbI:

— strDecryptCix KOHTEKCT IOTOKOBOTO pacIiin(poOBaHUSs;

— Icms 610K ITaMsITU C 4acThio 3amudpoBanHoro CMS-coobiieHus (MOIXKHO BHI-
nonHsaThCs ycnoBue Icms.Length > 128);

— IsLast ipu3HaK 3aBeplleHus Ipoliecca pacmu@poBaHus.
Bo3BpaiiaeMbie 3HAYEHUSA:

— OJIOK MaMSTH C YacCThIO0 pacInpoBaHHBIX JaHHBIX.

void CmsStrDecryptFile(CmsDecryptParameters Param, string Icms, string
Data) - (coomeemcmasyem ¢yHkyuu VCERT CmsStrDecryptFile)
MeTon IOTOKOBOTO pacimbpoBaHus danna
AprymMeHrhbI:

— Param napameTpHl pacuudpoBanuss CMS-coolbuieHn;
— Icms daiin (He HyIeBOM OJUHEI) ¢ 3amudpoBanHbiM CMS-coob1ieHneM;
— Data daiin ¢ paciindppoBaHHEIMY OAaHHBIMHA.

1.7.17 IIpeodpa30oBaHHE COBMEIIEHHBIX H OTAEIeHHBIX JII
MeToanl 0JIOYHOTO MpeoOpa3oBaHusa oTae/IeHHBIX JII B coBMeleHHbIe

byte[] CmsBlkSignAttachMem(byte[] Data, byte[] Icms, SignAttachFlags flag) -
(coomeemcmasyem ¢yHkuuu VCERT CmsBlkSignAttachMem)
MeTop 65104HOT0 ITpeoOpa30BaHus oTAesIeHHBIX D1 6JI0Ka TaMATHU B COBMeEIIIeHHbIE
AprymeHThbI:

— Data 6510k maMATY (He HYJIEBOU OJIMHBI) C MMOONINCAHHBIMU JaHHBIMU;

— Icms 650K nmaMsATH (He HyJIeBOU [OJIMHBI) C mognucaHHbIM CMS-coo01ieHueM ¢
oTOesneHHBIMHU JII;

— flag dnaru 1npeoOpa3oBaHus (3ape3epBUPOBAHO, MHOOJIKHO OBITH pPaBHO
SignAttachFlags.NoFlag).
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Bo3BpanijaeMsbie 3HaYEHUSI:

— OJIOK IaMSTHU C ImoanucaHubeIM CMS-coo0IieHneM ¢ cCoBMeIlleHHBIMHU II1.

void CmsBlkSignAttachFile(string Data, string Icms, string Ocms,
SignAttachFlags flag) - (coomeemcmayem ¢yHkuuu VCERT CmsBlkSignAttachFile)
MeTtop 6r10yHOr0 Ipeobpa3oBaHusd oTaeneHHbIX I ¢aiina B COBMeIlleHHEIE
AprymMeHThbI:

— Data daiin (He HyJI€eBOU OJIMHBI) MIOAIIMCAHHBIMU C HAaHHBIMU;

— Icms daiin (He Hy/IeBOU OJIMHEI) ¢ TognucaHHbIM CMS-coo0111eHreM C OTHaeeH-
HBIMU OII;

— Ocms daiin ¢ nognucaHHEIM CMS-coo0bi11ieHreM ¢ COBMeIlleHHBIMU JIT;

— flag dnaru 1npeoOpa3oBaHusA (3ape3epBUPOBAHO, MHOOJIKHO OBITH pPaBHO
SignAttachFlags.NoFlag).

MeToOabI 0JT0YHOT 0 Mpeodpa3oBaHusi COBMeIlleHHBIX JII B oTae/IeHHbIe

void CmsBIlkSignDetachMem(byte[] Icms, out byte[] Data, out byte[]
Ocms, SignDetachFlags flag) - (coomesemcmseyem  ¢yHukuyuu VCERT -
CmsBIlkSignDetachMem)
MeTtop G1104HOTO ITpeoOpa3oBaHUs COBMeIlleHHLIX JI1 6710Ka IaMATH B OTOEJIEHHbBIE
AprymMeHrhbI:

— Icms 6710K maMsATH (He HYJIeBOM OJIMHBI) C IMoOnucaHHLIM CMS-coob1ieHreM C
coBMelIlleHHbIMU JIT;

— Data 6710K IIaMsITH C IIOANIHNCAHHLIMUA NAaHHBIMU;
— Ocms 0JI0K IIaMsTHU C HoOnucaHnHbBIM CMS-coobiieHrueM c oTaelIeHHBIMU JI1;

— flag dnaru mnpeobpa3oBaHus (3ape3epBUPOBAHO, [MOOJIKHO OBITH pPaBHO
SignDetachFlags.NoFlag).

void CmsBIlkSignDetachFile(string Icms, string Data, string Ocms,
SignDetachFlags flag) - (coomeemcmayem ¢pynkuyuu VCERT CmsBIlkSignDetachFile)
MeTon 67104HOr0 Tpeobpa3oBaHusi coBMenieHHbIX JI1 ¢alisia B oTHeIeHHBIE
AprymMeHTrhbI:

— Icms ¢aiin (He HyJIeBOU OJIMHBI) C MognucaHHbIM CMS-coobIiieHueM C CoBMe-
mieHHbIMU OI1;

— Data dain c oA CaHHLIMY OaHHBIMU;
— Ocms daiin ¢ nognucaHHeIM CMS-coobi1rieHreM ¢ otaeneHHbIMEU II1;

— flag dnaru mnpeoOpa3oBaHus (3ape3epBUPOBAHO, [OOJIKHO OBITH pPaBHO
SignDetachFlags.NoFlag).

MeTOabl IIOTOKOBOI' O Hp606Pa3OBaHHﬂ coBMmenieHHbIX JI1 B oTae1eHHbIE

Knacc CmsStrSignDetachCtx
KOHTEKCT ITOTOKOBOT'O MpeoOpa30BaHusi COBMEIIEeHHBIX DI B OTeIeHHbIE:
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— KoHCTpyKTOp CmsStrDecryptCtx();
— KoHCcTpyKTOp CmsStrSignDetachCtx(VcertObject.SignDetachFlags flags).

void CmsStrSignDetachMem(CmsStrSignDetachCtx signDetachContext, byte[]
Icms, bool IsLast, out byte[] Data, out byte[] Ocms) - (coomsemcmayem ¢yHkK-
uuam VCERT CmsStrSignDetachInitMem, VCERT CmsStrSignDetachUpdateMem u
VCERT CmsStrSignDetachFinalMem)
MeTon OTOKOBOIO IpeoOpa3oBaHus coBMenleHHBIX JI1 6j10Ka naMaTH
AprymMeHrhbI:

— signDetachContext KOHTEKCT IOTOKOBOH OIepalluy;

— Icms GJI0K ITAMSTH C YaCThIO ITOAIIUCaHHOT0o CMS-coo0IIe s C COBMEIIEeHHBIMUA
Il (momkHO BHINONMHATLCA ycnoBue Icms.Length > 128);

— IsLast ipu3HaK 3aBepIleHus IIpoliecca npeodpa30BaHUSs;
— Data 06710K TIaMSATHU C 4aCTBhIO IOOIUCAHHBIX JaHHBIX;
— Ocms 0OJI0K IIaMsATU C nonnucaHHeIM CMS-coo01iieHneM ¢ oToeneHHsIMu JI1.

void CmsStrSignDetachFile(string Icms, string Data, string Ocms,
SignDetachFlags flag) - (coomeemcmeyem ¢pynkuuu VCERT CmsStrSignDetachFile)
MeToq HOTOKOBOTO IpeoOpa3oBaHusa coBMenleHHBIX JI1 ¢aiiia B oTOeneHHbIe
AprymMeHTrhbI:

— Icms dain (He Hy/IeBOM OJUHBI) C moanucaHHeIM CMS-coo0liieHueM ¢ COBMe-
meHHBIMU JI1;

— Data daiin c OO CaHHLIMY TaHHBIMU;
— Ocms daiin ¢ nognucaHHeIM CMS-coobiienrneM ¢ otaeneHHbIMEU II1;

— flag dnaru mnpeobpa3oBaHusA (3ape3epBUPOBAHO, [OJIKHO OBITH paBHO
SignDetachFlags.NoFlag).

1.7.18 IlonyuyeHnue mH(popMmauu o CMS-coo0uIeHUAX

[Tlepeuncnenue CmsCertldType
Tun ugeatTudukaTopa ceptuduratoB CMS-coob1eHus :

— Issn

coomgemcmayem ¢aazy FLAG CMS CERTID TYPE ISSN.
— Skid

coomgemcmayem ¢paazy FLAG CMS CERTID TYPE SKID.

Kmnacc CmsCertld - (coomeemcmeyem cmpykmype cms_certid t)
Npentudpukatop ceptudukara CMS-cooOiieHU:

— CmsCertldType Type
Tun udeHmugpukamopa cepmugpuxamos CMS-coobu,eHus.

— string Issuer
ITone c¢ X.500-umenem u3damens cepmugukama 8 eude CcmpoKu, Hanpumep
CN=TestUser,DC=X509,DC=RU (3anosaHsaemcsa 0414 muna cmpyKmypbl udeHmudgu-
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Kamopa Issn).

— string SerialNum
ITone c cepuliHbiM HOMeEpPOM cepmupukama 8 e8ude CcmpoKu, Hanpumep
00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:OF (3anoaHsiemcs Oas1 muna
cmpyKkmypbl udeHmugpukamopa Issn).

— string CertHash
ITone ¢ xaw-3HaueHuem napvl Uma uzdamens/CepuliHblli HOMep cepmugpukama 8
sude cmpoku, Hanpumep 00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:0OF (3anoa-
HAemcAa 04 muna cmpykmypusl udeHmuguxkamopa Issn).

— string SubjectKeyld
ITone ¢ daHHbiMu donoaHeHus “HoeHmugpukamop Karwda eaadenvua” 8 sude cmpo-
Ku, Hanpumep 00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:OF (3anoaHsiemcs
014 muna cmpykmypul u0eHmugpuxamopa Skid).

Kmnacc CmsSignerInfo - (coomsemcmayem cmpykmype cms_siginf t)
HNudopmarius o nmoamnucante CMS-coo0bIiieHUs :

— uint Version

Homep sepcuu cmpykmypsl uUH¢popmauuu o noonucaHme CMS-coobu,eHus.
— string DigestAlg

Cmpoka o6vekmHoz20 udeHmugpuxamopa (OID) anzopumma Xawupo8aHus.

— string SignatureAlg
Cmpoka o6wvekmHoz20 udeimugpuxkamopa (OID) anecopumma 3I1.

— CmsCertld Signerld
Hoenmugukamop cepmupukama noonucaima CMS-coobuw,eHus.

— DateTime SigningTime
ITosne co epemeHem gbiuucaeHus II1, 83sambimM U3 aymeHmMu@uuUpPoOB8aHHO20 ampuby-
ma PKCS#9 signingTime (npu omcymcmauu 0aHH020 ampubyma 3HayeHue pasHo
DateTime.MinValue).

— string[] AuthAttrs
Maccus cmpok 06'seKkmHbix udeHmugpukamopo8 aymeHmu@duiyupo8aHHbix ampuby-
mos, Haxoosauw,uxcs 8 II1.

— string[] UnauthAttrs
Maccus cmpok 06eKmHbIX udeHmMupuUKamopo8 HeaymeHmu@puiupo8aHHbIX AMpu-
6ymos, Haxodsawuxcs 8 II1.

[lepeuncnenue CmsRecipientInfoType
Tun uadopmanuu o nmonydarene CMS-coobieHs:

— KeyTransport
coomgemcmayem ¢aazy FLAG CMS RECINF TYPE KTRI.

— KeyAgreement
coomeemcmayem ¢aazy FLAG CMS RECINF TYPE KARI.

Kmnacc CmsRecipientInfo - (coomsemcmeayem cmpykmype cms_recinf t)
HWudopmarus o nomydarene CMS-coobIieHus:
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— CmsRecipientinfoType Type
ITone ¢ munom cmpykmypbl UHpopmayuu o noaydyamesne CMS-coobweHus.

— uint Index
Homep (uHOekc) cmpykmypbsl uHpopmauuu o noaydyamese CMS-coobuieHus (3ano-
HAemcA 04a muna uH¢opmauuu o noaydyamese KeyAgreement).

— uint Version
Homep sepcuu cmpykmypbl uH¢popmayuu o noaydamene CMS-coobw,eHus.

— CmsCertld Originatorld
Hoenmugukamop cepmugpukama omnpasumenss CMS-coobu,eHus (OaHHOe nose He
3anoavsemcs 0451 CMS-coobuw,eHull, 3auuppo8aHHbIX AHOHUMHbIM CNOCOOOM).

— string PublicKeyAlg
Cmpoka o6vekmHo20 udeHmugpukamopa (OID) anzopumma omkKpsblmo20 KaA04d cep-
mug¢uxkama noayyamena (3anoaHsaemcsa 0458 muna cCmpyKkmypbsbl UHpoOpMayuu o no-
ayuamesne KeyAgreement).

— string CipherAlg
Cmpoka ob6vekmHo20 udeHmugpuxkamopa (OID) anzopumma co2/1aco8aHuUs uau 3a-
wugposaHusa ceaHco8020 KAKUd.

— CmsCertld Recipientld
Hoenmugukamop cepmugpukama noayyamensa CMS-coobu,eHusA.

[Tepeuncnenrne CmsMsgInfoType
Tun CMS-coob1ieHus:

— Signed
coomeemcmeyem ¢paazy FLAG CMS MSGINF TYPE SIGN.

— Encrypted
coomeemcmeyem ¢paazy FLAG CMS MSGINF TYPE ENVL.

[Tlepeuncnenue CmsMsgInfoFlags
®naru CMS-coob11eHus:

— Ndef
coomgemcmayem ¢aazy FLAG CMS MSGINF FLAG NDEF.

— Detach
coomgemcmayem ¢paazy FLAG CMS MSGINF FLAG DTCH.

[Tepeuncnenme CmsMsgInfo - (coomsemcmaeyem cmpykmype cms msginf t)
Nudpopmalius o CMS-coobiieHnn:

— CmsMsgInfoType Type
Tun CMS-coobuieHus.

— CmsMsglInfoFlags Flags
®naz2u CMS-coobuieHus.

— CmsSignerInfo[] Signers
Maccue ¢ uHgpopmavueili o noonucaHmax CMS-coobweHus (3anoaHsaemcs moabKo
051 CMS-coobweHutli muna Signed).
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— CmsRecipientInfo[] Recipients
Maccue ¢ uHgpopmauuel o noayuamensix CMS-coobweHus (3anosHsemcs moabKo
0a51 CMS-coobweHuti muna Encrypted).

— string CipherAlg
Cmpoka obwvekmHoz20 udeHmugpukamopa (OID) aszopumma wupposaHus OAHHbBIX
(3anosaHsiemcs moavko 04151 CMS-coobweHuti muna Encrypted).

— string[] UnprotAttrs

Maccue cmpok 06veKmHbIX UOeHMUGUKAmMopo8 He3au,uWeHHbIXx ampubymos (3a-
nosHaemcsa moavko 041 CMS-coobu,eHuti muna Encrypted).

MeToabl 0;T09YHOTr 0 MOoJIydeHUus1 uHpopMmanuu 0 CMS-cooOIeHusIx

CmsMsgInfo CmsBlkMsgInfMem(byte[] Cms, MsgInfFlags Flag) - (coomeem-
cmeyem ¢yHkuyuu VCERT CmsBlkMsgInfMem)
MeTop 6J109YHOTO ITony4YeHust nHbopmalmu 0 CMS-coobiieHusix B Buae 0JI0Ka ITaMsTU
AprymMeHrhbI:

— Cms (He HyNeBoOM OJIMHBI) 6710K mmaMsiTu ¢ CMS-coo01eHnueM;

— Flag dnaru (3ape3epBupoBaHo, oizkKHO ObITh paBHO MsgInfFlags.NoFlag).
Bo3BpaniaeMble 3HAaYEHHUS:

— uHpopmMalus o CMS-coobIeHnn.

CmsMsgInfo CmsBlkMsgInfFile(string Cms, MsgInfFlags Flag) - (coomeem-
cmeyem ¢yHkuyuu VCERT CmsBlkMsgInfFile)
MeTop 65104HOT0 Tony4YeHus nHbopmaruu 0 CMS-coolbuieHugax B Bune darina
AprymMeHThbI:

— Cms datin (He HyneBou AynuHbl) ¢ CMS-coo0b1ieHueMm;
— Flag dnaru (3ape3epBupoBaHo, nonxkHo 0biTh paBHO MsgInfFlags.NoFlag).
Bo3BpamnjaeMbie 3HAYEHUS:

— mHpopManusa o CMS-coobiieHnn.

MeToOabI IOTOKOBOT O MOJIydeHHus1 HHpopMmanmuu 0 CMS-coo0IeHusIx

Kmacc CmsStrMsgInfoCtx
KOHTEKCT ITOTOKOBOTO onydyeHus nHpopmanum o CMS coolbuieHuu:

— KOHCTPYKTOp CmsStrMsgInfoCtx().

CmsMsginfo CmsStrMsgInfMem(CmsStrMsgInfoCtx strMsginfoCtx, byte[]
Cms, bool IsLast) - (coomsemcmeyem ¢yukuuam VCERT CmsStrMsgInfInitMem,
VCERT CmsStrMsgInfUpdateMem u VCERT CmsStrMsgInfFinalMem)

MeTo[d MOTOKOBOI'O oNy4YyeHus: nHpopMaluu o 6y10ke namMmsatTu CMS
AprymMeHrhbI:

— strMsgInfoCtx KOHTEKCT IOTOKOBOM Omepallny;
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— Cms 06J10K TaMsTH ¢ YacTbio CMS-coo01ieHus (OJI?KHO BHITIOJTHSTHCS YCIIOBUE
Cms.Length > 128);

— IsLast ipu3HaK 3aBepIeHus IIpolecca npeodpa3oBaHUsI.
Bo3BpaniaeMble 3HAaYEHHUS:
— uHpopmMalus o CMS-coobIeHnn.

CmsMsglnfo CmsStrMsglInfFile(string Cms, MsgInfFlags Flag) - (coomeemcmay-
em ¢yHkuuu VCERT CmsStrMsginfFile)
MeTon MOTOKOBOTr0 nonyudeHus nHdopManuu o CMS-coobirieHusax B Buge daiiia
AprymeHThbI:

— Cms datin (He HyneBou AnuHbl) ¢ CMS-coo0b1ieHueMm;
— Flag ¢naru (3ape3epBupoBaHo, monxHo 0biTh paBHO MsgInfFlags.NoFlag).
Bo3BpamiaeMbie 3HAaYEHUS:

— mHpopManusa o CMS-coobiieHnn.

1.7.19 IIpocTaHOBKAa H MpOBepPKa HITAMIIOB BPEMEHH

[Tepeuncnenre TspRequestParameters. TspRequestFlags
®naru TpoCcTaHOBKHU HITaMna BpeMeHu CMS-coo0IeHn:

— AddNonce
coomeemcmeyem ¢paazy FLAG TSP REQUEST INCLUDENONCE.

— CertRequest
coomeemcmeyem ¢paaz2y FLAG TSP REQUEST ATTACHEDSIGNER.

Knacc TspRequestParameters - (coomsemcmayem cmpykmype
tsp request param t)
[TapamMeTphl IPOCTAHOBKU IlITaMIla BpeMeHu CMS-coo0111eHnH:

— TspRequestFlags Flags
@ 1a2u npocmaHosku wmamna spemeHu CMS-coobuw,eHutl.

— uint Index

ITopsiokosvlli Homep (uHOekc) ST CMS-coobweHus, 0415 Komopol caedyem 3anpo-
cumb Wmamn epemMeHu.

[lepeuncnenue TspResponseParameters. TspResponseFlags
®mnaru Beiuuciaenus I u popMupoBaHUS MITAMIIOB BPEMEHU:

— AddTsaName
coomsemcmayem ¢paazy FLAG TSP RESPONSE INCLUDETSANAME.

Knacc TspResponseParameters - (coomgsemcmayem cmpykmype
tsp response param t)
[TapameTphl BeruuciaeHusa II1 u ¢hopmMupoBaHus MITaMIIOB BPEMEHMU:

— TspResponseFlags Flags
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®aeu svrvucaeHus II1 u popMuposaHusi WMamnos epemMeHu.

[Tepeuncnenue TspVerifyParameters.TspVerifyFlags
®naru npoBepKu mraMiia BpeMeHu CMS-coo01ieHun:

— NoAttachedCert
coomeemcmeyem ¢paazy FLAG TSP VERIFY IGNOREATTACHEDSIGNER.

Knacc TspVerifyParameters - (coomeemcmeayem cmpykmype
tsp verify param t)
[TapaMeTpHl IPOBEPKHU HITaMIla BpeMeHu CMS-coo0b1ieHu:

— TspVerifyFlags Flag
@ azu nposepku wmamna epemeHu CMS-coobw,eHull:

— uint Index
ITone ¢ nopsodkosbiMm Homepom (uHoekcom) IBII CMS-coobweHus, 0451 Komopou
csiedyem npogepumbs WmMamn epemeHu.

Knacc TspVerifyResult - (coomeemcmeyem cmpykmype tsp verify result t)
Pe3ynbTaT IpoBepKu LITaMIla BpeMeHU i 3agadHou Jll:

— DateTime time
Bpemsa npocmaHogku (8biuucaeHusa 3I1) wmamna epemeHu 8 yacogom nosice UTC.

— Certificate cert
Cepmugukam, Ha KOmoOpPoOM 8blN0AHAAACL NposepKka II1, m.e. cepmugukam cepsepa
wmamnos spemeHu (pasHo null 8 cayyae HeHaxoxcOeHUs cepmugukama cepsepa
wmamnos apemeHu).

MeToabl 0/1I04HOM IIPOCTAHOBKH H IIPOBEPKH IMITAaMIIOB BpEMEHH

byte[] TspBlkRequestFromCmsMem(TspRequestParameters Param, byte[]
Icms) - (coomeemcmayem ¢yHkuuu VCERT TspBlkRequestFromCmsMem)
MeTop 6JI0YHOTO CO3[aHMs 3allpoca Ha MOoJIyYeHue IlITaMa BpeMeHU O/10Ka MaMsaTH
AprymMeHTbI:

— Param mapaMeTpHl IIPOCTAHOBKMU IIITaMIla BpeMeHu CMS-coo01ieHni;

— Icms 670K aMATH (He HyJIeBOU OJIMHEBI) C TognucaHHbiM CMS-coobIiieHueMm.
Bo3BpamiaeMbie 3HAaYEHUS:

— OJIOK IMaMSTH C 3alIPOCOM Ha MOJIyYeHle IITaMIla BpeMeHH.

byte[] TspBlkRequestFromCmsFile(TspRequestParameters Param, string Icms)
- (coomeemcmayem ¢yHkuuu VCERT TspBlkRequestFromCmsFile)
MeTop GJI0YHOTO CO3JaHMs 3alpoca Ha IoJyyYeHHe TaMIla BpeMeHu (datina
AprymMeHTrhbI:

— Param mapaMeTpHl IIPOCTAHOBKHU IIITaMIla BpeMeHu CMS-coo01ieHn;
— Icms datin (He HyIeBOM OJINHEI) C oAnucanHbiM CMS-coo0b1ieHueM.
Bo3BpaiiaeMbie 3HAaYEHUS:
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— OJIOK IMaMSsTH C 3aIIpOCOM Ha II0JIy4deHHe IIITaMIla BpDEMEHH.

byte[] TspSignResponse(TspResponseParameters Param, byte[] Request) - (co-
omsemcmayem ¢pyHkuuu VCERT TspSignResponse)
MeTop 65104HOr0 Beuucienus 11 u GopMupoBaHUS IIITAMIIOB BpEMEHU
AprymMeHTbI:

— Param napaMeTphl Beiuuciaenus I u hpopMupoBaHUs MITAaMIIOB BPEMEHU;

— Request 6710k maMsATHU (He HYJIeBOU AJIMHBI) C 3alIPOCOM Ha IMOJIyYeHue ITaMIia
BPEMEeHH.

Bo3BpaiiaeMbie 3HAYEHUS:

— OJI0K maMsaTu ¢ CHOOPMUPOBAHHLIM IIITAMIIOM BPEMEHMU.

TspVerifyResult  TspVerifyResponse(TspVerifyParameters  Param,  bytel]
Response) - (coomsemcmayem ¢yHkuuu VCERT TspVerifyResponse)
Metop 6r1ouHoM npoBepku II1 chopMUPOBAHHOTO HITaMIla BpEMEHU
AprymMeHrhbI:

— Param mapaMeTpHl IPOBEPKHU HITaMIla BpeMeHu CMS-coo0b1eHui;

— Response 06510K naMsiTu (He HYJIEBOM IOJIMHEBI) C C(OPMHUPOBAHHBEIM IITaMIIOM
BPEMEHU.
Bo3BpanjaeMsbie 3HaYEHUSI:

— pe3ysbTaT IIPOBEPKHU IIITaMIla BpeMeHHU IJist 3amaHHou JI1.

byte[] TspBlkUrlStampCmsMem(TspRequestParameters Param, string Url,
byte[] Icms) - (coomsemcmsyem ¢pyHkyuu VCERT TspBlkUrlStampCmsMem)
MeTop 6JI0YHOM ITPOCTAHOBKM IIITaMIla BpeMeHu O110ka nnaMmsaTu CMS Ha cepBepe
AprymMeHThI:

— Param mapaMeTpHl IIPOCTAHOBKM IIITaMIla BpeMeHu CMS-coo01ieHn;

— Url ctpoka (URI) ¢ agpecoM cepBepa IIITaMIIOB BPEMEHU;

— Icms 070K mmaMsiTH (He HYJIeBOU OJIMHEI) C ImoamnucaHHeIM CMS-coo0iieHueM.
Bo3BpamjaeMbie 3HaYEHUS:

— OJIOK maMsTH C mognucaHHBIM CMS-coob6iieHreM, BKITIOYAIOIIUM IIITaMII Bpe-
MEHH.

void TspBlkUrlStampCmsFile(TspRequestParameters Param, string Url, string
Icms, string Ocms) - (coomsemcmayem ¢yHkuuu VCERT TspBlkUrlStampCmsFile)
MeTon 6JI0YHOM ITPOCTAHOBKM ITITaMIla BpeMeHu (daiiia CMS Ha cepBepe
AprymMeHTrhbI:

— Param napaMeTpHl IPOCTAHOBKHY IITaMIla BpeMeHu CMS-coo0b1ieHui;

— Url ctpoka (URI) ¢ agpecoM cepBepa IIITAMIIOB BPEMEHU;

— Icms daiin (He HyIeBOM OJUHEI) C ToanucanHeiM CMS-coob1ieHueMm;

— Ocms ¢aitn ¢ noanmucaHHEIM CMS-coo0b1ieHrieM, BKIIOYAIOIINM IIITaMII BpeMe-
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HHU.

TspVerifyResult TspBlkVerifyCmsMem(TspVerifyParameters Param, bytel]
Icms) - (coomesemcmayem ¢yHkuuu VCERT TspBlkVerifyCmsMem)
MeTop 6JI0YHOM ITPOBEPKM IIITaMIla BpeMeHHU 0JioKa nmaMatu CMS
AprymMeHTbI:

— Param mapaMeTpHl IIPOBEPKHU HITaMma BpeMeHu CMS-cooOI1eHuH;

— Icms 650K naMsaTH (He HYJIeBOU OJIMHEBI) C mognucaHHbiM CMS-coobiieHreM,
BKJIIOYAIOIIINM IIITAMII BDEMEHH.

Bo3BpaiiaeMbie 3HAYEHUS:

— pe3ynbTaT NPOBEPKM IlITaMIla BpeMeHU AJisd 3agaHHou JI1.

TspVerifyResult TspBlkVerifyCmsFile(TspVerifyParameters Param, string Icms)
- (coomsemcmeyem ¢yHkuuu VCERT TspBlkVerifyCmsFile)
MeTop 610YHOM TPOBEPKHU IITaMIla BpemeHu darina CMS
AprymMeHrhbI:

— Param mapaMeTpHl IPOBEPKHU HITaMIla BpeMeHu CMS-coo0b1eHui;

— Icms daiin (He HynIeBOM OJIMHBI) ¢ moanucaHHEIM CMS-coo0bIiieHueM, BKIIIO4a-
IOIIUM IIITaMII BDEMEHHU.

Bo3BpanjaeMsbie 3HaYEHUSI:

— pe3ysbTaT IIPOBEPKHU IIITaMIla BpeMeHHU IJist 3amaHHou JI1.

MeToabl IOTOKOBOHM IIPOCTAHOBKH U IIPOBEPKH IIITAaMIIOB BpeMEeHH

Knacc CmsStrUrlStampMemCtx
KoOHTEKCT ITOTOKOBOU IIPOCTAaHOBKHU HITaMIla BpeMeHu CMS Ha cepBepe:

— KoHCTPpYKTOp CmsStrUrlStampMemCtx(string url);

— KoHCTpyKTOp CmsStrUrlStampMemCtx(TspRequestParameters reqParam,
string url);

— cBoucTBO TspRequestParameters requestParam
ITapamempsl npocmaHo8ku wmamna epemeHu CMS-coobw,eHull.

byte[] TspStrUrlStampCmsMem(CmsStrUrlStampMemCtx StrUrlStampCtx,
byte[] Icms, bool IsLast) - (coomeemcmeyem  ¢yHKkuyuam  VCERT -
TspStrUrlStampCmsInitMem, VCERT TspStrUriStampCmsUpdateMem u VCERT -
TspStrUriStampCmsFinalMem)
MeTon NOTOKOBOU IPOCTAHOBKHU MITaMIla BpeMeHu CMS Ha cepBepe
AprymMeHrhbI:

— StrUrlStampCitx KOHTEKCT ITIOTOKOBOU Ollepaluy;

— Icms 6710K IaMSTH C 4acCThIo noanucaHHoro CMS-coo0biieHusa (HOJIKHO BBIIIOJ-
HATbCA ycioBue Icms.Length > 128);

— IsLast ipu3HaK 3aBepIleHUd IIPoliecca IIPOCTaHOBKHY IIITaMIla BpEMEHMN.
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Bo3BpaniaeMsbie 3HAaYEHUS:

— OJIOK IMaMsTH C YacCThI0O moanucanHoro CMS-coo0biieHus, BKII0YaIOero mTaMIl
BPEMEHMU.

void TspStrUrlStampCmsFile(TspRequestParameters Param, string Url, string
Icms, string Ocms) - (coomeemcmayem ¢pyHkuuu VCERT TspStrUriStampCmsFile)
MeTon IOTOKOBOM IPOCTAHOBKHU HIiTamMna BpeMeHHU ¢arina CMS Ha cepBepe
AprymMeHThbI:

— Param mapaMeTpHl IIPOCTAHOBKM IIITaMIla BpeMeHu CMS-coo0O1ieHn;
— Url ctpoka (URI) ¢ agpecoM cepBepa IIITaMIIOB BPEMEHU;
— Icms datin (He HyIeBOM OJNHLI) ¢ moanucanHeiM CMS-coobiieHneMm;

— Ocms ¢aiin c noanucanHeiM CMS-coo0b1ieHrneM, BKIIOYAIOIINM IIITaMII BpeMe-
HU.

Knacc CmsStrTspVerifyMemCtx
KOHTEKCT ITOTOKOBOM IIPOBEPKHU IITaMIla BpeMeHu 0ji0ka mamsatu CMS:

— KoHCTpPYyKTOp CmsStrTspVerifyMemCtx();

— cBoucTBo TspVerifyParameters verifyParam
ITapamempul npogepku wmamna epemeHu CMS-coobw,eHutl.

TspVerifyResult TspStrVerifyCmsMem(CmsStrTspVerifyMemCtx
strTspVerifyCtx, byte[] Icms, bool IsLast) - (coomsemcmsyem ¢yHKUUAM
VCERT TspStrVerifyCmsInitMem, VCERT TspStrVerifyCmsUpdateMem u VCERT -
TspStrVerifyCmsFinalMem)

MeTo[ ITOTOKOBOU IIPOBEPKHU IITaMIla BpeMeHu 6s10Ka mamMsatu CMS
AprymMeHThI:

— strTspVerifyCix KOHTEKCT IOTOKOBOU OIl€Pallny;

— Icms 0OJIOK IIaMsATU C YacCThIo mmonnucaHHoro CMS-coo01ieHus, BKIIIOYAIOIIEero
IITaMII BpeEMeHU (HOIKHO BHIIIONMHATHECSA ycinoBue Icms.Length > 128);

— IsLast nipu3HaK 3aBepllIeHUs Ipoliecca NPOBEPKH LITaMIla BPEMEHHU.
Bo3BpamiaeMbie 3HAaYEHUS:

— pe3ynbTaT NPOBEPKM IlITaMIla BpeMeHU AJid 3aganHou JOI1.

TspVerifyResult TspStrVerifyCmsFile(TspVerifyParameters Param, string Icms)
- (coomeemcmayem ¢yHkuuu VCERT TspStrVerifyCmsFile)
MeTon IOTOKOBOY IIPOBEPKHU IMITaMIla BpeMeHU (avina CMS
AprymMeHTrhbI:

— Param napaMeTpHl IPOBEPKHU HITaMIla BpeMeHu CMS-coo0b11eHu;

— Icms daiin (He HyneBOM OJIMHBI) ¢ moanucaHHEIM CMS-coobIieHueM, BKIIO4a-
IOITAM IITaMII BPEMEHHU.

Bo3BpaniaeMble 3HAUYEHHUS:
— pe3ynbTaT IPOBEPKU ILITaMIla BpeMeHU 14 3aganHoun Jll.
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1.7.20 Ilonydenme online-craryca ceprudukara

Knmacc OcspRequestParameters - (coomsemcmeyem cmpykmype o0cCSp -
request param t)
[TapameTpHl noJIydeHust online-ctatyca cepTudukKara:

— KOHCTpPYKTOp OcspRequestParameters();

— cBoucTtBo OcspRequestFlags Flags
®aau (3apezeps8uposaHo, 004xcHO bbimb pasHo OcspRequestFlags.NoFlag).

Kmacc OcspResponseParameters - (coomesemcmeyem cmpykmype o0cCsp -
response _param t)
[TapameTpsl Beruuciaenus Il1 online-ctatyca ceptudukara:

— KoHCTpPyKTOp OcspResponseParameters();

— cBoucTtBo OcspResponseFlags Flags
®azu (3ape3epsupo8aHo, 00124 cHO bbimb pasHo OcspResponseFlags.NoFlag).

Kmnacc OcspVerifyParameters - (coomgemcmsyem cmpykmype ocsp verify -
param _t)
[TapameTpsl npoBepku A1 online-cTaTyca ceptudukara:

— KoHCcTpyKTOp OcspVerifyParameters();

— cBoucTtBo OcspVerifyFlags Flags
®aau (3apesep8uposaHo, 001xcHO bbimb pasHo OcspVerifyFlags.NoFlag).

Kmnacc OcspVerifyResult - (coomeemcmayem cmpykmype ocsp verify result t)
PesynbraT npoBepku JII online-cTaTyca cepTtudukara:

— CBOUCTBO uint status
Online-cmamyc cepmugukama.

— CBOMCTBO uint reason
A5 aHHYyAUpOBAHHO20 cepmuguKkama, Nnpu4yUHA AHHYAUPOBAHUA cepmuguKkamad.

— cBoucTBo DateTime revlime
a8 aHHYyAUpPOBAHHO20 cepmuguKkama, 8pemMsa aHHYAUPOBAHU S cepmuguKkama.

— cBoucTBo DateTime thisUpdate
Bpemsa Hauasna deticmeua daHHo20 online-cmamyca cepmudgukama.

— cBorcTBOo DateTime nextUpdate
Bpems okoHuyaHuA deucmaeus 0aHHO20 online-cmamyca cepmugukamad.

— cBorcTBo Certificate cert
cepmugukam, Ha KOmopoMm 8blN0AHAAACL nposepka II1, m.e. cepmugpukam cepsepa
OCSP omeemuuka (pasHo null e cayuae HeHaxodcOeHuUA cepmugukama cepsepa
OCSP omeemuuka).
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MeTtoanl nmoinydeHus online-craryca ceprudukara

byte[] OcspCreateRequest(OcspRequestParameters Param, byte [] Cert) - (co-
omsemcmayem ¢pyHkuuu VCERT OcspCreateRequest)
MeTop co3maHus 3anpoca Ha moaydyeHue online-ctaTyca ceptudukara
AprymMeHThbI:

— Param niapaMeTpHI IIOJIy4YeHHus online-ctaTtyca cepTuduKara;

— Cert 067510K maMsaTU C cepTuduUKaToOM AJid ImonydeHus online-ctatyca B DER-
KonupoBke unu PEM-dopwmare.

Bo3BpamiaeMbie 3HAaYEHUS:

— OJIOK maMsTH C CO3[aHHLIM 3aIllPOCOM Ha mojydeHue online-ctaTtyca cepTudu-
KaTa.

byte[] OcspSignResponse(OcspResponseParameters Param, byte[] Request) -
(coomeemcmasyem ¢yHkuuu VCERT OcspSignResponse)
MeTon 06paboTKHM 3anpoca Ha mojydyeHue online-craryca ceptudukara
AprymMeHThbI:

— Param niapameTphl Berunucienus JI1 online-ctaTyca cepTtudukara;

— Request 6510k naMsiTu (He HYJIEBOM [JIMHBI) C 3alIPOCOM Ha IonydeHue online-
cTaTyca cepTuduKara.
Bo3BpamjaeMbie 3HaYEHUS:

— OJIOK ITaMSsITH C IIOOITNCaHHBIM Ol’llil’le-CTaTy'COM CepTI/I(I)I/IKaTa.

byte[] OcspUrlObtainResponse(OcspRequestParameters Param, string url,
byte[] Cert) - (coomsemcmayem ¢pyHkuuu VCERT OcspUrlObtainResponse)
MeTop nmonydyeHusd online-ctatyca ceptudukarta Ha 3aganHoM OCSP cepBepe
AprymMeHTrhbI:

— Param niapaMeTpH IIOJIy4deHHus online-ctaTtyca cepTuduKaTa;
— url ctpoka (URI) c anpecom cepBepa OCSP oTBeTUYHKa;

— Cert 067510K maMsaTU C cepTuduUKaToM AJid ImonydeHus online-ctatyca B DER-
KonupoBke unu PEM-dopwmare.

Bo3BpaiiaeMbie 3HAYEHUS:

— OJIOK MaMSTH C TOAMIHCAaHHBIM online-cTaTycoM cepTuduKara.

OcspVerifyResult OcspVerifyResponse(OcspVerifyParameters Param, byte[]
Response) - (coomsemcmayem ¢yHkuuu VCERT OcspVerifyResponse)
Metopn ipoBepku IIT online-cratyca cepTudukara
AprymMeHrhbI:

— Param napametpsl npoBepku 311 online-cTtaTyca ceptudukara;

— Response 610K TaMsaTU (He HyJ€BOU OJIMHBI) C MOONKUCAHHBIM online-cTaTycoM
ceptudukara.

Bo3BpauijaeMsbie 3HAaYEHUS:
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— pe3ynbTaT mpoBepku III online-ctaTtyca cepTudukara.

1.7.21 IIpoTOKO0/JI 6€30MaCHOCTH TPAHCIOPTHOTO ypoBHsi TLS 1.2

[Tepeuucnenue TlsFlags
®rnaru co3maHUsi KOHTEKCTa 3alllUIeHHOro KaHaa 1o mpoTtokoiy TLS:

— CreateClientSession
coomsemcmaeyem ¢paaz2y FLAG TLS CREAT CLIENT SESSION.

— NoPeerVerification
coomgemcmayem ¢paazy FLAG TLS NO PEER VERIFICATION.

— AcceptClientCerificate
coomeemcmayem ¢aaz2y FLAG TLS ACCEPT CLIENT CERTIF.

— RequireClientCertificate
coomgemcmayem ¢paazy FLAG TLS REQUIRE CLIENT CERTIF.

— NoRenegotiateResumption
coomsemcmaeyem ¢paazy FLAG TLS NO RENEGO RESUMPTION.

— EnableUnsafeRenegotiation
coomsemcmaeyem ¢paaz2y FLAG TLS ENABLE UNSAFE RENEGO.

— ProtocolVersionl 2
coomeemcmayem ¢paazy FLAG TLS PROTOCOL VERSION 1 2.

TlsSessionCtx TlsSessionCreate(string Server, TlsFlags Flags) - (coomsemcmsy-
em ¢yHukyuu VCERT TisSessionCreate)
MeTon co3maHVd KOHTEKCTa 3alllMIEeHHOr0 KaHaia 0o npoTtokony TLS
AprymMeHTrhbI:

— Server ctpoka ¢ DNS-umenem cepBepa (MOXKET MCIOJIL30BAThHCS TOJIBKO IIPU
CO3[aHMM KOHTEKCTa KJIiMeHTa). [Ipu 3HaueHuu, He paBHOM null, Tpou3BOoOuUTCS Be-
pudHKalusa Halu4dus YKa3zaHHOro DNS-uMeHM B IOIIOTHEHUU “ANTbTEpPHATUBHOE UMS
BJlazesblla” cepTuduKaTa CEpBepa;

— Flags dnaru co3gaHus KOHTEKCTa 3alllMIeHHOr 0 KaHasa 1o mpoTokoiy TLS.
Bo3BpamniaeMsbie 3HaYEHUSI:

— KJIaCC KOHTEKCTa 3allTUIINEeHHOI'0 KaHadJla IT0 ITPOTOKOJIY TLS.

Kmnacc TlsSessionCtx

Knacc TlsSessionCtx comepXKUT KOHTEKCT OMOIMOTEKHM, HAa KOTOPOM OH OBIJI
co3pnaH, mo3ToMy 00beKT Kiacca TlsSessionCtx Helb3s UCIIOIB30BaTh, €CIIU 00BHEKT
Kjtacca VcertObject, mpu nmomMoiy KOTOporo oH ObII CO37laH, pa3pylIeH.

void  TlsSessionDestroy() - (coomeemcmsyem  ¢yukuuu  VCERT -
TlsSessionDestroy, 8vi3vi8aemcs 8 decmpykmope kaacca TlsSessionCtx)
MeTon 0cBOOOXKOEHUS KOHTEKCTa 3allUIIIeHHOT0 KaHaia o mpoTokony TLS

byte[] Handshake(byte[] Itls) - (coomeemcmsyem ¢yHkuuu VCERT -
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TlsSessionHandshake)

MeTo[ BHINIOJTHEHUS [1€PErOBOPOB IPU CO3JaHWU 3allUINEeHHOr0 KaHana TLS
AprymMeHTrhbI:

— Itls O6710K MaMsTU C JaHHBIMU TPOTOKOa TLS, momy4eHHBIMU OT IIPOTUBOIIOJIOK-
HO! CTOpPOHHI. [Ipy opMupoBaHUU NEPBOTO COOOMIEHUS KJIWEHTOM [JIMHaA OOJIXKHa
OBITH yCcTaHOBJIEHA B O);

Bo3BpaiiaeMbie 3HAYEHUS:

— OJIOK MaMsTH C JaHHBIMU IIpoToKoia TLS, oTrpaBnsieMbIMI IPOTUBOMIOIOKHOMN
CTOPOHE.

bool Complete() - (coomeemcmayem ¢yHkuuu VCERT TlsSessionComplete)
MeToq onpeneneHus COCTOSHUS 3alTUINIEHHOT0 KaHasa 1o npoTokony TLS
Bo3BpamnjaeMbie 3HAaYEHUS:

— true 3auiIeHHBIM KaHall MeXOy KIIMEHTOM U CePBEPOM y2Ke YCTAaHOBJIIEH;

— false 3amnuieHHbIN KaHal MEXKIY KJIMEHTOM U CEPBEPOM elIlle He YCTAaHOBJIEH U
IIepPeroBOPHI MOJIZKHEBI OBITH MTPOIOIKEHHI:

e IIPU CO3MAaHUWU 3AIIUIIEHHOr0 KaHajla He0O0XOOUMO TOJIyYUTh OOIIOTHUTEh-
Hble MaHHBbIE OT IPOTHUBOMOJIOXKHOM CTOPOHH U BEI3BaTh MeToq Handshake();

e IIPU IIE€PET0BOPaX, IIPOXOASIIUX YKe IT0CJIe CO3MaHmus 3alIUIIeHHOT0 KaHarla,
Heo0OxoauMo BeI3BaTh MeTon Write(), ycTaHOBUB OJIMHY 0JI0Ka MaMsTH C 3alllUllla-
eMbIMHU OaHHBIMU B 0, U IlepenaTh IIOJIydeHHbIe HaHHble TLS mpoToKoIa IIpOTHUBO-
ITOJIOZKHOM CTOPOHE;

— reHepupyet VcertException B cnydae OIINOKH.

[Tepeuncnenue TlsQueryIype
3amnpaliiiBaeMble JaHHBIE UJIM KOMaHa yIIpaBjieHUs 3allluilleHHBIM KaHajoM TLS

— PeerCertificateBlob
coomeemcmayem ¢aazy VCERT TLS QRY PEER CERTIF BLOB.

— ProtocolVersion

coomeemcmayem ¢aazy VCERT TLS QRY PROTOCOL VERSION.
— CipherSuiteValue

coomeemcmayem ¢aazy VCERT TLS QRY CIPH SUITE VALUE.
— CipherSuiteDescription

coomeemcmayem ¢aazy VCERT TLS QRY CIPH SUITE DESCR.

— SessionShutdown
coomeemcmayem ¢aazy VCERT TLS QRY SESSION SHUTDOWN.

byte[] Query(TlsQueryType Type) - (coomeemcmsyem ¢pyHkuuu VCERT -
TIsSessionQuery)
MeToq nosydyeHusl JaHHBIX MK YOPaBIEeHUs 3alllUIlIeHHBIM KaHanoM TLS
AprymMeHThbI:

— Type 3allpalliliBa€Mbl€ OJAHHBIEC MJIM KOMaHOa YIIPDABJIEHUAI.
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Bo3BpanijaeMsbie 3HaYEHUSI:

— OJIOK maMsTH C 3allPOIMEeHHBIMY NJaHHBEIMH HWJIK PE3YJIbTaTOM KOMaHIOBI YIIPaB-
JIEHHUS.

byte[] Write(byte[] Itls) - (coomeemcmayem ¢yHkuuu VCERT TIsSessionWrite)
MeTon OTIpPaBKU JAaHHBIX OPYITOM CTOPOHE 3aIlMINEeHHOro KaHamna TLS
AprymMeHThbI:

— Itls 610K mamMsaTH (He HYJIEBOM [OJIMHBI) C 3alllMIIIaeMbIMU JaHHBIMU, ITpeHa3Ha-
YEeHHBIMU OJIS IIepedaydyy IPOTUBOMIOJIOXKHON CTOPOHE.

Bo3BpaiiaeMbie 3HAYEHUS:

— OJIOK MaMsTH C HJaHHBIMU IIPOoTOKoJia TLS, oTnpaBnsieMbIMU TPOTUBOIIOI0KHOMN
CTOPOHE.

byte[] Read(byte[] Itls) - (coomsemcmaeyem ¢yHkuuu VCERT TlsSessionRead)
MeToq noJiy4yeHUs JaHHBIX OT OPYTOM CTOPOHBI 3alTUINIEHHOT0 KaHana TLS
AprymMeHTrhbI:

— Itls 670K TaMATHU (He HYJIeBOU [JIMHBI) C JaHHLIMU IIPOoTOoKosa TLS, mony4yeHHHI-
MU OT IPOTUBOIIOJIOKHOU CTOPOHBHL.

Bo3BpamiaeMbie 3HAaYEHUS:
— OJIOK maMsITH C 3allliIllaeMbBIMH JaHHLIMM, IepemaHHBIMU IPOTUBOIOIOKHOMU
CTOPOHOU;

— reHepupyetcsa uckmioudeHue VcertException c xogom ommubku VCERT E -
TLS READ_MORE - 5He00X0OUMO NPOJOJIXKUTL YTEHUE OaHHBIX OT IPOTUBOIIOJIOXK-
HOU CTOPOHHL. [lepen uTeHueM crnenyeT Bei3oBoM ¢yHKIMKH Complete() onpenenurs
COCTOsSITHHE 3alllMIIeHHOT0 KaHaa U, npu nonydeHuu false, mpomoKuTh 1eperoBo-

DHL.

1.7.22 IIpeodOpa3oBaHnue B ¢popMmar u u3 ¢popmara Base64

byte[] ToBaseb64(byte[] InBuf) - (coomeemcmseyem ¢yHkuuu VCERT -
EncodeMem)
MeToq 3aKOaMpoBaHus OMHaPHBIX HaHHBIX B ¢opMaT Base64
AprymMeHTrhbI:

— InBuf ucxomgHbi#i 6ydep ¢ OMHAPHBIMY OJAaHHBIMHU [JI51 3aKOIUPOBAHUS.
Bo3BpaniaeMble 3HAUYEHHUS:
— OJIOK IMaMSTH C 3aKOOUPOBAHHLIMU TaHHBIMH.

byte[] FromBase64(byte[] InBuf) - (coomeemcmeyem ¢yHkuuu VCERT -
DecodeMem)
MeTon pacKOOUpPOBaHUsA OMHAPHBIX JaHHBEIX 13 dopMaTa Base64
AprymMeHThbI:

— InBuf ucxogHbiii 6ydep ¢ 3aKOOMPOBaHHLIMU JaHHBIMU B KOTUPOBKe Base64.

Bo3BpamiaeMbie 3HAaYEHUSA:
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— OJIOK IMaMSsTH C PAaCKOOHUPOBAHHBIMHU NAHHBIMH.

1.7.23 BpIpa®oTKa CIYyYaHHOr0 YHCJ/Ia 3aJJaHHOH IIHHbI

[Tpu BEI30BEe QYHKINYU BHIPAOOTKU CITyYalHOTO YMCJIA BHITIOJTHSAETCS MHUIMATN3a-
nus [ICY, ecrnu oH He ObIJI MHUIIMAIM3UPOBAH paHee.

void GetRandom(byte[] Random) - (coomeemcmeyem ¢yHukuuu VCERT -
GenRandom)
MeTon BEIPAOOTKY CIYYalHOTO YMCia 3alaHHOW IJTUHBI
AprymMeHrhbI:

— Random 6710K maMsITH OJis 3alUCH CIIYYalMHOTO YKUCIIa.
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IIEPEYEHBb COKPAIIIEHUN

ba3a maHHBIX

[aTYuK CciIy4YalHBIX YHCEI

Kpunrorpadpudeckas 3aiuTa nHGOpMaIuu
Kpunrorpadpuyeckuu cepsep

JlokanpHBIM cIIpaBO4YHUK mnomnb3oBaTenss (Local Certificate
Store)

OnepanmonHas cucteMa (Operating System)

[IporpaMMHBIM KOMIIJIEKC

[TporpaMmMHOe obeciedyeHUue

[Tpuknaguoe 11O

[lepcoHanbHBIM  COPABOYHMK  monb3oBaTenss  (Personal
Security Environment)

Cnucok  aHHyIUpoBaHHEIX cepTtudukatoB (Certificate
Revocation List)

CpepncTBO 3alUTH MHGOPMAaIUU

Cucrema KpunrorpadudeCckou 3aIuThl nHPopMaluu
CeteBoii cnpaBo4yHUK cepTtuduratoB (Network Certificate
Store)

Cucrema ympaBneHusi ceptuduratramu (Public Key
Infrastructure)

OyHKIIMOHAIPHBIY KJII0YEBOU HOCUTEJID

Llentp peructpauuu (Registration Authority)

Llentp ceptudukamnuu (Certification Authority)
OJIEKTPOHHBIM JOKYMEHT

OnekTpoHHasa nopnucsk (Digital Signature)
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INIEPEYEHD PUCYHKOB
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INIEPEYEHD TABJINI]
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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