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OCHOBHBIC TTIOHATHUS U OIIpCACIICHMA

Tepmun Onpenenenue
IK [IporpamMmHBIi KOMIUIEKC
APM ABTOMaTH3WPOBAHHOE paboyee MEeCTO
ocC OnepannonHas cucrema
110 [IporpammHuoe obecrieueHne
b/l baza nagHeIx
Transport Layer Security — npoTokou
TLS
3aIUTHI CETEBOTO YPOBHS
Transmission Control Protocol — oxgun u3
TCP OCHOBHBIX CETEBBIX IIPOTOKOJIOB IIEpEIAYN
JTAHHBIX
Distinguished Encoding Rules — 6unapuas
DER KOJIMPOBKA, MMPUMEHSIEMast ISl KOAUPOBAHUS
cepTuduxaToB
VPN BupTtyanbHble 4acTHBIE CETH
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AHHOTAIUS

Hacrosmmii TOKYMEHT COJIEPKUT PYKOBOACTBO Tob30oBares [Iporpammbr ApxuBarop (nanee —

ITporpamma) mox ynpasieauem OC Linux.

[Iporpamma mpenHa3Ha4YeHa Ui OpraHU3AMK PE3EPBHOIO KOMUPOBAHMS PA3IMYHBIX JTaHHBIX
(¢paiisbl, KaTasmoru, apXxuBkl, pe3epBHbie Komuu bJ]) Ha cepBepe ¢ OC Linux. [TporpamMa aBToMaTu4ecku
BBITIONTHSIET HACTpauBaeMble MPOLEAYPHI CO3TaHUS PE3ECPBHBIX JAHHBIX, TIEPECHUIKY X HA PE3CPBHBII
cepeep (OC Linux), a takke oOecreyrBaeT 3alIUTy IEPECHUIAEMBIX JaHHBIX. J[OMOJHUTEIHHO B
[Iporpamme peanuzoBan «TLS mocpeaHuk» uisl co3MaHus 3alUIICHHBIX MMPOKCH coeauHeHui, «TLS
NUTI03» U1 co3maHus BUpTyanbHbIX dacTHBIX cereid (VPN) um «TLS daim»y mns opranusanuu

aBTOMATHYECKOr0 0OMEHA MOANKUCAHHBIMU (paiilaMi MEXKIy CEPBEPOM U €ro KIMEHTaMHU.
[TpenycMOTpeH KiIacTepHbI peskuM paboThl.

Z[OKYMGHT npeaHa3Ha4YCH IJIA MOJb30BaTeNIe B KQUECTBE PYKOBOJACTBA I10 SKCILNTyaTalluH.



BAMB.00197-01 92 01
COIEPXXAHUE

1 OBIIME CBEIIEHISL ..........oooooveoeeeoeeeeoeeeeeeee oot s e s e e e s e e s

L1 HABHAUECHHE .c.veveeiieeete ittt sttt h bbbt e R R R SR h b e A0 R AR e e R e b e e s e s e e e e Rt e bbb e e e e en e r bt
1.2 CTPYKTYPA KATATIOTOB ....veviteuieseessisesssasesseassessesstasessesseaseassessesseasesbeabeaseess e s s e es e b e e R e e R e e b e es s e s e e nb e Rt s bt eb e e b e e st e e e an e nr e s bt en s

2 IKCHIYATAIUSA ITPOT PAMMBL ... e s

2.1 MOHUTOPHHT TIPOTPAMMDBI .....viuviviteastestesessesseasessessesseessessesseasesbeabeaseessesseas e bt ab e e R £ e b e ebe e s e et e b e e r e e R e e b e e b e e s e et e b e nn e an e s b e ene s
2.1.1.  3aIryCK IMPOTPAMMBL MOHUTOPHHTE .....e.uveuriseeseesseasseassesssessssssessseesseaseasseasssassesseesseessesssessnsssesssessnessseensesnsesssenseees
N B 1) s 3 (0 Q<) 0): (7 PP PR PSP
20 G TR O Tos v (0): 3 I 1<) 00: 3 (o7 PRSPPI
2.1.4.  TIPOCMOTP TIPOTOKOIIOB. ... eeesreesreesreasseassesnsesseesseeseasseassesssessesssessseesseassesnseasssasseaseesseessesssessssssesssessseensesnsesnsesnsenseenes



BAMB.00197-01 92 01
1 OBILWE CBEJEHUS

1.1 HA3HAYEHUE
[Iporpamma ApxuBaTop NMpeIHa3HAuYCHA JI1 OpraHu3aliu:

® pE3epBHOrO KOMUPOBAHMS PA3JIMYHBIX JaHHBIX ((hailibl, KaTanoru, apXuBbl, pe3epBHbIC
kormu BJT) Ha cepepe ¢ OC Linux;

® 3aNIMIIEHHOHN NMepPeChUTKN JaHHBIX yepe3 TLS mocpennuk (Mpokcu);

® BANIMIIEHHBIX CETEBbIC B3aUMOJICHCTBUI MEXITy CEPBEPOM U €T0 KIMEHTAMH C IIOMOIIIBIO
TLS nuto3a ai1st opraHusaiuy BUPTyaabHbIX YacTHbIX ceteit (VPN);

® 3aNIMIIEHHOTO aBTOMAaTHYECKOTO oOMeHa (haiiimamMu MeXIy cepBepOM U €ro KIHMEHTaMH

no TLS npoTokomny B moAnucaHHOM BHJIE.

[TporpamMma nmoiiepKUBaET KIaCTEPHBIA PEKUM paOOTHI.

1.2 CTPYKTYPA KATAJIOTOB

[Tocne ycranoBkH 1 KoHpurypamuu [IporpaMMsl B ToMaiHeM KaTajlore MoJIb30BaTels
(Hampumep, USEr), BBIMOIHSBILETO €r0 HACTPOMKY, OyeT CO3[aHa CTPYKTypa MOKATAIIOrOB, MOA00HAs

CJIEIYIOLLEH:

1 | /home/user/.validata/bucopvd/config Karasor pa3mernienus

KOH(Urypauuu

2 | /nome/user/.validata/bucopvd/log Karasor pa3mernienus
IMPOTOKOJIOB
KOH(UTYpallMOHHOM
MIPOTPaMMBbI U IIPOrPaMMBI

MOHUTOPHHTA

3 | /home/user/.validata/bucopvd/log/bucopvd_profile_0 Karasor pa3mernienus
poTOoKOJI0B [Iporpammeli,
3aIylIeHHOH ¢ mpoduieMm

bucopvd_profile_0

4 | /nome/user/.validata/bucopvd/result Pe3ysbraThl pacnedaTok

5 | /nome/user/.validata/bucopvd/signal Karasor pasmernienus

YIIPABJISIOIUX CUTHAJIOB
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(bucopvd.in u bucopvd.out) u
MPOrpaMMHBIX
UICHTU(PHUKATOPOB

(bucopvd.pid)

6 | /home/user/.validata/bucopvd/archive/in

Karanor pasmemenust ¢aiinos

BXOIAIICTO apXyUBa

7 | Inome/user/.validata/bucopvd/archive/out

Karasor pasmernienus ¢aiinos

HCXOIAIICTO apXrBa

8 | /home/user/.validata/bucopvd/error/in

Karanor pasmemenus

OIIMOOYHBIX BXOSAIINX (ailioB

9 | /nome/user/.validata/bucopvd/tmp

Karamor PasMCIICHUS

BpPEMEHHBIX (ailioB
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2 OKCIUIYATALA ITPOT'PAMMBI

2.1 MOHUTOPUHI [TPOTPAMMBI

2.1.1.3AIIYCK IIPOI' PAMMbBI MOHUTOPUHT A

3anyck nporpammbel MOHHUTOpHHIA oOcymiecTBisiercss B aBHoro meHrwo OC, B pasnene
«YTHIUTB), B CTpoke «MoHuTOoprHT ApxuBaropay. Jlis 3amycka or umMeHH AaMmuHHACTpaTopa (root)

He00X0auMo BbIOpaTh «MOHUTOP.ApXUB.(AJIMUH.)»
3aIycK MOKHO BBIMOJHUT U3 TEPMUHAIBHOIO OKHA C TOMOIIbIO KOMaH/Ibl:
/opt/validata/bucopvd/bin/bucopvdmon

Ha OKpaH BbIAACTCA CICAYIOIICC TNAaJIOr0OBOC OKHO.

@ Mporpamma MoHUTOpKMHa Ciy*6l

Beixog CepeBuc CnpaBka

MNpocMoTp npogunei
Ymony | Cratyc AKTME = HaumeHoBaHwue WaeHTUpUKaTop 3anycTuTe CIyxEy
O Hesanywena [ Npodmnb cuctemel Apxverposaria bucopvd_profile_0
OCTaHOBMTh CTyX6Y
MocMOTpeTk NPOTOKO/TbI

3 anmyCTUTb aKTUBHLIE

OCTaHOBWUThb aKTUBHbIE

Pucynoxk 1. IIporpaMma MOHUTOpPHMHTa

[IporpamMma MOHUTOPHHTA BBIJAET HA SKPaH CIUCOK Mpodusel, KoTopble NpeaBapUTEIbHO

ObUIH co3/IaHbl M coxpaHeHbl KoHdurypannoHHoi nporpaMmmoi.
[Iporpamma MOHHUTOpPHHTA MPEIOCTABIISIET MOIB30BATENIO HA0OP CIEAYIONUX (YHKIIUHI:

e 3amycka cepBuchl [IporpamMmbl ¢ BEIOpaHHBIM MPOGUIEM;

® OCTaHOBKHU 3amylieHHOro cepBuca [Iporpammsl ¢ BEIOpaHHBIM NpoduieM;
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® [IPOCMOTpa MPOTOKOJIOB cepBHca IIporpaMMel ¢ BBIOpaHHBIM MPOQHIIEM.

Craryc B K01 CTpoKe Mpoduiis 0ToOpaxkaer ABa COCTOSIHUS mporpammbl PailioBoro mnuio3a

¢ BBIOpaHHBIM npoduieM: «3amnyiieHa» u «He 3amymiena.

['maBHOE MEHIO MO3BOJISET BHIMTH M3 MPOTrPaMMbl MOHUTOPUHTA M IOCMOTPETH UH(OPMAIHIO 00

9TOM MpPOrpaMMme.

Ecimu B mporpamme KOH(bI/Il"ypaL[I/II/I HECKOJIBKO 3aIucell OBIIN OTMEUYEHBI KaK aKTUBHEIE
(CTOH6CH <(AKTI/IB>>), TO BO3MOJKCH UX 3aIllyCK U OCTAHOBKA OJHUM HaXaTHEM KHOIIKU (((38.HYCTI/ITB
aKTUBHEIC» U «OCTaHOBUTH aKTI/IBHI)IG»). M3MeneHne CIIMCKa aKTUBHBIX 3aIlIHCeH OCYHICCTBIIACTCA

TOJIBKO B ITPOrpaMMe KOH(UTYpaLuH.

2.1.2.3AIIYCK CEPBUCA

Jns 3anycka cepBuca [IporpamMmMbl BeiOepuTe U3 CHHUCKA HYXKHBIM npoduiib co ctarycom «He
3alylleHa» MU HaKMUTE KHONKY «3amycTuTh ciyxOy». Ilocme Toro, kak cepBUC OyAeT yCHEIIHO
3allyllleH, IporpaMMa MOHUTOpPUHIa JOJDKHA M3MEHUTh craryc npoduis c «He 3amymena» Ha

«3amyuieHa.
3any01< CCpBUCA HpOFpaMMH MOET OBITH BBIIMOIHEH U3 KOHCOJILHOMI KOMaHI[HOI\/'I CTPOKHU:
/opt/validata/bucopvd/bin/bucopvd bucopvd_profile_0

Hnst uckmoueHus: KoH(PIUkTOB cepBuc [IporpaMMbl OIOKHpPYET CBOW TMOBTOPHBIA 3aIyCK C

OJIMHAKOBBIM MPpOQUIIEM.
HpO(i)PIJ'ICfI MOKET 6LITB HpOI/I3BOJ'IBHOC KOJIMYCCTBO. BO3M0)K€H BaHYCK cepBI/Ica C paBJ’II/I‘{HHMI/I
npodusmu. [s kaxaoro npoduiist cepBuc 3amyckaercs B otaenbHoM mporecce OC Linux.
2.1.3.OCTAHOBKA CEPBUCA

Hnst ocranoBku cepBuca [Iporpammer BeIOepUTE M3 CIKCKA HYXKHBIH MPOQUIL CO CTATyCOM
«3anyiieHay 1 HaKMHUTE KHOTIKY «OCTaHOBUTH CiIyk0y». [locie Toro, kak OyaeT BHIIOJIHEHA OCTAaHOBKA
daiinoBoro muI03a, MporpaMMa MOHUTOPUHTA JIOJDKHA U3MEHUTH CTaTyC MpOouisl ¢ «3amylieHa» Ha

«He 3anyimenay.
BpeMeHHOﬁ HHTEPBAJ OKHUJTAaHUA OCTAHOBKH MOXKCET 3aHATH HCCKOJIBKO MUHYT.

OCTaHOBUTH CCPBUC HpOFpaMMBI MO>KHO KOMaHIOM 13 KOHCOJIU (HaHpI/IMCp, JJIA ITI0JIBb30BaTCIIA

user):

echo stop > /home/user/.validata/bucopvd/signal/bucopvd_profile_0/bucopvd.in
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NI

cp /opt/validata/bucopvd/signal/stop/bucopvd.in

/home/user/.validata/bucopvd/signal/bucopvd_profile_0/bucopvd.in

Ecmu NEPCUNCIICHHBIC BBIIIC CHOCO6BI HC IMMO3BOJIAKOT OCTAHOBHUTL CCPBUC, TO MOKHO
BOCIIOJIB30BaThCS TPYOBIM METOZIOM OCTaHOBKHU cepBrca. OIHAKO MPH TaKOW OCTAHOBKE CEpBHCA
BO3MOJKHA MMOTeps AaHHbIX. Hanpumep, 1uis cepBuca, 3amyiieHHoro ¢ npoguiem bucopvd_profile O,

KOMaHJa OCTaHOBKH MOXET BBITIAACTH TaK:
kill -9 $(cat /home/user/.validata/bucopvd/signal/bucopvd_profile_0/bucopvd.pid)

1M
kill -9 $(cat ./bucopvd.pid)

€CJIM YCTaHOBJICH TEKYIIMIA KaTaJIOT CUTHAILHOTO MPOQHIIS.

2.1.4.TIPOCMOTP ITPOTOKOJIOB

Bribepure npoguns cepBuca IIporpaMMel, NpoTOKOIBI KOTOPOro HEOOXOAUMO IPOCMOTPETh, U

HaXMUTEC KHOIIKY ((HOCMOTpeTB IMPOTOKOJIBI».

OKHO NpocMOTpa NPOTOKONOB - O x
MpocMOTp NPOTOKONOB
HaumeHoBaHWe : MpogKuib CACTEMEI PE3ePBHONO KOMWPOBaHWA

WaeHtudurkatop: bucop_profile_0
MpoTOKObI OWWEOK CNYXEbl

| v MNocMoTpeTs OTNaf04HBIA : v MocMmoTpeTb OYnCTUTh

MpoTokonbl coobLIeHUA

v Mocm OTpeTb

TMpoOTOKOMbI OLUWG0K KOHGUIYPALMOHHOR NPOrpaMmbl

v MNocMoTpeTs

MpoTokoAbl 0WWE0K NPOrpaMMbl MOHMTOPMHIa

v Mocm OTpeTb

OK

Pucynok 2. ITpocMoTp NpoTOK010B

I[aHHBIﬁ AUajior IMO3BOJISICT BBIIOJHATL MNPOCMOTP BCCX BO3MOXHBIX ITPOTOKOJIOB CEpBHCA

BbIOpaHHOTO TMPOQUIISL C MOMOIIBI0 3allycKa TEKCTOBOTO PENaKTOpa, 3aJlaHHOr0 B KOH(UTrypanuw,
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(manpumep, usr/bin/kate). s 3T0oro 0cTaTOYHO HaXKkaTh KHOMKY «IIOCMOTpETh» CripaBa OT HY)KHOTO

IIpOTOKOJIA.
Kuomnka «O4uCTUTEY YAQIACT TOJBKO OTJIaAOYHBIC ITIPOTOKOJIBI.

Eciu mpoToKOIIbI M3-3a MeperoHeH s 3aIIMCaHbl B HECKOJIbKO (haiioB (Hampumep, bucopvd.log,

bucopvd~1.log, bucopvd~2.log, ...), To Ha)kaB Ha TPEYroOJbLHUK CIPaBa OT MPOTOKOJIA MOKHO BBIOPATh

J1F0001 M3 BBITAJAIOIIETO CIIHCKA.

PeanuzoBan npocMoTp cOOOIIEHU.
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JIMCT perucrpauuu u3MeHeHHu

Howmepa nucros (cTpanuir)

Bcero mucroB Bxogsmmuii Ne
" n3Me- No I
3M. 3aMeHeH- AHHYJIHPO- (ctp.) B © TOKyMEHTa COIMIPOBOJUTENHHOTO oanuck| Jara
HEH- HOBBIX
OKYMEHTE
HBIX BaHHBIX JlOKY JIOKYMEHTa

HBIX




