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AHHOTALUA
Hacrosimuii JOKYMEHT COJEpKUT ONMHMCAHME NpPUMEHEHHUS (YHKIHOHAIBHOTO KIIIOYEBOTO
Hocutensa «Bamimgara vdToken» Bepcus 1.0 (manee — ®KH «vdTokeny») npu coBmecTHOI pabote co
cpeacTBoM Kpunrorpaduyeckor 3amuThl nuHbopmaruu «IIpoBaiiaep kpunrorpad@uvecKoro cepBuca
«Bammmara CSP» Bepcus 5.0».
JIOKyMEHT mpeaHa3HaueH A aaMuHucTparopos U nons3osatenein CK3U «Bamugara CSP»

Bepcus 5.0» (manee no tekcry - CK3U «Bamugara CSPy»).
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1 OBIIEE OIIUCAHME

1.1 HasuHauyeHmue

OyHKIMOHAIBHBIA KTI0UeBOi HocuTenb «Bammmara vdToken» Bepcus 1.0 (mamee - ®KH
«vdToken») mpeacraBasier coboii «USB-Token» (manee — «TOKEH»), KOTOPBIA NpeaHA3HAYCH s
XpaHEHUsl U MCIOJIB30BaHUS 3aKPHITHIX Kiroued mudpoBanus u kiarouerd DI momp3zoBateneit CK3U
«Bamunata CSP» Bepcus 5.0. JlononuutensHo K kiarouy nosszoBatens Ha @PKH «vdToken» moxHO

3aIrycaTh ero JMYHbBIN cepTU(UKAT.
1.2 PeXuUMBI HCTIOJIb30BAHUSA

Knroun, naxomsmmecs B ®KH «vdToken», MOKHO HCIONB30BaTh B «HEHU3BIEKAEMOM)
pexuMe, TP KOTOPOM KIIFOU Iojib3oBaTenst Hukoraa He nonamaet u3 ®KH «vdToken» B mamars
KOMIBIOTEPA, YTO OOecleurnBaeTcsl 3a CYEeT BBINOJIHEHUS KPUOTOrpaguuecKux orepanui
HenocpenctBeHHo B camoM ®KH «vdTokeny.

B nensx yausepcanpaoct ®KH «vdToken» MOKHO MPUMEHSTH B OOBIYHOM «U3BIEKAEMOM)»
pexuMe, Korja KIIIOY XpaHUTCS Ha «TOKEHE», a JUIS HUCIOJIb30BaHUS 3arpykaercsi B MamsTh
KOMITBIOTEPA.

®KH «vdTokeny mo3BosisieT o fHOBPEMEHHO XpaHUTh pa3HbIC KIIIOYH MOJIH30BATEIS HA OJTHOM

«TOKEHEe» KaK B « HEM3BJICKAEMOM», TaK M «U3BJICKAEMOM» PEKUMAaX.
1.3 IIHUH-xox

®KH «vdToken» npenycmarpuBaer ycranoBky [TMH-koxa (maposisi) npu ¢popMaTHpOBaHUH
JUId 1O0CTyNa K UCMOIb30BaHui0 PyHKIMM «TokeHa». B ®KH «vdToken» obecneunBaercs npouenypa
cmensl ITMH-kona.

UcnonszoBanne ®KH «vdToken» Bosmoxuno 6e3 [IMH-koma, HO B 3TOM cilydae TOJBKO B
«U3BJICKAEMOM» DPEKUME, TaK Kak Uil «HeusBiekaemMoro» pexkuma Hanuuue [IMH-koma siBisiercs

00s13aTETbHBIM YCIOBHUEM.
1.4 CepBuchbl u aApaiiBepbl

Hnsa paborsl ¢ @KH «vdToken» He HYXHO ycTaHaBiIMBAaTh Ha KOMIIBIOTEDP HUKAKHUX
JOTIOJIHUTENIBHBIX TPOrpaMM, CEpBUCOB H ApaiiBepoB, Tak kak DKH «vdToken» wucmomssyer
CTaHJapPTHBIC CEPBUCHI W JpaliBephl, BXojsiue B omepanuoHHyo cuctemy (OC) Windows s

IMOJACPIKKH «CMApPT-KapT».
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1.5 YcaoBusi npuMeHeHHu

®KH «vdTokeny» paboraet nox yrnpasienuem onepannonubix cuctem (OC) Windows 7 /2008
/2008R2 /8 /8.1 /2012 /2012R2.
Vuer uznemuit ®KH «vdToken» Bemercst mopsakoM, YCTaHOBJICHHBIM B 3KCILTyaTUPYOIICH

OopraHu3anvu sl BHCITHUX CbEMHBIX HOCHTEIIEH .

1.6 Cpoku geiictBus kawuei III

1.6.1 Cpoku aelicTBHsI KJIFOUYEH B CITy4ae MPUMEHEHHS] « M3BIIEKAEMOT0» PEKUMA
Kirou OI1 — He Gonee 15 mecsues.
1.6.2 Cpoku AelicTBHs KJIFOUYEH B CITy4ae MPUMEHEHHS « HEU3BIIEKAEMOT0» PeKUMa

Kimroun OI1 , 3anuceiBaembie Ha @DKH B pekxume «Hem3BIeKaeMoro» Kirwoua, — He Oonee 3
(Tpex) mer.

1.6.3 Y nanenue Kiro4el ¢ KIIFOYEBOTO HOCUTEIS

[lo oxoHuanuu cpoka neiicTBus kioueid DIl COOTBETCTBYIOUIME KIIOUM JOJDKHBI OBITh
yIaJICHBI C KIIFOUEBOTO HOCHTEIIS B COOTBETCTBHU C Pa3AeiioM 3.2 TaHHOTO JIOKYMCHTA.

[Tocne ynmanenus xmouen u3nenmne PKH «vdToken» roroBo k nanmpHedmend pabore —

CO3JIaHHUIO M 3aITMCH HOBOM KJIFOU€BOW WH(pOpPMAIIHH.
1.6.4 YHUUYTOXKEHME KIFOUYEBOTO HOCUTEIIS

B tom cnyuae, eciu uznenue @KH «vdToken» He mpeamonaraeTcst MCIONb30BaTh, €roO
HEOOXO/IMMO YHUYTOXKUTh YCTAHOBJIEHHBIM HOPSAJKOM IPEACTABUTEISIMA  TEPPUTOPUAIILHOTO

YUPEXKICHUS NI UHOTO CTPYKTYPHOIO MOAPA3AEIIEHUs] 10 MECTY 3KCIUTyaTalluy U3/eNus.
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2 IHOATI'OTOBKA K TPUMEHEHHIO

2.1 ®opmaTupoBaHHe

[Ipexne Bcero ®KH «vdToken» HyxHO oTdopMaTHpOBATE.

Jlnst aToro 3amyctute nporpammy koHpurypanuu (Pucynok 1) CK3U «Bamugara CSPy.

@ MporpavMMa KoHpWrypawsd Banigata CSP - |EI|£|

Acy |E'-|HTb|E=aTenH Kﬂh:l'-lal K.I'IHII'-IHI EEDTHEF'HKEITI:II EDBMECTHMDCTbI EepBHcI

— A Bcex NonesoEaTENeld [N YMonHaHum0|

B UonorYeckMi aTHME CaydaliHeR YKMcen. Bepoua 5.0.303.
Bnageney; Komnanua BANKMOATA,
HononHureneHee ceolficTea: Tpetyer GUI

[T Pazpewwre nonksoEaTEnAr WsteHATs JCY M HHUMansan9a Cépoc ACY

— nAa TEEYWErD NONEI0EITENS

Britpart |

k. OTrEHA | I'IpumeHuTbl

Pucynok 1 - Kondurypauronsas nporpamma

Bribepure 3aknanky « Cepsuc» (Pucynok 2).
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@ Mporpavma KoHpyWrypawsy Banwaara CSP = |EI|£|

acH I CuyMTEIESTENM Knn:-'-lal Knh:u'-lHI I:epTHq:-HKaTbll CoerecTimonTe  CEPEMS |

— MNapareTpkl EpHITOrpadHYECK MY ANFOpWTHOE

lNapateTpel 3ArOpMTHE %3 LUKMpOESHMA
no FOCT P 34.11-54;

MNapardeTpel aﬂ;DDPFE"&??L;:EIﬂEESE?S_ IHaﬁnp napareTpos no FOCT P 34.171-2012 j

APaMETROE A (Mo YMon4aHMm]

g5y anrupmmran%?mzpaﬂsfggg. IHalﬁup NapatETPoE & (M0 YraondaHMK] j
[1apareTprl anropuTraa 300 -
no FOCT P 34102012 [OCT P 34 10.2001: | Hatop napanerpos & [no yronsaritol [
[TapareTpel anropuTrda JHddu-=ent1aHa ona Kiodei
no TOCT P 34.10-2012 u TOCT P 34.10-2001: | Hatop napanerpos & [no yronsanvo)] =

K. nioyeERIE HOCUTEL

P OpraTUPOBATE CragHure MAH-kog |

JaTepeTE fan [poBEpHTE MOaYIE

] I OTraeHa [l perEHITE

Pucynok 2 - 3aknanka «CepBucy»

Ycranosute ®KH «vdToken» B USB-pa3nem.

Haxxmute kHONIKY «POpMaTUpPOBATH) .
2.1.1 ®opmaTupoBaHHE KIFOYEBOTO HOCUTENS B « HEH3BJICKAEMOM)Y PEKUME

Jns  ¢GopMaTupoBaHUs KJIOUYEBOTO HOCHUTENS B «HEU3BJIEKAEMOM» pEKUME BbIOepere

«CunteiBarens vdToken (PKH)» u Haxkmute kHOonky « OK» (Pucynok 3).

BbifepyTe CHMTHIBATENE KNHYAE Xl

HazBaHue | Bepcua | -
=) CuMTRIBATENE ChEMHOMD AMCKa 5.0.303
i! CuvreieaTens 'Cofone’ 5.0.303
m CumrisaTens Arkopa’ 5.0.308
\, CunTeiEaTENE 1UT aken h.0.308
ET Cureieatens T aken h.0.303
2 CylTeiEaTens wdT oken [FEH] 50308
s Cuvreigarens wdT oken 5.0.308 |
o Cuvreigarens D allas’ 5.0.308
P Cuvroisatens 'Secret Met 5.0.303 ll

| [k I OTrieHa |

Pucynoxk 3 - Beibop cuntsiBaTens

Ecnu Ha kxoMnbroTepe erie He OblI MPOMHULIMATM3UPOBAH JaTUuK ciaydaitHbix uncen (JACYH),

TO Ha 3KpaH KOMIIBIOTEpa 6y,Z[CT BBIJAHO AXAJIOTOBOC OKHO JJIA €0 MHUIIHAaJIW3allun (PI/IcyHOK 4)



8
BAMB.00060-05 92 04

buonornueckui [1CY x|

MoxanyicTa, OBMraiTe MEILBK WKW HEXMMEATE KNEEWWW. ..

OTMeHa

Pucynok 4 — Unnuunamuzanus JACY

[logBuraiite «MblIb» WM NOHAXXUMAWTE KIABUINM KiaaBuaTypel. llocie 3aBepmeHwus
nnunnuanusanuu JICYU nannoe okHo (PucyHok 4) 3aKkpoeTcst CaMOCTOSATEIIBHO.

BribepuTe ycTaHOBICHHBIH «TOKeH» 1 HaxMuTe « OK» (PucyHok 5).

BbiGepute vdToken (®KH) x|

CuyMThEaTENE | CeprAHbIA N2 | OnwncaHwne |
£Validata vdToken 0 973499AC Bannnara tokeH (1.0.308)

OK OTtmMeHa

Pucynok 5 - BeiGop KI1t04€BOr0 HOCUTENS

OkHO @QopMaTHPOBAaHHUS «TOKEHa» B «HEHU3BIEKAEMOM» pEXUME MpeajaraeT 3aaaTh
MakcUMabHBIA pa3mep ceptudukara (B DER-komupoBke), KOTOpPbIA MOKHO OyJeT 3arucarh Ha 3TOT

«Token» (PucyHnok 6).
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dopmaTupoBaHue vdToken il

CepuiHebnia N2: 973499A0C

................... & 6140 SaT 14332 saiT

”MEKCHMEJ'II:HI:IIH pazMep cepTWdgHKaTa

MuHuManesHan anvHa NiYH-kona: 8

HonycTrMoe KONMUECTED OWWEOK: 10

[T Ycunennan sawmTa Knoya

Ok OtMeHa

Pucynok 6 - OkHo popmaTupoBaHus

[TapameTp «MakCUMaJIBHBIH pa3Mep cepTudUKaTay BIUSIET Ha MaKCHUMAaJbHOE KOJIUYECTBO
KJIFOUEH, TOAIEPKUBAEMBIX OTHOPMATHPOBAHHBIM HOCUTEIIEM:
— «2044 Oant» — 63 KirOu4a;
— «6140 Oaiit» — 31 kirou;
— «14332 Gaiit» — 15 kirouei.
MunumansHas quHa [TMH-koga Bo3mMoxkHa B quamnas3one ot 8 10 32 CUMBOJIOB.
Jlomyctumoe KoJn4decTBO OomubOoKk MokHO 3amaTh oT 3 g0 10. Ecou npu BBoge [TMH-kona
JIOTTYCTHTH OITMOOK 60JIee 4eM yKa3aHO B 3TOM IMapaMeTpe, TO ISl TPOIOJDKEHUsS pabOThI MOTpedyeTCst
BeIHYTh ®KH «vdToken» uz USB-pa3bema 1 mOBTOPHO yCTaHOBHUTH «TOKeH» B USB-pa3bem. JlanHas
3aluTa Hy’KHa OT BO3MOXKHOT0 IIporpammuoro noabdopa [TMH-koxa.
YcraHoBKa oNMuuM « Y CHIJICHHAS 3al[MTa KIH0Ya» MO3BOJISET UCIOIh30BATh XAIIUPOBAHUE 110
I'OCT P 34.11-2012 nns cxarus [IMH-kona.
Haxxmute « OK».
[lepen dbopmaTupoBaHueM Ha SKpaH BBLAAETCA MPEAYNPEKICHHE, YTO TPH (OPMAaTUPOBAHUU

BCE KIIOYEBBIC JaHHble (Kimoun U ceptudukarel), Haxomsmuecs Ha DKH «vdTokeny», Oymyt

yHHUYTOXeHBI (PucyHok 7).
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CuutbiBatens vdToken (®KH) i|

Mpu dopmaTupoBaHuKk vdToken N2973499AC BCe aHHbIE HA HEM
EyOYT YHUYTOMEHDI.
MNpogonxuTe?

OK

Pucynok 7 - Ilpenynpexnenue nepen GopMaTHpoBaHUEM

Ecnu nannbie (kimoun U cepTU(UKATHI) HA «TOKEHE» YK€ HE HYKHBI WJIK (popMaTHpOBaHUE
BBIMIOJIHSAETCS IEPBBIN pa3, TO HAKMUTE KHOMKY « OK».

Beeaurte [ITMH-kox u ero noareepxaenne. Haxmute « OK» (PucyHok 8).

¥Ycravoska NWH-koaa Ha vdToken il

CepuiHeii N2: 973499AC

Beenume craped M-k a;

BeeowTe Hoewd MMH-koo; |

MNooTeepouTe HoewlA MNMH-koo:

OK OTtMeHs |

Pucynok 8 - Ycranoska PIN-kozna

dopmaTupoBaHKe BBITIOIHEHO ycrenrHo, Haxmute « OK» (Pucynok 9).

Banupara CSP 5'

| DOpMATHPOEaHHE YCNEWHO SAEEPLEHD,

Pucynox 9 - CooOmienne 06 ycrenrHoMm hopMaTHpOBaHUU

Ha ®KH «vdToken», ordpopMaTHpOBaHHOM B «HEU3BICKAEMOM» PEXKHUME, MOXKHO
OJTHOBPEMEHHO 3alHChIBaTh KJIIOYM KaK B «HEU3BJICKAEMOM» pPEXHME, TaK U B «HU3BJICKAEMOM)»

pexume.
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2.1.2 ®opmaTupoBaHUE KIIFOUEBOTO HOCUTEINS B « M3BJICKAEMOM» PEKUME

Hns  GopMaTHpOBaHHS KIIOUEBOTO HOCHUTENS B «H3BICKAGMOM» pEXHME BBIOCpUTE

«CunteiBarens vdToken» u Haxxmute kHOnKy « OK» (Pucynok 10).

BbifepyTe CHMTHIBATENE KNHYAE Xl

HasgaHue | BepciiA | -
=) CuMTRIBATENE ChEMHOMD AMCKa 5.0.303
i! CuvreieaTens 'Cofone’ 5.0.303
m CumrisaTens Arkopa’ 5.0.308
\, CunTeiEaTENE 1UT aken h.0.308
ET Cureieatens T aken h.0.303
CunreiEaTens wdT oken [FEH] B.0.308
t Cuvreigarent wdT oken
o Cuvreigarens D allas’ 5.0.308
P Cuvroisatens 'Secret Met 5.0.303 ll

| [k I OTrieHa |

Pucynox 10 - Beibop cunTeiBatemns

Ecnm Ha xoMmproTepe erie He ObUI MPOMHHUITMAIM3UPOBAH JaTYHK cirydaiHbix yucen (JCY),
TO Ha dKPaH KOMITbIOTEepa OyET BhIJAHO THATIOTOBOE OKHO JUTsi ero uHuInanu3anuu (PucyHnok 4)

[lonBuraiiTe «MbIIIB» UM TOHAXKMMAWTE KIaBUIIM KiaBuatypbl. llocnme 3aBeprieHus
naumamm3anuu JICY nannoe okHo (PucyHok 4) 3aKkpoeTcsi CaMOCTOSITENBHO.

Bribepute ycraHoBIeHHBIH «ToKkeH» u HaxMuTe « OK» (Pucynok 11).

Bbibepure vdToken il

CUYMTHIBATENE | CepWAHbIA N2 | OnwncaHwe |
b-{alidata vdToken 0 973499AC Banwnata token (1.0.308)

OK OTMeHa

Pucynok 11 - BeiOop Ki1104€BOT0 HOCUTEIIS

OxkHO (QopMaTUpPOBAHMUS «TOKEHA» B «HU3BJIEKAEMOM» pEXUME Mpe/ularaeT 3a1aTh
MakcUMaNbHBIN pasMep ceptudukara (B DER-koaupoBke), KOTOPbI MOKHO OyzAeT 3anmucaTh Ha 3TOT

«tToken» (Pucynok 12).
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dopmaTupoBaHue vdToken il

B CepuiHbii Ne: 973499AC

”MEKCHMEJ'II:HI:IIH pazMep cepTWdgHKaTa

(" 2044 6ant @ 61406anT (" 14332 Gair

MuHuManesHan anvHa NiYH-kona: 8

HonycTrMoe KONWUECTED OWWEOK: 10

[T Ycunennan sawmTa Knoya

[~ Pagotate 6es MNWH-kona

Ok OtMeHa

Pucynox 12 - OxHO opMaTupoBaHUs

[Tapamerp «MaxkcumansHas jumHa IIMH-koma» BiMseT Ha MaKCUMalabHOE KOJIMYECTBO

KJIIOYEH, MOoAIep)KUBAEMbIX OT(HOPMATHUPOBAHHBIM HOCUTEJIEM:
— «2044 oant» — 63 Kir04a;
— «6140 OaiiT» — 31 kirou;
— «14332 Gaiit» — 15 kirouei.

MunumansHas anuHa [IMH-kona Bo3moxkHa B Auana3one ot § A0 32 CHMBOJIOB.

JlomyctumMoe KoJn4ecTBO OomubOoK MOkHO 3amaTh oT 3 g0 10. Ecou npu BBOoge [TMH-kona
JOTTYCTHTH OITMOOK O0JIee YeM yKa3aHO B 3TOM IapaMeTpe, TO ISl TPOIOJIKEHHST padOoThI TOTpeOyeTcs
BbIHYTh @KH «vdToken» nu3 USB-pazbema u moBTOPHO «TOKeH» ycTaHOBUTH B USB-pa3zbeM. JlanHas
3alIUTa HyKHa OT BO3MOXKHOTO Iporpammuoro noabdopa ITMH-koxa.

VYcraHoBKa onUMM « Y CHIIEHHAs! 3alMTa KJII04a» MO3BOJIAET UCIIONIb30BATh X3IIUPOBAHUE 110
T'OCT P 34.11-2012 misa cxarus [IMH-xona.

[Tapametp «PabGorare 6e3 IIMH-koma» mo3Bossier otkazarhesi oT ycraHoBku [IMH-koma. B
3TOM ciyyae paboTaTh C «TOKEHOM» MOXXHO ©Oe€3 mapoyii, HO XpaHUTh M MCIOJIb30BATh
«HEU3BJICKAEMbIe» KJIIOYM HAa TAKOM HOCHUTENE HEJb34.

Haxmute « OK».

Ha skpaH BblHaeTcs mpeaynpexiaeHue, yTo npu (popMaTUpOBAHWU BCE KIIOUEBBIC JaHHBIC

(ximroun u ceprudukarsl), Haxogsmecs Ha DKH «vdTokeny, OyayT yauuroxenst (Pucynok 13).
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CuntbiBaTens vdToken il

Mpu dopmaTupoBaHuKk vdToken N2973499AC BCe aHHbIE HA HEM
EyOYT YHUYTOMEHDI.
MNpogonxuTe?

OK

Pucynok 13 - IIpegynpexnenue nepen GopMaTupoBaHUEM

Ecnm nanabIe HA «TOKEHE» YKE HE HYXHBI UIH ()OPMATUPOBAHUE BBHITIOJHSICTCS TIEPBBIN pas,
TO HAXXMHUTE KHOMKY « OK».
B nmosBuBmemcs okne (Pucynok 14) Beemute [IMH-kox u ero moarBepxkaeHue. Haxmurte

«OK».

Ycravoska NWH-koaa Ha vdToken il

CepuiHeii N2: 973499AC

Beenume craped M-k a;

BeeowTe Hoewd MMH-koo;

MNooTeepouTe HoewlA MNMH-koo:

OK OTtMeHs |

Pucynok 14 - Ycranoska [1MH-kona

dopMaTHpOBAHUE BHIMOJIHEHO ycremntHo, HaxmuTe «OK» (Pucynok 15).

Banupara CSP 5'

|| DOPMATHPOEAHHE YCMEWHD SAEEPLLEHD,

Pucynok 15 - Coobmienue 06 ycnenrHom ¢opMaTupoBaHUH

Ha ®KH «vdToken», or¢opmMaTupOBaHHBIN B «U3BJIEKaeMOM» pexxuMme ¢ yctaHoBkoi TTMH-
KOJla, MOXHO OJHOBPEMEHHO 3allMCBIBATh KIIOYM KaK B «U3BJICKAEMOM» pEXUME, TaKk U B

«HCHU3BJICKACMOM)» PCIKUME.
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2.2 CmenalIUH-kxoxa

[MNH-kox — 3T0 eauHBIN mapoib uid goctyna K kmodam u pyakiusm OKH «vdTokeny», on
HE 3aBUCUT OT KOJIMYECTBAa KIIOYEH U pEeXKHMMa HUX HCIOIb30BaHUS («HEU3BJIEKAEMBI» WU
«HU3BIIEKaEMBI» ), To ecTh [TMH-k0o1 mMeeT OTHOIIEHUE TOMBKO K « TOKCHY .

[Ipouenypa popmaTrpoBaHHs « TOKEHA) 3aCTaBJIAET MoJIb30BaTens yctanHoBuTh [IMH-ko mn
OTKa3aTbCs OT €ro MCIOJIb30BaHUSA, HO B TOM ClIlydyae Ha «TOKEH» MOXKHO OyJeT 3amucaTb TOJIBKO
«H3BJIEKAEMBIN» KIIFOU.

Cwmena IIMH-koma Bcerma AOCTymHa MOJb30BaTeNnio B mporpamme koHduryparuu CK3U
«Bamumata CSP» Bepcus 5.0. [l aToro Hy»kHO BbIOpaTh 3aknanky «Cepsuc» (PucyHok 16).

w Mporpamma KoHdwrypauqwy Banwgara CSP = |I:I|£|

AcH I CYMTEIESTEAM Knh:-ual Knh:n'-lHI Eep‘ru-:pHKaTbll CoErEcTHMOCTE  CEQBMC |

— MNaparETpkI KpUITOrpadMYECK MY ANFOpKTHMOE

|-|EI|:IEIME.'T|:II:-I ANFOPMTA 3 LMPOE3HHMA . |'|-||-| |_"..1|-“-|._|3H|_.1h-|'|
no FOCT P 34.11-94: £ [N Yo T4aHMK)

MaREMETRL! ANTOPUTME S3UMBOSEHAR || o6op napareTpos o [OCT P 34.11-2012 7|

MapareTpel anrnpl:l'gmraDLE#q:szu:%Bda?rfgg. IHaﬁn:np NApatETPoE & Mo YraonuaHMK] j
[NaparaeTpel anropirrda 3l -
no FOCT P 34.10-2012 4 [OCT P 34.10:2001; | Hatop napaverpos & (o yonsaniso] [
[NaparteTpel anropurrda Jucpd-sienarda gna gnoded
no FOCT P 34.10-2012 u [OCT P 34.10-2001; | Hatop napanerpos & [no ymonsanvic) =

K.nioveERIE HOCMTE AL

P OprATUPOEATE CraeHuTe MMH-£og |

JarepeTe dalin [poBepHTE MOaYIE

k. I OTrEHA [l BUbEHITE:

Pucynok 16 - 3aknaaka « CepBuc»

Haxxmute knonky « Cmenuts [TUH-k0om» .

Cmeny IIMH-xkoma MOXXHO TIpOM3BECTH KaK 4epe3 «HEW3BIICKAEMBIN» CUYUTHIBATEIb
«CunteiBatens VdToken (®KH)», Tak u Yepe3 «H3BJIEKaeMblii» CcunThiBaTeab «CUMTHIBATEIb
vdTokeny (Pucynok 17).

Y «token» Oyner HoBwid I[IMH-kon mns moctyma Ko BCeM KITFOYaM, KOTOpbIE Ha HEM
HAaXOJATCS, BHE 3aBUCUMOCTH OT pEXKUMa MX HCHOJb30BAaHUS («KHEU3BJIEKAEMBIN»  WIIHU

«U3BIIEKAEMBIIT» ).
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x

HazeaHue | Bepoua | -

=) CuMTRIBATENR ChEMHOMD AMCKA 5.0.303

i! CunreiEaTens Cofone’ B.0.308

5 Cuvreiarens Yrrkopa’ 5.0.308

\. Cuvreieatents ruT oken 5.0.303

D Cuvreiearens T aken 5.0.303

CupreiEaTens wdT oken [FEH] h.0.308

3 Cumreisatens wdT oken 5.0.308 (.

o Cuvreigarens D allas’ 5.0.308

D Curpiearens "Secret Met' 5.0.303 ﬂ
OTrieHa |

Pucynox 17 - BeiGop cunThiBaTemns

Ycranosutre ®KH «vdToken» B USB-pa3nem.
Hanpumep, BoiOepuTe «HeusBiekaeMbii» cuuThiBarenb « CunteiBarens VAT oken (OKH)» u

naxmvute «OK» (Pucynok 18).

BbifepyTe CYYTHIBATENE KNHYAE Xl

HazeaHue | Bepcua | -
(=0 CyMTRIBEATEND CHEMHOrD QHCES a.0.308
i! CuTeiEaTENE 'Codone’ h.0.308
m CuureisaTens Arkopa’ 5.0.308
\, CunTeiEaTens ruT aken B.0.308
ETCumbeatens T oken 5.0.303

= Cyireiearent wdT oken [FEH] 5.0.308
3 Cumreisarens wdT oken 5.0.308 (.
0 Cuureisatens 'Dallas’ 5.0.308
D CurbiEaTens "Secret Met' h.0.303 ﬂ

| 2k I OTrieHa |

Pucynok 18 - Be10op « HEM3BIEKaEMOT0» CUUTHIBATEIS
Bribepute ycTaHOBIIEHHBIN «TOKeH» U HaxMuTe «OK».
2.2.1 «Toxkens» ¢ yctanoBiaeHabiM [TMH-koq0M

Ecnu ycraHoBieHHbIH «TokeH» Obul ordopmatupoBan ¢ [IMH-komom, To Ha 3kpan Oyzaer

BBIJIaHO OKHO, NpuBeacHHOe HUke (Pucynok 19).
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YcraHoska NMWH-koaa Ha vdToken il

CepuiiHeii Ne: 973499AC

Beeowte ctapuid [NH-kon:

Beeonte Hoewid MIAH-ko4:

lNooTEeponTe HoBeIA [TWIH-Koa:

OK OTtMeHa

Pucynox 19 - Oxno cmenst [IMH-koxa

Jlna 3amensl [IMH-kona BBenute B crpoke « BBenute craperil [IMH-kox:» texymmin IIMH-kox
«TOKEHa», B cienyromux ctpokax HOBbiM [IMH-kox, Ha KOTOpBIA HYXHO NMEpPEWTH, ABa pasza it
KOHTpoJIA citydaiHbIX omnOok. Haxxkmure « OK».

Ha sxpane nosiButcst coobrienue o6 ycnenrHoi 3amene [TMH-kona (Pucynok 20).

Banwpara C5P il

_:l MH-KoA YonewHo YCTaHOENEH,

Pucynox 20 - Coobmenue o 3amene [TMH-kona

Teneppb npu UCTIOIB30BAHUH JAHHOTO «TOKEHA» HYXKHO Oyaer BBoauTh HOBBIN [1IMH-ko1.

Haxxmute kHOTIKY «OK».
2.2.2 «Toxkeus» 6e3 [IMH-xoma

Ecnu ycraHoBiieHHBIH «TOoKeH» ObL1 oTopmarupoBaH 0e3 ycranoBku I1IMH-kona, To Oyzaer

BBIJIaHO Ha 3KpaH cienyroniee okHo (PucyHok 21).
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YcraHoska NMWH-koaa Ha vdToken il

CepuiiHeii Ne: 973499AC

Beenvre crapei MNAH-rom:

Beeonte Hoewid MIAH-ko4: |

lNooTEeponTe HoBeIA [TWIH-Koa:

OK OTtMeHa

Pucynok 21 - Oxno ycranoBku [IMH-konma

s ycranoBku IIMH-koma BBemuTe ero nBa pasza i KOHTPOJS CIyY9alHBIX OIMIMOOK.
Haxmurte « OK».

Ilpumeuanue - Ha «mokene» 6e3 IIIMH-ko0a yorce Mo2ym HaxoOumucs «usgiekaemviey Kuodu,
max umo nocie ycmanosxku IIHH-xo0a smu knrouu 6y0ym 0ocmyntul, HO OJisi paOOmsl ¢ HUMU HYHCHO
oyoem 6sooums [IHH-k00. Bepnyms «moxeny» oopammuo 6 cocmosnue 6e3 I[IHH-kooa modcrho 6ydem
MONbKO NpU PopMamuposanuu ¢ nomepet 8cex Kiouell, maxk Kax npoyeoypwvi yoanenus [IMH-xo0a ne
npeoyCmMompeHo.

Ha skpane nosiButcs coobienue o6 ycnernrnoi ycranoske [TMH-koaa (Pucynok 22).

Banupata CSP X|

_:l MWH-Ko4 YonNewHo YCTaHOENEH,

Pucynok 22 - Coobuienue 06 ycranoske PIN-koga

Haxmute KHOIIKY «OK». TenepL Ha 3TOT «TOKCH» MOZKHO 3aIllMChIBATh KaK «HU3BJIICKACMBIC)»

KIIIO4YH, TaK U «HCHU3BJICKACMbIC) KIJIFOYH.
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3 PABOTA C KJIIOYAMU

3.1 Co3xaHue KJHWOYAa HA HOCHUTeEJIE

Kiroun moxHO co3aaBath Toabk0 Ha oTrgopmatupoBanHoM OKH «vdTokeny.

IMepen reHepariueii Kiito4a Ha 3KpaH BbigaeTcs npeaynpexacuue (Pucynok 23).

x

L. -
l SanMce knHoda Q095LYEILHOL Ha kKnHYeE0H HOCHTENE
WCTAHOBHMTE KNHYEEOH HOCHTENR M HAMMHTE QK

OTHEHE |

Pucynok 23 - IlpegynpexneHue npu reHepauy Kiroua

VYcranoButre ®KH «vdToken» B USB-pasbem. Haxkmure « OK».

BribepuTe kitoueBoii cunteiBarensb (Pucynok 24).

BbifepyTe CYYTHIBATENE KNHYAE Xl

HazgaHue | Bepcia | -
(=) CyMTBIBaTENE CREMHOrD QHCEE 50,308
i! CuTeiEaTEne Codone’ 5.0.308
m Cumrisatens Axkopa’ 5.0.308
\, CukTeiEaTENE 1UT aken h.0.308
ET Cumeieatens T aken h.0.303
Cuvreiearens wdT oken [FEH] 5.0.303
z Cuvreigarens wdT oken
o Cumreisarens D allas’ 5.0.308
P Cuvroisatens 'Secret Met' 50303 ﬂ

| ] 4 I OtraeHa |

Pucynox 24 - BeiOop KITFOUE€BOTO CUMUTHIBATEIIS

Ecmu B korpurypanuu kpuntorpaduueckoro sapa - CK3U «Bamugara CSP» - yctanoBiieHn
CUMTBHIBATENb [10 YMOJTYAHHIO, TO 3TO OKHO (« BBIOOD KIIFOUEBOTO CUUTHIBATENS ) BHIAABATHCS HE OYET,
a mporpamMa OyaeT MEepexXOoAuTh K CIEAYIONIEMY AUANory BBIOOpa KIIOYEBOTO HOCHUTEINS, BBIIABAs

Cp8.3y HUX CIIUMCOK B paMKax CUMTHBIBATCIIA, yCTaHOBJIeHHOFO 110 YMOJI‘-IaHI/IIO.
3.1.1 Co3paHue «M3BIEKAEMOTOY KITIO4a

Bribepute «u3BiaekaeMbiily cuuThbiBaTenb «CuuthiBaTeah VATOKEN» W HaXMHUTE KHOIKY
«OK».
Tak kak KJ1t04 Ha HOCUTEJIb 3alIUChIBAECTCS B OOBIUHOM «M3BJIEKAEMOM» BUJE, TO JUIS 3aLUTHI

kmoua B CK3U « CKAJ] Curnarypa» npemgycMoTpeHa ero 3ammura naposiem (Pucynok 25).
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Banuparta C5P El

Beenume naponk 0aA knoda BPETE1EMAF 7 T

[Maponk: ||

[MooTEEp#OEHME: I
EM (] 4 I OrtaeHa

Pucynok 25 - OkHO BBOAA KJIIOUEBOTO MapOIs

Hanpumep, ecnu maposib He BBECTH, a pocTo HaxaTh « OK», kirou He Oyzaer 3amudpoBaH
napoJsieM, U IpH paboTe ¢ TaKUM KJIFOYOM 3aIpoca Ha BBOJI MapoJIs MpeasaraTbes He OyeT.

Bribepute «Token» n Haxkmute «OK» (Pucynok 26).

Boibepure vdToken il

CuMTHBATENE | CepuAHbIA N2 | OnwncaHwne |
b4\ alidata vd Token 0 973499AC Banwoata TokeH (1.0.308)

QK OTtMeHa

Pucynok 26 -

BBI60p KIIFOYCBOI'O HOCHUTCIIA

Beenute [TMH-ko 3TOTO «TOKEHa» (PHCYyHOK 27).

BeeauTe MWH-kop, X|

Beeaure NMHWH-kon ana wdT oken M0GAAD330:

k. I OTt4eHa

Pucynok 27 - Oxno BBoga [IMH-kona

Ipumeuanue - Eciu «mokeny 6vi1 ompopmamuposan 6ez [IMH-kooa, mo oxno eésoda ITHH-
K0Oa HA KPAaH 8b10A8aAmMbCs He Oyoem.
Ecmu ITMH-kox BBeeH MpaBHIIBHBINA, TO OYJIET BBITIOJHEHA TeHEpAIHsl KItoYa M 3alHUCh €ro

Ha «TOKCH» B «HU3BJICKACMOM) PCIKUMEC.
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3.1.2 Co3gaHue « HEU3BIIEKAEMOTO» KIII04a

Bribepute «HeusBiekaemblity cuutbiBaTenb « CuntbiBarenb VAToken (PKH)» u Haxkmute

kHonky «OK» (Pucymnox 28).

BuiGepute vdToken (®KH) x|

CuwnTeBETENR | CepwidHelA N | OnucaHwe |
£\ alidata vdToken 0 973499AC Banwpata TokeH (1.0.3

0K OTtMeHs

Pucynok 28 - OkHo BpIOOpa HOCUTENS

Beenute PIN-xox aToro «tokeHa» (Pucynok 29).

Beegure NMH-Kon il

Beegure NMWH-kog ona wdToken M0BAAD 330

k. I OTtaeHa

Pucynok 29 - Oxno BBoaa PIN-kona

Ecmu I1IMH-kox BBeeH MpaBHIBHBINA, TO Oy/AET BBITOJHEHA TeHEpaIUs KIII0Ya U 3aIUCh €T
Ha «TOKEH» B «HEM3BIIEKAEMOM» PEKUME.

JU1d mpenocTaBIeHUS 10JIb30BATEII0 BO3MOKHOCTH CO3/IaHMS PE3EPBHON KOIMHU 3TOTO KJIH0Ya
B MOMCHT €ro reHepanuu BbiaaeTcs auanorosoe okHo (Pucynok 30).

x

i B %CTAHOBNEHHEIA KNHYEE0R HOCHTENE SaNHCaH HEMSENEKAEMEIR KoY 21,
\J) Ecni Bam HeoDxoAMMa KOMMA 3TOrD KAHYa, TO 38MEHMTE HEMZENEKAEMEIA HOCHTENE M HAMMHTE KHOMEY “A4",
ECNH KOMMA HEMZENEKAEMOrD KAHIYE HE HY#HE, TO HaWMMTE KHOMKY "HeT", He MZENekas YCTaHOENEHHEIH KNHIYEE0H HOCHTENE,

HeT OTHEHA

Pucynok 30 - Jluanor co3naHus pe3epBHOM KOMUH KIIHoua

Taxk Kak KIIt0Y CO3J1aH Ha KTOKEHE» B «HEM3BJIEKAEMOM» PEXHUME, TO B JAIBHEHIIEM CENIATh
ero komuio OyneT HEeBO3MOXKHO. EnmHcTBeHHBbIM BapuaHT, npenocraBisieMelii OKH «vdTokeny:

co3/laHue AyOyMKaTa KJI0o4ya BO3MOXHO TOJIBKO IMPHU €ro reHepanuu U Tonbko Ha Hocutenn OKH
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«vdToken» B «HeusBiekaeMoM» peXHME. JTO 03HAYAET, YTO KOIMWHU KIIOYA HEJb3s CO3/aBaTh Ha
«IAUCKETB, «(ICIIKU» U IPyrue HOCUTEIH.

Ecnu pesepBHas konus Kiitoya He Hy>KHa, HEOOXOMMO HaxkaTh KHONKY « Het».

Jliist co3manmst pe3epBHOM Konuu Kitoda ycraHoBute apyrod ®KH «vdTokeny, koTopsiii 6611
3abmaroBpeMeHHO oTdopmarupoBaH ¢ ycraHoBko [IMH-koma. Ilpu namuuum ogHoro USB-pazbema
MOYKHO M3BJICUb MEPBbIIl HOCUTENb U YCTAHOBUTH CJEIYIOUIUI pe3epBHBIA HOCUTENb B 3TOT ke USB-
pazbeMm.

Haxxmute xkHONIKY «la».

Bribepute «TOKeH», MpeAHAa3HAYEHHBIA IS pe3epBHON KOMUU W HAXMHUTE KHOMKY «OK»

(Pucynoxk 31).

BbiGepute vdToken (®KH) x|

CuMThHEaTENE | CeprAHbIA N2 | OnwncaHwe |
B Validata vdToken 0 973499AC Banwoarta ToxkeH (1.0.308)
£\Validata vdToken 1 16F51923 Bannoara tokeH (1.0.308)

OK OtMeHa

Pucynok 31 - OxHO BbIOOpa pe3epBHOIO HOCUTES

Beenute [TMH-ko 3TOTO pesepBHOro «tokeHa» (PucyHok 32).
Ecnmu IIMH-xkox BBeneH npaBHIIbHBINA, TO OyAeT BBINOJHEHO CO3JaHHE PE3EpBHON KOMHU

KJIro4ya Ha JPYyromM «TOKCHE» B «HCU3BJICKACMOM» PEKHUME.

Beegure NMH-Kon il

Beegure MWH-kog ana wdToken MFBYBCOEA:

k. I OTtaeHa

Pucynok 32 - Okno BBoaa [1MH-koma

Crnenyromuii nuasnor npeajiaraeT HOBTOPUTH MPOLEAYPY CO3AAHUS PE3EPBHBIX KOMUI Kiltoya

Ha sooom kosmvectBe ®KH «vdTokeny (Pucynok 33).
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x

B vCTaHOBNEHHEIM KNHIYEE0R HOCMTENE SaMMCaH HEMZBNEKAEMEIR KoY MEZ,
Ecnk Bam HEoDx0AKMMA KOMKA 3TOMD KNHYa, TO 3aMEHMTE HEMSENEKAEMEIH HOCMTENE M HAMMHTE KHOMKY 14",
ECNKM KOMMA HEMZBNEKAEMOrD KNHIHA HE Hy¥HA, TO HAXMHTE KHOMKY "HeT", HE M3BNEKan YCTaHDENEHHEIM KNHIHEB0H HOCHTENE.,

/C.

HeT OTHEHA

Pucynok 33 - Jluanor co3naHusi pe3epBHOM KOMUH KIIH0ua

Haxxmure kHonky «Her» nmm «/[a».

Beemute [TMH-kox nocienuero co3aanHoro «tokeHay (Pucynok 34).

BeeauTe MNHMH-Kox 5'

Beegure MWH-kog ana »dToken MFBYBCDEA:

(] 4 I OrtaeHa

Pucynox 34 - Oxno BBoga [IMH-kona
[Iponieaypa renepanumy Kiaro4a ¢ CO3JaHUEM OJHOM PE3epBHOM KOIHMH 3aBEpLICHA.
3.2 YjnajgeHHe KJI0Ya C HOCHTeJIS

Vz[aneHI/Ie kiroua ¢ HocuTeas PKH «vdTokeny BCCerja JOCTYITHO MMOJIb30BAaTCIIIO B IIPOIrpaMmMe

koHpurypanuu CK3U «Bamunara CSP». [{ns atoro Beidoepute 3aknanky «Kiroun» (PucyHok 35).

@ Mporpamma KoHdwrypauqwy Banwgara CSP = |I:I|£|

AcH I CuMTEIEATEM Kamya  Fardu | Eep‘ru-:pHKaTbll EDBMEDTHMDDTI:I EepBHcI

— Onepatu
% T erywHi NoNES0BaT 2Nk " MokansHas MauHa
K.onuWpoEaTE | Hoanire | CrEHWTE Napank | D AHOBMTE MMACKK |
Mpeotpasosars | Mat [Validata GOST R 34.10-2012 CSP |
B: |validata GOST R 34.10-2012 CSP i

™ Kawnposate sakpemeie Kaouwm Paztep Kala OTERbTEIE KAHeE: 256
- KA UMDOBATE SaKDBTEIE KM FMHHMMENEHOE BREMA HHSHIA 10000

CMCTERHEN MPOUECCOE SanMcH [rc):
[+ Eawvpoears MHH-kooe crapr-kapT
[T He npeanarars BEECTU NApoAL KNGS NP FEHEDELLMA

k. I OTrEHA [l BUbEHITE:

Pucynok 35 - 3aknanka «Kiroun»
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YcranoBute ®KH «vdToken» B USB-pa3nem.

Haxxmure KHONIKY « Y JaIUTh.
3.2.1 VaneHue KiIroda ¢ « HEU3BJIEKAEMOT0» KIIIOUEBOTO HOCUTEIIS

BribepuTe cUMTHIBATENb IS «HEU3BIeKaeMbix» Kimouei « CunteiBarens VAToken (OKH)».

Haxxmure «OK».

BbifepyTe CYYTHIBATENE KNHYAE Xl

HazeaHue | Bepcua | -
(=) CyMTBIBaTENE CREMHOrD QHCEE 50,308
i! CuTeiEaTEne Codone’ 5.0.308
m Cumrisatens Axkopa’ 5.0.308
\, CukTeiEaTENE 1UT aken h.0.308
ET Cumeieatens T aken h.0.303
= Cuireiearent wdT oken [FEH] 50303
3 Cuvreigarens wdT oken 5.0.308 |
o Cumreisarens D allas’ 5.0.308
P Cuvroisatens 'Secret Met' 50303 ﬂ

| ] 4 I OtraeHa |

Pucynoxk 36 - BeiOop K1H04€BOTO CUMTHIBATEIS

Beibepute «TOKeH», C KOTOPOro HEOOXOANMO yIamuTh Kitod 1 Haxmute « OK» (Pucynok 37).

BbiGepute vdToken (®KH) x|

CuMThHEaTENE | CeprAHbIA N2 | OnwncaHwe |
B Validata vdToken 0 973499AC Banwoarta ToxkeH (1.0.308)
£\Validata vdToken 1 16F51923 Bannoara tokeH (1.0.308)

OK OtMeHa

Pucynox 37 - OxkHO BBIOOpa HOCUTEIIS

Ha skxpan BbIaeTcsi OKHO CO CIIMCKOM HOMEPOB KJIIOUEH, KOTOpPbIE HAXOASTCSA Ha BEIOPAHHOM

Hocutene (Pucynok 38).
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x|

KrMeHa Knoyei |
0156902606071

1457 Y MXOMNOT

5841165KZ2001

9703BUBAJZM

QK OTtmeHa

Pucynox 38 - OxHo BbIOOpa KiIroueit A yaaneHus

B oxne BbIOOpa KiIrOUYEH AN yAATCHHUS MOKHO YKa3aTh OJWH HJIM HECKOJIBKO KITIOYEH st
yaanenusi. Ecaum HY)KHO yAaquTh HECKOJBKO KIIOYEH, TO BBIACIATH KIIOYH HYXKHO «MBIIIBIO» C
OJTHOBPEMEHHBIM HakaTHeM KHONKH « Ctrhy mmu «Shifty.

Bri6epem onuu HOMEp Kitoda M HaskMeM « OK».

COO6H.IGHI/IG C MMpeaynpeKACHUEM HOTpe6yeT BBITIOJTHUTB JOITIOJIHUTCIBHOC HAXXKAaTHUC KHOIIKH

«OK» (Pucynok 39).

x

\‘?/ Bkl AEHCTEMTENEHD XOTHTE YAANKTE 1 KNHY C KNHOYEE0r0 HOCKMTE NS

OTHEHS |

Pucynox 39 - Ilpegynpexnenue o0 yaaaeHUN KITtouei

Beenure ITMH-koa mist moctyna K GyHKIMK yaajdeHus Ha «TokeHe» (Pucynoxk 40).

BeeauTe MNHMH-Kox 5'

Beegure NMWH-kog anA wdToken MFBYBCDEA:

ak. I OTraeHa

Pucynoxk 40 - Oxno BBoga [IMH-kona

Kitou ynanen u3 «tokena». Haxmute «OK» (Pucynok 41).
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Bansnarta CSP El

|| ¥aaneHHe yCNewWwHo 3aeepWeHo,

Pucynok 41 — Coobmenune 00 ynajaeHun Kiroda

3.2.2 YV naneHue Kiro4da ¢ «M3BJIEKAEMOro» KII0UEBOI0 HOCUTES

BriOepute cuMThIBaTENb IS «HU3BJICKaeMbIx» Kiroueit « CuuthiBarens VAT okeny. Haxmure
«OK» (Pucynok 42).

BribepuTe CUMTLIBATENE KNHOYA Xl

HazgaHue | Bepcua | -
=) CuMTBIBATENE ChEMHOMD AMCKA 5.0.303

i! CureiEaTENE Codone’ h.0.308

m CuvreiaTens ‘Yrrkopd’ 5.0.308

\, Cuvreigatents ruT oken 5.0.303
EICumeieatens T oken 5.0.303
CupreiEaTens wdT oken [FEH]

’ Cuureisarens wdT oken

o Cuureisatens 'Dallas’
D CuvreieaTens "Secret Met' A, ﬂ

| 2k I OTrieHa |

Pucynox 42 - BeiOOp KITFOUE€BOTO CUUTHIBATEIIS

BriGepuTe «TOKEH», ¢ KOTOPOTO HEOOXOIMMO YAAIUTh K04, B HaKMUTE « OK».

Bbibepurte vdToken iI

CUMTEIBATENE | CepwiHelA N2 | OnwcaHwe |
b §\/alidata vd Token 0 973499AC Banwnata Token (1.0.308)

& Validata vdToken 1 16F51923 Banwnata Token (1.0.308)

OK OTMeHa

Pucynox 43 - OxHO BbIOOpa HOCHUTEINA

Ha skpan BbIaeTcs OKHO CO CITUCKOM HOMEPOB KJIFOU€H, KOTOpBIE HAXOAATCS Ha BEIOPaHHOM

nocurene (Pucynok 44).
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B oxne BbIOOpa KirOUYEH IS yIaJeHUss MOXKHO yKa3aTh OJMH WJIM HECKOJBKO KJIFOUEH st
yaaneHus. Eciaum HY)KHO yJaluTh HECKOJBKO KIIOYEH, TO BBIACIATH KIKOYM HYKHO «MBIIIBIO» C

OJTHOBPEMEHHBIM HakaTreM KHomkH « Ctrhy wim «Shifty.

Bri6epuTe omua HOMep Kitoya U HaxkMuTe « OK».

x|

KrMeHa kKnoydei

2436TO1AXWDT
BBBEONGZSEM

69601Y5FDDO

oK OTMeHa

Pucynok 44 - OxHo BeIOOpa KIItOYEH A yAajaeHus

COO6H_IGHI/IG C MMpeaynpeKACHUEM l'IOTpe6yeT BBIITOJIHUTH AOIIOJTHHUTCIBHOC HAXKAaTUC KHOIIKHU

«OK» (Pucynok 45).
x

\‘g) Bkl AEHCTEMTENEHD XOTHTE YAANKTE 1 KNHY C KNHOYEE0r0 HOCKMTE NS

OTHEHS |

Pucynok 45 - [Ipenynpexaenue 00 ynaneHuu Kirouen

Beenure ITMH-koa m1st moctyna K GQyHKIUH YAaICHHS Ha «TokeHe» (Pucynox 46).

BeeauTe MNHMH-Kox 5'

Beegure NMWH-kog onA wdToken MO0BAAD3E0:

ak. I OTraeHa

Pucynoxk 46 - Oxuo BBoga [IMH-kona

Ilpumeuanue - Ecnu «mokeny ovin omgpopmamuposan 6e3 [IMH-kooa, mo oxkno ésoda I1HH-

K0Oa Ha 3KPaH 8bl0asamvcsl He Oyoem.
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Kitou ynanen u3 «tokena». Haxmure «OK» (Pucynok 47).

Banwpara CSP il

Pucynox 47 - Coobuienue o0 yajleHuu Kiro4a

3.3 KonupoBaHue KJM0UYeii

KonupoBanue kiroueit ¢ 0JHOrO HOCUTENS Ha JIPYrod JOCTYIHO TOJb30BATENI0 B POrpaMMe

koHpurypanun CK3U «Bamugara CSPy». s storo Beidoepure 3aknaaky «Kmroun» (PucyHok 48).

@ Mporpavma KoHpyWrypawsy Banwaara CSP = |EI|£|

acH I CuMTRIEATENM Eaoda Pl | EepTHq:-HKaTblI EDBMECTHMDCTI:I EepBHcI

— Onepatiu
% TerywHi NoNb30BaTENE: " MokansHas MalwkHa
K.onupoEaTe | Hpoanire | CrEHWTE Napank | O AHOBMTE MMACKK |
Mpeotpasosars | Mat [Validata GOST R 34.10-2012 CSP |
B: |validata GOST R 34.10-2012 CSP R

[T Kawupoeate sakpembe Kooy Pazrep kalwa oTEpETEE KoL 286
- K LMDOBATE S3KPBTHIE KoM b HHMMANEHOE BRERMA HHEHH 10000

CMCTEMHENX NPOULECCOE SaAMMCH [Mc];
[+ Kawwpoeare MHH-kooe crapT-kapT
[T He npeanarars BEECTU NApoAb KAKGHE NP FEHEDELLMA

k. I OTrEHA [l BUbEHITE:

Pucynok 48 - 3aknanka «Kiroum»

3.3.1 KonmupoBaHue KITI04YEH ¢ « HEM3BJICKAEMOT0» KIIFOUEBOTO HOCUTEIIS

KommpoBanune kimoueil € «HEW3BIEKAEMOTO»  HOCHTEIS  3alpelieHo, TaK  Kak
«HEU3BJIEKAEMbII» HOCUTENb HE MOAJACPKUBACT (PYHKIIMHM YTEHUS KIIH0Ya C HOCUTEIS.

[TonpoGyeM 3TO IPOBEPHUTH.

YcranoButre ®KH «vdTokeny», Ha KOTOpOM ecTh «HEU3BIIeKaeMbie» Kitoud, B USB-pazbem.

Haxmute xknonky «Komuposats» (Pucynok 48).
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BriOepute cunThIBaTeNb I « HEU3BIEKaeMbIx» Kitouel - « CuuthiBaresnb VAT oken (OKH)».

Haxmute «OK» (Pucynok 49).

BbifepyTe CYMTHIBATENE KNHYAE Xl

HazBaHue | Bepcua | -
=) CuMTRIEATENE ChEMHOMD AMCKS h.0.303
i! CuvreieaTens Cofons' 5.0.303
m Cuvreigarens ‘Yrrkopg’ 5.0.308
\, CumTeIEaTENE TUT aken 5.0.308
I Cureieatens eTaken 5.0.303
2 CyiThiearens vdT oken [FRH]

3 Cuvreigarens wdT oken 5.0.308 |
o Cuvreigarens D allas’ 5.0.308

P Cuvroisatens 'Secret Met 50308 ll

| [k I OTrdeHa |

Pucynox 49 - BeiOop KIII0U€BOTO CUNUTHIBATEIIS

IIpuBeneHHOE HUXKE COOOLIEHUE IPEIYIIPEKAAET, YTO KOMUPOBATH KJIFOY C « HEM3BIIEKAEMOIO»

HocuTens HeBo3MOkHO (Pucynok 50).

x

& YCTAHOENEHHE "Dy HELMOHANEHEI KNFodesod HockTens" (BRH)
| He NpeAHasHAYEH ANA KOMHMPOBAHHA KIHYE,
WCTAHOBMTE APYMoH HOCHTENE H HAMMHTE OF

OTHEHS |

PI/IC}’HOK 50 - COOGIHCHI/IG O HEBO3MOXHOCTU KOIIMPOBAHWHU KJIHO4a

Ecnu momnpobOoBaTh cKOMMpPOBATH KIIIOY, HAIpHMEp, C AUCKEThI Ha «HEHU3BIECKAECMBII»
HOCHTEJb, TO Ha 3KpaH OyIeT BBIIAHO MPEIYPEkKACHUE O TOM, UTO ITO Heponmyctumas oneparnus OKH

«vdTokeny» (Pucynok 51).

Banvpara C5P El

FONHMpoBaHHE 3aKPEITOMD KAKYa,
I Owwfka 0xEDBEDD3A,
~ HeaonycTHman anepauya PrH

Pucynok 51 - [IpenynpexxneHnue npu MOnbITKE KOMUPOBAHUS KITt0Ya
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3.3.2 KonupoBaHue KIIt04Yer C «M3BJIEKAEMOT0» KIIFOUE€BOT0 HOCUTENS

KonupoBaHnue KIIroueil Kak ¢ « M13BJIEKAEMOIr0» HOCHUTENS, TAK U HA «U3BJIEKAEMbII» HOCUTEIb
BBITTOJTHAETCS OOBIYHBIM 00pa3zoM, kak 3To npeaycmorpeno B CK3U «Banumara CSPy.

Hanpumep, paccMoTpum mporeaypy KOMUPOBaHUS KJTt0Ua C «IUCKEThD) Ha «M3BJICKAEMBIN»
mocurens OKH «vdTokeny.

VYcTraHOBUTE «AMCKETY» C KIIOUYOM B JMCKOBOJ KOMIIBIOTEPA W HAXMUTE KHOIKY
«Konuporate» (Pucynok 48).

BriOepute cuuThHIBaTEh CHEMHOTO IHMCKA, KaK 3TO MokaszaHo Ha pucyHke (Pucynok 52).

Haxwmure kHonky « OK».

BribepuTe CUMTLIBATENE KNHOYA Xl

HazgaHue | Bepcua | -
F= | CYMTHIBATENE ChEMHOMD OHCEa

i! CureiEaTENE Codone’ h.0.308

m CuvreiaTens ‘Yrrkopd’ 5.0.308

\, Cuvreigatents ruT oken 5.0.303
EICumeieatens T oken 5.0.303
CupreiEaTens wdT oken [FEH] 5.0.308

3 Cumreisarens wdT oken 5.0.308 (.
o Cuureisatens 'Dallas’ 5.0.308

D CurbiEaTens ‘Secret Met' h.0.303 ﬂ

| 2k I OTrieHa |

Pucynox 52 - BeiOop KITH04€BOTO CUUTHIBATEIIS

Yxkaxute quckoBoa « A u Haxkmute « OK» (Pucynok 53).

BbibepHTE CMEHHEBIA BWCK x|

Nk, | CEpMAHBIA HOMER |
= A CCA3-7F7C

OTreHa |

Pucynok 53 - BeiObop cMeHHOTO AHICKa

BBI6epI/ITC U3 CIIMCKAa HOMCp KIJIro4a, KOTOprﬁ HY>KHO CKOIIMPOBATb, U HAXMUTC «OK»

(Pucynox 54).
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YHKaMWMTE KONWPYEMBIE KNHYH Xl

MreHa KADHER |
; T SHHOT
2838TRSWHRMO
EFR0SSFO-FO1
FI11EFJBHCO

k. I OTrieHa

Pucynox 54 - Beibop kiroua

Ynamure xmoueByro auckery u ycranoBure ®KH «vdToken» B USB passem. Haxmure

kHonKy «OK» (Pucymnox 55).

KonvpoBaHve KNHYEH C 04HOr0 HOCUTENA HA ApY¥ro K|
¥ 1aNHTE KNHIYEEOH HOCHTENE,
WCTAHOEMTE YMCTEIM HOCHTENE ANA SaMHCH Ha HEMD KNHOHEERIX KOMMA,
OTHEHS |

Pucynok 55 - [Ipenynpexnenue mporeaypbl KOMUPOBAHUS KIHOUa

BBI6epI/ITe CUMTBIBATEIh IJIS «HU3BJIEKAEMBIX» KIIHOUEH « CunteiBatens VATokeny. Haxmure

«OK» (Pucynok 56).

BribepuTe CUMTLIBATENE KNHOYA Xl

HazgaHue | Bepcua | -
=) CuMTBIBATENE ChEMHOMD AMCKA 5.0.303
i! CuureiEaTene Codone’ h.0.308
m CuvreiaTens ‘Yrrkopd’ 5.0.308
\, Cuvreigatents ruT oken 5.0.303
=D Cuvreiearene T aken 50,308
CupreiEaTens wdT oken [FEH] 5.0.308
’ CuireigaTens wdT oken
o Cuureisatens 'Dallas’
D CurbiEaTens ‘Secret Met' h.0.303 ﬂ

| k. I OTrieHa |

Pucynox 56 - BeIOOp KII0UE€BOTO CUMTHIBATEIIS

BriOepuTe «TOKEH», ¢ KOTOPOTO HY)KHO CKOMMPOBATH Kitod, U Haxkmute «OK» (PucyHnok 57).
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Bhibepute vdToken

CUYMTHIBATENE | CepWAHbIA N2 | OnwncaHwe

b §V/alidata vd Token 1 16F51923

& Validata vdToken 0 973459AC Banwnata tokeH (1.0.308)
Banwnata tokeH (1.0.308)

OK

OTMeHa |

Pucynox 57 - OxHoO BbIOOpa HOCUTEIS

Beenure [TMH-ko 115t 10cTyma K yCTaHOBJIEHHOMY «TOKeHY» (Pucynox 58).

Beegvte MNMH-KkoA

Beegure NMWH-kog ona »dToken MO0BAAD3E0:

X

(] 4 I OrtaeHa

Pucynok 58 - Okno BBoga PIIMH-koma

Ipumeuanue - Eciu «mokeny» 6vi1 omghopmamuposarn 6e3 [IHMH-ko0a, mo oxuo 8sooa [THH-

K0Oa Ha 3KPaH 8bl0a8aAmMvCsl He Oyoem.

[Iporenypa KONUPOBaHHUS KIIOYa Ha « U3BJICKACMBbIii» HOCUTEIb 3aBepiieHa (Pucynok 59).

Bansnara CSP El

| EonMpoBaHHe yCNewHo SasepLUIEHo,

Pucynox 59 - CoobuieHue o0 ycrenHoM 3aBepiieHuu KOMPOBAHUS
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NCITOJIb3OBAHUE «TOKEHA»

[IponemoncTpupyem pabory c kmouamu Ha DKH «vdToken» Ha mpumepe CHCTEMBI

Creunanu3nupoBaHHBIA apXuBaTOp 3JIEKTPOHHBIX coodueHui (CADC).

Hanpumep, BbImoNHUM apXuBanuio (ailioB Ha «HEU3BIEKAaEMOM» KIIIOYE, a pa3apXUBUPYEM

9TH (1)3..]1]:1 Ha «HU3BJICKACMOM» KJIIOYC.

4.1 ApxuBauus HA KHEH3BJEKAEMOM)» KJIOYe

Otxkpoiite «IIpoBOTHUKY .

YcranoBute ®KH «vdToken» ¢ «aensBiekaembim» kimouoM B USB-pa3nem.

Beigenute 9 daitnos (Pucynox 60).

_io/x]
thafin  Opagka BEwa  Mz0paHHoe CepEMC  CMpaeka | .',’
OHa3a,ﬂ. Tk T 1?' | o~ TMomck: MMankm | E"
dapec; [ Cikest j Mepexog,

Japaud AnA $aknos v nanoxk &

_,#- MeperMECTHTE BEIAENEHHEIE
00BEKTEI

CHOMMPOEATE EIAENEHHBIE
00BEKTEI

@ U

OnyBIMKDESTE BhIAENEHHEIE
00LEK TRl B BEDE

CTApagka BbIfpaHHb:
0OBEKTOE NO 3NEKTPOHHOR
noyTeE

©

X

¥ 1anHTe BelAENEHHBIE
obLekTEI

»

HAPp¥r+e MecTa

agp NoKaneHeH auck ()
lD MoM A0KYMEHTEI
.J Mok KoMnsHTER

\-_g CETEE0E OKPYHEHHE

Mo nnnfHn

Pazmep I Tvn I IMzMeHEH

Rl

05,053,201
05,053,201
05,053,201
05,053,201
05,053,201
05,053,201
05,053,201
05,053,201
05,053,201

1 KE TeKCTOBEIA AOKYMEHT
1KE TeKCTOBBIA AOKYMEHT
1 KE TeKCTOBEIA AOKYMEHT
1 KE TeKCTOBEIA AOKYMEHT
1 KE TeKCTOBEIA AOKYMEHT
1 KE TeKCTOBEIA AOKYMEHT
1 KE TeKcTOBEIA AOKYMEHT
1 KE TeKCTOBEIA AOKYMEHT
1 KE TekcTOBBI A0KYMEHT

| 2

Pucynok 60 - Okno «IIpoBogauka»

Haxxmute npaBoﬁ KHOMNKOM «MBIIIN» Ha BBIJICICHHBIX (1)3.1\/'IJ13.X, " BBIITOJIHUTEC ITYHKT MCHIO:

«CADC» -> « ApXuBUPOBATHY.

Ha sxpan Oynet Beigano npenynpexacaue. Haxmure kHonky «Jla» (Pucynok 61).
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CA3C x|
\?/ JaapxHEMpOEaTE 9 dadnos?

Pucynok 61 - OxkHO mpeaynpexnaeHus

Bribepute mnpoduib monb30BaTens, KOTOPBIM HCIOJIb3YEeT «HEU3BJIEKAEMBbI» KIIOY Ha

Hocutene ®KH «vdTokeny. Haxvure « OK» (Pucynok 62).

BoibepuTe npodyne El

Hraa npodiana: m

Pucynok 62 - Beibop npoduist

BriOepute «HeusBiekaeMbiii» cuuThbiBaTenb «CuuthiBarenb VAToken (®KH)». Haxmure

«OK» (Pucynok 63).

BbifepyTe CY4THIBATENE KNHYE Xl

HazeaHue | Bepcua | -
=) CuMTRIBATENE ChEMHOMD MoK 5.0.303
i! CuTeiEaTEne Codone’ 5.0.308
m Cumrisatens Axkopa’ 5.0.308
\, CunrkiEaTENE 1UT aken h.0.308
ET Cumeieatens T aken h.0.303
= Cuireiearent wdT oken [FEH] 50303
3 Cuvreigarens wdT oken 5.0.308 |
o Cumreisarens D allas’ 5.0.308
P Cuvroisatens 'Secret Met' 50303 ﬂ

| ] 4 I OtraeHa |

Pucynox 63 - BeIOOp KIFOUEBOTO CUMTHIBATEIS

Beenute npaBuibHbi [IMH-k01 yecTanoBiaeHHOTO «ToKeHa» . Haskmure « OK» (Pucynok 64).

BeeauTe MNHMH-Kox 5'

Beegure NMWH-kog ona »dToken MO0BAAD3E0:

(] 4 I OrtaeHa

Pucynok 64 - Oxno BBoaa [1MH-koma
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VYxkaxute IByX nonydarened. Haxmure kHONKY « ApxuBupoBath» (PucyHok 65).

5 MNapaMeTpel apXHBHPOEaHHA il

Hran daiina apx1ea: Itest.aes

PastiecTiTE apHHE
{* B Terywe karanare

" B raranore: I _l

CreneHe caatua; IEES CH#ETHA j P OprMPOESTE FPUAME |
4.0 | DpraHuzauma | HontHocTe |
Ivarioy
elin walidata

DYMCTHTE CRMCOK, Broenme Boe | CHATE Bbl.lJ.EJ'IEHHEl

[punna; iv_iv_el

Brifpato £ 1z 2. ApHHEMPOESTE | OTrieHa |

Pucynok 65 - luanor apxuBaiuu

ApxuBalus Ha «HEU3BJICKaEMOMY KJIIOUE BbIMOIHEeHA ycnemHo (PucyHok 66).

[= ApxvBEMpOEaHME x|
WA thafina | FezsyneTar onepautd |
) C\testtestB bt ]
@) C\testtest7 tat ]
&) C\testtestd bt ]
@ Coutesthtest10r ak.
@ Chbestilest] bt ]
@) C\testitestZ bt ]
@) C\testutest3tt Q.
@) C\testvtestd bt ]
@ CutestihestS bt ]
% C:hbesthtest aes ok

Pucynox 66 - Pe3ynbraT apXuBUpOBaHUS

4.2 Pa3apanalmﬂ HA KU3BJECKACMOM» KJIIHYEC

Otkpoiite «IIpoBogHUK .
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YcranoBute ®KH «vdToken» ¢ «u3Bnexkaembim» kiarodoMm B USB-pasbem.

Bribepute daiin ¢ apxuom (PucyHnok 67).

_inix)
thafin  Opagka BEwa  Mz0paHHoe CepEMC  CMpaeka | -.1.’

(JHs=aa - 0 - T | Mok | Mankw | =

Aapec; Ilﬂ Ciitest j Mepexog

L | Pazmep | Tvn | MzMEHEH
ZKE dafin "RES" 26.05.201

»

Janauv anda GaAnos ¥ Nanox

Ij:ﬂ MeperMeHOEaTE ain

_:y MepeMecTHTE hakin

D KonvpoBate tafn

@ OnybnKKkoEaTe hain B eebe

j CJTApaBKTE 3TOT hakn no
ANEKTPOHHOA NOYTE

¥ ¥aamTe dafin

»

Apyrve mecta

g NokaneHBIR AWck (2
[} Mom AokymeHTEl
iy Mod KomMneoTep

\3 CETEE0E OKPYHEHHE

L

MoapobHo

a | i

Pucynok 67 - OKHO «IIPOBOIHUKA»

HaxxmuTe mpaBoil KHOMKOW «MBIIIN» Ha BBIJAEICHHOM (ailjie U BBIOJHUTE ITYHKT MEHIO:

«CADC» - >«PazapxuBUpOBaThH.

Ha skpan Oyner Boiano npenynpexaenue. Haxmure kHonky «Jla» (Pucynok 68).

x4

\3) PazapxHEMpoOEaTE 1 apxHEY

Her

Pucynox 68 - OxHO mpeaynpexaeHus

Bri6epute npoduis noiabp30BaTeis, KOTOPbIA HCIOIB3YET « U3BIECKAEMBI» K04 Ha HOCUTETE

®KH «vdToken». Haxmure « OK» (Pucynox 69).
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Bribepure npodune El

Pucynok 69 - Beibop nmpodus

Bribepute «wu3Biaekaemblii» cunThiBaTenb «CumthiBaTens VAToken». Haxmure «OK»

(Pucynoxk 70).
x

HazBaHue | Bepcua | -
=) CuMTRIEATENE ChEMHOMD AMCKS h.0.303
i! CuvreieaTens Cofons' 5.0.303
‘ Cuvreiarens Yrrkopg’ 5.0.308
\, CumTeIEaTENE TUT aken 5.0.308
I Cureieatens eTaken 5.0.303
CunreiEaTens wdT oken [FEH] h.0.308
’ CumreieaTent wdT oken h.0.303
o Cuvreigarens D allas’ 5.0.308
D Curpiearens "Secret Met' 5.0.303 ll

| [k I OTrdeHa |

Pucynok 70 - Bb100Op KJIFO4€BOTO CYMTHIBATEIS

Beeaute npasuinbHbiil [IMH-ko1 ycTaHoBIeHHOTO «TOKeHay . Haxxmute « OK» (Pucynok 71).

BeeauTe MWH-kop, X|

Beeaure NMHWH-kon ana wdT oken M0GAAD330:

k. I OTt4eHa

Pucynok 71 - Okno BBozaa [1MH-kona

Ipumeuanue -Eciu «mokeny 6vin ompopmamuposan 6e3 ITHH-kooa, mo oxuo ésooa ITHH-
K0Oa HA KPAH 8b10A8aAMbCS He Oyoem.

Haxxmem kHomKy «PazapxuBupoBats» (PucyHok 72).
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E MapaMeTpol pazapXHEaLLHH 5'

— Pasmelw ate W3ENeraetble akibl

% B Tekywen karanore

{" B raranore; _l

— [pu coBRageHKK HrEH

0 Brigaearte SANPOC NONEZ0EST SN0
i JareHATE HOBEIM hafnokd

8 [NepeMtEHOESTE HOBRIA $akin

|7 H.ﬂ.a.ﬂﬂTb nognyce Nocne NpoOEEQEK

PazaprHEMpOBATE I OTreHa

Pucynok 72 - Jluanor pazapxvuBainuu

PaszapxuBanusi Ha «M3BJIEKaEMOM» KJIIOYE BhIMOJIHEHA ycrentHo (PucyHnok 73).

{5 PasapxvBMpOBaHMe x|

Mraa paiina | PesunkTar onepaid |

% C:hbesthiest. aes
@) C\testtestt bt
&) C\testitest7 bt
@ Cubeatihestd bt
& Cbest'test] 0kt
) C\testtest] bt
@) C\testtest? tat
@) C\testtest bt
@ Cutestihestd bt
@ Chbest'lestS bt

4
14
Q.
k.
k.
4
14
Q.
k.
k.
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Nauza | [IpepEaTE |

Pucynok 73 - Pe3ynbraTt pa3apXuBUPOBAHUS
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5 ITAMSATKA IIO OBPAIIIEHUIO C U3 AEJIUEM

5.1 TapaHTHU U3TOTOBUTEJA (MCMOJHUTEJIA)

N3I'OTOBUTEJIb rapanTupyer KauecTBeHHYIO paboTy mnocrasisemoil Ilpoaykuuu Ha
COOTBETCTBHE YCTAHOBJCHHBIX TexHUUYeCcKUMHU ycaoBusimu [THOAN.467649.001 TY TpeboBanusMm u
COOTBETCTBHE 3asBJICHHBIM B TEXHUUECKOM TOKyMEHTAMU (YyHKIHOHAIBHBIM BO3MOXHOCTSIM.

I'apaHTUIHBIA CPOK XpaHEHUs YCTPOMCTB B TPAHCIIOPTHOU Tape MPEIIPUATHSI-U3TOTOBUTENSA
cocTaBiigeT 12 MecsleB C AaThl U3TOTOBJIEHUS HA MPEANPUATUN —U3TOTOBUTEINE.

FapanTHitHBI CpOK Ha TocTaBisgeMyto [Ipoaykiuio cocraBnser 12 ([IBeHaauars) MecsieB co
nas noxanucanus 3AKA3UYUMKOM (teppuTopHalibHBIM YUpPEXKIEHUEM MM HHBIM CTPYKTYpPHBIM
noapazaenenneM 3AKA3UMKA) Axra cnaun-nipuemku [Ipoaykuuu, HO He Oosee 18 (Bocemuammarn)
MECSIIEB C IaThl U3TOTOBJICHHUS.

NCIIOJIHUTEJIb o6ecrieunBaeT rapaHTUIHOE CONTPOBOXKICHHE ITOCTaByIeHHOM [Iponykiuu B
Ipolecce ee HKCIUTyaTallMd B TEUeHHWE TapaHTUMHOrO CpoKa TIpH YCIOBHHM  COOIIONCHUS
3AKA3YMKOM TexHHYeCcKUX YCIOBUM HKcrutyatauuu IIpoaykuuu coriacHO mpuiiaraeMoil K Heu

JOKYMEHTALIMU.
5.2 OrpaHu4YeHUs N0 TPAHCNOPTUPOBAHUIO

TpancnoptupoBanue  yCTpOMCTB 10  mOTpeOUTens  JODKHO  IPOU3BOAUTHCA B
MOTPEOUTENBCKONM YHMAaKOBKE 3aBOJA-U3TOTOBUTENS B TPAHCIOPTHOW Tape Ha 000 pacCTOsSHUE
3aKPBITHIM ABTOMOOMJIBHOM M JKEJI€3HOJOPOKHBIM TPAHCIIOPTOM, aBUAILIMOHHBIM TPAHCIOPTOM B
repMETU3UPOBAHHBIX OTCEKAX CaMOJIETA.

TpaHcmopTHpOBaHNE JOKHO OCYIIECTBIATHCS B COOTBETCTBUHM C MPaBHJIAMH TIEPEBO3OK,

JEHCTBYIOIMIMMH Ha Ka)kKIOM BHJIE TPAHCIIOPTA.
5.3 3aMeTKH N0 IKCHNJAYAaTAUH U XPAHEHH IO

YcerpolcTBa JOJKHBI XPAaHUTHCS B CKJIAACKHX MOMELIEHUAX, 3AIIMIIAIIINX YCTPOMCTBA OT
BO3JICHCTBHI aTMOC(EpPHBIX 0CATKOB, HA CTE/UIaXKaX B YIIAKOBKE MPH OTCYTCTBUH B BO3IyXE IMapOB
KHUCJIOT, IIEJIOYEN U IPYTUX arpeCCUBHBIX IIPUMECEN.

B mnomemeHusx, TIae XpaHATCS YIAKOBAaHHBIE B COOTBETCTBUU C TpeOoBaHusimu K]/
yCTpPOICTBA, MOJDKHA OOecleuyuBaThcs TemIlepaTypa OKPY’KalolIero Bo3ayxa OT Iumoc 5 jpo 40
rpagycoB Llenbcust u oTHOCUTENBHOM BIaxkHOCTH He Ooinee 80% mpu TeMriepatype Iiroc 25 rpaaycoB
Ilenbcus.

DKcIUTyaTalsi yCTPOMCTB  JIOJDKHA  OCYIIECTBIISITBCS. B COOTBETCTBUM C  JAHHBIM

PykoBoactBom nons3oBarenss BAMB.00060-05 92 03.
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5.4 TapaHTHiiHOE CONPOBOKIEHHUE

5.4.1 Tl'apanTHifHOE CONMPOBOXKICHUE BKIIIOYACT B CEOsI:
- KOHCYJBTHUPOBAHHEC ITIO0 BOIIPpOCaAM IMPHUMCHCHHA W JKCIIJIyaTallun HpOHYKIII/II/I B PECIKUMC

«Topsiuelt TMHUUY» MO TeIePOoHy:

+7 (495) 232 06 87 ¢ 10 10 19 yacoB M0 MOCKOBCKOMY BPEMEHH;

- DNIEKTPOHHOM mouTe : support_at x509.ru - kpyriaocyTo4Ho;

IPUOPUTETHOE OOCITYKMBAHUE 3allPOCOB MO ropsueil auHUHU. ['apaHTHpOBaHHOE BpeMs
pearupoBaHus Ha MOCTYNUBIINHN 3ampoc He OoJiee § yacoB (B paboune AHU);

- 3aMeHy HEMCNpaBHBIX eaAuHUI] [IponyKiuu B ciydae oOHapyXeHUsI KOHCTPYKTHUBHOTO HIIN
MPOU3BOICTBEHHOTO Je(peKTa;

- yCTpaHeHHUe OMKOOK MPOrpaMMHBIX TPOAYKTOB;

- anpec Mcnonuurens: 127015, r. Mocka, b. HoBoamuTpoBckas yi., nom 14, xopi. 2, oduc
612.

5.4.2 B ciydyae BOBHMKHOBEHHS HeucnpaBHOCTH [Ipoaykuuu B mporecce ee dKCIuTyaTanuu
3AKA3YUK yBegommsier 06 stom MCIIOJIHUTEJIA mytem oOparmieHust B ciyx0y TEXHUYECKOH
nopaepxku. UCITOJIHUTEJIb BnpaBe npeanpuHATh MEpbl yAaJleHHON JMArHOCTUKHU (Tenedony,
3JIEKTPOHHOM MOYTE), HAIIpaBJIeHHBIEC HAa YCTaHOBJIEHUE (haKTa BO3ZMOKHOW HEHCIIPABHOCTH, €€ MPUUUH
U CcHocoboB ycTpaHeHMs. B ciyuae, ecium yka3aHHble Mepbl HE MPUBEIH K YCTPaHEHUIO
HeucnpaBHocTd, 3AKA3UUMK o6s3an nucemenHo ysepomuth VICIIOJIHUTEJISA mno anpecy,
yKa3aHHOMY B MyHKTe 6.4.1.

5.4.3 B yBenomiiennn 3AKA3YUK yka3siBaeT HanmeHoBaHUE [IpoayKIinu, ero yHUKaIbHBIA
HOMEp, OCHOBHBIE Je(eKThl, MPU3HAKU HEUCIPABHOCTH, OOHapykeHHble B [Ipoaykiuu, ycroBus
JKCILTyaTalllH, a TAaK)Ke HOMEp 3asBKHU B CIIyk0y TEXHMUECKOI moanep ku. B ciydyae Heo6xoaumocTu
HUCIIOJIHUTEJIb npuHuMaeT pemeHue O BbIE3JIE €ro IpeACTaBUTENsS B TEPPUTOPUAIBHOE
yUpEeXIEHUE UM HHOE CTpyKTypHOE noapazaeinenne 3AKA3UMKA, oTkyna mocTynuio yBeOMIEHHE.
B stom cinyuae IlpencraBurens UCIIOJIHUTEJIA o6s3aH ABUTHCS HE MO3JHEE YEM UEpE3 YETBEPO
CYTOK TOCJie MOJTy4YeHHUs! yBEJOMJIEHHS (HE cuuTas BpeMeHU, HeoOxoaumoro s npoe3aa). O csoem
pemrennu UCITOJIHUTEJIb yBenomnsier 3AKA3UNKA.

5.4.4 3AKA3YUK, B cnydae HEOOXOIMMOCTH, JOJKEH 00ECTICUHTh XpaHEHUE HEHCIIPABHBIX
equaul llpoaykumu. XpaHeHHEe HEHCHPAaBHBIX EAWHUIl TPOAYKIUU JOJKHO OCYIIECTBISATHCS
aMUHHMCTPATOPOM KJIIOYEBOM CHUCTEMBI TEPPUTOPUATIBHOTO YUPEXKIEHUS M HHOIO CTPYKTYPHOTO
noapazaenenust 3AKA3ZUMKA B omedaraHHOM KoHTelHepe, HO He Oomee | (Omuoro) mecsia c

MoMeHTa oOHapyxeHust HeucrpaBHocTH. VICIIOJIHUTEJIb mnpoBoauT paboThl MO OMpEAETICHHIO
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HeucnpaBHocTu [Ipoaykiuuy B IpUCyTCTBUM aIMUHUCTPATOPa KJIKOUYEBOH CUCTEMBI TEPPUTOPUAIIBHOTO
YUPEXKIEHUS U UHOTO CTPYKTypHOro nojapasnenenus 3AKA3UNKA.

5.4.5 B cnyuae npuesna npeacrasutenst UCITOJIHUTEJISA B TepputopuanbHoe yupexaeHue
uimi uHoe cTpykTypHoe mnonpasnencHue 3AKA3UMKA wu oOHapyXeHUM KOHCTPYKTHMBHOTO WJIH
npousBojacTBeHHOrO nedekxra npenacraButensimu MCITOJIHUTEJIA u 3AKA3UMKA cocraBasieTcs
PexnaMalimoHHBIN aKT.

5.4.6 YHuuroxxeHue HeucnpaBHOU [IpoayKunu ocyIiecTBIsSeTCS yCTaHOBICHHBIM MOPSAKOM
IPEICTAaBUTENSAIMH  TEPPUTOPUATBHOIO YUPEKACHHS M HHOTO CTPYKTYPHOIO IOAPA3JEICHUS
3AKA3UYMKA no mecty akcrryarauuu [Ipogykiun.

5.4.7 Ilponykius ¢ KOHCTPYKTUBHBIM HJIM TPOU3BOJCTBEHHBIM J1€()EKTOM JOJKHA OBITH
O0ecrutatHo 3ameHeHa mytem otnpaBku 3AKA3UYUMKY wucnpasnoit Ilpogykium B Teuenue 30
(TpuauaTi) KaueHIAPHBIX IHEW ¢ MOMEHTA MOMyYeHUs YBEIOMIICHUS.

5.4.8 Cpox rapaHTUH YyBEJIMYMBAETCS Ha BpeMs mpocTtos Ilpoaykuuu 1o mnpuUYHHE
HACTYIUICHHS TAPAHTUITHOTO Cyvasl.

5.4.9 UCIIOJIHUTEJIb o06s3an moaTBEepAWTh MO Tene)OHY WM SJICKTPOHHOH IOodYTe

nonyuenue obpamenus 3AKA3UNKA B cinyx0y TEXHUUYECKON TOIEPIKKH.
5.5 CBuIeTeJbCTBO 0 PeTHCTPAIMHU

CBuaerenscTBO 0 rocyaapcTBeHHon peructpanuu - Ne2015613470 or 17 mapta 2015r.
PeructpanuoHHbslii HOMep, BBIAHHBI HekoMMepueckoil opranmsanueir USB Implementers

Forum, Inc. — 0x2BB1 ot 20 mas 2015r.
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HNEPEYEHb ITPUHATBHIX COKPAIIIEHUAM

ocC OnepanroHHas cucteMa
CK31 CpenctBo kpunrorpadgudeckoi 3ammThl HHPOpMaITHH

OKH OYHKIIMOHATBHBIN KITI0YEBOW HOCUTENH
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Jlnucr perucrtpauuu u3MeHeHU

Homepa nuctoB (cTpaHuLy)

nmMe-

HCH-

HBIX

3aMCHCH-

HbIX

HOBBIX

Bcero i
Bxopsuuii Ne
) . JINCTOB No JIOKyMeHTa COIIPOBOJUTEIILHOI' O
HHYJHP (c1p.) B JOKYMEHTA
BAaHHBIX JIOKyMEHTe

Tloammcs

Jara




