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AnHOTaIIUA

JIaHHBII JTOKYMEHT COJEPKUT OIUCAHUE IMPOIEcca YCTAHOBKU, VAAJEHUS U HACTPONKU CPEJICTBa
kpunrorpadudeckoii 3amursr nadopmanun (CK3U) «Bamummgara CSP».

JlokyMeHT mpeHasHavYeH IJIsi CHCTEMHBIX aIMUHACTPATOPOB U aIMUHUCTPATOPOB OE30IacHOCTH
KaK PYKOBO/JICTBO II0 110 YCTAHOBKE, VJIAJEHUIO U HACTPOWKe KpUIlTorpaduiaeckoro mposaiiaepa «Ba-
smaara CSP».
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1 HASHAYEHUE U YCJIOBUA ITPUMEHEHU A

1.1 Hazaauenue
Kpunrorpaduueckuit nposaiinep «Bamunara CSP» npennaznaden jiis:

— BBIYUCJICHUS U TPoBepKHu 3jiekTporHoil nojmucu (1) B coorsercreun ¢ 'OCT P 34.10-2001
u 'OCT P 34.10-2012;

— BBINOJIHEHU 3amdpoBanus U pacimdpoBanus ganubix B coorBercTBuu ¢ 'OCT 28147-89;

— BBIYUCJIEHUS UMHUTO3AIIATHI JaHHBIX B coorBercTBrn ¢ [OCT 28147-89 (mpu 9TOM HOIEPIKE-
BAIOTCsI UMHUTO3AIIUTA, JINHON 4 OaiiTa U UMUTO3AIIUTA, JIMHON 8 6a171T);

— BBIYHUCJIEHNs KJIo4a napHoit cessu Juddu-Xenmmana ¢ ncmob30BaHIEM TTap 3aKPBITHIX U OT-
KPBITHIX KJoueil, co3panibix B coorBercTBun ¢ 'OCT P 34.10-2001 u 'OCT P 34.10-2012;

— BBIUuCIeHns x3mu-gyukiun gaaabix B coorsercTun ¢ [OCT P 34.11-94 u 'OCT P 34.11-2012;
— BBIPAOOTKH CJIYIafiHOTO YUC/Ia 38 JAHHON JIJIMHBI;

— cosnaHus (TeHepalnum) 3akKpbITHIX Kitoudeir B coorBercreuu ¢ ['OCT P 34.10-2001 u
I'OCT P 34.10-2012;

— BBIYHUCJIEHUS OTKPBITHIX Kiitodeii B coorBercTBun ¢ ['OCT P 34.10-2001 u 'OCT P 34.10-2012.

1.2 YcaoBusi mpuMeHeHUs

Kpunrorpaduueckuit mposaitnep «Banumara CSP» paboraer nom ynpasienuem ciemyomnux OC:
— Microsoft Windows Vista ¢ makerom oOHOBJIeHMIT 1 U BBIIIIE;

— Microsoft Windows Server 2008 ¢ makerom obHOBJIeHHUIT 1 1 BBIIIIE;

— Microsoft Windows 7;

— Microsoft Windows Server 2008 R2;

— Microsoft Windows 8/8.1;

— Microsoft Windows Server 2012/2012 R2.

[Tpu srom mojepxkuBaiorcst Kak 32-6uthabie OC Microsoft Windows (x86), rak u 64-6urasie OC
Microsoft Windows (x64).
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2 YCTAHOBKA 1N YAAJIEHUE CK3U «Bamugara CSP»

2.1 ¥Ycranoska CK3I «Bammnagara CSP»

Hns yeranoBku CK3U «Bammmara CSP» meobxomumo 3zaperucrpuposarbess B OC Microsoft
Windows ¢ npaBamu ajmunuctparopa. Llocse 3roro HeodxommMo CMOHTHPOBATD JIUCTPUOY TUBHBIN HO-
curesib iporpammuoro obecrievenust (I10) u 3amycruTs mporece ycranoBku u3 [IpoBoHIKA JBOTHBIM
IETIKOM «Mbliny» 110 daitny aucrpubyrusa 110 acsptls  x86.msi (maaa OC Microsoft Windows
x86) mm acsptls  AMD64.msi (g OC Microsoft Windows x64).

[Tocste 3amycka mporiecca ycTaHOBKH OyJieT oTobpazkeH HavasbHbIi quasor (Pucyrok 1).

i',E—' ¥CTaHoeka Banwnara CS5P = |EI|5|

Bac npueetcTEBYeT Macrtep

@,-:}.QEJIU}-,I,.-TI& yCcTaHoBKM 10 BanvpaTta CSP

Bepcun 4.0

Mepeq sanyckor Nporpatdsdel YCT3SHOBKM pEKOkFEHLYETCA
SAKPEITE BCE MpOrparte Windows,

Hasraure kHonkY "OTrEHE" 0NA BRIXO0A M3 NpOrparkel
YCTAHOEKM, SaTEM SaKpONTE BCE SaMYWEHHBIE NPHA0HEHMS,
Hastaume kHonkyY V' Janee" 4nA Npooon#eHHA YoT aHOBK .

BHWMAHWE! [aHHan nporparima sawMweHa sakoHamy of
SETOPCK MY MPEEER M MEAKLUHAPOLHEIM COrNALLEHAARM,

: HesakoHHoE BOCApOM3EE0EHHE MM PachpOCTPaHEHHE
gt AAHHOM NPOrpatdtdsl 44 MOG0EH 88 YACTH BNEYET
. : M4l IHCEYHD M Yro0EHYH OTBSTCTESHHOCTE.

OTrEHa |

Pucynok 1 — HaganbHBIN HaIOT yCTAHOBKHI

HeobGxosmMmo HaxkaTh Ha KHOIKY <«Jlasees. Byner soiejien juasor (PucyHok 2) ¢ umenem moJib-
30BaTeJIsl, HA3BAHMEM OPraHU3alliU U [OJIEM JIJIsi BBOJA HOMEpa MPOIYKTa (MU KJIH04Ya YCTAHOBKH).
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i'-..%l‘ Ycranoexa Banwpaara CSP

CeeneHuA 0 NOAb30BaTENE

Beequre CNEAYHIWLYHD MHPOPRELWLMID 003 NPOg0THEHWA YCTAHOEKH.

6

=101

MonHoe kraa: ITE::T:::Bbufi MNonesoeaTens

JpraH|zanmMa: ITE::T:::Baﬂ K.oranaHua

Haordep npoaykTa:; 11

{11111

11111

1111

< Hazan I Hanee » I

CtraeHa

Pucynok 2 — JInaJior BBO/Ia HOMeEpa IPOJIyKTa

Heobxoumo BBecTH JIeiiCTBUTENILHBIN HOMED TPOLYKTA JIJIsi IPOJIOJIZKEHNUS YCTAHOBKU U HAXKaTh
Ha KHOTKY <«/lamee». B ciaydae BBOma HelelcTBUTEILHOIO HOMepa (KJIIOYA YCTAHOBKH) Ha KDPAH

OyJIeT BbLIAHO COOTBETCTBYIOINIEe coobinenne (Pucynok 3).

Banwgata CSP

x|

L] "_'ﬁ K.nkod HeEepeH, ¥EeAMTECk, YTo BESAEH BEPHEIF KAHY,
[

Pucynok 3 — Coobimenne 0 HeBEpHOM KJII0Ue YCTAHOBKH

Unate Gymer orobpazkeH guaJjor BbIOOpa Tuila ycranoBku (PucyHox 4).
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i ¥Ycranoeka Banvpara CSP = |I:I|E|

Bwfiop THNA YCTAaHOBKH
BeIfepuTe HEOSRO0 MBI THN YCTAHOEKH.

YeoTaHoBKA CTAHRAPTHOMD HEGO0PS KOMNOHEHTOE.
PerormenayeTen 4na GoAEIWLUMHCTES NONES0EaTEneH.

HeoTaHoBRa BCes KOMOOHEHTOE MNpHNOHEHMA. PEKDMEHEI,':IE!TCH
405 FAKCHRANEHOH NPOMSE00HTENEHOCTH.

Bblﬁl:ll:l YCTAHAENHEQEMbBlE EOMMOHEHTOE NPHNO0HKEHKA H MECTA HH
YCTAHOEEH. FaccuiraHa Ha onemHE NoNES0EETE NS,

< Hazan I Hanee » I CtraeHa

Pucynok 4 — /lnajor BoiOOpa Tuiia yCTaHOBKU

Heobxoumo BBIOpaTh THUIT YCTAHOBKM M HaxkKaTh Ha KHONKY «/lajee». Tumn ycranoBku Bjmser
Ha KOJIMYECTBO YCTAHABIMBACMBIX OMOIMOTEK MOJJICPIKKN JATIMKOB cuydaiinbix wucen (JICYH) u
CcUNTBIBATE/ICH KJIIOUei, a TakKe OMOJIMOTEK COBMECTUMOCTH, YTHIUT U KOMIIOHEHTOB MOJIYJ/IS ITOJI-
nepxku TLS. IIpu Beibope IlosHoit ycTaHOBKEH OY/IyT yCTAHOBJIEHBI BCE JOCTYIHBIE OMOJIUOTEKU U
yruuthl. [Ipu Beibope OObIvuHON ycTaHOBKU OyayT ycraHoBienbl buosiorndeckunit JICH, CunrbiBa-
resim Cohemubiit Iuck (cmenubie USB-wocurenm tuna Flash u rubkue maraurabie nuckn), ruToken,
eToken, vdToken (PKH) u vdToken, ¥Yrumnra kormposanust kioda CK3U CKAJT «Curnarypas, a
rakxke [lomnepkka nporokosaa TLS u Ilogmep:kka 3amuiennoir moarsl B Microsoft Office Outlook.
BoibopounbIii THII yCTaHOBKHU IIO3BOJIsIET yKa3aTh BCe HEOOXOJUMBIE JIjIsI YCTAHOBKH KOMIIOHEHTBI
(Pucymoxk 5).
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i ¥Ycranoeka Banvpara CSP = |I:I|E|

Bwfiop KOMNOHEHTOE
BISepWTE KOMNOHEHTEI, KOTOPEIE HEOGHOOMMO YCTAHOEMTE.

=== | Banuaara C5P | | ONMCEHME KOMIOHEHT&;
-------- % - |EHﬁnHD‘rEKa COBMECTURMOCTH ¢ CE.3M CRATL EHrHa‘rgpale.gTHM.;..gm o
Buonormyeckmi JCH Ck.3W CkAT CurHarypa
NCH Cofone' 3ATOT KOMAOHEHT HE GyaeT
ACY ‘Akkopa’ JCTAHOENEH
CurTeiEaTeNs CretHel duck,
CuMThiBaTEdb MAK Tatons' Ina aTora KornoHEHT & TREAYETCA

CuuTbIBaTens MAK Bikond (KB Ha ®ecTHOM QMCKE.

CuMTeIEaTENE PEECTD

CunTEIEaTENE rUT aken -
1 | 3

[fzop.. |
tecTo Ha gucre Capoc | < Hazan I Hanee » I CtraeHa I

Pucynok 5 — BeibopouHblit THII yCTAHOBKI

BribpaB HyKHBIE JIjI YCTAHOBKU KOMIIOHEHTBI, HEOOXOIMMO HayKaTh Ha KHOUKY «/lasee». Ilo-
SIBUTCSL JINAJION O TOTOBHOCTH K ycraHoBke (PucyHok 6).

i'\?‘ ¥craHoeka Banwpara CSP = |I:I|E|

Bce roroso anna YCTAHOBKH NPpHAOXKEHHA

Hasraure kHonky ' Janee’ 4nA HaYana YcTaHoEKH.

H asitaTe kHoNKY 'Hasan', 4okl NOETOPHO EBECTH CERAEHMA 00A UCTaHOEKM,
MM kHoNkY "OTreHE" 007 BBRO0A M3 MACTEPA.

Pucynok 6 — /Inajior roTOBHOCTH K yCTAHOBKE
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ITocsie oToOpazkenus Jiajiora 0 FOTOBHOCTH K yCTaHOBKe HEOOXO/IMMO HazKaTh Ha KHOIKY «Jlasee»
JUIsl 3aBepIlleHns Ipolecca ycraHoBkH. 1lo 3aBeprienun mnporecca ycTaHOBKI OyJIeT BbIJIAH JIMAJIOL O
3aBepIeHny mnporecca ycranoBku (Pucymok 7).

_{oixi
YctaHoeka MO Banwparta C5P

@.- 3{, I[r]‘lu-r:-l'l YCrewHo 2agepliceHa.

Hasraure kHonky 'ToToeo'' 0nA BeMO0E 1S NpOrparel
UCTSHOEKM,

=
e

[IThEHa |

Pucynok 7 — /InaJior 3aBepiiiennst yCTAHOBKHI

Heobxoaumo Haxkath Ha KHONKY «l'oToBO». Ilociie aTOro Oy/ieT BbIIAHO AUAJIOTOBOE OKHO, 3allpa-
muBarotiee BoimoHenne nepesarpyskun OC (Pucynok 8). Heobxommmo nazkarh Ha KHOIKY «/la».

BanupaTta CSP |

Heofixoamro BEINOAHMTE NEpE3arpYEkY, HToMkR
uateHeHMA Banvaara CSP ecTuninmM & cuny,

H asitaure kHonky “0a'" ana Hemen neHHGEN
MEpESArpYSKH CHMCTERMB! MK "HeT"', ecil Hy#HD
NPOMSEECTH NEpESArpY3EY NOSKE BRYYHYH.

Her |

Pucynok 8 — JInasor nepesarpysku OC

2.2 Vaaaenne CK3U «Bamuagara CSP»

Hna ynanenus CK3U «Bammmgara CSP» meobxomumo sapeructpupoBarbest B OC Microsoft
Windows ¢ npasamu ajmunaucrparopa. llociie sToro neobxomumo 3amyctuth [lanesns ynpasienus
U 3aIlyCTUTh OCHACTKY YcraHoBka/Ymasenue [Iporpamm. [laiee HeoOXoMuMO HaWTH B CIIUCKE yCTa-
HOBJIEHHBIX mTporpamM cTpoky - CK3U «Banumara CSP»u, nojceeTns HaliIeHHYIO CTPOKY, HAXKaTh
KHOIIKY «YaaanTh». Ha quaioroBoe coobrenne, 3ampamunBaioliee moareep:xienne yaameaus CK3U
«Bamunara CSP» (Pucynok 9), HeobxouMo HazkaTh KHONKY «/lax.
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YCTaHOBKA W ¥ A aneHHe NporpamMM |

\?’) Bkl AEACTEMTENEHD XOTHTE ¥AANKTE BannaaTa CSP © 3aToro KoMAEHITERAT

HeT

Pucynok 9 — JInasior moaTBepk/IeHUs y/1aIeHus

[To okonuanun yaaserus [1O Oymer BbIIAHO AMAIOTOBOE OKHO, 3aIlPAIUBAIONIEE BBHIIOJTHEHUE
nepesarpyskun OC (Pucynok 10). Heobxonnmo HazxkaTh Ha KHONKY «/lay.

Banupata CSP ]

Heofixoamro BEINOAHKMTE NEpESarpYSKY, HTOEER
uzteHeHUA Banvaara CSP ectynund & cuny,
Hasitame kHonky ' 0a' ona Hemen neHHoN
MEQESArpYSkH CHMCTERMB! MK "HET", eciM Hy#HD
NPOMSEECTH NEpESArPY3EY NOSHKE BRYYHYH.

Pucynok 10 — Hwuagor nepesarpysku OC
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3 HACTPOUMKA CK3U «Baaumara CSP»

3.1 Koadurypamumonnast mporpamma CK3UM «Bamumara CSP»

3.1.1 3Banyck koHUTYypaIMOHHOW MPOTrpaMMbI

s sanmycka konduryparumonnoit mporpammbl CK3U «Banunmara CSP» HeobOxoanMo BbIZBATH
nyHKT MeHIo «[lyck»->«IIporpammbrs->CK3W «Bamugara CSP»-> «Koudurypanmonsast mporpam-
ma CK3W». Ha skpane mosiBuTcsi riiaBaoe oKHO mporpammbl (Pucyrok 11).

i

ncH IELIHTblBaTenH KJ‘IH:I'-IEII Knn:u'-lul EEDTH'I'HKEITI:II EDBMEDTHMDCTbI Eepsw:l

— [nA Bcex nonesoeaTensd [No YrondaHmme)

[~ Paspelwurs nons30saTena WateHaTs JCU; HMHULHaNsa1LMa | Chpoc ACY |

—nAa TEKYWErD NONEZ0EITENS

Briopate |

] OTreHa | I'IpHmEHHTbl

Pucynok 11 — ['1aBHOE OKHO TIPOTPaAMMBbI

Ipumevarue - Jlaa ucnosvaosanus 6cex 6803MOHCHOCTEY KOHPULYPAUUOHHOT NPOPAMMDL €€
HE0OTO0UMO 3GNYCKAMD € NPABAMU AOMUHUCTPANOPA HA, SOKGADHOM KOMNBLIOMEDE.

Bt mozkeTe mpocMoTpeTs nadopMaruio o Bepcun kKouduryparuontoii mporpammvbl CK3U «Basm-
nara CSP», BeIGpaB B CHCTEMHOM MeHIO (B JIEBOM BepxXHEM yrity ) IyHKT «O mporpamMe. . . », HOsIBUTCS
urdopmanus o nporpamme (Pucynok 12).

x

[Mporpardrda koHdHrypadl g Banuoara C5P.
Bepoua 3.0 264.6

Copyright 2 Y alidata, 2008-2011

Pucynok 12 — Undopmarus o mporpamme
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Haxxartune xuonkn «OKs, pacroyiozkeHHOI Ha TJIABHOM OKHE KOH(MUTYDPAIMOHHON IIPOTPaMMBbI,
MPUBO/IUT K 3aBEPIIEHUI0 PAOOTHI MOC/eHeH ¢ coxpaneHneM n3meHeHuii B Hacrpoiikax [10. Haxka-
tre KHONKN «OTMeHa» MPUBOINT K 3aBEPIIEHNIO pabOThl KOH(MUTYPAITMOHHON MTpOorpaMMbl 0e3 co-
xpaHenns m3menenuit B Hactpoiikax [10. Haxkarne knonku «IIpuMeHUTHY TPUBOAUT K COXPAHEHUIO
n3Mmenenuit B nactpoiikax [10, Ho koudurypanmuonuas mporpaMma He 3aBEPIIAETCS.

3.1.2 Hacrpoiika mporpaMmMHoOro moayJjs cautbiBanus J1CYH

g paborer CK3U «Banumara CSP» tpebyerca JICH. Hacrpoiika mporpaMMHOTNO MOJLYJIS CUHU-
teianus JICY nmpowssoauTces va 3akmajke «/1CH».

B nmocrasky CK3U BxoanuT HECKOJBKO MPOrpaMMHBIX Mosysteit cantbiBanus JICY, agvmuHUICTpa-
Top MoxkeT 3ajarh Tun JICY, BbI3bIBAEMBI IO YMOJIYAHUIO, JIJI BCEX IOJIb3oBaresteir. s sToro
HY»KHO HakaTb KHOIKY «BbpiOparb» B BepxHeil wactu juajora. Ha sxpane mosgBuTCs IUa/IOrOBOE
okro Beibopa Tuma JICH (Pucynok 13).

AaTuvKK CNYy4adHbIK Y4CEn X|

HazeaHue | MNpoMsECQHTENE | Bepcua | CeoiCTEA |
0 <ICH He yrasaH:
Euonorkyeckui OCY K.ornanua BATA OAT A Tpetyer GUI
#% OCY Cotone' Komnamaa BANMMOATA  1.0.253 AnnaparHeii JCY
m ACH ‘Akkopn’ F.orananua BT 0aT A 1.0.254 AnnaparHe JCY

()% I OTrEHa

Pucynok 13 — Jluasor Beibopa JICH

Beibepure JICH u naxxkmure kaonky «OK». Ha sxpane mosiBuTcst ncxoiHoe OKHO ¢ mH(pOpMaIei
o Boibpantom JICH (Pucynok 14).
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Il

ncH IELIHTblBaTenH KJ‘IH:I'-IEII Knn:u'-lul EEDTH'ZIJHKEITI:-II EDBMEDTHMDCT::.I Eepsw:l

— [nA Bcex nonesoeaTenad [No YrondaHum0)

B Honoriyeck i 0aTYME cnydaiHe Jucen. Bepoua 100258,
MpovseogHrent: Kormnanma BATHIATA,

[ Paspewwre nonbsosarenar WasteHATs ACH MHUUMaNMSaLMA Copoc OCH

—nAa TEKYWErD NONEI0EITENA

Briopate |

k. OTreHa | anMEHHTbl

Pucynok 14 — JICY g1 Becex mosib3oBaTesieil BbIOpaH

IIpumenanue - /s 6oavwuncemea damyuros (kpome duosoeuveckozo /[CH) mpebyemes ycma-
HOBKA Ha KoMnblomepe cneyuaivhot annapamypve (nanpumep, C3U «Axkopd-AMJ[3» uau C3U
«Coboavs ) u coomeememeyouse2o npo2pamMmHo2o 00ecneueHuA.

A IMUHECTPATOP MOXKET Pa3pernTh MoJIb30BaTeIIM n3MeHsaTh Boioop JICY, mis sToro mHeobxo-
Mo BeIOpaTh ommumio «Pasperuts mosib3oBareisM MeraTb JICYs, mocste wero craner J0CTYITHOM
KHONKa «Bbibpare» B HuKHell dactu auasora (Pucynok 15).
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Il

ncH IELIHTblBaTenH KJ‘IH:I'-IEII Knn:u'-lul EEDTH'ZIJHKEITI:-II EDBMEDTHMDCT::.I Eepsw:l

— [nA Bcex nonesoeaTenad [No YrondaHum0)

B Honoriyeck i 0aTYME cnydaiHe Jucen. Bepoua 100258,
MpovseogHrent: Kormnanma BATHIATA,

¥ ‘Paspelwurs nonssosaTenar WateHaTs JCU; MHMLHansauLmMa | Chpoc ACY |

—nAa TEKYWErD NONEI0EITENA

Britpate |

k. | OTreHa | anMEHHTbl

Pucynok 15 — Bkutouena omrus Beibopa tuna JICY mosms3oBaresivm

ﬂﬂﬂ TOT'O YTOOBI CAeJlaHHbIEe U3MEHEHUA BCTYIIMJIN B CUJIY, Ha2KMUTE KHOIIKY <<HpI/IMeHI/ITb>>.

3.1.3 Hacrpoiika mporpaMMHBIX MOAYJIE€il cHUThIBaTeJeil KJrroJda

Hacrpoiika mporpaMMHBIX MOJIyJIell CIUTBIBaTEIeH KIIoda (J1asee - cauThiBaTeseil Kioda) mpo-
m3BOAMTCs Ha 3akiajke «CanreiBaresn kiaoday (Pucyrok 16).
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Il

OCY  CudTBIEATEMM Kkya I Knn:u'-lul EEDTH'ZIJHKEITI:-II EDBMEDTHMDCT::.I Eepsw:l

— [nA Bcex nonesoeaTenad [No YrondaHum0)

I- PEISI:IEIJJHTI: NONe3I0EITENAN HI3MEHATE CHMTRIEITENE KHI43

—nAa TEKYWErD NONEI0EITENA

Briopate |

k. OTreHa | anMEHHTbl

Pucynok 16 — 3akmajka «CauTbiBaTein Kirodas

CK3BU «Bamummgara CSP» Moxker paboTarh ¢ pa3udHbIME THIIAMEA CIUThIBATEEN KITIo4ueil, ajMu-
HUCTPATOP MOXKET 3a/aTh CIMTHIBATEb KJII0UYa, BHI3BIBAEMBIii 110 YMOJTIAHUIO, JIJIsI BCEX TI0JIb30BaTE-
Jjieit. JIj1st 9TOT0 HYKHO HaXkKaTh KHONIKY «BbiOparh» B BepxHeil dacTu guajora. Ha skpane mosiBuTcs
JIHAJIOrOBOE OKHO BbIOOpa cuuThiBaTesel kiaova (Pucynok 17).

CYHMTHLIEATENH KNHYA XI

HazgaHue | [1poWzZEOOMTE Nk | Bepcua | CEONCTES |

0 <CuMTEIBATENE HE YKazaH:

F= ChiraHbii ok F.oranaHma BT OATA
#2 NaK Tosone' Fomnarqa BATMOATA  1.0.259
E CurTeiEaTENE PEEcTh K.oranaHua BT OATA 1.0.2589

EI CumrhieaTens eT aken K.oranaHma BT AT A 1.0.259 CrapT-KapTa

()% I OTrEHa

Pucynok 17 — Jluajor BeiOOpa cUUTHIBATE IS KJIOYA

Breibepure cuntbiBaTesib n HaxkMmute KHONKY «OK». Ha skpane mosiButcs mcxojHOe OKHO C WH-
dbopmarmeit o BoOpanHOM cuuThBaTe e Kioda (Pucynok 18).
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Il

OCY  CudTBIEATEMM Kkya I Knn:u'-lul EEDTH'ZIJHKEITI:-II EDBMEDTHMDCT::.I Eepsw:l

— [nA Bcex nonesoeaTenad [No YrondaHum0)

CYMTEIEATENE KNK4a ¢ AWcKETE] MW SE flazh. Bepowa 1.00258.
MpovseogHrent: Kormnanma BATHIATA,

I- PEISI:IEIJJHTI: NONe3I0EITENAN HI3MEHATE CHMTRIEITENE KHI43

—nAa TEKYWErD NONEI0EITENA

Briopate |

k. OTreHa | anMEHHTbl

Pucynok 18 — CunrsiBaTe/b jijis BCexX MOJIb30BATE el BHIOPAH

AIMAHECTPATOD MOXKET Pa3peIIUTh MOTb30BATEIAM U3MEHSATh BBIOOD CUMTHLIBATEIS, /I TOrO
HEOOXO/IMMO BBIOPATH COOTBETCTBYIOILYIO OIIIHIO, TTOCJIE Yero CTaHeT JOCTYIHON KHONKa «Beiopars»
B HIDKHell qacTu jquanora (Pucynok 19).

=S

OCY  CudTRIEATEAM Kk4a I Knh:n'-lul EE!DTH¢IHKE|TI:~II EDBMECTHMDDTI:I Eepsw::l

— JnA BCeR NONBS0EATENEN [ND YrAonHaHH]

CYMTREIEATENE KAKYa ¢ AWCKETEl MaW SE flazh. Bepowa 1.0.258.
MNpowzEoouTens: FornaHua BAMKOATA.

p EPEISI:IEIJJH'I'I:- NONe30EITENAR WEMMEHATE CHMTEIEATENE K.I'Ih]'-l&“f

—nAa TErYWEero NoONeZ0EITENS

Bridpare |

k. OTrieHa | I'IpHmeHHTbl

Pucynok 19 — Bkutouena onius BpIOOpa CINTBIBATENS KITIOUA [TOJTH30BATEIAMA
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g Toro 4ToObI cleaHHbIe U3MEHEHUs BCTYIWIN B CUJTY, HAXKMUTe KHONKY «lIpuMmeHnTh>.

3.1.4 Hacrpoiika mapaMmeTpoB paboThl C KJIIOYaMu

AMuHECTPATOD MOXKET HACTPAMBATL HapaMeTpbl paboThl ¢ KJIIOYaMHM, Tepeijid Ha 3aKIIaIKy
«Kimoun» (Pucynox 20).

% [porpaMma koHpurypauus Banwgara CSP = |I:I|£|

acy I CuMTeIBaTENM Kaoua Ko | EEDTH'I'HKEITI:II EDBMEDTHMDCTbI Eepsw:l

— Onepatmu
% Teryw Wi nonb30EaTen: " MokansHas MawmHa
Konuposate | Hoanme | CrEHMHTE napu:unbl
[pertpasoEaTE | Mz I vI
B: I vI
[ Asroperea "3 us B [T Paspewwre skcnopt kawoya
™ Kawuposare cexpeTHeie Ko Pastiep kalwa oTEpEmBEE KIoyes: 256
r K3 lWMpOEATE CEKPETHRIE KMHD4M b LAHMMANEHOE BOEMA HI4SHA 1000
CMCTERMHENR NPOLECCOE ZaANMCH [rc]: I
[T Eawwposate MHAH-koge crapT-kapT
r He npeanaraTe BEECTH Napokb Kikb4a
MOK FEHEDALMHI

] I OTreHa M pHeHHTE

Pucynok 20 — 3aknaaka «Kiodms

HacTpoiika mapaMeTpoB K3IINPOBaHUA KJIIOYeii

st yekopernns paborst CK3U «Bammmara CSP» MoxkeT KammpoBaTh (COXpaHsTh B BUPTYATbHOM
namsiTi Tporecca) kiaodn D1 u kmouun nposepku D11

[To ymosraanuio kamupoBanue Kiodeit D11 BbIKIOUeHO. AJIMUHUCTPATOP MOXKET BKJIIOYUTDH €10,
ormeTuB omniuio « KammpoBaTh 3aKpbIThle KJIIOYU» . Fejin HeoOX0MMO BKJIIOUUTE KIIUPOBAHIE
kioueit DI jyis mporeccoB, BBITOIHSIONUXCS O/ YIETHON 3aIlUChIO0 JIOKAJBHON CUCTEMbI UJIN JIO-
KAJLHOTO WJIH CeTEBOI0O CepBuca (CHCTEMHBIX IIPOIECCOB), CIIeyeT OTMeTuTh onnuio « Kammposars
3aKpBIThIe KJIIOYUA CHUCTEMHBIX IpoIieccoB». Bkiouenne onmnn «KsmmpoBaTh 3aKpbIThIe
KJTIOYHW» aBTOMATUYIECKH MIPUBOJIUT K BKJIIOUEHUIO oniun « KammmpoBaTh 3aKpbIThIie KJIIOYU CH-
CTEMHBIX ITPOIECCOBY, IIOCKOJIbKY B 3TOM cjydae KJioun DI cucreMHBIX mTporieccoB Takxke OyLyT
K3mpoBaThes. Crieyer oOpaTuTh BHUMaHUE Ha TO, YTO BbIKJOUeHne onmun « KammupoBaTrs 3a-
KPBITbIE KJIIOUYU» HE MPUBOIUT K aBTOMATHIECKOMY BBIKJIIOUEHNIO oy « K3mmmnmpoBaTh 3aKpbI-
ThIe KJIIOYU CUCTEMHBIX IIPOIIECCOB» , OCTABJIAA ITY HACTPONUKY Ha YCMOTPEHNE &/ IMIHICTPATOPA.
Paszmep ka1ra mpakTudeckn He OrpaHUveH.

Ksmuposanue kiodeit nposepku D11 1o ymosdanuio BKIIIOUEHO, W pasMep Kd3Ia COCTABJISIET
16 3amuceii. AJMUHHCTPATOP MOYKET YCTAHOBHUTH Jpyroe 3HadeHune «Pa3mep K3Iia OTKPBITHIX
KJIfo4ei» (He Gosee 65535 3ammceil) WM MOJHOCTHIO BBIKJIIOYHTH KIIHPOBAHKE, YCTAHOBUB TOT
napametrp B 0. Kpome Toro, aMruHICTPATOP MOXKET N3MEHUTH BPEMsI, B T€UeHNEe KOTOPOT'O OTKPBITHII
KJTIOY FapaHTUPOBAHHO He YJIAJIAeTCs U3 KIIIIa, JlazkKe ecIu K31 3anoJHeH. [[o ymorganuio 3To Bpems
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paBHO 1 CekyH/JIe, B IEJdX ONTUMU3AINHI [TPOU3BOIUTE/ILHOCTH OHO MOXKET OBITh M3MEHEHO B I0JIe
«MuHuMasibHOE BpeMsl YKU3HU 3aucu» (yKas3blBaeTcs B MUJLIHCEKYHIaX ). CiielyeT OTMEeTUTh,
ITO KaXK/asl 3alich K3ma Kiodei mpopepku DI zannmaer npumepro 16 K6 omeparnBrOil mamsiTa.

Jtst TOro 9TobbI Cle/TaHHbIe U3MEHEHUs BCTYIUIN B CHJTY, HAXKMUTE KHOKY «IIpumenursy. [Ipn
9TOM BHECEHHBbIE U3MEHEeHUs OyJ/IyT OTpaKeHbl B PAOOTAIONIUX IIPOIECCaX TOJbKO IOCTe UX Iepe3a-
IyCKA.

Hacrpoiika mpounx nmapamMeTpoB

g srmouenus kamuposanus [[MMH-komoB cMapT-KapT, KOTOpoe MOXKeT OBbITh HEOOXOIUMO TTIPU
paboTe ¢ MPUIOKEHUSAMHU, He MMEIOIIIMI BO3MOYKHOCTH BBIJIABATH MHOXKECTBEHHBIE 3AITPOCKHI Ha BBO/I
[TNH-ko1a, nyxu0 or™MeTuTh onmuio « KammupoBark IIMH-koabr cmapT-kapT» . [lo ymoruanuio
k3mupoBanue [1MH-k0/10B BBIKJIIOUEHO.

JL1 BO3MOYKHOCTU OTKJIIOUEHUS JTUAJOTOBBIX OKOH, IPEJJIAraloluX YCTAHOBUTH 3AIUTY CO37a-
BAEMOI0 KJII0Ua [apoJieM (T.e. 3alpoc [apoJis [IPU 3arpy3Ke KJroda) caeyer BKIIUTh oo «He
npejaJjiaraTb BBECTH MapOJib KJII0Ya MPU FeHepalum» .

[1st Toro, 4TOOBI clieslaHHbIe M3MEHEeHUs BCTYIIJIN B CUJTY, HaXKMUTe KHONKY «IIpumenursy. [Ipu
9TOM BHECEHHBbIC U3MEHEHUs OyJ/IyT OTpaKeHbl B PAOOTAIONIUX IIPOIECCaX TOJBKO IOCe UX Iepe3a-
IyCKa.

3.1.5 Hacrpoiika napamMmeTpoB COBMECTUMOCTU

A MuHECTPATOP MOXKET HACTPAMBATH ITapaMeTPhl COBMECTUMOCTH C APYTUMHE IPOBaiiiepaMu, 1me-
peiis na 3akaaiaKy «CoBmectumoctby (Pucynok 21).

% [porpaMMa koHpurypauus Banwaara CSP = |I:I|£|
..EI.I:'-I I CYMTBIEATEA KJ‘IH:I'-IEII Knh:n'-lul CepTudukaTel  COBMECTUMOCTE |Eep5w::|

0 TEK.':ILI.I,HL“ NONEZ0ESTENE r NokaneHaaA talMHa

¥ TpoBEpATE LENOYKY CERTHEMKATE NPH Wkeposark9 00a CK.3M CEATL Curnatypa
¥ TpoBepATE CEpTHEMKAT Ha OTSBIE NPM Wkdposanud 00a CE3M CEATL Curnatypa

Ceprudgurar ornpaevmend gnd CE3W CEA D Curnatypa no yronyaHi9m;

Enagenew; IEN=~"-"-DM|N, 0=CBR. C=RU Mokasare |

MaermuduraTop kaoda: |BEESKMMMIADT

k. OTrieHa MpreHHTE

Pucynox 21 — Bakajka «CoBMeCTUMOCTD»

[Tpu BbIONTHEHNY Omepanuii 3amudpoBanus U pacimudpoBanust B mpoctoM dopmare (dhopmare
samudpoBanubix u/mwin nojnucanubix jlanabix CK3U CKAJL Curnarypa sepcun 3.6) Tpebyercst
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cepruduKaT MOJIydaTe st /OTHpaBUTe s 3amudpPOBAHHOTO coobIenus. /s yKasaHus 9T0ro cepru-
dbukara HaxkmuTe KHONKY «Bbibpars» (Pucynok 22).

x

BLISepHTE CEpTIGME AT OTNPAEMTENA WHPPOESHHEE SO0 EHUE
ana CE3M CEA CurHaTupa No Ykdon4aHmm:

B nageney, | Wraa kniua | HefcTeyet © | HefcTeyet no |

CH=ADMIN, O=CER. C=RU geeskMNMEAN  16.06.2011 16.06.2016

HApark ERINENEHME | ] I OTrEHa

Pucynok 22 — /Iuasor Beibopa ceprudukaTa OTIpaBUTE/Is

Breibepure ceprucdukar orrnpaBuTelis U3 cruucka u Haxkmure KHONKY «OKs.

Y10o0b! 1enoYKa 3TOro ceprudukara MpOBEPsiach IPHU BBINOJHEHUU Olepalnii mudpoBaHus,
BruounTe oniuio «IIpoBepsTh 1enouky ceprtudwukara npu mudpoBannu aaa CK3U
CKA/l Curnarypa». [Ipu sTom cramer mocrymroit onmusi «IIpoBepsith cepTudukatr Ha OT-
3bI1B 1pu mudposanun aji1s CK3U CKA I Curnarypay. BkiodnTe 3Ty OIIHUIO /7St TPOBEPKA
IENOYKN CePTUPUKATOB OTIPABUTEIIA 3AITU(PPOBAHHOIO COOOIEHNS HA OT3BIB.

Ceprucdukar orTmpaBuTesnd JoKeH ObiThb B xpanmmmimax L«MY», L«TrustedPeoples,
L«AddressBook». OTk/IF09MTH IEMOYKY MOYXKET MOTPpedOBAaThCs, HAIPUMED, MPU PaCHIn(pPOBAHUN
daitsta B caydae oT3bIBa cepTudUKaTa OTIPABUATEIS.

3.1.6 Hactpoiika mapaMeTpoB KpuIITorpadpuiecKunx ajiropuTrMoB

CK3U «Bamunara CSP» npenocTaBisger BO3MOXKHOCTD 8 IMIHUCTPATOPY YKA3aTh UCHOJIb3YeMbIe
10 YMOJTYAHUIO MIPU BBIIOJTHEHUH KPUTITOIPAMDUIECKIX TPe0dPa30BaHmii mapaMeTpbl KpUinrorpadu-
YEeCKUX aJI'OPUTMOB:

— mapameTpsl ajaropurMa x3mupoBaaug 1mo 'OCT P 34.11-94 - mabop mapamMeTpoB, ONUCHIBAIO-
Ui UCIIO/IB3YEMBI y3€eJI 3aMEeHbI IIPU BBIITOJIHEHUN OTIEePAIMH XU POBAHUSI;

— mapameTpsl ajroputMma xamuposanus 1o 'OCT P 34.11-2012 - nabop mapaMeTpoB, TPUBEIEH-
upiit B 'OCT P 34.11-2012 u ucrno/ib3yeMblil 1IpU BBITTOJIHEHUH OIIEPAITMU XIMTUPOBAHNUS;

— mapameTpsnl ajroputMa mudposanus mo 'OCT 28147-89 - Habop mapaMeTpoB, ONMUCHIBAIOIIHIA
UCIIOJIb3YEMbIil y3€eJI 3aMeHbBI DY BBITIOJIHEHIH OIIePAITiil M POBaHUS 1 BRITUCICHUST KMATOBCTABKU;

— mapamerpsl ajaropurMma ssekTporHoit momucu (DI1) mo TOCT P 34.10-2001 u TOCT P 34.10-
2012 - ncmosib3yeMblit HAOOP IMapaMeTPOB SJINIITHIECKOH KPUBOi Ipu reHepannn Kiodeil DI,

— mapamerpsl anropurMma Juddu-Xenvana s kaodeit mo 'OCT P 34.10-2001 n 'OCT P
34.10-2012 - ucnoyib3yeMblit HabOp MapaMeTpPOB JJIMITUIECKON KpUBOil 1pu reneparun Kjiodeir D1
1 3aKPBITHIX KJIIOUeil MU POBaHNs, a TaKxKe 3(heMepHbIX 3aKPHITHIX KJI0Uei mudpoBaHus.

st sTOro HEOOXOMMO TIepeiiTn Ha 3akiaaKy «CepBuc» u BhIOpaTh TpebyeMble 3HAUEeHUs Tapa-
MeTpoB u3 ciuckoB (Pucynok 23).
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i

acH I CYMTEIEATENM KJ‘IH:I'-IEII Knn:u'-lul EEDTH'ZIJHKEITI:-II CoEtECTHMOCTE  CEQBMC |

— [MapateTpel KPUATOrpadUYSCkHE ANFOpMTMOE

INapardeTpkl ArOpMTHE =3 WMpOEaHMA
no TOCT P 34 11-94: IHaﬁDp Napat4eTpos & [N YronHaH9i] j
Psfpeseifs ol ATTaIRLaie) L el IHaﬁDp Napat4eTpos & [N YronHaH9i] j

no MOCT 28147-83:

MapardeTpel anroprrraa LM

no MOCT P 34.10-2001:

MapareTpe! anroputraa Ouddusenvana | Hatop napamerpos B [Dokap 2]
AnA katouei no FTOCT P 34.10-2001: |Hadop napamerpos C

JatepeTe dalin [poEEpHTE MOOYNE |

k. I OTreHa I peHHTE

Pucynok 23 — lI3Mmenenue rmapamMeTpoB KPHUIITOAJTOPUTMOB

It Toro 9TOOBI CleIaHHbIE U3MEHEHUsST BCTYIININ B CUJTY, HaXKMHUTEe KHONKY «IIpumenutsy. Coie-
JIyeT UMeTh B BHJLY, UYTO HACTPOKa MapaMeTpOB KPUNTOIPapUIECKNX AJITOPUTMOB NMEET 3HATEHNE
TOJIbKO Jy1sa pabothl ¢ Kiaodamu B popmare CK3U CKAJI «Curnarypa» Bepcun 5 u KBauuIm-
poBauubiME ceprudukaramu. [Ipn ucnospzoBanun kirodeil DI (3axpbIThiX KiIoUeil mudpoBanus)
u ceprudukaros, copmectuMbix ¢ CK3U CKAJl «Curnarypas» Bcerma HCIOIb3yeTcss HAOOp mapa-
METPOB KPUITOrpapuIecKuX aaropuTMoB A.

3.2 IIporokosmmpoBaHue COOBITHIIA

3.2.1 Hacrpoiika IIpOTOKOJINPOBAHUS

CK3U «Bamumara CSP»moaaepKuBaer msiTh TUIOB MPOTOKOJIUPYEMBIX COOBITHIA:

— KPHUTHUYECKHE OINOKM;

— omuoKu;

— TIPEIyIIPEKIEHNUSI;

— uHOOPMAIMOHHBIE COOOIECHUS;
— OTJIQJIOYHBIE COOOITIEHUS.

[IporokoupyemMbie COOBITUS 3AIMCHIBAIOTCS B CUCTEMHBIH KypHaJs «lIpumoxkenus» ot ciemyro-

X UCTOYHUKOB:
— VDCSP - cobsrTust kpunrorpadudeckoro mposaiiaepa uarepdeiica CSP;
— VDCNG - cobprtus kpunrorpaduaeckoro nposaiiaepa narepdeiica CNG;
— VDSSP - cobwrtus IIporpammuoro momyis momuaepxkku TLS.

[To ymorganuio BKJIIOYEHO ITPOTOKOJUPOBAHUE KPUTUUIECKUX OINIMOOK, HO, ITPU HEOOXOIMMOCTH,
MOXKET OBITh BKJIFOYEHO ITPOTOKOJINPOBAHUE U OCTAJIBHBIX TUIOB COOBITH. /159 MCTOYHUKOB COOBITHUIA
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VDCSP u VDCNG mozkeT ObITh BKJIIOUEHO ITPOTOKOJIMPOBAHIE TOJIBKO KPUTUIECKUX OMUO0K. THIIhI
IPOTOKOJIMPYEMBIX COOBITHIT YKA3bIBAIOTCSI COOTBETCTBEHHO MCTOYHHKAM B 3HAYEHUSX MMEPEMEHHBIX

VD LOGMASK CSP, VD LOGMASK CNG u VD LOGMASK SSP (tuma DWORD) kito-
ga peecrpa « HKLM\System\ CurrentControlSet\ Control\ Session Manager\ Debug Print
Filter». Kaxxaomy Triy coObITHSI COOTBETCTBYET CBOsI MACKa - €CJIM OHA BKJIIOUEHA B 3HAYECHHE JaH-
HOIl IIepEMEHHOM, TO MPOTOKOJMPOBAHNE JAHHOIO THUIA COOBITHII OT COOTBETCTBYIOIIETO MCTOYHUKA
Oy/1eT BBITIOJIHSITHCS:

— KpuTudeckue omumoku - 16;

— omubKu - 32;

— mpemynpexjaeHnsd - 64;

— uHMOPMAINOHHBIE COOOIIeHNs - 128;

— OTJIaJ04YHbIe cOOOIIEeHns - 256.

Hampumep, /151 IpOTOKOIMPOBAaHUST KPUTUIECKUX OIMMOOK, OIMIUOOK M OTJIaJIOUHBIX COOOIEHMIT
ot ucrounnka VDCSP snauenne nepemennoit VD LOGMASK CSP nmomxkwao 66TH paBao 16 + 32
+ 256 = 304. /L1 mpoTOKOIMPOBAaHUS BCEX THUIIOB COOBITUI YCTAHOBUTE 3HAYEHHUE ITOW MEPEMEHHOI
paBHBIM 16 + 32 + 64 + 128 + 256 = 496, a jiyIg BOCCTAaHOBJIEHUS PEXKUMAa ITPOTOKOJMPOBAHULA IO
YMOJTIAHUIO YCTAHOBUTE ee 3HAUYeHNe paBHBIM 16.

3.2.2 IlIporokosmpoBanme B KondurypamnmonHoii mporpamme

Homnonmmurenbuo, Konduryparmonnas mporpaMma BHE 3aBUCUMOCTH OT HACTPOEK B PeecTpe Ipo-
TOKOJIIPYET cJreytoniue coobitus (0T mMenu ucrodnnka VDCSP):

— HaJaJjo U 3aBepiieHue ceanca padborsl Kondurypanonnoit mporpaMmbr;
— BO3HUKHOBeHHUe OIMMOOK 1mpu padbore Konduryparmonuoii mporpaMmbl;
— 1peobpa3oBaHue, KOMUPOBAHNE U YIAJIeHUE KITIOUeit;

— HU3MEHEHUe IapaMeTpoOB KPUIITOTPAPUIECCKUX AJITOPUTMOB,;

— U3MEHEeHUe MapaMeTpPOB KIIMIUPOBAHUS KJIIOYEl;

— VHUYTOXKeHHE (DailioB.
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Jlucr perucrpaliin U3MeHeHUi

Howmepa smctoB (cTpanni)

Nsm

HBIX

N3MEHEH-

3aMeHEH-
HBIX

HOBBIX

QHHYJIIPO-
BaHHBIX

Bcero
JINCTOB
(cTpanmur)
B JIOKYM

Ne nmokymenta

Bxomsmuit

JIUTEJTBHOTO

Ne  compoBo-

JOKYM U JaTa

IToam

Hara
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