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AnHOTaIIUA

JlaHHBI JTOKYMEHT COJIEPXKUT OIUCAHNE IPOTECCa SKCILIyATAIIMH TPOrPAMMHOTO MOJLYJISA IO/
nepxku TLS kpunronposaitnepa «Bamunara CSP» sepcun 5.0.

JokyMeHT mpeHazHadeH s M0JIb30BaTe el Kak pyKOBOJCTBO IO SKCILTyaTAIINH ITPOrPAMMHOTO
Moyt nojiepkku TLS kpunronposaiiiepa «Banugara CSP» Bepcun 5.0.
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1 HA3SHAYEHUE ITPOI'PAMMHOI'O MOJAYJIA

[Iporpammustit Moynb moaaepxRkkn TLS kpunronposaiinepa «Bammmara CSP» npeanasnaden
JUIST:

— obecreveHnst 3alUINEHHOrO KaHala CBA3H MEXK/Iy CepBEePOM M KJIMEHTOM 110 mporokoay TLS
1.2 (RFC 5246) wuu TLS 1.0 (RFC 2246) c wucnonb3oBanueM mmdpoBaHus B COOTBETCTBHUU C
I'OCT 28147-89;

— obecrnieyeHnsT KOHTPOJIA TEJIOCTHOCTU 3AIUIIEHHOIO KaHAJA CBA3M MEXK/Iy CEPBEPOM U KJIUEH-
ToM 110 iporokosty TLS ¢ ucnonszoBannem umurozanutsl B coorBercrBun ¢ ['OCT 28147-89;

— BBINIOJIHEHUS ayTeHTUMUKAINT cepBepa KJIAUEHTOM 110 11poTokosty TLS mocpeicTBoM Bbraucie-
Hus Kao4a napuoit ceas3u Juddnu-Xemmana ¢ nucmnob30BaHneM Hap 3aKPBITHIX U OTKPBITHIX KJIIOYeit,
coznannbix B coorBercrBun ¢ 'OCT P 34.10-2012 u T'OCT P 34.10-2001;

— BBINOJIHEHHS ay TeHTHMUKAINN KJIHeHTa cepBepoM 110 poTokosy TLS mocpecrBoM Bhrancie-
Hust ssekTporHoil noammcu (D1I) B coorercreum ¢ 'OCT P 34.10-2012 u I'OCT P 34.10-2001;

— obecrieuennsi Hada IbHON ayTeHTHdUKaun KjaneraTa B goMmene Microsoft Active Directory mo

uporokosry Kerberos PKInit (RFC 4556) mocpectBoM BerducaeHns 1eKTponuoii noammcn (D11) B
coorserctuu ¢ I'OCT P 34.10-2012 u I'OCT P 34.10-2001.

[Iporpammusiit Mmosyab noaepxkku TLS kpunronposaiinepa «Bammmara CSP» npeanasnatden
JIIsT UCTIO/IB30BaHUs Ha Huzkecseayonmx epcusax OC:

— Microsoft Windows Vista ¢ makerom oOHOBJIeHMIT 1 U BBIIIIE;

— Microsoft Windows Server 2008 ¢ maxkerom ob6HOBJIeHHUIT 1 1 BBIIIIE;
— Microsoft Windows 7;

— Microsoft Windows Server 2008 R2;

— Microsoft Windows 8/8.1;

— Microsoft Windows Server 2012/2012 R2;

[Ipu »srom mnomaepxuBatorcs kKak 32-6utabie  OC  Microsoft Windows (x86), Tak wu
64-6utabie  OC  Microsoft Windows (x64). lisi KOppeKTHOH pabOThl MOl  TOIIEPIKKI
TLS neobxoaumo wHamugue ycranoBiaernnoro obuossienus OC Microsoft Windows KB 980436
(http://support.microsoft.com/kb/980436), nim Gosree HOBOrO OOHOBJIEHHS, €10 3AMEHAIONIETO.

B kauecrBe kimenrckoro 110, mcmnonbsyiomero nporokos TLS, HOmIepKUBaOTCa CJIEAYIONIe
[IPOrPaMMHBIE TIPOJLYKTHL:

— Microsoft Internet Explorer (IE) Bepcuit 6.0, 7.0, 8.0, 9.0, 10.0 u 11.0;
— Remote Desktop Client (RDC) Bepcuii 5.2, 6.0, 6.1, 7.0, 8.0 u 8.1.

B kauectse cepsepnoro 110, ucnomnb3yioriero nporokos TLS, nomiepkuBaiorcs ciepyionue mpo-
rpaMMHBbI€ TTPOJIYKTHI:

— Internet Information Server (IIS) Bepcwuit 6.0 (13 coctaBa Microsoft Windows Server 2003), 7.0
(n3 cocraBa Microsoft Windows Server 2008), 7.5 (u3 cocraBa Microsoft Windows Server 2008 R2),
8.0 (u3 cocrasa Microsoft Windows Server 2012) u 8.5 (u3 cocrasa Microsoft Windows Server 2012
R2);

— Terminal Services (TS) u3 cocraBa Microsoft Windows Server 2008,/2008 R2/2012/2012 R2;

— Terminal Services Gateway (TS Gateway) u3 cocrasa Microsoft Windows Server 2008/2008
R2/2012/2012 R2.
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B kauecrse cepsepnoro 10, ucnosb3yroriero nporokos Kerberos PKInit, nmomgaepkuBatorcs KoH-
Tpostepsl gomeHoB Microsoft Active Directory mox ympasimennem OC Microsoft Windows Server
2008/2008 R2/2012/2012 R2.
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2 OIIMCAHUE MEXAHN3MA ITOCTPOEHUA
HEIIOYEK CEPTUNO®UKATOB B
OC WINDOWS C MOAVJIEM ITIOJAEP2KKW TLS

2.1 OO6mue moJIoXKeHus

[Iporpammusiit Moayab noaaepxkkn TLS kpunronposaiinepa «Bammmara CSP» BerpanBaercsa B
OC Windows u obecrieamBaeT BO3MOKHOCTb pabOThI ¢ cepTuduKaTaMi, CO3aHHBIMUA B COOTBETCTBUN
¢ 'OCT P 34.10-2001 u 'OCT P 34.10-2012, B wacTHOCTH, JIJIs IOCTPOEHUSI U IIPOBEPKU UX IIETIO-
Y€K, ¢ MTOMOIIBIO CTaHIApTHOTO TTporpammuoro uarepdeiica Crypto API 2.0. /lanubie Bo3MokHOCTH,
TaKUM 06pa30M, CTAHOBSITCS JIOCTYITHBIMU [IPUKJIATHOMY TporpammuoMy obecriedennio (I1T110), pas-
paboTaHHOMY, B TOM 9HCJIe, U cTOpoHHUMEU TponsBoauTeasyu 11110,

[emouka ceprrduKkaToB, U3BECTHAS TaKXKe KaK IIyTh cepTUMUKAINN, IIPeIHa3HAYEHa, JIJId ayTeH-
tudukaiuu, mocpeacreom DI, koredHoro ceprudukara ¢ MOMOMIbIO cepTrdukaTa KopHeBoro Llen-
rpa ceprudukanuu (L{C, Certificate Authority, CA), maxosiierocsi B HadaJie MelovKu, U, BO3MOXKHO,
cepTuduKraToB mpoMexkyToIHbIX [1C, Haxomamumxcst B memovke Mexk 1y ceprudukarom kopaesoro [1C
n KoHeuHbIM ceprudukaroMm. Ceprudukar kopaeroro L[C sBiiseTcst caMOIOIITNCAHHBIM, T.€. JTAHHBIH
ceprudukar ayrearudunupyer ceds cam. Takxke ceprudukar kopHesoro [1C ayrentudurmpyer cie-
JIYIOIIHi 3a HUM B 1ienodke ceprucpuxar mpomexkyrodnoro LIC. Jlasee, 110 1memodke, Mbl IPUXOIUM K
nocieiaeMy ceprudukary mnpomexkyrounoro [C, koTopsriit yxxe ayreHTHMUIUPYET COOCTBEHHO KO-
HEYHBIN CepTUMUKAT.

2.2 TIpoBepka TeKyHIero cTaTryca

Jl1st mpoBEpPKU TEKYIIEro CTaTyca, Uil AefCTBUTEILHOCTH, KOHETHOTO cepTUUKATA ITEMTOIKH CeP-
THHUKATOB KaK TAKOBOW HEIOCTATOTHO - HAIIPUME]D, €CJIU ¢ MOMEHTa BBIITyCKa KOHETHOTO CepTudu-
KarTa 1MocjeHuii Obl1 aHHyupoBaH (uau oro3an). JlJist HOATBEPKIEHUS JIEHICTBUTETLHOCTH CEPTH-
dbukaros ucnonp3ytor b0 Cruckn orozBanubix ceprudukaros (COC, Certificate Revocation List,
CRL), nubo IIporokos cereBoro craryca ceprudurara (IICCC, Online Certificate Status Protocol,
OCSP).

COC mpejicraBiisier cobOM CIUCOK CEPUITHBIX HOMEPOB OTO3BAHHBIX cepTudukaToB ganHoro 11C,
zapepennblit DI Ha 3akperrom Kiaode [IC. Tomomaurensno, COC comepKuT BpeMsi OT3bIBa KarK 10~
ro ceprucduraTa u, Bo3MOxKHO, puauHy or3biBa. [ICCC mno3zBoisier nosyuntsb or orBerdnka OCSP,
JUTsT KasK 1010 BhIyIeHHoro JanubiM 11C koneunoro ceprudukara, 3apeperroe D11 moarsep:kienme
TEKyIIero craryca roro ceprudukara. s orozBanubix ceprucdukaros 3aepennoe I momrsep-
JKJIEHIEe COIEP:KAT BpeMsi W, BO3MOXKHO, mpuunHy or3biBa. B orBerunke OCSP st mpocTaHOBKM
911 mcnonb3yercs crenuaabHBIN KOHEIHBIH cepTrduKat, BITyIeHHb JanabiM 11C un comep:karmit
HEOOXO/IMMOE PACIITUPEHHOE UCIIOIb30BAHUE KJTIOYA.

[Ipu ucronpzoBaruun COC 71t TPOBEPKU JIEHCTBUTEIBHOCTH KOHEIHOIO cepTuduKaTa Jijisi Kazk-
qoro 1IC (1 KOpHEBOrO, M MPOMEKYTOUHBIX) npousBoauTcs monbitka Haiitu 8 COC gannoro 11C
CepUiTHBII HOMEp CJIeIYIONIEro cepruduKaTa Mernoukn. K, mpu HaJIundun NCKOMOTO CEpUIHOTO HO-
mepa B COC, Bpemst 0T3bIBa y2Ke HACTYIIIIIO, TO CJICIYIONIHI cepTHMUKAT IEIOYKN U, CJIeI0BATE/IHHO,
KOHEYHBIN cepTugUKAT, CIUTAIOTCS OTO3BAHHBIMU.

[Ipu ucnonpzoBanuu [ICCC 15t mpoBepKu JeHCTBUTETHHOCTA KOHETHOTO CePTU(UKATA JIJTST KazK-
qoro 1IC (1 KOpHEBOTO, M IPOMEKYTOUHBIX) mpou3BouTcs nockiika OCSP 3ampoca, comepzKaiiero
CepUTHBIIN HOMED CJIEIYIONIETo cepTudukaTa menodku, coorsercrpytonemy ganaomy [1C OCSP or-
BerunKy. llocmemunit hopmupyer 3aBepernoe I moarBep:keHne, comeprKaliee TEKYIIANR CTaTyC
mpoBepseMoro ceprudukara. Keim mposepsiemblit cepruduKaT OTO3BAH U BpEMsi OT3bIBA, Y2KE HACTY-
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IIJI0, TO CJEYIONMil cepTuUKaT MEIMOYKN U, CJIe/I0BATE/IHbHO, KOHEUHBIH cepTUMUKAT, CINTAIOTCS
OTO3BaHHBIMU.

2.3 Xpaunumaunmia ceptudukaroB u COC

B OC Windows xpanusuiia ceprucdukaros uctosib3yior Peectp OC mist xpanerus ceptuduKaToB
n COC, n menarcs Ha XpaHWIHINA KOMIBIOTEPa W IMOJIb30BaTe bckue. Kak ciemayer n3 Ha3BaHUA,
XPaHWJIAIA KOMIIBIOTEPA sIBJISTFOTCsT OOIIMME JIJTsT BCEX MOJIb30BaTe el U UCIO/Ib3YIOTCsI, B TOM YHUCIIE,
cucremubiMu iporieccamu OC. Tlob3oBaTe/IbcKIe XpaHUIUINA IPUBA3AHBI K KazKJI0MY KOHKPETHOMY
[OJIB30BATE/II0, U Y KayKJ0r'0 10JIb30BaTe I OHU WHIMBULYaJbHbIe. [Ipr 3TOM, B 10JIb30BaTE/ILCKUE
XPaHUJIUINA aBTOMATHIECKH BKIO9atoTcs Takxke ceprudukarel 1 COC U3 XpaHUIUIN KOMIIBIOTEPA
(3a HCK/IIOYEHIEM XpaHuInIna Jluunoe).

Tak>ke XpaHWIAIIA PA3TMIA0TCS [0 TUITY XPAHUMBIX UMHU 00bEKTOB:

— Jluunoe (Personal, MY) - npeiHasHavdeHo Jjist XpAHEHUs JITIHBIX CepTUMUKATOB, JJIsT KOTOPBIX
€CThb COOTBETCTBYIOIINE UM 3aKPbIThIE KJIIOUN;

— Jlpyeue noavsosameau (Other People, AddressBook) - npeHasHadeHO JJIs XPAHEHUS CEPTH-
PUKATOB CTOPOHHMX I0JIH30BATEJIEN;

— Jlosepennvie xopresvie uenmpo, cepmugurayuy (Trusted Root Certification Authorities,
ROOT) - npennasnadeno jis xpanenus ceprudukaros u COC kopuesbix 1[C;

— Ilpomesrcymounvie yenmpo. cepmugurayuu (Intermediate Certification Authorities, CA) -
npeaHasHadeno st xpanerusa ceprudukaroB 1 COC npomexyrounbix 11C.

Takum 0b6pazoM, XpaHUIUIIA MOJIb30BaTeA Jpyeue noavzosamenu, losepennvie KOpHEGHLE UEH-
mpov. cepmugurayuu u Ipomesrcymourvie yeHmpuv, cepmuduranyuy, BKIIOIAIOT B ceOs cepTuUKATHI
u COC u3 cOOTBETCTBYIONIUX XPAHUIUII KOMIIBIOTEPA.

st yrpasiiennst 00 beKTaMu, PacioioyKeHHbIX B xpanutuinax ceprudukaroB OC Windows, peko-
MEHJIyeTCsI UCIOIb30BaTh Koncoaw ynpasaenus Microsoft (Microsoft Management Console, MMC).
[Tocae 3amycka MMC cnenyer nobasurh ocuactky Cepmudgduxamo (Certificates) ydaerHoit 3anucn
0JIB30BATE/ISI UJIH YIETHOM 3alMCH KOMIIBIOTEPA - OT 9TOT0 BBIOOPA 3aBUCHUT, KAKHE XPAHUIUIIA Cep-
trdukaToB OyayT oTodpaxKkarbes. Crie/lyer OTMETHTD, UTO i JobaBjienns ocHacTku Cepmugduramaot
YYEeTHOIN 3alicu KOMITbIoTepa HEOOXOUMBI IIpaBa, JIOKAJILHOIO aJIMIHUCTPATOPA.

2.4 Onucanmne aJropuTMa MOCTPOEHUs IeTI09eK

st mocrpoenus u mnposepku tenodek ceprudukaroB IO ucnonbsyer dynkimun Crypto API
2.0. IIpu BeI3OBE 5THX DyHKIMiT [ITIO BBIGEpaer "apurarens”’ (Engine), ncrnosap3yemsblii 71s1 OCTPO-
eHUs TIEMIOYEK - KOMITbIOTEpa WJIN TI0JIb30BATEbCKHUIT (HCIOIb3yeTcs o yMordannio). [Ipu Beibope
"nBHUTaTe/Is KOMITBIOTEPa UCIOIB3YIOTCHA XPAHUIUIIA CePTUMUKATOB KOMITLIOTEPA, IIPH BHIOOPE I10/1b-
30BaATEJILCKOIO “IBUTATEISI’ UCIOJIB3YIOTCA XPAHUININA CePTUPUKATOR ITOJIb30BATEI.

[TocTpoenue 1enouku cepTuUKATOB HAYMHACTCS C MIPOBEPSIEMOro (KOHEYHOr0) cepTugQUKaTa.
J171s1 BOBMOXKHOCTH TIOCTPOEHUS TIEMIOYKH B IIPOBEPSIEMOM cepTuduKaTe J0/2KHO IPUCYTCTBOBATE PAC-
mupenne (Extension) Hdenmudguramop xarouwa Lenmpa cepmugurayuu (Authority Key Identifier).
B jlaHHOM pACIIMpeHnr HaXOIUTCA, B 4ucje mnpodero, HMdewmuguramop xkaroua (Key Identifier) -
X3III OTKPBITOro KJjo4a - ceprudurara [{C, Ha KoTOpoM OBLI BBIYINEH IPOBEPSEMbIil CepTH(UKAT.
[To sTomy wmaentudukaTopy u npousBoauTcs nouck ceprudukara [[C B JIOKAIBHBIX XPAHUIAIIAX
Josepennvie xopresvie yenmpov, cepmugurayuu u Ipomescymounvie yenmpov, cepmudpurayuu - B
nckomom ceprudukare [1C sror maenTndukaTop paBeH 3HAYEHUIO, HAXOISIIIEMYCS B PACITHPEHUN
Hoenmuguramop karoua cybsexma (Subject Key Identifier).

[Ipu orcyrcrBun nckomoro ceprudukara [IC B JTOKaJIbHBIX XPAHUIUINAX ITPOU3BOJIUTCS ITOIBITKA
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HAXOXKJIEHUSI B IIPOBepsieMOM cepTudukare paciupenus Jocmyn x ungpopmayuu o Llenmpe cepmu-
durayuu (Authority Information Access, AIA). B naHHOM pacCIIpeHn, B IHCIIe TTPOYEro, HaXOIUTCS
CITUCOK YHUKaJbHBIX maeHTndukaTopos pecypca (Unique Resource Identifier, URI), ykassiBatormx
na uckombrii ceprudpurar 1C, mocrymubiii nmo cern. Kaxxaprit URI w3 cnmcka ucnosb3yerca upu
HoMbITKE 3arpy3ku ceprudukara [IC mocmegoBare/ibHO J0 YCIENTHON 3arpy3Ki HCKOMOTO 0ObEKTA.

[Tocsie ycnernoro Haxoxenust uckomoro ceprudukara [1C (J0KagIbHO WK 10 CeTH) IPOU3BO-
murest nmouck COC, coorBercrBytoriero Haitaeanomy ceprudukary [IC. ITouck COC Takxke mnsna-
JAJIbHO TTPOU3BOIUTCS B JIOKAJBHBIX XpaHUIUIIAX /Jlosepertvie KOpHESbIE UEHMPBL CEPMUPUKAUUL
u IIpomesrcymounvie yenmpo. cepmugurayuu. B nckomom COC snavenune Hdenmudguramop x.aro-
wa U3 cocTaBa pacimmpenusa Hdenmugduramop xarouwa Llenmpa cepmugdurayuy T0JKHO OBITH PABHO
3HAYEHUIO, HAXOAAIIeMycs B paciuperun Mdenmudguramop xaroua cybsexma ceprucdukara 11C.

[Tpu orcyrerBun uckomoro COC B JIOKaIBHBIX XPAHIIAIIAX [IPOM3BOIUTCS TOMBITKA HAXOXK JIEHUST
B ripoBepsieMoM ceprudukare pacimpenus Touku pacnpocmpanerus COC (CRL Distribution Points,
CDP). B nannom paciupenun Haxoaurest ciimcok URI, ykasbisarormux wa nckombrit COC, gocTynHblit
o cern. Kaxkaprit URI u3 crmcka uncnoss3yercst mpu nonbiTke 3arpy3kn COC mocieoBaTeibHO 10
YCIIEITHOM 3arpy3KH UCKOMOI'O O0bEKTA.

Cretyer ynoMsiHyTh 00 0CODEHHOCTSIX, CBSI3AHHBIX C MCIIOJIB30BAHUEM JIJIsT IOCTPOEHUS MEMOYeK
COC, comepxkamux pacmuperne Touka pacnpocmpanerus svdawy (Issuing Distribution Point, IDP):

— B OC Windows pacmupenue IDP He uctosib3yercst jjist 3arpy3ku u/uau oorosjenus COC o
CETH;

— ceprudukarsl, BoimyineHHble Ha ceptudukare 11C, coorBercrByiomem COC ¢ pacmmpeHnem
IDP, noxabl conep:Karh paciupenne CDP,

— crucku URI, comepxkaruecs: B pacimupennn [DP COC u B pacmupenun CDP ceprudukaros,
BBINTYTIIeHHBIX JaHHbIM [[C, TO/IKHBI COBITAIATS.

Bmecto COC ayis onpejiesierust 1efiCTBUTEIBHOCTH TTPOBEPSIEMOTO CepTU(hUKATa MOYKET UCIIO b=
zoarbesa [ICCC. st aroro B pacmmpenun JJocmyn x ungopmavuu o Ilenmpe cepmuduranyuy mpo-
BepsieMoro ceprudukara gosked npucyrcrsoBarb URI OCSP orsetunka mannoro HC. Ilpu ucronn-
zoBanuu [ICCC dpopmupyercs OCSP zamnpoc u nocwutaercs OCSP orserunky. [Honyaennoe or OCSP
OTBETYMKA IO/ITBEPKICHUE COJEPIKUT TEKYIIHT CTATYC IPOBEPSIEMOT0 cepTuuKaTa.

[Mocsie naxoxenust ceprudpukara [1C u COC (unu nocse nosydenuns noarsep:xkiaenust or OCSP
OTBETYNKA) BBIOJIHSIETCsI KpUTorpaduieckas poBepKa MOJIy YeHHbIX 0ObEeKTOB, & TaKyKe IPOBEPKa
JIeCTBUTEIBHOCTH TTPpOBEpsieMoro ceprudukarta. [Ipu ycrenHoM BBITIOJTHEHIN TTPOBEPOK, €CIN Haii-
nennbiit ceprudukar IC He saBIIsteTCs caMOIOANMCAHHBIM WJIM He ObLI HailJIeH B JIOKAJIbHOM XPaHU/IN-
e /losepennvie kKopresvie uenmpou, cepmudurayuu, OH 3aHIMAET MEeCTO IIPOBEPIeMOro ceprudukara,
U BECb BBIIIEONICAHHBIN aJrOPUTM TIOBTOPSAETCS PEKYPCUBHO.

PesynbraTr moctpoenns n mMpoOBEPKU MENOYKN CePTU(MUKATA ONMPEIEISIeTC CAeIYIOmnuM 00pa3oM:

— Aymenmuunocms KoHeuwH020 cepmudurama He YCmaHo8AEHA - €CTTH, TIO KAKOH-TO0 TTPUIIHe,
odepeiHoi nckoMbIit ceprudukar LIC He ObLT HaliIeH, NI eCJIN TeTI0YKa He HAUNHAETCST C CAMOTIO I~
carHoro ceprudukara kopaesoro 1{C, HaiieHHOTO B JIOKAJILHOM XPaHUIHUIIE /[06EpeHHbIE KOPHEBDLE
UEHMPOHL CEPMUPUKAUUL;

— Jleticmsumensvrocmsd KoneuHo20 cepmudurama ne Yycmaroaena - €ClId, 0 KaKOH-1ub0 1mpu-

qnne, ouepenoit nckombiit COC mannoro HC me ObL1 HafifgeH, win He OBLIO MOJIYYEHO JOBEPEHHOE
noareep:kaerne or OCSP orserunka jganuoro 1C;

— Koneunnii cepmugduram omosear - ecjin 049epeIHOi poBepsieMblil cepTudukaT ObL1 HaflIeH
B COC sormecrosiero [IC nmun OCSP orBerumk Boimectosimiiero 1C Bo3BpaTui momrBepxKicHue,
coJiepKaliiee CTaTyc '0TO3BaH , M BpeMsl OT3bIBa y»Ke HACTYIIHIJIO;
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— Koneunwii cepmuguram deticmeumener - B OCTATIbHBIX CJTyUasIX.

B cocras cospemennbix Bepcuit OC Windows (Windows Vista u 6oJiee HOBbIX) BXOJUT OY€Hb T10-
se3nas yruanta CertUtil, ¢ TOMOIIBIO KOTOPOI MOXKHO BBITIOJTHATH PA3JIMTHBIE OIIEPAITIH, CBSI3aHHbIE
¢ ceprudpuraramu, COC, nenoukamu, u T.11. K coxajiennto, jannas yTuanta He BxoquT B coctaB OC
Windows XP /Server 2003, mostomy Jijisi €e UCIIOJIb30BaHNs HEOOXOIMMO BHAYAJE YCTAHOBUTH MAKET
cpejicTB agmuHucTpupoBanusg Windows Server 2003.

B wacrHOCTH, I IOCTpOEHHMSI M IIPOBEPKH IEIOYKM CepTHUKara ¢ HUMEHEM CyObeKTa
CN="Test,CN=Users,DC=Company, DC=ru, HaXOIIIerocss B XpaHUIUIIE IOJb30BaTess Jluuroe,
MOKHO HCITOJTb30BATH CJIEIYIONTYI0 KOMAH/LY:
certutil.exe -user -verifystore MY Test
PesyabraToM BBIMOTHEHUS JaHHONR KOMAaHIbI OyaeT Jinbo HMOATBep:KIeHNe IeiiCTBUTEILHOCTH ITPOBe-
pseMoro ceptuduKara, JudO ONUCAHKME OINOKH, BOSHUKIIEH B pe3ysbTare IOCTPOEHUs WU IIPOBEPKH
€ro TermoYKH.

2.5 KsmmpoBaHne 00bEKTOB

[Ipu nocTpoenun nemnovex cepTudUKaATOB BOZMOYKHO BBIIOJTHEHUE 3arPY3KU cePTUMUKATOB MPO-
MexkyTodHbIX [[C mm COC mo cetn Ha ocHOBaHUM WHQOPMAINN, COACPIKAIIENHCT B PACITUPEHUTX
AIA n/unmm CDP. s nckiiodenns: He0OX0MMOCTH TIOBTOPHOI 3arPy3KH YK€ 3arDyKEHHBIX 00beK-
TOB IIOCJIE/IHIE 3AIIOMUHAIOTCS B CIIeNUAJIbLHOM (baiijioBoM Ka1e. [Ipu BbItostHeHIN 3arpy3Ku 00beKTa
[0 CEeTU BHAYAaJIe IMPOU3BOJIUTCH TOINBITKA HANTH €ro B 9TOM K3IIe JJIs TOBBIIEHUs ODIIeil Tpon3Bo-
JIUTETLHOCTU KPUIITOIPADUIECKO 1TOICUCTEMBI.

Wcnonb3yeMblit K311 3aBucuT oT asurareist , Bbiopanaoro I1110 mis mocrpoenns nemnovex - “npu-
rarejib’ KOMIIbIOTEPa U KaXKJIbIil 110JIb30BATEIbCKII JIBUTATE/E HCIOJIB3YIOT COOCTBEHHBIN BhIJIE-
JleHHBINH K311, OOBEKTHI XpaHATCS B KIIIE, B OOIEM CjIydae, JO0 UCTEYeHUs] CPOKa WX JICHCTBUS -
narnpumep, COC, naxondamuiics B K1e, OyJIeT JAeifiCTBUTENIEH O MOMEHTa BPEMeHH, YKa3aHHOTO B
nosie Caedyrowee obnosaenue (Next Update).

Jlst leTaIbHOTO MIPOCMOTPA COIAEPZKUMOr0 KITIIa MOYKHO BOCIIOIB30BATHCS CJIE LY IOIIEe KOMAaHIOM:
certutil.exe -v -urlcache *

J11sT TIOJTHOM OYUCTKH COJIEPKIMOTO0 KIITTa MOYKHO BOCIIOJIB30BAThCS CJIEIYIONIEHl KOMaHIOM:
certutil.exe -v -urlcache * delete

Ha cospemennbix OC Windows (Windows Vista u 6oJiee HOBbIX) PEKOMEH/IYETCsI HE TOJIb30BATHCSI
KOMaHJION OYMCTKH K3IIa, & MOMedaTh BCe 3AIMCU KIIIa KaK HEJIeHCTBUTEIbHBIE C IIOMOIIBIO CJIE/Ty-
forreil KoMaHIbl (/151 BBITOJTHEHNsT TPEOYIOTCs TIpaBa JIOKAJIbHOTO aJIMIHUCTPATODA):

certutil.exe -setreg chain | ChainCacheResyncFiletime @now

Bosee neranbHO onmcanme MexaHW3Ma KIIIUPOBAHUS OOBHEKTOB IPUBEIEHO B CTATHE IO CCHLIKE
http:/ /technet.microsoft.com /en-us/library /ee619754%28v=ws.10%29.aspx.



10
BAMB.00060-05 92 02

3 MCIOJIb30BAHUE INTERNET INFORMATION
SERVER (1IS) C MOJIYJIEM
IO IIEP2KKU TLS

[Tepen nauasom ucnosb3oBanus Microsoft Internet Information Server (IIS) coBmecrno ¢ mpo-
rpaMMHBIM MojtysieM roaep:kkn TLS kpunronporaiiiepa «Bamugara CSP» HeoOxoamMo oMecTuThb
BCe TpebyemMble cepTHUKATH U CIIUCKK 0To3BaHHBIX ceprudukaToB (COC) B cucTreMHOe XPaHUIHIIE
cepTUMUKATOB JIOKAJBHOIO KOMIIbIoTepa. [lyIst 9T0ro He0oOXOMMMO BBIIOJHATE CJIETYIONINE TIIarH:

— zarpysuThb Kopueoii(bie) ceprudurar(sl) LIC u coorsercrsytomme emy (um) COC(b1) B cu-
CTeMHOEe XpaHWnIIe KopHeBbiX cepTudukaros [[C T0KaIbHOro KOMIIBIOTEPA HOCPEICTBOM HCIOJIb-
soBanus ocHacTku Ceprudukarsl Koncosm yrpasierus: Microsoft (Microsoft Management Console,
MMC);

— 3arpys3utrh npomexxyrounsiii(bie) ceprudukar(sr) IC u coorsercrpyiomue emy (mm) COC(br1) B
CHCTEMHOE XPAHIIIUIIE TIPOMEKYTOIHBIX cepTrdukaros L[C 0KaIbHOIO KOMIIBIOTEPA TTOCPEICTBOM
ncrosb3oBarnst ocHactku Ceprudukarel KoHncosnn ynpasienust Microsoft (Microsoft Management

Console, MMC);

— sarpysuth ceprudurar Web cepsepa IIS ¢ onHOBpeMenHO# TPUBA3KOIT €ro K KOHTEHHEPY € CO-
OTBETCTBYIONINM 3aKPBITBIM KJIIOUOM B CHCTEMHOE XPAHUJIUIIE JUIHBIX CEPTU(MUKATOB JOKAIHHOTO
KOMITbIOTepa MOCPEJICTBOM UCIOJIb30BaHUs KOHMUTYyparmonnoil nporpammbl «Bamuaara CSPs. [Ipu
BblIade ceprudukata Web cepsepa I1S Heobxomumo ydyecTs, 9To B HeM Jlo/KeH npucyrcrsosarh OID
[Tposepku nogymaaOoCcTH cepepa (1.3.6.1.5.5.7.3.1) u 10/12KHO OBITH YKa3aHO PA3PEIIEHHOE UCTIOIb30-
Baune 3akpbiToro Kioda (Key Usage) mis seimosnnenus 911 u mmudposanust. Jomoaaurensao, DNS
mmvst Web cepepa so0s12kHO ObITh Tiporcano B arpubyre CN X.500 nmenn Biragenbiia (Subject Name)
U B aJIbTePHATUBHOM MMeHHU BJajebia (Subject Alternative Name) ceprudurara Web cepsepa.

Hamee  meobxommmo  mactpoutb  Web  cepep IIS  wHa  ucmosp3oBaHme — ycra-
HOBJIEHHOT'O ceprudukara. st 9TOTO HEOOXO MO BbI3BATh IIyHKT MEHIO
«ITyck» — «IIporpammbry — « A imuauCcTpUpoBanne» — « lucieraep  ciyxk6  IIS»  wu, mojceeTun
HyKHbIT Web cafiT mpaBoil KHOIKO# «MBbIIIN», BeIOpaTh IMyHKT MeHIO «(CoiictBas. [locie sToro
HEOOXOIMMO BBIOpATh 3aKIaJIKy «be3onmacHocTh Kartajoras W HaxkaThb Ha KHONKY «Ceprudukars
rpymnbl «Besonacubie nokouenns» (Pucynok 1).
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CeoicTea: Yalidata Site 2=

Bef-yzen | BEICTpOARHCTEHE | DHNETPE ISAPT I AoMALIHKA KaTanor
JokymeHTel  BE30NACHOCTE KATanora |3E|FI:IJ1EIBKH HTTF I _MNeUHaneHEIE OWHAKH

_:'r"I'IFIEIBHEHHE A0CTYNoM M NpoOEEpKa NoanNHHHOCTH

PaspelEHKE SHOHFMHOM O A0CTYNS M
w MEMEHEHKE CNOCOD0E NPOEERKH T T

i NOANWHHOCTH ANA 3TOro pecypca,

~OrpaHKHedHa IP-a pecos M MMEH A0MEHOE

AOCTYME K PECYPCY C MOMOLWLERD
IP-3apEcoE MAK MMEH AOMEHOE
MHTEpHETS. FZMEHHTE. .\

@ [MpeA0CTAENEHKE ADCTYNA MAH OTKAS E

~ BezonacHsIe NoAKNHYEHHA

MpK AOCTYAE K pECYpCY TPEQYHITCA
AiesonacHeIE NOAKAKHEHHA H

CEQTHHMKATEI KNHEHTA,
e e e

MIZHEHHTE. .\ |

O | OTMEHA [[EHHEHHTE | _npaeka |

Pucynok 1 — /Inajior 6e3omacHocTu KaTaJora

B nosiBuBmemcs jirasiore HeoObxoinMo BbIOpaTh NMyHKT «Hasznadenue cyiecTBylomero ceptudu-
KaTay 1 HaxkKaTbh KHONKY «/lamee». Ha skpan Oyjser BblaH auasor BeiOopa ceprudurara jaasgs Web
cepsepa IIS (Pucynok 2).
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MacTep ceprupuraTos I1S

JocTynHue ceprUdUHEaTH

Crucak cogeps#iT CepTHOHKETE, KOTOPEIE MOKHO MCNONBS0ESTE C
ATHM ERO-CRDEEQOh,

Bridepure cepTHdrar

[Monyyarens ce..

1 | i

¢ Hasan I Hanee » I OTrEHA |

Pucynox 2 — JInajor Beibopa ceprudurkara

Bribpas ny:kHblIit cepTudukart, HCOOX0IMMO HaXKaTh KHOIKY «/lajee» Ha 9TOM U CJIe/IyIOmeM Jira-
Jlorax, a B KOHIIe HakaTh Ha KHOIKY «['oroBo». ITo ymosrganuio Web cepsep IIS He Tpebyer nHammdms
CepTI/I(bI/IKaTOB YV KIIMEHTOB M, COOTBETCTBEHHO, HE IIPOBOJUT IIPOBEPKY IIOAJIMHHOCTU KJIMEHTOB Ha
OCHOBAHUU UX CEPTUMUKATOB. [[j15 BKITIOYEHUS ITPOBEPKU O/ JIMHHOCTH KJITUEHTOB HEOOXOIUMO B JTUa-
Jiore 6e3OHaCHOCTH KaTaJlora HazKaThb Ha KHOIIKY <<I/I3M€HI/IT[)>> T'PYIIIIbI «BeSOHaCHble ITOAKJIIOYCHM A »
(Pucynoxk 3).
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bezonacHbIE NOAKAHYEHAR Xl

v TpefyeTca BesonacHeA kaHan (551

¥ Tpefiverca 128-pazpaaHoe WHGPOEaHHE

~ CERTHMEATE! KNMEHTOE

" WCHOPHPOBATE CEPTHHHKATE! KIHEHTOE
" OPHHMMATE CEpTHEMIATE! KAMEHTOE
¥ TpefoEaTe CEpTHEMKATE! KNMEHTOE

r PaspeWwMTE CONOCTAENEHHE EEI:ITHIZIZIHKEITDB KNHEHTOE

':EI:ITHI:bHKEITbI ENHMEHTOE MOryT CONOCT3IENATECA ©

YUETHEIMH ZAMHEAMK Windows, No3E0nAa YNpaEnaTs ”
ADCTYMOM K PECYPCEH, ISl

[~ BrmruMTE CMMooK ADEEpEHHER: CEpTHHMKATOE

TERYLIHA CaHEoK: I j

COZAATE. .. | W EMEHHTE |

R I OTHEHA | CNpaeka |

Pucynok 3 — JInaJjior mogK/t09eHnii

astee B inaJjiore MoJaK/IIOYEHII HEOOXOMMO BKIIIOUUTE CBOWCTBO «T'pebyercs: 6e30macHbIil KaHa
(SSL)», ycranosuth nepekodaresb « CepTuduKaThl KJIUEHTOBY B MOJI0KeHNe «TpeboBaTh cepTudu-
KaThl KJIMEHTOB» 1 HaxKaTh Ha KHONKY «OK». /g npasuibaoit paborsr Web cepsepa I1S coBmecTHO
¢ moayneM noaaepkkn TLS HeoOXoauMo BBIIOJHEHHE CIEAYIONNX TPeOOBAHMIA:

— y 3akpbiToro Kiwda ceprudurara Web cepsepa IIS jgosmken orcyrcrBoBaTh HApOJbh U/ UK
[T H-kom;

— 1upu ucnosb3oBanuu buosiorunueckoro JICH (um Jiro6oro gpyroro J1CY, rpebyioriero orobpa-
JKeHns rpadudeckoro naTepdeiica Mpyu NHATUATI3AINN ) TTOCTeIHUI TOZKeH ObITh TPONHUIATIN3U-
poBaH Iepes ncrnob3oBannem Web cepsepa 1IS;

— HOCHUTEJIb ¢ 3aKpbIThiM Ki1iodoM Web cepsepa IS joken ObITH CMOHTUDPOBAH TE€PE/T UCIIOJb-
zoBarueM Web cepsepa IIS.
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4 WNCIIOJIbSOBAHUE MICROSOFT INTERNET
EXPLORER C MOAYJIEM IIOJAEP2KKU TLS

[Tepe nagasiom ucnosbzosarust Microsoft Internet Explorer (IE) coBmecTHO ¢ mporpaMMHBIM MO-
aynem nojep:kku TLS kpunronposaitnepa «Baaugara CSP» HeobxoauMo moMecTuTh Bee Tpedyemblie
cepTudUKATEI U CIUCKH 0T03BaHHbIX ceprudukaros (COC) B cucreMHOe XpaHUIUINE CePTUDUKATOR
roJib3oBaresid. g 9Toro HeoOX0IMMO BBIIIOJHUTE CJIEIYIOIIUE THarn:

— 3arpysuth Kopuesoii(bie) cepruduxar(nl) LC u coorsercrsyomue emy (nm) COC(bI) B cucrem-
HOE XPaHIIHIIE KOpHEBLIX ceprrdukaros 1C mosb3oBarests mocpe/[IcTBOM HCIOIb30BAHNS OCHACTKH
Ceprudukarsl koncosm ynpasienusi Microsoft (Microsoft Management Console, MMC);

— 3arpys3uth npomexyrounsiii(bie) ceprudukar(s) IIC u coorsercrBytomue emy (M) COC(br)
B CHCTEMHOE XPAHUJIUIIE MPOMEKYTOUHbIX ceprudukaroB 1C mosib3oBaresiss OCPeICTBOM UCIIOb-
soBanus ocHactku Ceprudukarsl KoHcosm yupasierus: Microsoft (Microsoft Management Console,
MMC);

— 3arpy3uTrh ceprudukarT KJINEHTa C OJHOBPEMEHHON IPUBA3KON ero K KOHTEHHEPYy C COOTBET-
CTBYIONIUM 3aKPBITHIM KJTIOUOM B CUCTEMHOE XPaHUJIUIIE JIMYHBIX CEePTU(MUKATOB MMOJTb30BATEIS 110~
CPEJICTBOM HCIIOJIb30BaHms KOHMUTYpaIoHHoi nporpamMbl «Banumara CSP». Ilpu Bbiade cepru-

dukaTa KaneHTa HEOOXOINMO y9eCTh, YTO B HeM joJiKeH npucyrcrBoBarh OID Ilpoeepku mommun-
woctu Kianenta (1.3.6.1.5.5.7.3.2).

Ha cospemennbix OC (OC Windows Vista u Bbimie) s mpaBuibHOi paboTer Kanentckoro 110
He TpebyeTrcsd 3amyckaTh nmporpamMmmy TLS MonuTopa, Tak Kak mMoysab nojaep:xkku TLS Oyxer aBTo-
MaTHIECKH OIIPEJIE/ISATh aJrOPUTM OTKPBITOrO Kitoda ceprudukara Web caiita u, B 3aBUCUMOCTH OT
9TOT'0 aJrOPUTMA, BHIPAOATHLIBATH KJIIOUN IIM(POBAHN I 3allUThHI KaHaJa.

st npaBuibHO# paboTs! KiaueaTckoro [1O coBmectro ¢ momysiem nomiepkku TLS aa OC npebi-
nyero nokosiernst (OC Windows XP /Server 2003) #He06X0IUMO BBIIOJHUTH CJIELYOIINE JTEfiCTBIS:

— zamycruthb nporpammy TLS monuropa (cm. moapaszern 9);
— mepeBectu nporpammy TLS MoHHTOpa BO BK/IIOYEHHOE COCTOSTHUE,

— samnyctuThb Kanentckoe [10 u moakmounThes K Tpedyemomy sarmuiinerHomy Web cepsepy. [lpu
9TOM BO BpeMs BBIIIOJIHECHUA ITOJAKJ/IIOYECHUA MO2KET 6bITb OTO6pa}KeHa II0CJIeJO0BAaTE/JIbHOCTDL ANAJIOTO-
BBIX OKOH 11 mHumaan3anun JJCY, ecim 910 He OBLIO MPOJIEIaHO paHee;

— 110 OKOHYAHHUHU ceaHca paboThl 3aBepmuTh KanenTckoe 110 u nporpammy TLS morumTOpA.

st uenonszosanus kianenTckoro 110 ma OC npegpaymiero mokosenus (OC Windows XP /Server
2003) ¢ Web caiitamu, HCHOIB3YIONMMI CepTUMUKATHL CO CTOPOHHUME AJTOPHUTMAMHI OTKPBITOTO
Kioua (Takumu Kak RSA), HeOOXOMMO BBITIOJHUTD CJIEJIYIOINIIEe JIeHCTBIS:

— mnepeBectu mporpammy TLS MoHHTOpa B BBIKJIIOUEHHOE COCTOSIHWE ¥ 3aBEPIIUTH ee (CM. IO/
paszen 9);

— zanyctuTh Kinentckoe [10 u nogximounThesa K Tpedyemomy samuiienaomy Web cepsepy;

— 110 OKOHYAaHWH CeaHca paboThl 3aBepiuTh KaneHTckoe 110.
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5 WCIIOJIL3OBAHUE TERMINAL SERVICES C
MOJIYJIEM TIOJI/IEPYKKM TLS

[Tepen magamom ucnosbzoBanus Terminal Services (TS, ciry2k6bI TepMUHATIOB) COBMECTHO C IIPO-
rpaMMHBIM Moy IeM roaaepkku TLS kpunronposaiiaepa «Bammmgara CSP» HeoOxomuMo moMecTuThb
BCce TpebyeMble cepTUdUKATHI 1 CIUCKK 0T03BaHHBIX ceprudukaToB (COC) B cucteMHOe XPaHUIUIIE
cepTrbUKATOB JIOKAJIHLHOTO KOMIIBIOTEPA - TaK ¥Ke, KaK 9T0 onucano s Internet Information Server
(IIS) B mozmpasnee 3.

Jlayiee HeOOXOIMMO HACTPOUTD CJIYKOY TEPMUHAJIOB Ha UCIIOJIb30BaHUE YCTAHOBIEHHOI'O CePTUdU-
kara. /s 3T0r0 HEOOXOAMMO BBIZBATH IYHKT MeHIO «IIyck» — « AamunucrpupoBanues — « CiryKObI
yIaJeHHBIX pabovunx CTOJI0B» — « Kondurypamms ysia ceaHCOB YIAJEHHBIX PAOOIMX CTOJOB» U BbI-
6paTh TpebyeMoe MOIKIIIOUYeHNe, MEJIKHYB 110 HEMY JIBaK bl IPaBoil KHOIKON «Mbim» (Pucynok 4).

CeoicTEa RDP-Tep x|

Cpena | HganerHoe ynpagneHme
[MaparMeTpel KAHEHTa I CeTes0l a0anTep | bezonacHoCTE
Dewme | [NapaMeTpel EXO0A B CHCTEMY I CeaHck
Tum: RDP-Tep
TpaHcnopT: tep
FobArAEHT 3P I
— BezonacHocTe

HpoeeHe Aes0nacHOCTI

S5L[TLS 1.0) fuaeT Honob30BaTECA ANA NPOEERKM oA AMHHOCT I
CEQPBEPA WM ANA WHPPOESHHA BCEX AAHHEN, MEPE1ABAErEl MEHLY
CEQBEPOR W K HEHTOR.

YHpoEeHe WKWPPOEaHHA; FIPS-coBtecT 1B j

Boe faHHEIR, KOTOREIMMY O6MEHWE ST KAMEHT M CEpEER,
SAWMPPOEAHE! METOAOM NPOBEPKM WMPPOBAHUA HA DCHOEE
pElEpaNEHOrD CTAHLAPTa 0OPaaoTkM HHpOopraumm9 140-1.

Pazpeums nogr aioHaTeea TONBKD © KOMOBOTEROE, Ha KOTOPGIN
pafoTSET Yo aneHHEIR pAtoumHi ©TON C NPOEEpKON NOLAMHHOCTH Ha

UPOEHE CETH
CepTHdugaT: Win2003R 264 wdosp. wdata. i
Britpats | Mo yraom... |

JonoaHHTENEHEIE CESLEHMA 0 HACTPORNEE NapStETD0E ASE0NaCHOCTH

k. I OTtieHa [ EMEEHMTE

Pucynok 4 — /IuaJyior HACTPOWKH OE3011acHOCTI

[Tocste aTOr0 HEOOXOAUMO yCcTaHOBUTH Y poBeHb Gesonacuoctu B «SSL (TLS 1.0)», Yposens mud-
poBanusi B «Bbicokuity umn «FIPS-coBmectumblity, n ykazars cepTudurar cayKObl TEPMUHAJIOB,
HaXkKaB Ha KHONKY «BwiOparh». BeiOpaB Hy:KHbBI cepTuduKaT B IUAJIONOBOM OKHE, HEOOXOJIUMO Ha-
x)artb KHOIKY «OK» (Pucynox 5).
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x

NoaTeEpH AeHWe cepTHdivKaTa

MoATEEPAHTE 3TOT CEpTHMKAT, Ha¥aE kHoNEY "OR", ECiH 3T0 HENPaBHEHEIA
CEPTHERMEAT, HaMHMTE KHOMEY "OTHEHa".

OF OTHEHS

Pucynok 5 — /Iuasor Boibopa cepruduxara

Cayx06a TepMHUHAJIOB HE NMeEeT BO3MOKHOCTH IIPOBOJIUTDH IIPOBEPKY IOIMHHOCTU CEPTU(MUKATOB
KIneHTOB. [Ipu HEOOXOIMMOCTHU BBINOJTHEHNS MPOBEPKHU IOJIMHHOCTH KJIMEHTOB Ha OCHOBAHUU UX
cepTudUKATOB CJeyeT JTUO0 UCIOJIB30BATD IILII03 CIYKO TePMUHAIOB, (PYHKITUMOHUPYIONTUH MEXK Ly
yJIaJIeHHBIMU PA0OINMU CTAHIIUSMU KJINEHTOB M CepBEPaMU TEPMHUHAJIOB, JITOO BKJIIOYATH ITPOBEPKY
nojymuaocTH Ha ypoBHe cetn (Network Level Authentication, NLA).

eraibHoe pyKOBOJICTBO IO HACTPOIiKe CJIy:KObI TEPMUHAJIOB IPUBEJIEHO (HA PYCCKOM sI3BIKE) 110
ceblike http://technet.microsoft.com/ru-ru/library/dd640164(WS.10).aspx.

st mpaBUJIBHON pabOTHI CJIYKOBI TEPMHUHAJIOB COBMECTHO ¢ MojysieM mojjep:kkn TLS #eobxo-
JIIMO BBITIOJIHEHHE TeX »Ke TpeOOBaHMil K 3aKPBITOMY KJIIOUY CJIy?KObI TEPMUHAJIOB U K COCTOSTHHUIO
nauimasusanun JJCH, aro npusenensr mist Internet Information Server (IIS) B mompasmese 3.

5.1 Ucnosb3zoBanne Terminal Services ¢ moayiaem nogaepkkm TLS Ha
OC Windows Server 2012/2012 R2

Nzmenennst mobp30BaTeILCKOrO HHTEPdElica Mporie1ypbl KOHMUTYPUPOBAHUS CITy?KObI TEPMUHA-
joB B OC Windows Server 2012/2012 R2 npuBesin K TOMY, YTO ONHUCAHHBII BBIIIE CIIOCOO HACTPOTi-
Ki OKasbiBaeTcs HedpderTuBubiM. st HacTpoiiku ciayx0b1 TepmunaioB B OC Windows Server
2012/2012 R2 ciiesryer moJsib30BaThCs CIEIUAIbHBIM KOMAHHBIM (DAilioM, HACTPaMBAIOIIUM CJIy KOy
TEePMUHAJIOB Yepe3 nHerpyMenTapuil ynpasierns Windows (Windows Management Instrumentation,
WMI).

i Havaia cyiejlyer Onpele/uTh Tak HasbiBaeMblii oriedarok (Thumbprint) ceprudukara rep-
MUHAJIBLHOTO CEPBEpa, KOTOPBIil cocTouT u3 jasajaru Oaiit. s sroro ciemyer, uctnonb3zys MMC,
IPOCMOTPETh CBOCTBa cepTH(hUKATAa TEPMUHAIBHOTO CepBepa M CKOIMMPOBATH €ro OTIEYATOK (B BH-
Jie CTPOKH, COCTOSIINElH 13 Map MeCTHAAIATUPUIHBIX 1D, Pa3IeJeHHbIX TpobeIaMu) B TeKCTOBbII
penakrop (mampumep, Notepad). /lasee B KOmMu CTPOKH € OTIEYATKOM CJIEyeT yIAIUTh MPOOEsThI
U CKOIUPOBATDH MOJIYUIUBIIYIOCS CTPOKY B IIPUBEIEHHBIN HUKe MIabJIOH KOMaHIHOTO (ailia, 3aMeHnB
efl CTPOKY TITTTTLTTTTITILLLLLLLLLLLLLLLLLLLLLLLLLL:

@echo off
set WMIC=Y),WINDIR%\system32\Wbem\wmic.exe

echo .
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HWMICY, /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting SET MinEncryptionLevel="3"

HWMICY /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting SET SecuritylLayer="2"

HWMICY, /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting SET SSLCertificateSHA1Hash="
XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXXXXXXXX "

echo .

HWMICY /NAMESPACE :\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting GET MinEncryptionLevel

HWMICY /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting GET Securitylayer

%WMICY /NAMESPACE :\\root\CIMV2\TerminalServices PATH
Win32_TSGeneralSetting GET SSLCertificateSHA1Hash

st 3aBepiiieHust TPOIEIyPhl HACTPOUKU CJIEIYET BBIMOJHUTD MOJIYUUBINANCT KOMAH/IHbBIN haiit
U IIepe3rpy3uTh TepMUHAJILHBINA cepBep.
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6 WCIIOJTLb30BAHUE TERMINAL SERVICES
GATEWAY C MOJIYJIEM TIO/IEPYKKU TLS

[Tepen nagaom ucnonb3osanns Terminal Services Gateway (TS Gateway, mtosa cyk6 Tepmu-
HAJIOB) COBMECTHO C IIPOIPAMMHBIM Mo/IyJsieM mojiepkku 1T LS kpunronposaiinepa «Bammgara CSP»
HEeOOXOIMMO IOMECTUTD BCe TpebyeMble cepTudHUKAThl U CIIHCKHI 0To3BaHHBIX ceprudukaToB (COC)
B CHCTEMHOE XPAHWJINIIE CEePTU(PUKATOB JIOKAJTBHOIO KOMIIBIOTEPA - TaK:Ke, KaK 9TO OINUCAHO IS
Internet Information Server (IIS) B moapasmesne 3.

[amee HeOOXOAMMO HACTPOUTH MUIIO3 CJIYyKO TEPpMHHAJIOB Ha HCIOJIH30BAHUE yCTa-
HOBJIeHHOTO  ceprudurara. g sroro  Heobxomumo  BbI3BaTL  HyHKT  MeHio  «Ilyck»
— «AvuaucTpupoBanues — «Cay:KObl  yIaJeHHBIX — pabounx  cTojoB» — «/lucnerdep  murro3a
yJIaJeHHBbIX pabovYux CTOJIOB», HAWTH TpebyeMblil MUII03 U, IMIEJKHYB 10 HEMY JIeBOW KHOIKOI
«MBITII», BbIOpaTh MyHKT MeHO «CBoiicTBay. [lasee ciemyer BoiOpath 3akmanky «Ceprudukar

SSL» (Pucynox 6).
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CeolcTea WINZDDBR 2 X564 El

KDEHH.I'IHIJJ,E NOAMTHEM SETOPMIALWLMH NOGE MKYEHME E 40 aneHHEIR IIIEIﬁI:I'-IHM CTonar

P ephia CEPEEPOE I AT | kaocT 550 | QfikeH coofileHAAR M
06w He Ceprudurar 550

Yrofkl ofecneYWTe GES0NacHOCTE CETEEON CEASM MEHNY CEpEEPOM WNKSa
Wi AAEHHEIR PAG0YMY CTOAOE M NOAEIKNSHWMMUCA K HERY KIMEHTakdW, TRetyeTCn
55| -CcepTHDMEAT.

1 1A npaEKnBHOMN patoTel WikkKEa YaansHHE patodus cTon0s Heofkoa ko
BEISPATE MBI MACA SSL-CEpTUDHEAT MK COS0ATE Car03aEEPAMLLMA

CEQTHEE AT,

FK.omy Belg aH: HegoctynHo
K.etd ERIDAH: HegocTynHo
Cpok AefcTEHA; HeaocTunHo

Heawume TN 55L-cEpTHEME AT, KOTOPEIH CASIYET WMNOPTMROESTE HA CEpEED
LWMDSa YOANEHHE PAO0YHE CTONDE, BEINDAIHHE OLHD ME CASQYIILLME 0EACTEME

" Cosgare caMosSaBepAoWME CERTHRHEAT

[Coznant, M HiopTHpOEaTE, CEETHEHKET. . |

% BhifpaTh CYLECTEYRLMA CERTHEMKAT H3 NANKH CEFTHEHKATOS B AMYHOM SDAHHAWILE
[N0KaNEHOMD KOMABKTERA] Ha WnEe YyoaneHHeR padour: cronoe WK 20088 264

HranopT ceprudukara... |

¢~ MMNOPTHPOBATE CERTUPMKAT B NANKY CERTHPMKATOR B AMYHOM ¥PaHMIMLE
[N0KaNEHOMD KEOMABKTERa] Ha WEe YyoaneHHeR padour: cronoe WM 20088 264

HEHTH W M NOpTHRRESTE, CERTHEHIAT . |

NogpoSHes 0 CEOTUDMEATAR 109
LUNHEE Yo aneHHE DatoHMsE
CTON0E.

k. I OTrEHa [l PUtAEHMHTE

Pucynok 6 — /Inasor cBoiicTB 11038

[Toce 3Toro HEOOXOAUMO BBHIOPATH CepTUdUKAT MLII03a CIyKO TePMUHAJIOB, HAXKaB Ha KHOIKY
«mmopt cepruduraray (PucyHox 7).
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WMrnopT ceprudrkaTa ﬂ

Hu oamH CERTHHRMEAT HE YCTIHOENEH.

Utofkl NpOCHOTPETE MM YCTAHOEWTE CEPTHRMHKAT, BE0ENMTE Bro W HaxmuTe kHonkY 'TlokasaTe cepTHguEaT'
Yrofkl MMNOPTMPOESTE CERTHRMKAT H3 CEPESD WAKS0E YaaneHHEIX PASoUME CTON0E, BEMENMTE CERTURMKAT W
Ha#MMUTE KHOMEY MranopT.

K.oray BblnaH | K.er BEaH | Ll ent Ebinaym | Cpok 0EHCTEWA | JarETEM |
lwWin2009R2:464.... CCERT_CA MNpoeepra nognuH..  18.10.2015 JonycTurdeiE cepTHd,..

MiokasaTE CERTHEMHKAT I

|_ MNokazaTe Boe CEpTHRUKATE] B AMYHORM HPaHMAMWE [N0KaNEHOMD KorMNEKTERa] Hranopr Orrera

Pucynok 7 — JInajor BeiOopa ceprudukara

Bribpap Hy:KHBIIT cepTuduKaT, HEOOXOAUMO HaxKaTh KHONKY «MmopTs, n kaonky «OK» Ha po-
JIATETHCKOM JTHAJIOTE.

Kazxaprit 1103 ¢yK06 TepMUHAJIOB ITO3BOJISIET PA3JIHIHBIM IOJIH30BATEISIM OAK/IIOYATHCA K
pa3JIMIHBIM 3aIUIIAEMbIM JIAHHBIM IILJII30M pecypcam (cepBepaM TepMuHasion). Hukecsemyormume
MOJINTUKH O€30IIaCHOCTHU IIJIF03a CJIYKO TEPMHUHAJIOB ITO3BOJIAIOT M'MOKO PerjiaMeHTUPOBATD ITOJIKJIIO-
YeHUsI [I0JIb30BaTeIell K 3aIlUIIaeMbIM pecypcaM (cepBepaM TepMUHAJIOB):

— IonuTuku aBropuUs3aIum MOJKII0UEHN - JJAHHbIE TIOJTUTUKY TIO3BOJIAIOT YKA3aTh Pa3peniéHuble
MeToibl TipoBepkH ToymaHOocTH Windows (mapoJib u/wim cMapT-Kapra) JJist KazKJI0r0 KOHKPETHOIO
[10JIL30BATES WJIM I'PYIIIBI 1T0JIb30BATENENR;

— IlosmTuky aBTOPU3AIIH PECYPCOB - JJAHHBIE TTOJUTUKHU TTO3BOJIAIOT YKA3aTh KOHKPETHBIX TOJIb-
30BaTesIeil UM I'PYNIbI OJIb30BaTe e, KOTOPhIM Pa3pelieHO MOJAKJII0YaThCsd K KayK/J0My KOHKpeT-
HOMY 3allUIIaeMOMy Pecypcy (cepBepy TepMHUHAJIOB).

JerasbHoe PYyKOBOJICTBO 110 HACTPOIKE IILII03a CIy?KO TePMUHAJIOB IIPUBEJIEHO (HAa PYCCKOM si3bl-
Ke) 1o cceuike http://technet.microsoft.com/ru-ru/library/cc771530(WS.10).aspx.

Jlnst mpaBMIIBHOI pabOTHI IIII03a CIYy?KO TEPMHHAJIOB COBMECTHO ¢ Momay/aeM moagaep:Kku TLS
HeOOXOMMO BBITIOJIHEHNE TeX »Ke TPeOOBaHUil K 3aKPBITOMY KJIIOUY IMLII03a CIyKO TEPMUHAJIOB U K
cocrosinmio unuimannsaiu JICH, aro npusenenst jis Internet Information Server (IIS) B mogpas-
neJie 3.



21
BAMB.00060-05 92 02

7 TCIIOJIb30BAHUE REMOTE DESKTOP CLIENT C
MOJIYJIEM TIOJI/IEPYKKM TLS

[Tepen nauanom ucnosb3osanust Remote Desktop Client (RDC) coBmecTHO ¢ IporpaMMHBIM MOJLY-
sieM niojiepkku TLS kpunronposaiiepa «Banunara CSP» HeoOxomuMo 1oMecTuTh Bee Tpedyemble
cepTudUKATEI U CIUCKH 0T03BaHHbIX ceprudukaros (COC) B cucreMHOe XpaHUIUINE CePTUDUKATOR
HOJIb30BATEIS - TaK Ke, Kak 910 onucano Jyisi Microsoft Internet Explorer (IE) B nompasmede 4.

Ha cospemennubix OC (OC Windows Vista u Bbimie) st ipaBuiibHOi paboTel KianenTckoro 110
He Tpebyercs 3amyckaTh nporpamMMmy TLS MoHuTOpa, Tak Kak MOMy/Ib mojaep:xkkn TLS Oymer aBro-
MATUYIECKH OMPEJIE/IATh aJITOPUTM OTKPBITOIO KJII0Ua cepTrdUKaTa cepBepa TEPMUHAJIOB WX ITLTI03a
CIy2K0 TEPMUHAJIOB U, B 3aBUCUMOCTH OT 9TOI'0 &JITOPUTMa, BHIPAOATHIBATE KJIIOUN MTU(MPOBAHUST JIJIsT
BAIMUTHI KAHAJIA.

s npauiaboit paborer kianertckoro 110 wHa OC mpegpiaymero nokosenus: (OC Windows
XP /Server 2003) HeoGXOMMMO BBITOJHUTD T€ YK€ JIEHCTBUS 110 UCHOJIB30BaHIIO IporpaMMer TLS mo-
HUTOPA, 9TO npuBejeHsl it Microsoft Internet Explorer (IE) B monpasmese 4.

HUcnosbzoBanne Remote Desktop Client (RDC) Bepcuu 6.0 mim 6ojiee HOBOil mojjiep:kuBaeT-
csl TIPU HAJIMYIUU YCTAHOBJIEHHOTO U HacTpoeHHOro makera Oezomacuoctu CredSSP. Jlannoe ycioBue
aBroMaTHIecku BoinoJasiercs st coppeMenubix OC (OC Windows Vista u Bbimie). st OC npebi-
aymiero nokosiernst (OC Windows XP) HeoOX0oauMo HaMdie yCTaHOBJIEHHOTO MakeTa OOHOBJIEHUI
3 (SP3). Takzke HeobxoaumMo HaCTpouTh Haker GezonacHocru CredSSP, BbinosHUB ciieyiomue jiefi-
crusi (6ostee mogpobHO ormcanue nakera Gesonacuoctn CredSSP mpuBeseHo B cTaThe MO CCBLIKE
http://support.microsoft.com/kb /951608 /ru):

— nobasuth cTpoky tspkg B 3Hauenme Security Packages (tuna REG MULTI SZ) wioua pe-
ecrpa HKEY LOCAL MACHINE\SYSTEM\ CurrentControlSet\ Control\ Lsa;

— nobasuth cTpoky credssp.dll B snauenue SecurityProviders (tuma REG SZ) kioua peecrpa
HKEY LOCAL_ MACHINE\SYSTEM)CurrentControlSet\ Control\Security Providers;

— BBIIIOJIHUTH Iepe3arpy3Ky.

[Mocse 3amycka RDC (mporpammvbr MSTsc.exe) Ha sxkpan 6y/ieT BbIJIAHO IJIABHOE JIMAIOIOBOE OK-
HO 1porpammbl (Pucyrok 8) . JIjisi BO3SMOXKHOCTH BBITIOJIHEHUsI PACIINPEHHO HACTPONKU HAXKMUTE
kHOTIKY «llapameTrpbrs.
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EE, MoaKnoYeHWe K ¥ AaneHHoMy pabouemy © =101 x|

Mo AR HEHME K, W O ANEHHCRN
) pabouemy ctony

OSw He |3K|:IE|HI NokankHele pECHpCbII npﬂrpaMMbII HononHu9Tens: 4 I *I

— MapareTprl BR00a

5 | BeeguTe WA Yo aneHHOMD KOMOBOTERA,

1|
K.ornetomep: IWinEEIEIEHExﬁd.vdcsp.vdata.ru j
MNonkzoEaTens: I

[Mp1 NOOEAKYEHMK HEOGROOMD U1ET YKA3STE Y4ETHRIE
AaHHEIE.

r EEISI:IELIJHTI: FMHE COXpPAHATE Y4ETHEIE 0aHHBIE

—M AParETPEI NOGEADYEHHA

CoxpaHeHHe TERYW WA NSPakETPOE NOLKADYEHHA B
‘ ROP-thakin W oTkpemie CoMpaHEHHOMD MOGEIOYEHKE,

CoxpaHiTE | COMpaHHTE KaK. .. | Otepeme... |

- n-ﬂF'amE-'TF'bll | [T oag nrMLTE I Crpaeka |

Pucynok 8 — ['/taBHoe okHO mTporpaMMbI

g BBOJIaZ MMEHHU yJIaJIEHHOI'O cepBepa TePMHUHAJIOB HCIHOJbL3YyiiTe moje BBoja «KoMmubioreps.
[Tpu HEOOXOAMMOCTH, yKAXKUTE UM IILII03a CJIy2KO TepMUHAJIOB, BBIOpaB 3akiajky «llogkiouennes
u HaxkaB KHONKY «Ilapamerpsl...». B 1mosBuBIemMcs: OkHe yCTaHOBHUTE HEPEKIIOYATEb B TOJIOKEHNIE
«Ucnonb30BaTh cliejiyomye napaMeTpbl cepBepa II3a yIaJeHHbIX PaboYrX CTOJOB» U BBEJIUTE
MMsI TILJTE03a CITy2K0 TepMmuHasioB B nose «wmst cepsepay (Pucynok 9).
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EE MNapaMeTpsl CEpBEpa WAHZA ¥ AANEHHBIX pab x|

MoarEaRHeHKE K WO ANEHHCM
< pabouemy cTony

1 ApAMET PRl NOAE NKYEHIA

ABTOMETMHECK ONPEAENATE NApAMETPbl CENEEPa WAKNEa Yo aneHHER
paA0YKy CTONOE

v Mcnonesosate caeayiowme NapaMeTpel cepEEpa Wk3a YaaneHHEIx
paA0YME CTOMN0E;

Hraa cepeepa: IIicserver.vdcsp.vdata.ru

terog sxona; IPaSDEIJJHTb QT NOAMTE STOT BEIGOR j

He HcnonesosaTe CEPBEP WNHS3 YaaneHHbl s DaﬁD'—IHH CTONOE 4.nA
OKANEHER S0peCoE

" He WCnoneS0BaTE CEpEEP WSS YlaneHHE PatouHE CTON0E

—MapareTpel BXoga
MNonkzoeaTens:  He zanaHo

[P NoAKADMEHMM K 3TOMY CEQBEPY WNMNSa WlaNeHHE!R DatouMy
CTONOE NOTPEAYETCA YKASATE YHETHRIE 4 aHHEIE.

IF HCED.I'IbSDBEITb 0K Y4ETHRIE O3HHEIE WAKDSa Yo 3NeHHER paﬁD'—IHH
CTONDE 4NnA YoaneHHoro EorNedTeps

Y7o Tak0e cEpEED WAMNSA M HYHEH M4 OH Bard,
] I OTt4eHa

Pucynok 9 — /Imasor BBOJa MMEHN MIJII03a CIIYy?KO TEPMUHAJIOB

[Tocste BBITTOIHEHNST HACTPONKU HEOOXOAMMO HaxKaTh Ha KHONKY «lIoAK/II0UNThY I OIKTIOUe-
HUs K CEPBEPY TEPMUHAJIOB.

Ecan csoiticrBo «Mcnonmb30Barh MOM yUeTHBIE JaHHBIE IILII03a VAAJEHHBIX PabOuNX CTOJIOB JIJIsI
YJIAJIEHHOT'O KOMITBIOTEPa» BKJIIOYEHO U TIOJIK/TIOYEHUE BBITOJTHIETC Yepe3 MLII03 CJIY?KO TEPMUHAJIOB,
TO y4eTHbIe JIAHHBIE T0JIb30BaTe s (MMsl MoJIb3oBaTesist u ero naposib win [TMH-kox cmapr-KapThi)
OyIyT 3alpalmBaTbCs TOJIBKO OJUH pa3. Kcm ke 9T0 ¢BOMCTBO BBIK/IIOUEHO U MOJIKII0YUEHNIE BBIIIOJI-
HAETCd depe3 I3 CIy:KO TePMUHAJIOB, TO YUeTHbIE JaHHbBIE II0JIb30BaTe/ s Oy/IyT 3allpalliBaThCs
JIBaYK/IbI - IIEPBBIN pa3 JjId MLII03a CJIYKO TePMHUHAJIOB, & BTOPOI - JI/IsT TEPMUHAJIBHOIO CepBepa.
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8 MNCIIOJIBGOBAHUE ITPOTOKOJIA KERBEROS
PKINIT C MOAVJIEM I1IOJAIEP2KKW TLS

[Iporpammusiit Moayas momaepkku TLS kpunronporaiigepa «Bammara CSP» nomiep:kuBaer
ayTeHTHMUKAINIO KJIneHToB 110 poTokosy Kerberos PKInit B Byx pekumax: JIOKAJIbHOM U yJIaJIeH-
HOM. B 1epBoM ciiyuae BBIOJIHSAETCS ayTeHTUuUKaIus HEIOCPEJICTBEHHO BO BPEMs BXO0JIa KJIUEHTA
Ha pabouyio cranmmio mian cepep depes Windows Login Screen. Bo BTopoM ciydae BBIOTHSIETCS
ayTeHTH(UKAIMS KJINEeHTa B TEPMUHAIBHOM ceccun nipu mok iodennn depe3 Remote Desktop Client
o potokosry RDP.

AyrerTudukarms KJIMeHTa BBITOJTHACTCS OJHIM U3 KOHTPOJLJIEPOB JIOMEHA Ha OCHOBAHUH 3aKPbI-
TOrO KJII0Ya KJIMEHTA U COOTBETCTBYIOIIETO eMy cepTudukara. 3aKPbITIl KJII0OY KJIUEHTA U €r0 Cep-
TuUKAT JTOKHBI HAXOIUTHCS Ha KJIFOUEBOM HOCHTeJNe Thia cMapr-Kapra (Hampumep, eToken wim
ruToken), mosromy Taxoii poriecc ayTeHTH(hUKAIINN KJIMEHTa HA3bIBAIOT «BX010M cO cMapT-KapToiis.
omotHuTE THHO, KOHS cepTrdUKaTa KJINEHTa JOJZKHA HAXOJAUThCA B CHCTEMHOM XPAHWJIUIIE JINU-
HBIX cepTU(MUKATOB T0JIb30BATES U OBbITH MPUBA3aHa K 3aKPBITOMY KJIIOUY MOCJIEJIHErO.

Kaxkpiit KonTpoJLiep [oMeHa, B KOTOPOM KJIMEHTBI UCoJib3yioT npoTokos Kerberos PKlInit jis
ayTeHTH(OUKAIINN, TAKYXKe JTOJIZKEH UMETh CepTU(UKAT ¢ COOTBETCTBYIOIMIUM €My U IPUBSI3aHHBIM K
HEMY 3aKPBITBIM KJIIOYOM, PACIIOJIOKEHHBI B CHUCTEMHOM XPAHUJINIIE JTUIHBIX CEPTU(MOUKATOB JIO-
KaJIbHOTO KOMIIbIoTepa. [Ipr 3ToOM K KOHTPOJIIEPY JOMEHA PeTbABIAIOTCS CJIEyIONTIe TPeOOBAHIS:

— ¥ 3aKpBITOrO KJt04a cepTudUKaTa KOHTPOJIIepa JOMEHa J0JIZKEeH OTCYTCTBOBATH [APOJIb U /Ui
[INH-xo;

— npu ucnoab3oBannu buonornaeckoro JICY (i mo6oro apyroro JICH, tpebyroriero otobpa-
KeHus rpadudeckoro naTepdeiica Ipu NHATUATU3AINE ) TOCIEIHII JOZKEeH ObITh IPOUHUIHATI3H-
poOBaH Iepej] TeM, KaK KJIMEHTbl HAUHYT MOIBITKH BXOJa CO CMapT-KapToii;

— HOCHUTEJIb C 3aKPbLITBIM KJ/IIOYOM KOHTPOJLJIEPpa JOMeHa JOJIZKEeH OBITD CMOHTHUPOBaH IIepes TeM,
KaK KJIMEHTBI HAYHYT IIOIIBITKU BXOJ/a CO CMapT—KapTOﬁ.

Ha pabouux craniusx KJIMEHTOB, HA TEPMUHAJIBHBIX cepBepax U Ha IILII03aX TeEPMUHAILHBIX Cep-
BEPOB, & TaKKe Ha KOHTPOJLIEPAX JIOMEHA, B KOTOPOM KJIMEHTBI HCIOJIB3YIOT 1mpoToko Kerberos
PKInit jys ayrenrudukanuu, m0/KHO ObITH ycTanosaeHo 110 momuepRku (jgpaiiBepsl yCcTpOcTB
1 GUOIMOTEKN) UCIIOIb3yeMbIX KJIIOUeBbIX HOCHUTEJEHl THIIa CMapT-KapTa, a TaKyKe GHOIMOTeKN Moji-
JIEPKKH COOTBETCTBYIOIINX KJIIOYEBBIX HOocuTe el n3 cocraBa «Bammara CSP».

B navaste BoImosinenus mporecca ayTeHTuUKAIMN KIneHTa makeT desonacHoctu Kerberos mocwr-
JaeT B ciyxk0y pactpocrpanenus kioueil (Key Distribution Center, KDC), maxopsimiyrocs: Ha KOH-
TpoJLIEpe JIOMEHa, epBOHAaYA/IbHBIH 3anpoc Ha ayrenTudurkanmio KRB AS REQ. /lanusrit 3amnpoc
cofepxut Vms yaacrauka-mosb3osaresst (User Principal Name, UPN) kimenTa, MeTky BpeMeHHU n
ux JII, BbrYmc/IeHHyI0 Ha 3aKPLITOM KJIIOUYE KJIMEHTa, a Takxke ceprudukar kiaunerta. [Ipu momy-
genun 3anpoca kKouTposiep jgomena (KDC) mposepsier DI1 sampoca u nojyimHHOCTH ceprudukaTa
kiauenta. [locse ycmernaoro nposejierus nposepok KDC momrorasiusaer orBer KRB AS REP,
cojiepzKaIuii 3ammndpPOBaAHHbIN CECCUOHHBIHN K04 KJneHTa i ooMena ganubiMu ¢ KDC, u 6uter
(Ticket Granting Ticket, TGT). IlockosibKy ceccnoHHBINH K04 3anudpoBaH Ha OTKPBITHI K0T
u3 cepTuduKaTa KJIMEHTA, TOJbKO KJIMEHT MOYXKET ero paciimdpoBaTh ¢ TOMOIIBIO CBOEIO 3aKPHITOTO
KJTIOYA.

Jl1s1 BOSMO2KHOCTU BBITIOJIHEHUS HavdaJIbHON ayTenTudukanuu mo nporokosy Kerberos PKlnit
cepruduKaT KIMEHTa JOJZKEH YIOBJIETBOPSTEH CJIEIYIOMUM YCIOBUAM (6oJsiee 1oIpobHO TpeboBa-
HUsl K cepruduKaTaM KJIMEHTOB OIUCAHbI B CTarbe 110 CCblike http://technet.microsoft.com/ru-
ru/library/ff404293(WS.10).aspx):
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— B cepruduKaTe KJIMEHTA JIOJKHA ObITh yKa3aHa (hbyHKIIMOHUPYIOIIAs TOYKA PACIIPOCTPAHEHUST

COC (CRL Distribution Point);

— B cepruduUKaTe KJIMEHTa JO0JZKHO OBITh YKa3aHO Pa3peléHHoe UCIIOIb30BAHIE 3aKPhITOTO KJIIO-
va (Key Usage) mst Bomosaernst D11 u mmdposannst;

— B ceprudukare kjaueHTa 6a3oBble orpanndenusi (Basic Constraints) He J0JKHBI cOjepKaTh
npusHak ceprudurara [{C, u orpannvenune Ha JJIMHY MyTH J0JKHO OTCYTCTBOBATD;

— B cepruduKaTe KJINEHTa paclimperHoe ucnosb3oBanne Kioda (Extended Key Usage) momkno
cogepxarh OID Ilposepku nogmmurocTH KianenTa (1.3.6.1.5.5.7.3.2) u OID Bxoga co cmapr-kaproit
(1.3.6.1.4.1.311.20.2.2);

— B ceprudukaTe KJIHEHTa B aTbTePHATHBHOM HMMeHH cyObekTta (Subject Alternative Name)
JIOJIZKHO TpucyTerBoBarh Vwmsi yuactHuka-moss3oBarens (Hanpumep UPN=userl@contoso.com).
Umst yuacTHEKA-TIO/Ib30BaTe s nMeeT (opMar ajpeca 3aekrponnoii mourel (RFC 822) u cocrout
13 UMEHU I10JIb30BaTe s U moiHoro uMenu jomena Microsoft Active Directory;

— B ceprudukare KianenTta uMs cyobekra (Subject Name) 10/KHO COOTBETCTBOBATH NUMEHN KOH-

reiinepa kjmenta B Microsoft Active Directory (mampumep, CN=Userl, CN=Users, DC=Contoso,
DC=COM);

— ceprudukar [[C, Ha kKoropoMm OBLT BINMyIIEeH cepTudUKAT KJINEHTa, JOJKEH TPUCYTCTBOBATD
B Microsoft Active Directory B xpanuiuine NTAuth u B tokanbabix Kormsax xpanuuima NTAuth wa
KoHTpoJLIepax jgomena. /lobasurs ceprucdukar B xpanumiuiie NTAuth moxuo ciemyronum obpazom
(6ostee mogpobHO Mexanu3M 3arpysku ceprudukaroB 1{C B xpannmme NTAuth onucan mo ceplike
(Ha pycckoM sizbike) http://support.microsoft.com/kb /295663 /ru):

® HAa OJJHOM W3 KOHTPOJLJIEPOB JIOMEeHa (C IpaBaMy aJIMUHICTPATOPA JIOMEHA) BBIIOJHUTD KO-
many certutil -dspublish -f <®aiir ceprudpurara [{IC> NTAuthCA;

® Ha BCeX KOHTPOJIIepax JIOMeHa (¢ mpaBaMu aJMUHUCTPATOPA JOMEHA) BBIIOJTHUTH KOMAHLY
certutil -enterprise -addstore NTAuth <®aiin ceprucdpukara I1C>.

— Bee ceprudurarel [IC n COC, HeobXoauMbIe 1715 TOCTPOEHHS TTOJTHOM IEIOYKH CePTH(MUKATOB
KJIMEHTOB W KOHTPOJIJIEPOB JIOMEHa, JIOJI?KHBI HAXOUThCS B COOTBETCTBYIOIMINX CUCTEMHBIX XPaHUIU-
max ceprudukaros 11C (B xpanumiuiie kopHesbix cepruduraros 1C - qyst kopHeBoro ceprudukara
n COC nenouku, B XpaHUJINAIIE ITPOMEXKYTOIHBIX CePTUMUKATOB - JIJIT ITPOMEXKYTOUHBIX CEPTUQU-
karoB LIC n COC renoukn) JoKaIbHOrO KOMIbIOTEpa (CM. mojgpas/esn 3).

Jl1st BOSMO2KHOCTU BBINIOJIHEHUST HavdaJIbHON ayTenTudukanuu mo nporokosy Kerberos PKlnit
cepTudUKaT KOHTPOJIEPa JJOMEHA JTOJ2KEH YIOBIETBOPATD CJIEIYIONINM YCIOBUIM:

— B ceprudukaTe KOHTPOJLIEPA JIOMEHA JIOJIKHA OBITh yKa3aHa (OyHKIMOHUPYIOIAs TOUYKa Pac-
npocrpatenns COC (CRL Distribution Point);

— B cepruduKaTe KOHTPOJIIEPA JOMEHA JIOJ2KHO ObITH YKA3aHO DPa3penéHHOe HCIIOJIb30BaHMe
sakpeiToro kimoda (Key Usage) ast Bomosaennst 911 u mmdpoanus;

— B cepruduKaTe KOHTpoOJLIepa jJoMeHa 6asoBbie orpanndenus (Basic Constraints) He jq0/KHBI
cozep:kaTh npusHak ceprucdukara [1C, n orpanndenune Ha JIUHY IyTH JO0JKHO OTCYTCTBOBATH;

— B cepruduKaTe KOHTPOJLIEPA JIOMEHA paciIupeHHoe uciojb3oBanne Kioda (Extended Key
Usage) nomxkao comepkarb OID IIposepkn nommuauOoCTH cepBepa (1.3.6.1.5.5.7.3.1), OID IIpoepkn
nojymmHHEOCTH KimenTa (1.3.6.1.5.5.7.3.2), OID Bxona co emapr-kaproii (1.3.6.1.4.1.311.20.2.2) u OID
Ayrentudukanuu 1neHTpa pacnpeesaenns kiaodei (1.3.6.1.5.2.3.5);

— B cepruduKaTe KOHTPOJLIEPA JOMEHA B aJlbTepHATHBHOM nMeHn cyobekTa (Subject Alternative
Name) noskuo npucyrcreoBarh DNS nms nomena (nanpumep DNS=contoso.com);
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— B cepruduKaTe KOHTPOJIEPa JoMeHa uMs cyobekTa (Subject Name) mosmkHO cOOTBETCTBOBATH
DNS umenn cepsepa (rampumep, CN=dcl.contoso.com);

— Bce ceprudukarer [IC u COC, neobxoiumMble J1jisi TOCTPOEHUSI MTOJTHON MEMOYKN CePTH(MUKATOB
KJINEHTOB M KOHTPOJIJIEPOB JIOMEHA, JIOJI?KHBI HAXOIUTHCS B COOTBETCTBYIOIMINX CUCTEMHBIX XPaHUIU-
max ceprudukaros [IC (B xpanmmuine kopuaesbix ceprudukaros 1IC - s kopHeBoro ceprudukara
n COC 1enovku, B XpaHUIHUINE TPOMEKYTOUHBIX CePTUMUKATOB - JJId MPOMEXKYTOIHBIX cepTudu-
karoB [IC u COC nenovkn) JIOKaIBHOIO KOMIIbIOTEpa (CM. Tojpas/ies 3).

[Ipu ucnonpzoBanuu Touku pacupocrpanerus COC, moctynHoit o nporokosry LDAP u pacmosio-
»)keHHo# B xpanuuiie Microsoft Active Directory, K Heit 10/2KeH OBITH pa3pernieH aHOHUMHBIH JTOCTYTI
HOCPEJICTBOM BBIIIOJHEHUA CJICYIONNX JCHCTBUNR:

— HeOoOXOIMMO yCTaHOBUTH 3HadeHue arpubyrta dsHeuristics, pacmosiozkennoro B KoHTeiHEpe
CN=Directory Services, CN=Windows NT,CN=Services, CN=Configuration, 8 0000002001001. st
U3MEHEHUs 3HaYeHUs aTpudyTa MOXKHO BOCIIOJIB30BATbCs JUAJIOrN0BOI mporpaMmoii adsiedit.msc;

— HEeOOXOJIMMO Pa3pEeNIuTh aHOHUMHBIN JIOCTYI K KOHTEWHEPY TOYKHU pacCIpOCTPaHEHUs, B KO-
topoMm pacnojoker COC. DTo TakkKe MOXKHO CJIeJIaTh € ITOMOIIBIO JHAJOTOBON ITPOTPAMMBI
adsiedit.msc, paspemms JOCTYIl Ha YTeHHE K YKa3aHHOMY BbIlle KOHTeiHepy mosb3oBareao NT

AUTHORITY\AHOHMMHBII BXOI.

J171s1 BBITIOJIHEHU S JIOKAJILHOI'O BXO/Ia CO CMapT-KapToii mosb3oBare o OC mpeablayiero moKoJe-
nus (OC Windows XP /Server 2003) moctaTodHo BCTABUTH CMapT-KapTy B COOTBETCTBYIONIUIT CUM-
ThIBaTe b (Kora otobpazxkaerca Windows Login Screen). Ilpu srom OC aBromMaTndecku pacrio3HaeT
BCTABJICHHYIO CMapT-KapTy, canTaerT Haxojsmmiics Ha Heil ceprudukar (OC mpeapliynero moko-
JIEHVsI TTOJJIEPKUBAIOT TOJILKO OJIUH cepTudUKaT Ha cMapr-Kapre) u npemioxkut seectu [TMH-kox,
HEeOOXOIMMBIIT JIJIs YTeHHsI 3aKPBITOro Kioda Kianenta (Pucynok 10).

Log On to Windows

’ M
G ight &} 1985-2001 l "““

Microsoft Corporation

[ ]Log on using dial-up connection

Ik ] [ Cancel ] [Shut Du:uwn...] [Optinns <

Pucynok 10 — Beox [IMH-koma nHa OC Windows XP

JIJ1s1 BBINOJIHEHUS JIOKAJIBLHOTO BXOJa €O cMapT-Kaproil mnosb3oBaresio cospemennbix OC (OC
Windows Vista n Bblie) HEOOXOAMMO BCTaBUTH CMAPT-KApPTy B COOTBETCTBYIOMIUIT CIUTHIBATE/b 1
naxxarb Ctrl-Alt-Del (korma orobpaxkaercs Windows Login Screen). IIpu stom OC aBromarmtiecku
paclo3HaeT BCTABIEHHYIO CMapT-KapTy, CIMNTAET BCE HAXOJSIINecd Ha Hell cepTUUKATH U IPeJIo-
JKUT WX CIIHCOK Jist BbiOopa KimenTa (Pucynok 11).
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J—

MASVISTA\AgpMuHKnCTpaTop Jdpyroi nonezoearene Dumblogon SmartLogeon
Bxog co cmapT-kapTon X0 CO CMapT-KapTor

OTtmeHa

Pucynok 11 — Beibop ceprudukara va OC Windows Vista

Hasee, mocie Bbibopa TpeOyeMoro g BXoja cepTUdHUKaTa KJINEHTa, BbIIACTCS JIHAJIOr BBOJA
[TNH-koza, HEOOXOIUMOTO [JIsi ITEHUs 3aKPBITOro Kioda KinenTta (Pucynok 12).

DumbLogon
B

N0 CO CMapT-KapToi

Dumblogon@vdcsp.vdata.ru

T

CMeHWTL NoNL30EaTENA

Pucynox 12 — Beog IIH-koma na OC Windows Vista

[Tocse BBOma [TNMH-k0ma (kak Ha OC mpebIyIIero mokoseHus, Tak u Ha cospeMmenHbix OC),
BBITIOJIHSIETCs ayTenTrduKanms noab3osarens B Microsoft Active Directory.

Jlyist BBITTOJTHEHUST YJIAJIEHHOI'O BXOJ[a CO CMapT-KapToil HEOOXOJMMO HCIOJIb30BaTh Remote
Desktop Client (RDC) Bepcun 6.0 mwiu Boime. Jnsa OC upenpimymiero nokosennst (OC Windows XP)
HeO6XOJ:[I/IMO, qTO6I)I TUIIL HCHOHBByeMOﬁ CMapPT-KapThbl COOTBETCTBOBaJI HACTPOECHHOMY CHYUTBIBATEJIIO
3aKPBITOrO KJII04Ya B KOH(MUTYPAIUN 110 YMOJTIaHUO (JJIs BCeX mosib3oBaresieii). st coBpeMeHHbIX
OC (OC Windows Vista u Bblilie) JI0CTATOUHO, YTOObI TUII UCIIOIB3YyEMOl CMapT-KapThl COOTBETCTBO-
BaJI HACTPOEHHOMY CUHMTBIBATE/IIO 3aKPBITOIO KJII0UA B KOH(MDUTYPAIUN TTOJIb30BATEIS.
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[Mosnwzosarento OC npegpiayimero nokosenus (OC Windows XP) ciiejryer BcraBuTh cMapT-KapTy
B COOTBETCTBYMOIMil cunThiBaTe b u 3amycTutb RDC (mporpammy MSTsc.exe), Kak 9T0 omucaHo
B nogpasfene 7. Ilocie BBOja MMeHM yIaJeHHOTO cepBepa TePMUHAJIOB (M MMEHH ILII03a CJIy:KO
TEPMUHAJIOB, €CJH 9TO HEOOXOAMMO) W HayKaTust KHONKU «[logK/Io9nTh> Ha 9KpaH OyIeT BbLIAHO
JIIAJIOrOBOE OKHO C JIOCTYIHBIM Ha cMapT-Kapre ceprudukarom (OC mpejbliyero moKoJIeHust o1
JIEPKUBAIOT TOJBKO OjuH ceprudukar va cmapr-kapre) (Pucynok 13).

Remote Desktop Connection
A
Py =

2%

Enter wour credentials for licserver,vdcsp,vdata.ru, These
credentials will be used when wou connect to the remote

compuker,
lser name: ﬁ j J
Password: € ADMaxims -

B8 tnsert smart card. .
B tnsert smart card. .
B tnsert smart card. .
B tnsert smart card. .
B tnsert smart card. .

B tnsert smart card. . |

P Dumblogon - CCERT Ca )

Pucynok 13 — Bribop ceprudukara u ssoj [INH-kona na OC Windows XP

[Tocnie BBIOOpPaA TpebyeMoro ceprudurara neobxoaumo Bectu [IMH-kox 7151 BO3MOXKHOCTH J10-
CTYTIa K 3aKPBITOMY KJIFOUIY KJINEHTA.

[TosbzoBaremio coppemenubix OC (OC Windows Vista u Bbliiie) ciieiyer BBIIOJHATE Te XKe Jiefi-
CTBUs, YTO OIHUCAHBI BBIIIE, 38 UCKIIOYeHHEM TOTO, 9T0 coBpeMeHHbie OC Mo IepKUBAIOT HECKOTIBKO
ceprudukaToB Ha cmapr-Kapre (Pucynok 14).
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BezonacHocTe Windows 5'

BEEAWTE YYETHBIE AdHHLIE
3TH YUeTHEIE AaHHEIE By AYT MCNONEZ0EATECA NPH NOAKIHYEHHH K
licserver . wdosp, vdaka.ru,

WDCSPYSmartLogon

‘ | Apyraa ydeTHaa sanunce

——— Dumblogon
YUETHEIE AaHHEIE CHAPT-KapTEl
‘ CumblLogoni@wdcsp. wdata.ru

| PIM-kog

‘ | SmartLogon
¥4ETHBIE AAHHEIE CMAPT-KAPTEI

I- 38N0MHHUTE MOH YHETHBIE AaHHEIE

R OTMEHS

Pucynok 14 — Beibop ceprudukara u sBox [INMH-koma na OC Windows Vista

[Tocsie BBosa ITMH-koma n Haxkarust Ha kHONKY «OK» (kak ma OC mpeablayIiero moKoJIeHus,
tak n Ha coBpeMeHHbIX OC), BBINOIHIETCS TOIKIIOUEHNE K YIATEHHOMY pabovYeMy CTOJY U ayTeH-
tudukanus nosas3osaress B Microsoft Active Directory.
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9 TLS MOHUTOP

TLS MOHUTOD IIpeJIHa3Ha4YCH [IJIsd BEACHUA CIIMCKa KJIMEHTCKUX IIPpOrpaMM, HUCIIOJIb3YIONIUX MC-
KJIIOUNTEIFHO CepTU(UIMPOBAaHHYIO peaymsaruio mporokosa TLS kpumronposaiinepa «Basmmara
CSP», /s BKIIOUEHUS] U BBIKJIIOYEHNUS MCIIOJIb30BAHUS JAHHOI'O CIIMCKA, 8 TaKyKe JIJIsI BBIIOJIHEHUS
JIPYTUX HACTPOeK Moyt rnoaaepku TLS.

Crucox mporpamm, HCIOJIb3YIOMNUX HCKJIIOUATEIHHO CEPTUMUIMPOBAHHYIO PEAJIM3aIliio IPOTO-
koja TLS, HacTpanBaeTcss KaXKIbIM 0JIB30BaTE/IEM WHINBUIYAJILHO. 1[0 yMOJIIaHUIO OH COIEPIKUT
nporpaMMbl KiarerTa Internet Explorer (IExplore.exe) u Remote Desktop Client (MSTsc.exe) u st
IOJTABJIAIONIETO OOJIBIMMHCTBA OJIb30BaTe el He TOTpedyeT HUKAKON JOMOJTHATETIbHON HACTPONKY.

9.1 3anyck m Bkodyenue TLS moHmMTOpa

ITocse 3amycka TLS monuropa (mporpammer vdtls_mon.exe) na mamenan 3ajad MOSBATCS HOBBIIT
snadok (Pucynok 15).

F o

Wﬁgﬂ O T@W 523

Pucynok 15 — 3navuok TLS monnTopa Ha nanenm 3a1ad

TLS MoHHTOP IHOC/IE 3AIlyCKa BCErIa OKA3bIBAETCS B BBIKJIIOUEHHOM COCTOSIHUM, YTO 0003HAYAETCS
KPACHBIM KPECTOM, IIePeUEPKUBAIONINM 3HAYOK. Ec/m moaBecTn K HeMy KypCOp «MBIIIN», TOSBUTCS
BCILTBIBaIONIas mojckaska (Pucymnok 16).

Walidata TLS MOHMTOP BRIKAHYEH
Rl [ =) b 16:29

L=

Pucynok 16 — Benmsisaromast mojgckaska TLS moruTOpa

Ecin naxars na 3uadok TLS mMonuTopa mpaBoil KHONKON «MBIIIN», TO HOABUTCA KOHTEKCTHOE
menio (Pucynok 17).

BEKNMOUYHTE
KoHHrypatHa. ..

Brixog

O Nporpaste, ..

Pucynok 17 — Konrekcrrnoe menio TLS monuTopa

Yrobel BrIOUNTH TLS BBIGEpUTE TyHKT MEHIO «BKIOUYNTB» (MM IPOCTO JIBAYKJIBI MIEJIKHUATE
«MbImibio» Ha 3Hauke TLS monwmropa). Kpacublii kpecTuk Ha 3Hauke MoHHTOpa ncuesner (Pucy-

HOK 18).
Yalidata TLS MOHMTOP BENHIHEH
bl @) 16:36

Pucynok 18 — TLS monutop BK/IIOUEH




31
BAMB.00060-05 92 02

Yrob6w!r BeIKIIOYUTL TLS MOHUTOD BBIOEpHUTE B KOHTEKCTHOM MEHIO MYHKT «BBIK/IIOYUTHY mIn
JIBaK/IbI MIEJIKHATE «MBIITBI0» Ha 3HaUKe BKII0UEHHOrO TLS MoHUTODA.

Yro6er mocmoTpers nadopmanuio o Bepenn TLS monuropa (Pucynok 19), Beibeprure B KOHTEKCT-
HOM MeHIO IyHKT «O mporpaMmme ...».

x
Banuoara C5F TLS rMoHWTOR.
w Bepeun 4.0.266.5

Copyright 2 alidata. 2008-2011

Pucynok 19 — Nudopmanus o Bepcun TLS monutopa

s 3apepmrennst paborsel TLS MoHUTOpa BHIOEPHUTE B KOHTEKCTHOM MEHIO IMYHKT «BbIXOm».

9.2 Kondurypanus TLS moruTopa

st Toro, aTobwr 3amyctuth kKouduryparuio TLS mMonutopa, BhiOepuTe B KOHTEKCTHOM MEHIO
nyskT «Koudurypanus ...» (Pucynok 20).

Kondwrypauma TLS

HMenonezoeate TLS AnA Nporparded M3 cridcka:

|E #plore. exe HofaguTE
MST zc.exe

Hpanire

W zteHTE

il

[T Tpetoeare GesonacHoe nepenogknodeHue no FFC 5746

—HacTpofikK K AMEHTCEME MPMAOHEHKI

¥ [OfasarensHn cTROMTE LENOYKY ANA CEpTHEMEATS CEpESpa
¥ [OfazarenbHD NPOEEPATE HA OTSLIE LENOYKH ANA CERTHERHEATS CEpESpa

¥ TMouck ceprugukaros npormesyrourer LG 1 COC & Toukax pacnpocTpaHeHHa

] OTreHa

Pucynok 20 — JInasior kouduryparun TLS

Y1006b! 100ABUTH HOBBIH UCIIOTHSIEMbIH MOJLYJIb KJIMEHTCKOM MPOTrPaMMbI, KOTOPbBI HUCIOJIH3YET
cepTrbUIIPOBaHAYIO peann3aiuio mporokosa TLS, HaxkMuTe KHONKY «/l06aBUTH» U B CTAHIAPTHOM
JIIaJIore OTKPBITUA (ailjia BbIOepuTe TPeOYeMbIil MOTYJIb.

YT00BI yIaIUTh 3JEMEHT CIHCKA, BBIJIEJUTE €r0, HaKMUTE KHOIKY «YJIAJIUThby W IMOJTBEPIUTE
cBoé pererne (Pucynox 21).

Y1006bI 3aMEHUTH OJINH MOJY/Ib JIPYTUM, BbIOEPUTE MOJY/Ib B CIUCKE, HAXKMUTE KHOIKY «/3Me-
HUTH» U B CTAHJAPTHOM JIMAJIOTe OTKPLITHA (Dailjia BRIOEPUTE HOBBIM MCIIOHAEMBIH MOTY/Ib.

Bru1r MoxkeTe TakzKe OTpeIaKTHPOBATD MMl UCIIOJTHIAECMOTO MOJLYJ/Isi BPYYHYIO - JIJId 9TOI'O BhIOEpUTE
MOJLYJIb B CIIUCKe U €IE pa3 HAKMUTe Ha Hero «Mbliibio» (Pucynok 22).
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Banwnara CSP 5'

OTHEHS |

Pucynok 21 — IloaTBep:Kjienne yaaJieHus 3JIEMEHTa CIUCKA

KoHdurypauma TLS

Wecnonezosare TLS ona nporpardr 14s crivce.a:

|Explore. exe HofaeuTe
MSTac ene

Hpanire

W ztdeHTE

il

[T Tpetosare GezonacHos nepenoakoyeHve no FFC 5746

—HacTpolkK K AMEHTCE MY MpHNOHEHH

[T OfasarentHD CTROMTE LENOYKY ANA CERTHPHEATS CEpESPa
[T | DfazareibHD MpOEERATE Ha OTERIE LENDUEH LA CERTHEHEATS CEpEepa

™| Maovek cepmueukaros npomverumouHer WE 1 COC & Tovkay pacipocTRaHEHHA

[mF I OTreHa

Pucynok 22 — Py4noe pejakTupoBaHue 3JIeMEHTA CIIACKA

3aKOHYNB peJaKTUPOBaHUE, HaXKMuTe KjaBuiry «Enters.

Kpome pemakTupoBanust crmcka UCIOHsIEeMbIX Mojyseit, TLS MoHUTOD O3BOJISIET BBIIOJIHUTH
cJIe Iy oIne HaCTPOHKY MOLyJist ojiepxkku TLS (171 ux BoimostHeHnst TpebyoTest IpaBa JTOKATBHOIO
AJIMUHUCTPATODPA, JJIsl BCTYIUIEHUST X B CHITy TpeOyeTCs mepe3arpysKa):

— TpeboBaTh GezommacHoe nepemnojkodenne 1o RFC 5746 - mannast ommus MOXKeT OBbITh HACTPO-
eHa KakK JIJIs CEPBEPHONl CTOPOHBI, TaK U Jjisd KJAneHTcKoi. Ecin mannas omrus BKJIIOYEHA, TO BCe
HepernoKIoUeHus 1o co3aannio HoBoit TLS ceccun, BuInosIHSAIONINECS B KOHTEKCTE YK€ CYIIECTBYIO-
et TLS ceccun, 6yayT BrIOUaTh B cebst Kpurntorpadutiecku cesabiBatoniue TLS pacmmpenus. [pu
9TOM, eCJIH 110 KaKOH-TO mpuvnHe Kpunrorpadudaeckn cBs3biBatomme TLS pacmupennst OTCy TCTBYIOT,
TO TIePeIoIK/II0YeHre Oy1eT HEBO3MOXKHO;

— WTHOPHUPOBATH CIHUCOK BiajesbiieB ceprudukaroB LIC - qannas omrus MoxkeT OBITh HACTPOEHA
KaK JIJIsi CepBEPHOil CTOPOHBI, TaK M I KaueHTcKoil. [Ilpu ayrentudukanum KjineHTa Ha OCHOBAHUU
ero ceprudukaTa cepBep MochblLIaeT CIUCOK UMeH Biajenbies ceprudukaros [C (cnmcok nmen uzja-
TeJieil), KOTOpbIe pa3pelieHbl B KauecTBe u3jaresieil ceprudukaToB KaneHToB. Kiment xe, co cBoeit
CTOPOHBI, TTPOBEPSIET HAJIMYNE UMEHU U3JaTresis cepTudukaTa cepBepa B 9ToM criucke. Ecin qannas
OIS BKJIIOYEHA, TO OTPUIATEILHBIN Pe3y/IbTaT MOUCKA MMEHU W3J/iaTesid cepTudukara B CIHICKe
UMeH u3jiaresieit Oyaer npournopuposat. [lo ymomdanuio oTpunaTe/ibHbIi Pe3y/abTaT MOUCKa UMEHH
uzjiare/isi cepTuuKkaTa B CIIUCKe UMEH U3JaTesIeil IPUBOIUT K OIMOOYHOMY 3aBEPIIEHUIO ITPOIE/LY Pl
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ayTeHTU(OUKAINN;

— WTCHOPHUPOBATH HpeyIpexienust ooMena B mporokose TLS - nannas oniust MOXKeT OBITH Ha-
CTPOEHA KaK JIJIsi CEPBEPHON CTOPOHBI, TaK ¥ JIjIs KJIMEHTCKO. Ec/u Jannast omius BKJIIOUYEHA, TO BCE
npenynpexkjerns oomerna B mporokosie TLS (TLS Alerts) 6yqyt npouraopuposansl. [lo ymoraanmio
OJTy IeHue TTPeJTyIpesK/IeHnsi oOMeHa B mpoTokosie TLS mpuBonT K ommboIHOMY 3aBEPITIEHIIO 3TOTO
obmMeHa;

— 00dA3aTe/IbHO CTPOUTH TENOYKY JIJIsd cepTuduKaTa cepBepa - JlaHHAs OIS MOYKET ObITh Ha-
CTpOEHa TOJILKO JIJI KJIUEHTCKON CTOPOHBI. Ec/in JanHas onnusd BKJIIOYEHA, TO IMOCTPOEHUE U IIPO-
BEepKa IENOYKN cepTudukaTa cepsepa OyIeT BBIIOJHATHCS 0€3yCJIOBHO, HE3aBUCUMO OT IOBEJICHUS
KJIMEHTCKOTO IPUJIOXKeHusI. B 3ToM citydae, rpu ommubKe MOCTPOEHUsT WU IIPOBEPKHU HEOYKH CePTH-
dukaTa cepBepa, 3aIMUIEHHBIN KaHaJ CBI3U MEXKy KJINEHTOM U CEPBEPOM yCTAHOBJIEH HE OyJIeT;

— 065{3aTe.ano IIPOBEPATDH Ha OT3BIB IIEIIOYKHU CepTI/ICbI/IKaTa cepBepa - JaHHad OIIIUA MO2KET 6bITI)
HaCTpOGHa TOJIBKO JJIA KJINEHTCKOM CTOpOHbI. ECJII/I JaHHad OIIIMA BK.HIOqua, TO HpOBepKa HOCTpO—
E€HHO TENOYKN cepTuduKaTa cepBepa Ha OT3bIB OYJET BBIMOJTHATHCA O€3YCJIOBHO, HE3ABUCUMO OT
MOBEJIEHNs KJIMEHTCKOT'O MPUJIoKeHus. B aToMm ciydae, mpu omuOKe MPOBEPKHU IEHOYKH CepTUudu-
KaTa cepBepa Ha OT3bIB, SaHI,I/IIHeHHbeI KaHaJl CBA3U MEZKJTY K/IIMEeHTOM M CepBEpOM YCTaHOBJIeH HE
Oyner;

— mnouck cepruduraTon npome:kyTouHbx [IC u COC B Toukax pacipocTpaHeHns - JJaHHas OIINs
MOXKeT OBITh HACTPOEHA TOJIbKO JIJIsi KJIMEHTCKOM CTOPOHBI. Ec/n maHHast ONIus BKJIFOUEHA, TO IPU
[IOCTPOEHUN TIETIOYKH cepTudukara cepsepa OyjeT pa3perieHa 3arpy3Ka HeoOX0IMMbIX CePTH(OUKATOB
npomexkyTounbix [[C u COC 1o cetun m3 ux TOYEK paCHpOCTpaHEHUsI, HE3ABUCUMO OT IOBEICHUS
KJIMEHTCKOTO TTPUJIOKEHUSI.

— wurHopupoBarh Oe3zomnacHoe nepenojkiiodenne mo RFC 5746 - manHas omnmus MoXKeT ObITH Ha-
CTpOEHa TOJIKO JIJIs CepBEPHOil cToponbl. Ecim anHas Onius BK/IIOYEHA, TO cepBep OyjeT UrHopu-
poBaThb Bce Kpurnrorpaduueckn cassbiBatornme TLS pacimmpenus, mocbliaeMble KaneHTOM. Takum
00pa3oM, BKJIIOUEHHE JIAHHON Ooniuu OJIOKUPYET BO3MOYKHOCTH O€30IIaCHOIO TEPEIOIKTI0UCHIS.

st Toro, 4ToObI BHECEHHBIE M3MEHEHUsI BCTYIIMIA B CUJTY, HaxKMuTe KHONKY «OKy.
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Jlucr perucrpaliin U3MeHeHUi
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