00O «BAJIMIOATA»

YTBEPXKIIEH
BAMB.00060-06-J1Y

CPEJICTBO KPUIITOTPA®UYECKOM 3AIIUTHI UHOOPMAIIUU
«BAJIMOATA CSP» BEPCHUA 6

Omnucanue npuMeHeHUs

BAMBE.00060-06 31 01

2020



2
BAMB.00060-06 31 01
AHHOTAIIUA

,HaHHbIﬁ OOKYMEHT COOEP2XKUT CBEOEeHUudA MOJid IIPHMMEHEHHd IIPOrpaMMHOIO0 KOM-

rnnekca (ITK) BAMB.00060-06 «CpepnctBo KpuntorpaduiecKou 3allluThl mHMOpMa-
uuu «Banupmata CSP» Bepcusa 6» (ganee mo tekcty — CK3U «Banupmata CSP»).



3
BAMBE.00060-06 31 01

CogepxkaHue
1 BBITIOJTHAEMBIE ®YHKIIUHA 4
2 3AIMHATA JAHHBIX C IIOMOIIbIO KPUITTOTPA®UIECKUX ITPEOB-
PA3OBAHUU 6
3 KIIIOYEBAA HH®OPMAIIUA 10
3.1 Tumbl paboumxX KITIOUEHM . . . . . v v v v v i et et e e e e e e e e e e 10
3.1.1 OOUHAPHBIE KITIOUHM . . « v« v v v v v et e et e e e e e e e e e e e 10
3.1.2 HeomUHAPHBIE KITIOUM . . . . ¢ v v v v v e et e e e e e e e e e e e e 11
3.1.3 CnyKeOHBIE KITIOUM . . . . « v v v v v v et e et et e e e e e e e e 12
3.2 CpoOKU OeUCTBUS KIIOYEU U CEPTUPUKATOB . . . . . v v v v v v v v e e oo 12
4 CUYMUTBIBATEJIU KJIIOYEH 15
5 OATYUKHU CIIYUYAMHBIX YUCEJI 16
6 ITPOIPAMMHBIM MOOYJIb IOOOEPKKH TLS 17
6.1 Cpema QyHKIIMOHHPOBAHUS IIPOTPAMMHOIO MOOAYIST . . . . . « v v o . . . . 17
6.2 OnucaHve MexaHH3Ma IIOCTPOEHUS LIeI0YEeK
ceptudukatoB B OC Windows ¢ momgyneMm nogmepxkku TLS . . . ... ... 17
6.2.1 OOILIHE MOJMOKEHMS . . « + « v v v v e v et e e e e e e e e e e e e 17
6.2.2 TIpoBepKa TEKYILIETO CTATYCA . - « « « « v v v v v e e e e e e e e e e e 18
6.2.3 Xpauunuia ceptudukatoBu CAC . . . . . . . . ... .. .. ... .. 18
6.2.4 OmnucaHue aaropuTrMa IIOCTPOEHUS LEHIOYeK . . . . . . . . . . . . . . 19
6.2.5 KomIMPOBAHUE OOBEKTOB . . « . v v v v v o v e e e e e et e e e e e e 21

INEPEYEHDb COKPAIIIEHUM 22



4
BAMBE.00060-06 31 01

1 BbBIIIOJIHAEMDBIE ®YHKIIUHA

CK3HU «Banupata CSP» BKJO4aerT:
— Kpunrorpadguyeckuu IpoBaugep;
— IIpOrpaMMHBIM MOAYJIb nogaepkku TLS;

— mporpaMMHBIN Moaynb «['paduyeckuit Uutepdeiic [Tonv3oBaTtenss CepBUCOB»
(manee — ITM T'UIIC);

— YTUIIUTY 3arpy3KHu VMHUIIMAJIN3alluOHHOM IIOCJIeO0BaTEIbHOCTH OaT4yHKa CIIy-
YalHBIX YHCEeIl Q)YHKHI/IOHaTIbHOFO KIJIIFOYEBOT'O HOCUTETIA.

Kpunrtonposatimep CK3U «Banupgata CSP» obecrieunBaeT BHIIIOTHEHUE CJIEAYIO-
VX HU3KOYPOBHEBBIX KPUNITOrpadudeCKUX (PyHKIIUNW, COOTBETCTBYIOIINX UHTEPdhEN-
cy Microsoft Windows Cryptographic Service Provider (CSP), B COOTBETCTBUH C I'O-
CyOoapCTBEHHBIMU CTaHOapTaMu, IpuBeOeHHbBIME B foKyMeHTe BAMBE.00060-06 30 01
«CK3U «Banupgata CSP» Bepcus 6. QopMynsap»:

— co3[aHue KJIIo4uel 3JIeKTpoHHOU nognucu (J11) u BeIYMCIeHNEe KITI0Uel IpoBep-
KU II1 (mns knoden 11 gmuHoun 256 1 512 6uT);

— co3gaHue u npoBepka III;
— BBIMIOJIHEHUE 3aPOBaHMUs U paciinGppoBaHus JaHHBIX;
— BBIpabOOTKa UMUTOBCTABKU NaHHBIX;

— BBIYHCJIEHHE KJII04Ya ITapHou cBaA3u [Iuddu-XennmaHa C UCIOIb30BaHUEM IIap
3aKPBITHIX U OTKPHBITHIX KJTIOYEU;

— BBIYMCJIEHUE X3MI-QYHKINY OJaHHBIX (/15 X3II-3HaYeHUM IInHOM 256 u 512 6uT);
— BbIpabOTKa CJIy4alHOTO0 YUCJjla 3aJJaHHOU OJIUHHI.

IlpumeuaHue — B cayuyae Koz20a 8 cepmugukame Karuya npogepku I paspeuwe-
HO ucnosab3osaHue kKawda OI1 oaa wugposaHusn («Coz2aacosaHue Kawuyeu»), KAu
3I1 sisa51€emca makaxce 3adKpblmbiM KAOYOM WUGPOBAHUS, a KA0o4 nposepku II1 —
OMKpPbIMbIM KAYOM WuUdposaHus.

[IporpamMmHBIM Moaysb nopgmepxkku TLS kpuntomnposBavifepa CK3UW «Banupmarta
CSP» obecriedynBa€eT BLITIOJTHEHUE CIEAYIOMNX QYHKINH ITOOAePKKY ITpoToKosa TLS:

— CO3[aHUe 3alllUIIEHHOTO KaHasa CBI3HU (C o0ecrieueHreM KOHTPOJIS LIEJIOCTHO-
CTU IlepefaBaeMoU MH(pOPMaIUK) MeKAY CEPBEPOM U KJIMEHTOM C HCIIOJIb30BaHUEM
mmppoBaHus nHopMaluu aas nporokosna TLS 1.0;

— CcO3[aHMue 3alIUIEHHOT0 KaHajla CBsA3U (Cc o0ecriedeHreM KOHTPOJIS 11eJI0CTHO-
CTU NepefaBaeMol MHGOPMAILUK) MeXKOy CEPBEPOM U KJIMEHTOM C MCIOIb30BaHUEM
mudpoBaHusa nHGOPMALMU OJis ITpoTokona TLS 1.2;

— ayTeHTU(}UKAIMS cepBepa KJIIMEHTOM IIOCPEeACTBOM BEIYMCJIEHUS KII04Ya IapHOU
cBsi3u 110 crioco0y [udodu-XennmaHa ¢ UCIOTb30BaHUEM Tap 3aKPHITHIX ¥ OTKPBITHIX
KJIIOYeu;

— ayTeHTU(}UKAIUS KITMEeHTa CEPBEPOM MOCPEACTBOM BhluucieHus III;
— BBIYHCJIEHHE PaCIIHPEHHOT0 MacTep-ceKpeTa oy nmpoTtokona TLS 1.2;
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— BLINTOJIHEHHE 0e30macHOoTo IIEepeIrnogKIII0YeHUd;

— obecrieyeHUsT HaYaIbHOU ayTeHTU(PUKAIIUU KITMEeHTa B foMeHe Microsoft Active
Directory mo nportokoiny Kerberos PKInit mocpenctBom Beiuuciaenus II1.

I[IM T'UIIC mpemHa3Ha4dYeH [OJis BbIBOJAa Ha SKPaH HEKOTOPBIX AUAJIOTOBLIX OKOH
CK3H «Banupgata CSP» oT mpolieccoB, 3anyIleHHbIX KaK cepBUcC (cinyxkba) c mpaBa-
MU CUCTEMHOM y4E€THOM 3anucu. HeobxogumocTs ucnonb3oBanus [10 IT'MTIC 8 CK3U
«BanupgaTta CSP» Bri3BaHa TeM, 4TO B omnepalmonHou cucteme (OC) Windows 10 BEI-
BOJ, [HUaJIOTOBHIX OKOH CEPBUCOB (CNTyK0) HaANIpsAMYI0 HEBO3MOXKEH.

Hactporika wu wucnonb3oBanue IIM THIIC onumcadnbel B OOKyYMEHTE
BAMB.00060-06 95 01 «CK3M «Bamnupmata CSP» Bepcus 6. PykKoBOOCTBO agMu-
HHCTpaTopa».

YTunura 3arpy3ku WHUIIMAIU3AIMOHHON II0CJIefOBAaTEIFHOCTU OaTYHWKa Cllydau-
HBIX yucen (JCY) dyHKuUMOHanbHOTO KitodyeBoro Hocurens (PKH) nmpepocraBniseT
IIOJIb30BaTEJII0 BO3MOXKHOCTh UHUIIManu3anuu nporpaMmmMmuoro [ICHY ®KH «BanupgaTta
vdToken» u ®KH «Banupgarta vdToken» Bepcus 2.0.

[ToogpoOHee paboTa C YyTUIUTON 3arpy3KU WHUIHATU3AIMOHHOMN IT0CJIeIOBaTEb-
Hoctu [ICH ®KH onucana B gokymeHTe BAMBE.00060-06 95 01 «CK3U «Banupata
CSP» Bepcusa 6. PykKoBonCcTBO agMUHUCTPATOPa».
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2 3AHNIUATA JAHHDBIX C IIOMOIIIBbIO
KPUIITOTPA®UUYECKHUX [IPEOBPA30BAHUUA

3ammTa JaHHBIX C IIOMOINBI0 KPUIITOrpadruyecKux npeodOpa3oBaHUM — OOHO M3
BO3MOXKHBIX CPELICTB, IPUMEHAEMEIX IJid oOecrneueHns: 6€30IaCHOCTU UHOPMaLUH.
[IpuMeHeHUEe KpUnTorpaduu mo3BossieT 00eCIeYyuTs HafEKHYIO 3allIUTy JaHHBIX IIPU
YCJIOBUY COXpaHEHUs B TalHe KJIlo4Ya KpUITorpaduueckoro npeodpa3oBaHus.

g sddeKTUBHOrO pelleHus NpPoO0JieMbl 3alluThl HH(OpMaIUU HEeOOXOOUMO
IIpUMEeHEeHUe LeJIoT0 KOMIIJIEKCa Mep, KOTOPBIM BK/II0UaeT B ce0s1 opraHU3allMOHHO-
TEXHUYEeCKNe U aJIMUHUCTPATUBHBIE MEPOIPHUATHUS, CBsI3aHHBIE C 00ecredYeHUEM
NIPaBUIbHOCTY (QYHKIIMOHUPOBAHUS TEXHUYECKUX CPEeACTB 00pabOTKM M mIepenadu
nHGoOpMalluy, a TakKyKe YCTaHOBJIEHUWE IIpaBUJI [Jis 00CIyzKHMBAIOIEro IlepCcoHasa,
OOMYILIeHHOT 0 K paboTe ¢ nHpopMaIme orpaHuYeHHOT0 OOCTYyIIa.

OCHOBHBIMU KOMIIOHEHTAMU KPUIITOTPadUUIECKOM 3aIIUTHL SIBIISIIOTCS:

— HaHHBIE — 3alluIaeMas nHpopMaIus (TeKCT, BUugeon3oOpaxkeHue U T.[O.) Ipe-
CTaBISIETCS B BUOe OMHAPHOM ITOCJIeIOBaTEJIbHOCTH ([ajiee — MaHHBIE UM COO0OIIe-
HHeE);

— Kpuntorpadudeckoe npeodpasoBaHue — MOI KpUITOrpadudeckum mpeodpas3o-
BaHHEM IIOHUMAIOT IIpeoOpa30oBaHue JaHHBIX ITPY ITOMOIIY aJITOPUTMa ITU(POBaHUSI,
BHIPAOOTKH 3JIEKTPOHHOM MOMAIMNCH HJIH BEIPAOOTKY MMHUTOBCTAaBKH. MOXKHO CUHTATh,
YTO XapakKTep Kpunrorpadpuiyeckoro mpeodbpa3oBaHUs U3BECTEH BCEM, HO B TO XKe
BpeMsi, He 3Has KJTI04a, C IIOMOIIbI0 KOTOPOTO OJIb30BaTeieM OBIIIO BEIIIOJTHEHO IIpe-
oOpa3oBaHue MaHHBIX, IPAKTUYECKH HEBO3MOXKHO BOCCTAHOBUTH COMlepPzKaHUE CO00-
IIeHWs WJIN TMOOeNaTh 3JIEKTPOHHYIO IMOANKUCH/UMUTOBCTABKY, T.K. 3TO TPeOyeT BEI-
IIOJIHEHHUS 3a KOPOTKOe BpeMs (IToKa ele HHPopMalusa uMeeT 3HAUYUMYI0 [IeHHOCTD)
HEOCYIIeCTBUMOTO 00beMa BLIYMCIIUTEIbHOM Pab0oTh Ha CAMbIX COBpeMEHHEIX DBM;

— KJII0Y (KJII0Y CBSI3U) — KOHKPETHOE 3HaYeHNe HEKOTOPHIX TapaMeTPOB aJirOPUT-
Ma Kpurrorpagruieckoro npeobpa3oBaHus JaHHLIX, KOTOPOe XPaHUTCS B ceKpeTe. B
CK3U «Banupgata CSP» Kmto4 npeacTaBasieT coboi OMHapHYIO IOCIeq0BaTeIbHOCTD
OJIMHEBL 256 unu 512 O6uT.

CK3H «Banupgata CSP» peanusyeT cienyiolue Kpunrorpaduieckue npeobpaso-
BaHUS:

— mm@ppoBaHUe JaHHBIX, KOTOPOe IIPOU3BOOUTCS C II€/IbI0 CKPLITh COepPKaHue CO-
obureHus. 3amudpoBaHHOE COOOINEHNE ITEPEBOUTCS B OTKPBLITOE COOOIIEeHHNEe C II0-
MOIIIbI0 COOTBETCTBYIOIIET0 KJTI04Ya (KJIl04a pacIIn@poBaHUA);

— MMMTO3allluTa HOaHHBIX, oOecmeduBalolllasi HafgeXXHOe YyCTaHOBJIeHUEe (haKTOB
CIy4aWHOT'O UJIU IpedHaMepPeHHOr 0 UCKaXKeHus nHpopMalluu B IIPOIlecce e€ XxpaHe-
HUS WU Ilepefayu 1o KaHajlaM CBSI3U;

— 9JIeKTpoHHas mnopnuchk (III), momTBepzKmalolllas aBTOPCTBO M I€JIOCTHOCTD
9JIEKTPOHHELIX MaHHBIX.
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IIIndpoBaHue JaHHBIX U BHIPA0OOTKAa HMHTOBCTABKH

TepMmun «mmdpoBaHue» 00beOUHSET B ce0e ABa IIpoliecca: 3amunpoBaHue U pac-
mudpoBaHue UHGPOPMAIIUH.

HcxomHBIMU OaHHBIMHM B ITpollecce 3amm@poBaHUs SIBISIETCS COOOIIeHUe, a pe-
3yJIbTUPYIOIIUMHU — 3alm¢poBaHHOe coobiieHre. B npoiecce pacimudpoBaHus oHU
MEHSIOTCS MEeCTaMHU: UCXOOHHBIMU JaHHBIMU SIBISIETCS 3alIndpPOBaHHOE COOOIIeHNE,
a pe3ynbTUPYIOIIMMHU — paciin@poBaHHOe (MCXOOHOE) COOOIIeHNeE.

Ecnu 3ammdppoBarne u pacmu@poBaHue OCYIIECTBISIOTCS C UCIIOJIb30BaHUEM OfI-
HOTO ¥ TOTO K€ KJIIo4a, TO TaKO¥ aJIrOpUTM KpUNTorpadmyeckoro npeodbpasoBaHUs
Ha3bIBaeTCSA CUMMETPUYHEIM, B IPOTUBHOM CJIydae — aCUMMETPUYHBIM.

B CK3U «Banupgata CSP» ucnonb3yroTcsad CUMMETPUYHEIE aJITOPUTMEL KPUIITOTPa-
¢duueckoro npeobpa3oBaHus HaHHLIX, onpenenerHHbie TOCT P 34.12-2015 (65104HBIE
mmdpe «Marma» u «Ky3neduk»). [laHHBIE aJITOPUTMEI IpeOHa3HA4YeHHl OJI9 amnna-
paTHOM M alllapaTHO-IIPOrPaMMHOM peau3alluyd U YOOBJIETBOPSIOT TpeOGoBaHUSIM
cepTUUIIMPYIOIIEeN OpraHu3alluu.

B CK3U «Banupmata CSP» ucnonb3yeTcss MexXaHU3M OTKPBITOTI'O paclipefesieHus
KJII04Yel, IIPU KOTOPOM IJIs1 GOPMUPOBAHUSA CUMMETPUYHOTO KJTI0Ya CBSI3HW UCIOIb3Yy-
eTCs Iapa aCUMMETPUYHBIX KJII04Yel: OTKPBHITHIM U 3aKPHITHIM KIIOUYX MU(MPOBaHUS.

BaxHO MCKIIOYUTH OOCTYI K KJIl0YaM IIU(POBaHUS IIOCTOPOHHUX JIWII, TaK Kak
0001, KTO oOJjlagaeT KJII0YOM HIM(POBAHMUSA, MOXKET IIPOYMUTATh 3allnu(ppOoBaHHOE
OaHHBIM KJII0OYOM COOOIIeHHe.

'OCT P 34.13-2015 nmpegycMaTpUBaeT HECKOJIBKO PeXXKHUMOB pPabOTH aJirOPUTMOB
6mounoro mudposanusi. B CK3U «Banumata CSP» ucosnb3yeTcss anroputM mumdpo-
BaHMUS, OCHOBAHHBIN Ha IIPUHIIUIIE TaAMMUPOBaHUS, KOTOPHIM ITOApa3yMeBaeT IIPOIlecc
«HaJIOKEeHU» I10 OIpefeIEHHOMY 3aKOHY (CI0KeHHUS 0 HEKOTOPOMY MOJYJII0) raM-
MBI IIH(ppa Ha OTKPHITEIE OaHHBIE (OO raMMOW IIOHMMaeTCs IICeBOOCIydYalHas
OBOUYHAS ITIOCIEI0BATEIbHOCTh, BEIpabaThIBaeMasi 0 3alaHHOMY aJITOPUTMY).

I'OCT P 34.13-2015 Tak>ke onpenesnseT IpoliecCc BEIPaboTKU MMUTOBCTaBKU. UMu-
TOBCTaBKa 00ecre4yuBaeT 3allluTy UHHOPMAIIUU OT CIIy4aWHBIX UJTH TpeJHaMePEeHHBIX
WCKaXXEeHUMN.

HMMuToOBCTaBKa llepefaeTCs 10 KaHally CBSI3W BMeCTe C 3alIndpoBaHHBIM COOOIIIe-
HueM. [TocTynuBiine 3amu@poBaHHble JaHHBIE PACIIN(PPOBLIBAIOTCS, U U3 IIOJIy4Y€EH-
HBIX OJIOKOB JaHHBIX BhIpabaThIBaeTCsI KOHTPOJIbHAS UMUTOBCTaBKa, KOTOpas 3aTeM
CpaBHUBAETCS C UMUTOBCTABKOU, IIOJIy4Y€HHOU 10 KaHaJly CBsA3U. B ciiy4ae HeCcOBIIa-
OEeHUsI UMHATOBCTAaBOK BCe paciIndpoBaHHBIE JaHHbBIE CYUTAIOTCS JIOKHBIMU.

®dopMupoOBaHHE U npoBepka Il

OIl — OuHapHas IIOCIeOOoBaTEIbHOCTb, 3aBUCSIIAsA OT CAMOT'0 COOOIIEHUS U OT
HEKOTOPOT0 3aKpPhITOTO, M3BECTHOTO TOJILKO ITONMNUCHIBAIOIIEMY CYOBEKTY, KiIoua
(kmmroua IIT). IIpu 3TOM TpOBEPKa MOAIIMCHU BO3MOKHa 0e3 IMoTy4YeHUs OOCTYyIIa K KIIIo-
gy II1. 311 mo3BoJIsieT Ha OCHOBE KPUNTOrpapruuIeCKNX METOAOB HAaJJE2KHO YCTAHOBUTD
aBTOPCTBO U IMOOJIMHHOCTH 3JIEKTPOHHOT'O JOKYMEHTa.

OI1 nmo3BonsieT 3aMeHUTh ITpu 6e30yMakKHOM JOKYyMeHT0000pOTe TPaOUIIMOHHYIO



8
BAMBE.00060-06 31 01

rmevaTh U oanuck. [Ipu moctpoeruu 311 BMecTo 0OBIYHOM CBSI3U MEKIY ITeYaThio UIH
PYKOIIMCHOM MOAMKUCHIO U IMCTOM OyMaru BLICTYIIA€T CIOXKHAsA MaTeMaThu4decKas 3a-
BHCHUMOCTDb MEXKIY 3JIEKTPOHHBIM JOKyMeHTOM, Ki1rouoM I u kimrouom rmpoBepku I11.
[TpakTUYyecKasi HEBO3MOXHOCTh nmoanenku Il onupaeTcss Ha 0o4eHb O0JILIION 00BEM
OmnpeneeHHbIX MaTeMaTUYEeCKUX BLEIYMCIIEHUH.

[TognucaHue 3J1eKTPOHHOTO JOKyMeHTa JIl He MeHseT caMOoro JOKyMeHTa, OHa
TOJILKO OAET BO3MOXKHOCTH MPOBEPUTH MOOJIMHHOCTL U aBTOPCTBO ITOJIYYEHHOUW HH-
dopmamun.

B CK3U «Bamupmata CSP» peanu3oBana JI1 Ha 6a3e KpuntorpaduuecKux ajro-
puTMOB, cooTBeTCcTBYrOIIUX 'OCT P 34.10-2012.

Mexanu3Mm JI1 nmpennosnaraeT HaJIUu4YHe Y MOOIIMCHIBAIOIIET0 CO00IeHe CyObeKTa
Kmtoda Ol u Kmroya nmpoBepku 1.

Kmtou 311 ucnonb3yeTtcs aias BeipaboTku 31T u JoKeH COXpaHAThCS MOJIb30BaTe-
jieM B TauHe.

Kmntou npoBepku 311 BEIUKCHIsETCA KaK 3HaUeHUEe HEKOTOPOU PYHKIUHU OT KJIfo4da
OIl, HO 3HaHMe KiIo4ua NpoBepku Il He JaeT BO3MOXKHOCTH OIIPedenuTh Kimo4u III.
Kmiou mmpoBepku II1 MoxKeT OLITh ONYOJIMKOBAH M KMCIIOJIB30BATBHCS MHOJISI ITPOBEPKU
MOAJIMHHOCTHU IOAIIMCAHHOTIO0 JOKYMEHTa, a TaKXe [OJid IpeaynpeXaeHus MOIIEeHHHU-
4yeCTBa CO CTOPOHHI Blafeblia Kiaoda Jl1 B Buae ero orka3a OT IIOANNCH JOKYMEHTa.

[Tpu pabore ¢ CK3M «Bamumata CSP» KaXpOblil ITOJh30BaTelb, 00JIafaroIIuil
ITPaBOM IIOAIIMCH, CAMOCTOSITEIPHO (POPMUPYET UM ITONIy4YaeT B YIOOCTOBEPSIOIIEM
Llentpe (VL) nuunbie knt04 I (Ha oTU4yKOmaeMoOM HOCUTEJIE) U KJTI0U nIpoBepku III
(B cocTaBe cepTuduKaTa Kiaoda nposepku II1, uamaBaemoro YII).

[Tpu BeipaboTKe II1 BHaydajie IPOU3BOAUTCS XIIIUPOBaHNE JOKYMEHTa B COOTBET-
ctBuu c 'OCT P 34.11-2012. X3m-pyHKIIUS 0oJIydaeT Ha BXOAe UCXOOHOe CO00IIeHne
ITPOM3BOJILHOM [JIMHHBI U IIpeo0pa3yeT ero B X3MI-3HaueHHe (PUKCUPOBAHHOU HITUHBI
(256 unu 512 6uT). 3HaveHUe X3UI-PYHKIIUU CIIOKHBIM 00pa30M 3aBUCHUT OT COOEP-
KaHUSA OOKYMEHTa, HO He MO3BOJIAET BOCCTAHOBUTH CaM OOKYMEHT. X3UI-QyHKIUS
YYBCTBUTENbHA K BCEBO3MOXKHBIM U3MEHEHHUSM B TEKCTe, UTO II03BOJIsIET OoOHapy-
KMBATh JTI000M (paKT clydallHOrO MJIM HaMEePEeHHOIo MCKaXKeHus TeKcTa. [lanee K
MMOJIy4eHHOMY XSII-3HAYEHMWI0 NPUMEHSEeTCd HEKOTOpOe MaTeMaTU4decKoe IIpeod-
pa3oBaHUE C HUCHOIb30BaHUeM Kiroda Jll, B pe3ynbTaTe KOTOPOTO U IMOIy4YaeTCs
COOCTBEHHO MOANUCH 3JIEKTPOHHOTO JOKYMEHTA.

[Tpu npoBepKe MOANNCHU MIPOBEPSIOIINN OOJIKEH pPacliojaraTh KJII0UOM IIPOBEPKU
OIl monmb30BaTeENsI, IOCTAaBUBIIETO MOONUCH. [IpoBePSAIOUINY TOJIKEH OBITh ITOJTHOCTHIO
YBEPEH B MOAJIMHHOCTU KJIlo4ya IpoBepKu III (a “MEHHO B TOM, YTO MMEIOILIUNCS Y
HEro KJII04 IIpoBepKU III COOTBETCTBYET KIII0UYy IpoBepKU DI KOHKPETHOI' O I0JIb30-
BaTens).

[Tpouegypa NpoOBEPKHU HOOINUCU COCTOUT U3 BEIUUCIIEHUS X3UI-3HAYEHUS JOKYMEH-
Ta W IIPOBEPKH HEKOTOPBIX COOTHOIIEHHUM, CBA3BIBAIOIIUX XIII-3HAYEHHE OOKyMEH-
Ta, IIOAIIMUCH IIOL 9TUM JOKYMEHTOM U K04 npoBepku JIl nmogmucasiiero JOKyMeHT
oyib30BaTensA. [JOKyMEeHT CYUTaeTCSA NOOJIMHHBIM, a IOAIIKUCH IIPABUIIBHOU, €CJIN 9T
COOTHOIIIEHUS BBIIIOJHAKTCA. B IPOTUBHOM Cily4dae HMOAMNMUCH I10[ OOKYMEHTOM CYU-
TaeTCs HeOelCTBUTEJIbHOMU.
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II71s1 pa3pelnieHus CIIOPOB MeXKOy OTIPaBUTENIeM M IIoJIydaTesjieM HH(pOpMalluH,
CBSI3aHHBIX C BO3MOXKHOCTBIO MCKaXXeHHUsI MePEeCHIaeMOro JOKyMeHTa WM Killoda
npoBepku IlI, cepTuduKaT COOTBETCTBYIOLIEro Kito4da npoBepku JII MmoxkeT Bhiga-
BaThCsI TPETheU CTOPOHEe (HampuMep, agfMUHUCTPaATOpPy MHPOpPMaIlMOHHON Oe3omac-
HOCTM) ¥ IIPUMEHSIThCS 151 pa3dopa KOHGIUKTHOU CUTYalIUH.
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3 KIIIOYEBAA UHOOPMAILIINA

3.1 Tunbl padouYux KI04Yen

[Toxg «kKmIOYOM» IMOHUMAETCS BCS KilloueBasi mH(GOpMallus, 3allichbiBaeMasi Ha KITIo-
4YeBOM HOCUTEJIb. DTa HHpOpMaLusa NpeacTaBiasieT coO0M HEKOTOPYIO CTPYKTYpPy AaH-
HBIX, cOoOepzKallylo Kak cob6cTtBeHHO Kiouu OIl u/unm mudpoBaHus (T.e. KIIOYHU B
¢dopmaTe kpunrtorpadpuyuecKux CTaHOAPTOB), TaK U CONYTCTBYIOIIYIO UM HH(pOpPMa-
110, TaKyl0 KaK UAEeHTU(OUKATOPHl aJTOPUTMOB, K/IIOYM 3aIlUTHl KJII0Yel, UMUTOB-
CTaBKH, a TaKxKe MHPOPMAIIN0, He0OXOOUMYIO OIS uAeHTU(GUKAIIUU U ayTeHTUhUKa-
LMY TI0JIb30BATEJII — BJlafesiblla KJII0YEeBOTO HOCUTEIS.

Ilanee Kiio4M, MOHUMaeMble KaK BCS COBOKYITHOCThH KJIIOYEBOU HMHPOpPMAaINy,
OymeM IIpofoJizKaTh Hal3biBaTh ITPOCTO KiatodamMu. CobcTtBeHHO Kimtouu Il u mmdpo-
BaHUSA OygeM Ha3hIBaThb «KPUIITOTPaPUUIEeCKUMU KITIOUaMU».

CK3U «Banupgata CSP» nogpgepzkuBaeT ABa TUIla KJII0Yel: OJUHaApPHbIE 1 HEOOHu-
HapHBbIE.

OpuHapHBIMH KJIIOYaM{ Ha3bIBAIOTCS KJIIOYH, CYLIECTBYIOUIVE B BUAE OOHOIO
€OUHCTBEHHOI'0 KOMIIOHEHTAa, XPaHAIIerocs Ha OGHOM KJII0OYeBOM HOCHUTEJIE U COLEP-
2Karero BCo uH@opMalinio, Heo0XoouMYyIo It GyHKIIMOHUPOBAHUS KITI0Ya.

HeonguHapHBIMH KJTI0YaMM Ha3bIBAIOTCS KJTIOYUH, CyIIEeCTBYIOIIME B BUE€ HECKOJIb-
KNX KOMIIOHEHTOB, KaKIbIi U3 KOTOPHIX XPAHUTCS Ha OTAEIbHOM KJTI0OUEBOM HOCHUTE-
Jie.

3.1.1 OpuHapHBIE K/IIOYH

B CK3H «BanupmaTta CSP» pa3nuy4aloT OBa BHOa OOUHAPHBIX KIIOYEu:

— OOWHAPHBIX KIII0Y, COoAepKallliil TOIbKO Kpunrorpadpudeckuu kKiod 1 B cooT-
BetcTBUU ¢ [OCT P 34.10-2012;

— OOWHAPHBIM KJIIOY, COHepzKallluil KpUOTOorpapUUYeCKui K04, OOHOBPEMEH-
HO sBAsSomuicsa kKpunrtorpadudeckum Kiaiouom III B coorBerctBuu ¢ I'OCT P
34.10-2012 u kpunrorpadudecKum KiaodoM mmmdppoBaHus B coorBeTcTBuu ¢ 'OCT
28147-89 unu 'OCT P 34.12-2015 (6;mounsie mudpsl «Marma» u «Ky3Heduk») COB-
MecTHO ¢ IOCT P 34.13-2015 (6mounble mudpsl «Marma» u «Ky3Heduk» B pexkuMax
IIPOCTOM 3aMeHbl, TaMMHUPOBaHUS U BEIPaOOTKYU UMHUTOBCTAaBKM). B aTOM ciiy4ae B cep-
TuduKaTe Kioda nposepku Il gosmkHa OLITH yCTaHOBJIEHA 00/1aCTh UCIIOJIb30BAHUS
KJIo4ya «CoryacoBaHue KJIIOYen».

3.1.1.1 OTKPBITHIN U 3aKPLITHIH K/II0YHA MTH(PPOBaHHSI

CK3HU «Banupata CSP» nnpegHa3Ha4YeHO [OJIs1 UCIIOJIb30BaHUSA B CUCTEME C OTKPHI-
THIM pacrapenesieHrueM Kiaodeli. B Takux cucTeMax KaxKabli I0Ib30BaTelIb POPMUPY-
eT OBa KiIio4da IMU(PoBaHUSA: 3aKPHITHINM U OTKPLITHIN (Oajmee — KIIO4YU MG POBaHUS
WUJIA OOJITOBPEMEHHEIE KII0UHY IMU(PPOBaHUA). 3aKPHITHIA KITI0Y MIN(MPOBaHUSI OOIXKEH
XpaHUTHCSA B TaHe. OTKPHITHIN KITI0Y IN(GPOBAaHUSI MOXKET OBITh ONMyOIUKOBAH MOJIS
HMCIIOIb30BAaHUSI BCEMHU I10JIb30BATEISIMU CUCTEMbBI, KOTOPEIE 0OMEHUBAIOTCS 3aIlud-
POBAHHBIMHU COOOIIEHUSIMU. 3HAHUE OTKPBITOTO KiI0Ya IMUEMPOBAHUS He HAaE€T Mpak-
THYECKOM BO3MOXKHOCTHU OIIPENEIUTh 3aKPLITHIM KITIOY.
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IIpumeuyaHue — B kayecmee 3aKpbimo20 KA4Yd WUGPOBAHUS UCNO/1b3yemcs
katou II1, a 8 Kauecmse omMKpbvIMO20 KA0UYa wugdposaHus — Kaw04 nposepku II1.

[Tonb3oBaTensi, KOTOPHIM 3alu@pPOBEIBAET cO0OIIeHUe, OygeM B OalbHEUIIEeM
Ha3LIBaTh OTIIPAaBUTEJIEM; a MOJIb30BaTeJIsI, KOTOPHIM paciiudpoBLIBAeT COOOIIeHNE
— [oJIy4yaTejieM.

Kpome ponroBpeMeHHEBIX KIHO4Yeln IIM(PPOBaHUS B Ipollecce INMPPOBAHUSI MO-
T'YT HCIIONIb30BAThCs ¢eMepHbIe KIIYHN Mu(PPOoBaHus: 3(peMepPHbIH 3aKPbITHIH
K104 UG poBaHUs, CO3TaBaeMbIil OTIIPaBUTEIEM COOOIIEHUS C UCIIOIb30BaHUEM
reHepaTopa CIydYaWHBIX Yucel, U 3()eMepPHbIH OTKPBITHIH K04 IMHU(POBaHHS,
COOTBETCTBYIOIUU 3(peMepHOMY 3aKPHITOMY KJIIOYY IIU(PPOBaHUS.

Kaxpwiii aeMepHBIM 3aKpHITHIM KIIO4Y IMN(GPOBaAaHUS MCIIOJIL3YyeTCS TOJBKO B
OOHOM omepaluu IMudpoBaHus. PpeMepHBIN OTKPHITHIN KITI0Y ITHN(PPOBaHUS epena-
eTCS IOJIy4YaTeIl0 BMECTE C COOOIIIeHUEM.

PasnuyaioT gBa BuAa IMN(POBaHNsI: HEAHOHHMMHOE I aHOHHUMHOE.

[Ipy HEAaHOHHUMHOM IIM(PPOBAHUU COOOIIEHUSI OTIPABUTEJIEM BBIUHUCISAETCS 00-
WY KJTI0Y 110 anroputmy Huddu-XenniMaHa Ha OCHOBE JOJITOBPEMEHHOT O 3aKPHITOTO
KJII04a (G POBaHUS OTIIPABUTENISI U JOJITOBPEMEHHOT 0 OTKPHITOTO KTo4a g poBa-
HUS noty4daTens. [I71s pacimmpoBaHUs 3TOT0 COOOIEHUS IT0JTydyaTeleM BhIUYUCIIsSIeT-
CsI TOT 2Ke OOIIMM KJTI0Y Ha OCHOBE [I0JITOBPEMEHHOT'0 3aKPHITOT'0 KJTIo4a I pOBaHUSI
MoJIy4yaTess U JOJITOBPEMEHHOI0 OTKPHITOTO KiTfo4ya IMM(POBaHUS OTIIPABUTEJIS.

[Tpy aHOHUMHOM IITU(PPOBAHUYU COOOIIEHUS OTIIPAaBUTEIEM BHIUMCIIIETCS OOIINM
K104 1o anroputMmy [Iuddu-XennmaHa Ha OCHOBe 3¢peMepHOTr0 3aKpPHITOTO KIIH4a
P POBaHUS OTIIPABUTEJIS U HOJITOBPEMEHHOT0 OTKPHITOTO KiIl04a Mu(pPoOBaHUS I10-
ny4daTtens. 171 pacimgpoBaHUs 3TOT0 COOOIEHUS IT0JIydaTeIeM BLIYUCIISIETCSI TOT
2Ke oOIIUM KJII0Y Ha OCHOBE [OJITOBPEMEHHOT0 3aKPHITOTO KiTfo4a I pPoOBaHUs IIOJTY-
yaTensa U 9(peMepHOro OTKPBITOTO KJTlo4Ya (G POBaHUSI OTIIPaBUTE.

TakuM o6pa3oM, OJid obecredeHus: CBSI3U C OPyruMu aboHEeHTaMM KaXKI0OMYy I10JIb-
30BaTeI0 He0OXOOUMO UMETh:

— COOCTBEHHBIM 3aKPHITHIN KJII0Y NG POBAHUS;

— cepTtudUKaThl OTKPBLITHIX KJIIOUeN HIU(pPOBaHUS II0Ib30BaTejied CeTUu KOHGU-
OeHIIMaIbHOU CBsI3U, 3aBepeHHbIe LleHTpoM cepTuduKalnu.

Hanee kmouu mudpoBaHUS YIIOMHUHATHCA He OYOYT, © BO3MOXKHOCTb UCIIOJIB30-
BaHus Kioda OIl mnsa mudpoBaHus OyHeT onmpenensiTbCs pa3pelieHHON 006J1acTbhbio
IIPUMEHEHUSI COOTBETCTBYIOLIETO cepTUdUKATa Kilfo4ya mpoBepku III.

3.1.2 HeoauHapHBbIE K/JIIOYHU
CK3U «Banupgata CSP» nogmepXKuBaeT ABa 0COOBIX THUIa HEOOUHAPHBIX KITIOUEN:

— KJII04 B popMarte «3 u3 6», co3maBaeMbIi U 3arpyKaeMblli 10 CXeMe pa3faeleHns
cekpeTa «3 U3 6»;

— KJII04Y B popMaTe «2 u3 3», CO3maBaeMbIi U 3arpyzKaeMblli 10 CXeMe pa3feleHns
cekpeTa «2 u3 3».
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Kimtouwn, HCIIOJIb3yEeMEI€ I10 CXeMaM pa3eJIeHud CeKpeTa, IIpedHa3Ha4Y€eHHbI OJId UC-
IIOJIb30BAaHUS B Ka4yeCTBE OOIIOIHUTEIbHOU MEPHI, OGGCHG‘-II/IBE[IOH_IGI;I YCTOI;ItII/IBOCTB
KJIIOYEBOUN CHUCTEMBEI K KOMIITpOMETaIlusiAM.

Kmtouu popmaToB «3 u3 6» U «2 U3 3» MOTYT UCIIOJIb30BAThCS TOJIBKO KaK KPaTKO-
CPOUYHBIE KJTIOYHM (KJII0OYH CO CPOKOM IO 15-Tu Mecs1eB).

3.1.3 CnayxkeOHbIe KIIOUYH

CnyxeOHBIMU KJTIOUaMH1 Ha3bIBAIOTCS KII04uu, obecnedyuBaroime GyHKIIMOHUPOBa-
HUe CIykK0 (momcucTeM) KPpUITOIIpoBakiepa.

3.1.3.1 KnouH 3alliuThI

Krnroyamu 3ainuTel Ha3elBaloTCA Uctonb3dyeMulie B CK3U «Banupgata CSP» cummer-
PUYHEIE KJTIOYH, IPeJHa3HaYeHHBIE 15 3alllUTH (IOCPeACTBOM IIN(MPOBAHUS) OPYTUX
KJTiouei (paboumx KI0Yel U OPyrux KI04Yel 3allluTh).

3.1.3.2 ITapoabHBINA KIIOY

[TaponbHBIN K/II0Y — CUMMETPUYHBIN KJTI0Y, Ha KOTOPOM 3alInu(pPOBEIBAIOTCS KITIO-
YY1 3alUTHI IPU XPaHEHUU UX Ha HocuTejie. [laHHBIN KJTI0Y IpeacTaBiIsieT COO0M XaIIl-
3Ha4YeHUe NapoJisi, 3alUIIaionlero JOCTYII K HOCUTEIO KII04YeBoU nHpopMaumu abo-
HeHTa. [TaponbHBIM KJTI0Y HE 3alMChIBAETCS Ha KJII0OYEBOUM HOCUTENb. B mamsatu 9BM
OH CYIIIEeCTBYEeT TOJIbKO IIPHU BBIIIOJIHEHUU IIPOLEAyPHl 3arpy3KM KIII0YEel B Te4YeHHe
BpeMeHH, HeoOXOOUMOro [jIsi pacimdpoBaHUs KIHOYed 3aluThl paboumx KITIo4Yen.
[Tocsie BBITIOJTHEHUSI CBOeUW (PYHKIIUK MApPOJIbHBIM KIII0Y 3aTHPAETCS CIy4alHOU II0-
CjIe0oBaTeIbHOCTHIO. [IpOBepKa maposisi OCYIIeCTBIIIEeTCS C UCIIOJIb30BaHUEM CIIelu-
aJIbHOTO KOHTPOJILHOTO 3HAYEHU S, 3allUCHIBAEMOI0 B KJII0OUEBOU KOHTEWHED U IIpe[-
CTaBJIAIOIIEr0 CO00M OBaXKObl MPOX3IIMPOBAHHBIM ITAPOIb (X3II-3HAaYEHUE OT XJII-
3HaYeHHus napois). [laponbHas 3allliTa yCTaHaBIMBAETCS WM He yCTaHaABJIMBaETCs
10 BEIOOPY IT0JIh30BATES ITPU reHepaluu Kimouel. [Ipy HaTu4Yuy 1apoJIbHOM 3alTUThHI
IIPY BBOJeE KJII0Ya 3allpallliBaeTCs IIapoJib.

3.2 CpoOKH JeHCTBHS KJII04YeH U cepTu(PHKATOB

Cpoku melncTBUS KITI0oUel U cepTu(UKaTOB yCTaHABIMBAIOTCS B IIPOIIECCE BRIITyCKa
cepTuUKaTOB.

MakcuManbHBIE CPOKH OENCTBUS KII0Yed U CepTU(PHKATOB, B 3aBUCUMOCTHU OT
YCJIOBUM 3KCIITyaTalluu npuBefgeHb HuxkKe (Tabnuia 1 u TaGnuiia 2).
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Tabnuiia 1 - MakcuMaabHbBIE CPOKH IeHCTBUS KJII0YeH U CepPTU(GUKATOB II0JIh30BaTe-

neu LleaTtpa CepTtudukaiuu

Knrod/ceprudpukar

CpoK IeHuCTBHSI

YcnoBusi npumenenus

Kmrou OII, Haxomsminum-
CsI B peXuMe Heu3BJieKa-
€MOT0 KJIl04Ya Ha PyHKIIU-
OHaJIbHOM KJII0UEeBOM HO-
cutene (PKH) «Banupga-
ta vdToken» wunmu «Ba-
nupaTta vdToken» Bepcus
2.0

He 0omnee 3 et (36 mecs-
IIeB)

TonmpKO TIpU  HKCIHOJIBL30-
Banuu CK3U «BamupaTta
CSP» B BapuaHTe HCIION-
HeHUuda 1 unu 2

Kmou 3II (mms  Bcex
kinouenn OII, OTJIMYHBIX
OT yKa3aHHBIX BHIIIE B
HacTosIen Tabaume, B
TOM 4YHUCJIe OJI KIII04YeH,
3anuceiBaeMbeiIx Ha OKH
B PeXXUMe M3BJIEKaeMOTro
KJII04a)

He 0omnee 15 mecsaiieB

bes orpannyeHui

Kntou npoBepku 311, cep-
TU(PUKAT KJIIo4ya IpOoBep-
Ku Jll

He ©6omee 15 metr (180
MeCsIIeB) II0CJIe OKOHYa-
HUS CpOKa OEeUCTBUSA CO-
OTBETCTBYIOILIET0 KJIl04a
9OIl, MakcUMalbHBIM CPOK
nerictBusi — 18 net (216
MecCsi1eB)

bes orpannyeHui
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Tabmnuiia 2 - MakcuMaJbHBIE CPOKH OEeNCTBUS KJTloUel U cepTurUKaToB AIMUHUCTPA-
TopoB LlenTpa CepTudukanuu

Knrod/ceprudpukar

CpoK IeHuCTBHSI

YcnoBusi npumenenus

Koy OI1, HaxogsgImumucs
B pexXuMe Heu3BlIeKae-
Moro Kiaroua Ha PKH «Ba-

nupmata vdToken» wunm
«Banupgarta vdToken»
Bepcusa 2.0

He 6omee 5 met (60 Mme-
CsI1IeB), U3 KOTOPHIX IIOMI-
nucaHue cepTuduKaToB
1 CIIMCKOB aHHYJIMPOBaH-
HBIX CEPTHU(PHUKATOB BO3-
MOKHO He 0oJjiee mepPBBIX
3 net (36 MecsdlieB), ma-
jilee — TOJIBKO ITOJIIMCa-
HUEe CIIMCKOB aHHYJIMPO-
BaHHBIX CEPTU(PUKATOB

[TpegHa3sHayeHbl O UC-
MIOJIb30BAaHUSA TOJILKO B
LleaTtpax CepTudpuranmm
YoocToBepsoumx IIeH-
TPOB.

Kmntou nipoBepku I11, cep-
TU(PUKAT KJII04a IIpPOBep-
Ku OI1

He ©Oomnee 15 met (180
MecCsiIieB) IIOoCJIe OKOHYa-
HUS CpPOKa, B KOTOPHIMA
pa3pelieHo IOoAIKhCaHue
cepTu(UKaTOB COOTBET-
CTByrOLIUM KirouyoMm OlI,
MaKCUMaJIbHBIU CPOK
meucTBuss — 18 met (216
MeCSsI1eB)

be3 orpannuyeHuu
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4 CYMUTBIBATEIIA KJIIOYEHN

I17151 BRITIOJTHEHU ST OOJILIIMHCTBA KPpUNTOrpaduiyeCcKUX onepanuuii TpedbyioTcs KITio-
yn. Koy OI1 o6bIYHO XpaHUTCS Ha oTuyxkpaaeMbix Hocutensax (USB flash, «rabnet-
Kax» - Touch Memory u T.1.). [I715 4TeHUS U 3allMCU KJII0Yel Ha KIII0UeBble HOCUTEIHU
npefHa3HaYeHbl IPOrpaMMHBIE MOAYIU - cuuTeiBaTenu Kiawodenn. CK3U «Banupata
CSP» moxkeT paboTaTh C HECKOJIBKMMU CUUTHIBATENSIMU KITIOUEH, UX UCIIOIh30BaHUe
perynupyeTtcs mporpaMmmon koHpurypaumuu CK3U1 «Banumata CSP».

HacTtpolika UCronb30BaHUs CUUTHIBATEJIeN KJII0UEeU C IOMOIIBI0 IIPOrPaMMEl KOH-
¢urypauum onmcana B fokyMmeHnte BAMBE.00060-06 95 01 «CK3U «Bamumata CSP»
Bepcusa 6. PyKOBOACTBO agMUHUCTPATOpPa».
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5 IOATYHUKHU CIVUYAMHBIX YUCEJI

B mpomecce ¢yukuuonupoBanus CK3U «Bammpata CSP» ucmonb3yeTcs IIPoO-
rpaMMHBIU JaT4YMK ciay4dauHbIX yucen (JCY).

g maunuuanusauuu nporpammuoro JCY ucnonb3yercs pusmdeckuin [1CY.

Tunsl puzuugeckux [1CY, koTtoprie noamepxkuBaioTcsi B CK3U «Banupmata CSP»,
npuseneH B nokymMeHTe BAMBE.00060-06 30 01 «CK3H «Banupata CSP» Bepcus 6.
QopMyIisip».

HUcnonp3oBanue ¢pusudeckoro NCY perynupyeTcss mporpaMMou KOH(pUTypaluuu
CK3U «Bamupgarta CSP».

Hactpotika ucnonb3oBanus [JCY ¢ mOMOILBIO TPOrpaMMbI KOHGUTypaliy OIIcaHa
B nokyMeHTe BAMBE.00060-06 95 01 «CK3HU «Banupmata CSP» Bepcus 6. PyKoBoOCTBO
agMUHUCTpPaTOpa».
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6 IIPOTPAMMHBIN MOIVJIb ITIOOOEPKKH TLS

6.1 Cpega QYyHKIMOHHUPOBAHHUS MPOrPaMMHOI0 MOIYJIsA

[IporpamMmubil Monyib monpmepzkku TLS kpunrtompoBaupgepa CK3UW «Banupata
CSP» nmpegHa3HaudeH [OJisI UCIONIb30BaHUs Ha Bepcusx OC, mepedeHb KOTOPHIX IIPU-
Bef€H B nokymMmeHTe BAMB.00060-06 30 01 «CK3U «Banugata CSP» Bepcus 6. ®op-
MyJISIp».

19 KoppekKTHOM paboTel Momynss moamepkku TLS HeobxoguMo Ha-
nu4yue ycTaHOBJIeHHOro o6HoBneHuss OC Microsoft Windows KB 980436
(http://support.microsoft.com/kb/980436), umu ©0o0jiee HOBOTO OOHOBJIEHHUS, €rO0
3aMEeHSIOIIEro.

B kauecTBe KJIMEHTCKOro IporpaMMHoro obecmeudenus (I[10), mcnonb3yooliero
npotokoy TLS, nmogmepKuBalTCA Cliedyrllne IporpaMMHbIe ITPOAYKTHI:

— Microsoft Internet Explorer (IE) Bepcuir 9.0, 10.0 u 11.0;
— Remote Desktop Client (RDC) Bepcuur 7.0, 8.0, 8.1 u 10.0.

B kauectBe cepBepHoro I10, ucnons3ymwuiero npotokon TLS, nmogaepKuBarTCsA
clenymolie IporpaMMHEbIE TPOOYKTHI:

— Internet Information Server (IIS) Bepcuiu 7.5 (u3 coctaBa Microsoft Windows
Server 2008 R2), 8.0 (u3 coctaBa Microsoft Windows Server 2012), 8.5 (13 cocTaBa
Microsoft Windows Server 2012 R2) u 10 (13 coctaBa Microsoft Windows Server
2016/2019);

— Terminal Services (TS) u3 coctasa OC Microsoft Windows Server;

— Terminal Services Gateway (TS Gateway) us cocrtaBa OC Microsoft Windows
Server.

B kaugectBe cepBepHoro [10, ucnonsayiomero npotokon Kerberos PKInit, mogoep-
KHBAIOTCS KOHTPOJIepsl foMmeHoB Microsoft Active Directory nmong ynpasneruem OC
Microsoft Windows Server.

6.2 Onucanue MexaHHM3Ma MMOCTPOEHHUS IeIM0YeK
ceprtudpukaroB B OC Windows ¢ moayineMm moggepkku TLS

6.2.1 OOmMe NMOJJIOKEeHHSI

[IporpamMmubii Monysnb nonpmepzkku TLS kpunrompoBaupgepa CK3UW «Banupata
CSP» BctpauBaetcss B OC Windows 1 obecrmeuynBaeT BO3MOXKHOCTh PabOTHI C CEPTHU-
¢dukatamu, co3ganHbiMu B cooTBeTCcTBUM ¢ [OCT P 34.10-2012, B 4aCTHOCTH, OJI4 II0-
CTPOEHUS U IIPOBEPKHU UX LIEe0YeEK, C ITOMOIIbI0 nHTepderica Microsoft Windows CSP.
IlaHHBIE BO3MOXKHOCTH, TaKUM 00pa30M, CTAHOBSATCS AOCTYITHLIMU NpuKiagHomy 10,
pa3paboTaHHOMY, B TOM YMCJIe, U CTOPOHHUMHU MPOU3BOAUTENSIMU NpuKiagHoro I10.

Llenmouka cepTuduKaTOB, U3BECTHAA TaKXKe KaK NyTh cCepTUudUKAIINY, TpeaHa3Ha-
YyeHa [OJid ayTeHTudukaimu, nocpeactsoM I, KoHeYHOTro cepTudUKaTa C IIOMOIIBLIO
ceptudukaTta KopHeBoro LIC (Certificate Authority, CA), Haxogsierocsi B Haudare Iie-
IMOYKHY, ¥, BOBMOXKHO, CEPTU(PUKATOB ITPOMexKyTOYHEIX LIC, HaxoOsammxcs B ILeIod-
Ke Mexnay cepTudukatoM KOopHeBoro LIC u KkoHedyHBIM cepTudukaTtoM. CepTudukar
KopHeBoro LIC sBnsieTcsa CaMOIIOONNCAHHBIM, T.€. JaHHBIU CepTUUKAT ayTeHTUDHU-
uupyetT cebs caM. Takke cepTudukaT KopHeBoro LIC ayTeHTUGULIUPYET CIIemyIonInui
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3a HUM B IIello4Ke cepTudukat rnpoMmexyrtouyHoro LIC. [Tanee, 1o 1iermo4ke, MBI IPHU-
XOOUM K TIOCJIeJHEMY CepTUdUKATy mpoMexkyTodHoro LIC, KOTOphIi yKe ayTeHTUudu-
LUpPyeT COOCTBEHHO KOHEYHBIN cepTUdHUKAT.

6.2.2 TIIpoBepKa TeKyliero craryca

II71s1 IpOBEPKHU TEKYIIET0 CTaTyCa HUJIN JeMCTBUTEIbHOCTU KOHEUYHOIO0 CepTHudU-
KaTa IeNoYKM CepTuUKATOB KaK TAaKOBOU HEOOCTAaTOYHO - HAIlPpUMEpP, €CIIU C MO-
MEeHTa BBIITYCKa KOHEYHOTro cepTuduKaTa IMOCIeOHUN ObIJI aHHYIUPOBaH/IIPEKPATHUIT
mevicTBue. [I1s1 MOOTBEPXKIOEHUS NeMCTBUTEIbHOCTU CEPTU(UKATOB UCIIOJIL3YIOT JIN0O0
CAC (Certificate Revocation List, CRL), mu60 I[IpoToOK0JI ceTeBOT0 cTaTyca cepTudu-
KaTta (IICCC, Online Certificate Status Protocol, OCSP).

CAC npencTaBinsieT co00¥ CIIMCOK CEPUNHBIX HOMEPOB aHHY/IUPOBAHHEBIX 1 IIPEeKpa-
THUBIIUX OeNCTBUE cepTuduKkaToB gaHHOro 1IC (3a UCKII0OYeHueM, BO3MOXKHO, CEPTH-
(ukaTOB, CPOK OEUCTBUS KOTOPHIX UCTEK), 3aBepeHHBbIM JIl Ha Kmogye II1 agMuUHU-
ctpatopa LIC. HomonautensHo, CAC comepXKHUT BpeMsl aHHYJIUPOBaHUs/IpeKpalle-
HUS OEeUCTBUS KaXOOoTro cepTuduKaTa 4, BO3MOKHO, IIPUYNHY aHHYJIMPOBaHUS/IIpe-
kpamenus geuctsus. [ICCC no3BonseT nonyduTh oT oTBeTunka [ICCC, mis KaXaoro
BHIIYIIEHHOTO JaHHBIM LIC KOHeYHOro cepTudukara, 3aBepenHoe JII moaTeepxkae-
HHEe TEeKyIIero craryca 39Toro ceptuduirara. [ aHHYJIHMPOBAaHHBIX/IIPEKPaTUBIINX
mericTBUe cepTU(UKATOB 3aBepeHHOe Jll moaTBepXKAOeHNEe COOEPKUT BpeMs U, BO3-
MOZKHO, IIPUYNHY aHHYJTHPOBaHUs/IpeKpaleHusa gerctsusa. B orBeTuuke IICCC gns
mpocTaHoBKY DI MCIONMb3yeTcs clieliialibHbIM KOHEUHBIM cCepTU(UKAT, BLITYIII€HHBIN
maHHbIM LIC 1 comepzKamuii HeoO0X0OUMOe pacCIlIMPeHHOe UCII0JIb30BaHKe KIIIo4a.

[Tpu ucnons3oBanuu CAC Oiisi IPOBEPKU ONEeMCTBUTEIBHOCTH KOHEYHOTO CepTUdU-
KaTa Ojig Kaxporo LIC (1 KOpHEeBOro, U IIPOMEeXKYTOUYHBIX) ITPOU3BOAUTCS MOIIBITKA
Hautu B CAC pmanHoro LIC cepuiiHbIi HOMEP CJIEOYIOIIEro cepTuduKaTa IEemOYKH.
Ecnu, npu Halu4duu UCKOMOTO cepuiHoro HoMmepa B CAC, BpeMs aHHYJIMPOBaHUSA/-
peKpalleHnus OeNCTBUS yKe HaCTyIHUJIO, TO CJIeOYIOIIUMN CepTU@UKAT LETNOYKH U,
clenoBaTeIbHO, KOHEYHBIM CepTU(PUKAT, CYHUTAIOTCSI aHHYJIMPOBAHHLIMU/IIPEKPATUB-
IIKMMU OEUCTBUE.

[Tpu ucnons3zoBanuu [ICCC gist mpoBepPKU OEVCTBUTEILHOCTU KOHEYHOI'O CEPTU-
dukarta ong kaxmgoro LIC (M1 KOpHEBOTO, M IPOMEKYTOUHBIX) ITPOU3BOAUTCS ITOCHITI-
kKa [ICCC-3ampoca, cofepKalllero CepuiHbI HOMEP CIenylollero ceprudukara ie-
nmo4yku, coorBeTcTByOleMy maHHoOMYy LIC IICCC-orBeTuyuky. [locnemuuii popMupy-
eT 3aBepeHHoe JIl moaTBepXKOeHMe, coOepxKallee TEeKYILIUW CTaTyC IIPOBEPSAEMOro
ceptudukata. Ecnu nmpoBepsieMblii cepTU(UKAT aHHYINPOBaH/IPeKpaTul OelicTBUe
U BpeMsl aHHYJIMPOBaAHUS/IPEKPaIlleHUus OeWCTBUS yKe HACTYIIUJIO, TO CJIeOyIui
cepTudUKaT LEIMOYKHU 1, CIIeJOBaTEeIbHO, KOHEUHHN cepTU(UKAT, CHUTAIOTCS aHHY-
JIMPOBAHHBIMU/IIPEKPaTUBILINMU OEKWCTBUE.

6.2.3 Xpamwiumia ceprudukatoB u CAC

B OC Windows xpaHunuia ceptudukaToB ucmonb3yioT Peectp OC mgns xpaHe-
HUus ceptudukatoB U CAC u mensiTcsS Ha XpaHUIIUIINA KOMIIbIOTEPA W MOJIb30BaTEellb-
ckue. Kak cienyeT u3 Ha3BaHUS, XPaHUJINIIA KOMIObIOTEPA SBJISAIOTCSA OOITUMU OIS
BCeX II0JIb30BaTeJIel U UCIOJIb3yIOTCS, B TOM 4YHUCJIe, CUCTeMHEIMU mpoleccamu OC.
[Tonb30BaTeNbCKHE XpPaHUIUINA IIPUBSA3aHEI K KaXXAOMy KOHKPETHOMY I10JIb30BaTe-
JII0, ¥ Y KaXKOOTo II0JIb30BaTeNsI OHU MHOWBUOYyallbHbIEe. [Ipu 3TOM, B ITOJIb30BaTEIIh-
CKMe XpaHHUJIMIlla aBTOMaTUYEeCKM BKIII0OUalOTCSA Takxke cepTudukatel u CAC u3s xpa-
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HUJIUII KOMIIbIOTEPa (3a UCKII0YeHNEM XpaHUIuIa JIuuHoe).
TakKe XpaHUJININA PA3/INYalOTCS 10 TUITY XPaHUMBIX UMU OOBEKTOB:

— JluuHoe (Personal, MY) - ipegHa3Ha4YeHO OJIsI XpaHEHUS TMYHLIX CEPTU(PUKATOB,
IJIs1 KOTOPBIX €CTh COOTBETCTBYIONIINE UM Kimtouu III;

— IIpyeue noav3zosamenu (Other People, AddressBook) - mpegHa3Ha4YeHO [OJIs Xpa-
HeHUS CepTU(UKATOB CTOPOHHUX MOJIb30BaTEJIEN;

— IlosepeHHble KopHesble ueHmpoul cepmugukauuu (Trusted Root Certification
Authorities, ROOT) - npegHa3Ha4YeHo A1 XpaHeHUus cepTuduraTtoB 1 CAC KOpHEBBIX
IC;

— IIpomesicymouHble ueHmpwul cepmugpukauuu (Intermediate Certification
Authorities, CA) - ipegHa3Ha4YeHO [Ji1 XpaHeHus ceptudukatoB u CAC nmpoMexy-
TouHHBIX [IC.

TakuMm o6pa3oM, XpaHUIIUIIA IT0JIb30BaTeNs [[pyeue noav3osamenu, [JoeepeHHble
KOpHesble ueHmpul cepmugukayuu u IIpomesxcymouyHvle ueHmpsul cepmupuKkayuu
BKJTIO4YaloT B cebst ceptudukathl 1 CAC U3 COOTBETCTBYIOIINX XPAaHUJIUII KOMITbIOTE-
pa.

I ympaBrieHUs OObEKTaMM, PACIOJIOKEHHBIMHM B XpaHUIMIIAX CepTudUKa-
ToB OC Windows, pekOMeHOyeTCs HCIOb30BaTh KoHcoab ynpaeaeHus Microsoft
(Microsoft Management Console, MMC). Tlocne 3anycka MMC crnenyeT 0o0aBUTH
ocHacTKy Cepmugukamut (Certificates) yaeTHOM 3alNCH II0JIb30BATESA WU YUYETHOU
3amucyu KOMIBIOTEPA - OT 3TOT0 BhIOOpa 3aBUCUT, KaKHWe XpaHUJIMIA CEpTU(PUKATOB
OynyT oTobpazxKaTthbcs. CiieqyeT OTMETHUTh, YTO [Jis foOaBIeHUs: ocHacTku Cepmudu-
Kambl y4eTHOM 3aIlliCU KOMIIbIOTEPA HEOOXOOUMHEI ITpaBa JIOKAJIbHOTO agAMUHUCTPATO-

pa.
2. IMHCAaHHue aJITOPHUTMa IMOCT HHS ITIerno4dYex
6.2.4 OnmucaHHue ajro a mocrTpoe emnoue

[17151 TOCTPOEHUS U IIPOBEPKHU 1IeI0YeK cepTUu(duKaToB npuknagHoe 10 ucnonbay-
eT pyuknuu Microsoft Windows CSP. IIpu Bei30oBe 3Tux QyHKIIMU IpukiaagHoe 1O
BeIOMpaeT “pgBurartend” (Engine), UCOIb3yeMBIM [JIsI IOCTPOEHUS IIETIOYEK - KOM-
MIbIOTEPa UJIM IIOJIb30BaTEIbCKMU (MCIIOJIb3yeTCs 110 YModaHuio). [1pu BeiOope ”aBu-
ratenss” KOMIIbIOTEPA MCHOIb3YIOTCS XpPaHUIHUIIA CepTu(UKaTOB KOMIIbIOTEPA, IIPU
BLIOOpE ITOIb30BATENILCKOT0 “ABUTATENST” UCIONIb3YIOTCSA XPaHUIUIIA CEPTUPUKATOB
II0JIb30BaTEIA.

[TocTpoeHUEe 1IENOYKM CEPTUPUKATOB HAYUHAETCS C IPOBEPSAEMOro (KOHEUYHOT0)
ceptudukara. [17151 BO3SMOKHOCTHU IIOCTPOEHUS IIeIOYKHM B IPOBEPSIEMOM CEPTU(DUKA-
Te OOJIZKHO IPUCYTCTBOBaTh pacimupenue (Extension) Hoenmugukamop karwoua Llen-
mpa cepmu¢pukauuu (Authority Key Identifier). B taHHOM pacCIIUpPeHNUN HaXOOUTCH,
B 4ucJie npodero, Moenmugpukamop karw4va (Key Identifier) - X311 OTKPBEITOTO K/II04a
- ceptudukaTa LIC, Ha KOTOPOM OBIJI BHIITYIIIEH IIPOBePsieMbll cepTudukart. I1o aToMy
UOeHTU(UKATOPY U IIPOU3BOOUTCS IMOUCK cepTudukara LIC B TOKaIbHBIX XpPaHUIIU-
max /JogepeHHble KOpHe8ble ueHmpbl cepmugpukauuu u IIpomexcymoyHble ueHmpbl
cepmugukauuu - B uckomom ceptudukare LIC s3ToT ugeHTUPUKATOP PaBeH 3Hade-
HUIO, HAXOOSIIeMycCsl B pacmmpenuu HoeHmugukamop karoda cybwvekma (Subject
Key Identifier).

[Tpu oTcyTcTBUU HCKOMOTO cepTudukaTa LIC B TOKaIbHBIX XpaHUIHUIIAX ITPOU3BO-
OUTCS TIOIIbITKA HaX0XKAEeHUS B IIPOBEPSIEMOM cepTHdUKaTe paciiupeHus Jocmyn K
uHopmauuu o [Jlenmpe cepmuguxkayuu (Authority Information Access, AIA). B gaH-
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HOM paCHIMPEHUHU, B YMCJIe IPOYEero, HaXOOUTCS CIIMCOK YHUKAJIbHBIX MOeHTU(]UKa-
TopoB pecypca (Unique Resource Identifier, URI), yka3bIBaloIinx Ha UCKOMBIN CEPTHU-
¢ukat LIC, moctynubix 1o cetu. Kaxaeii URI U3 cricKa UCIIOIB3YETCA IIPU MOIBITKE
3arpy3ku ceptudukata LIC rmocmemoBaTeNbHO [0 YCIEIIHON 3arpy3K1 UCKOMOTO 00b-
eKTa.

[Tocne ycnemHOTro HaxOoXKOeHus uckoMmoro ceptudukara LIC (JIoOKaIbHO WU II0
ceTu) npou3Bonutcs mouck CAC, cOOTBETCTBYIOIIETO HalieHHOMY cepTudukrary LIC.
[Touck CAC Takxke M3Ha4YalIbHO NIPOU3BOOUTCS B JIOKAJIbHBLIX XpaHUNUIIaX /[ogepeH-
Hble KOpHesble ueHmpubl cepmugukayuu u IIpomexcymoyHvle ueHmpbvl cepmuu-
kauuu. B uckomom CAC 3HaueHue HoeHmugukamop Kao4a U3 CcOCTaBa pacHIiupe-
HUst HoeHmugukamop kawua LleHmpa cepmugpuKkayuu goiIKHO OBITh PAaBHO 3HAYe-
HUIO, HAaXOOAIIeMycCs B paciuupenuu HMoeHmugukamop kawoua cybvekma ceptudu-
Kata LIC.

[Tpu orcyTcTBUM ncKOMOT0 CAC B JIOKAJIbHBIX XPaHUJIMINAX [IPOU3BOAUTCSA IIOIIBIT-
Ka HaxXO0XOEeHUS B IPOBEPseMOM cepTU(UKATe pacIIupeHus Toyku pacnpocmpaHe-
Husa CAC (CRL Distribution Points, CDP). B taHHOM pacCHIUPeHUU HaXOOUTCS CIHCOK
URI, yka3bsiBaromux Ha ucKoMbeiii CAC, moctymnHbii 1o cetu. Kaxasiin URI 13 ciucka
HUCIONIb3yeTCs Py NomnbITKe 3arpy3ku CAC nmocienoBaTeNIbHO A0 YCIIEITHOM 3arpy3Ku
HCKOMOTO OOBbEKTA.

CnenyeT yrmoMsiHyTh 00 0COOEHHOCTSX, CBI3aHHBIX C UCIIOIb30BaHUEM OJIS ITIOCTPO-
eHus nenodek CAC, comepzxKalllux pacuiupeHue Touka pacnpocmpdaHeHus 8blo0ayu
(Issuing Distribution Point, IDP):

— B OC Windows paciupenue IDP He UCIIONBb3yeTCs OJIs 3aTPy3KH 1U/Ujiu 0OHOB-
neHusa CAC o cetu;

— cepTuduUKaTH, BHOyIIeHHBIe Ha ceptudurarte LIC, coorBeTcTByMomeMm CAC c
pacimupernueM IDP, noKHEL comepx)aTh pacimupenue CDP;

— cnucku URI, comepxamnuecs B paciuupeHuun IDP CAC u B pacmuupenuu CDP
cepTu(UKATOB, BEINYIIEHHBIX HaHHBIM 1IC, mOJI2KHEI COBIIAAaTh.

Bmecto CAC pgns onpepesieHUs OeNMCTBUTEIbHOCTU POBEPSIEMOT0 cepTudUKaTa
MoxkeT ucnonb3doBaThecsa [ICCC. [I1a aToro B pacmumpeHnuu Jocmyn K uH¢popmayuu o
Ilenmpe cepmugukayuu TpoBepsaeMoro ceptudukaTta goaxeH npucyrcrtsoBaTte URI
[ICCC otBetunka pmanHoro LIC. Ilpu ucnonb3oBanuu [ICCC ¢dopmupyetcsa IICCC-
3anpoc u noceinaercsa [ICCC-orBeTuuky. IlonyyernHnoe ot IICCC-oTBeTUYMKA ITIOOTBED-
XKOEeHWe COOEePKUT TEeKYIIUU CTaTyC IIPOBEPSIEMOro cepTuduKara.

[Tocne naxoxpaeHus ceprudpukarta LIC u CAC (unu mocrie nNoaydeHus HoaTBepxKae-
HUs 0T [ICCC-0oTBeTYHKA) BHIIIOJIHAETCSA KPUIITOTpaduyecKasi IpoBepKa MOIydeHHBIX
00BEKTOB, a TaK¥Ke ITPOBEpPKA IeNCTBUTENbHOCTU IIpoBepsieMoro ceprudukara. [Ipu
YCHEIIHOM BBIIIOJITHEHUU IIPOBEPOK, eClu HaugeHHBIU cepTudukar LIC He sABIsgeTCs
CaMONOANUCAHHBIM UJIM He ObLI HalieH B JIOKAJIbHOM XpaHUIuIlle /JosepeHHble KOop-
Hegble ueHmpbl cepmu@ukauuu, OH 3aHUMaeT MeCTO IIPOBEPSIEMOT0 cepTUuduKara, 1
BECH BHIIIEOIIMCAHHBIU aJITOPUTM IIOBTOPSETCS PEKYPCUBHO.

PesynbTaT mOCTPOEHUS M IPOBEPKU LIEIOYKU CepTU(UKaTa ONpenessaeTcsa ClIeny-
IOIITM 00pa3oM:

— AymeHmu4yHOCMb KOHEYH020 cepmugukKama He yCmaHOB/1eHd - €CJIU, TI0 KaKOu-
6o IpUYNHE, oYepenHoM UCKOMEIHM cepTudukat LIC He ObII HalIeH, UJTU €CJIU 1ie-
IMOYKa He HaYMHAEeTCs C CaMOMNOANMCaAaHHOTO cepTuduKata KopHeBoro LIC, HaleH-
HOT'O B JIOKaQJIbHOM XpaHusuile /JogepeHHble KOpHeable LeHmMpbl cepmupuKkaluu;
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— HeticmeumeabHOCMb KOHEUH020 cepmugukama He YCmaHo8/1€eHd - €CJH, II0
Kakou-nmubo nmpuyuHe, oyepenHon uckoMuii CAC manHoro LIC He ObLI HalioeH, U
He ObLIIO TTOTy4YeHOo fgoBepeHHoe nonTBepxkaenue oT [ICCC-orBeTynka ganHoro LIC;

— KoHeuHblll cepmugukam aHHYAUPOBAH - €CIIU OUePETHOU IIPOBEPSIEMEIN CEPTH-
dukat 6nin HavimeH B CAC Brimiectosinero LIC unu OCSP oTBETYMK BHIIIECTOSIIIIETO
LIC Bo3BpaTui NOATBEPXKIOEHUE, coOgepzKalllee CTaTyC 'aHHYJIUPOBaH’, U BpeMs aHHY-
JINPOBAHUS yKe HaCTYIIUIIO;

— KoHeuHbll cepmugukam delicmaumesieH - B OCTaJIbHBIX CIydasX.

B coctaB OC Windows Bxogut ytunuta CertUtil, ¢ moOMOIIbI0 KOTOPOU MOZKHO BEHI-
MIOJIHATh pa3nu4YHbIe Ollepalluu, CBsi3aHHBIe ¢ cepTudukartamu, CAC, nenoykamu, u
T.II.

B wacTHOCTH, [OJI TOCTPOEHUHS U ITPOBEPKM IENOYKU CepTUdHUKaTa C MMEHEM
cyobekTta CN=Test,CN=Users,DC=Company,DC=ru, HaXOOsAIllerocs B XPaHUJIUIIE
moJyb3oBaTensa JIuuHoe, MOXKHO UCIOIb30BaTh CIEOYIOIIyI0 KOMaHAY:
certutil.exe -user -verifystore MY Test

Pe3ynbTaTOM BHITIOJTHEHUS OJAaHHOM KOMaHObB OymeT nubO ITOOTBEpPXKIEHHE Oei-
CTBUTEIBHOCTH IIPOBEPsSieMOTo cepTtudukara, 1ub0 onucaHue OMIMOKH, BO3HUKIIEH
B pe3y/bTaTe IIOCTPOEHUS MU ITPOBEPKU €r0 ILIETI0OYKH.

6.2.5 KsmmpoBaHHEe 00BEKTOB

[Tpu mocTpoeHUM 1eNoYeK cepTu(UKAaTOB BO3MOKHO BHIIIOTTHEHNE 3arPy3KU Cep-
Tu(duKaToB npoMexkyTOouHBIX LIC unu CAC mo ceTu Ha OCHOBaHUU MH(POPMALIUHU, CO-
mepxkaleiics B pacuiupeHusix AIA u/unu CDP. [1719 UCKII04YeHUsI He00X0OUMOCTH I10-
BTOPHOM 3arpy3Ku yxKe 3arpyKeHHBLIX 00bEeKTOB MOCJIegHWEe 3allOMHHAIOTCS B CIe-
ranbHOM (aiiyioBoM Kamie. IIpu BHIIOIHEHUHN 3arpy3Ku Oo0BbeKTa 10 CeTH BHaualle
ITPOMU3BOAMUTCS IIOMBITKA HAWUTU €T0 B 3TOM K3IIIe AJIsI IIOBLIIIeHUS 00IIIel IPOu3BOOHU-
TEJIbLHOCTH KPUIITOTrpadUdeCKOU IIOOCHUCTEMEL.

Hcmonb3yeMbili K311 3aBUCUT OT «ABUTATENS», BEBIOPAaHHOTO NpUKJagHbIM 10 mns
IIOCTPOEHUS IIeIIOYEeK - «OBUTATEeIb» KOMIIbIOTEpPa U KaXKIObIM IT0JIb30BaTEIbCKUM
«OBUTATEJIb» UCIIOIb3YIOT COOCTBEHHBIN BhIIEIEHHBIN KA1I. OOBbEeKTH XPAHSITCS B K9-
e, B 0o0IlleM ciydae, OO MCTEUYEeHUsS CpoKa uUX meicTBus - Hanpumep, CAC, Haxo-
OSIIUMcS B Kallle, OyOeT OeNCTBUTEJIEH 0 MOMEHTa BpPeMeHH, YKa3aHHOIo B IIOJIe
Caeodywuwee obHosaeHue (Next Update).

[71s1 meTanbHOr0 MPOCMOTPAa COAEePKMUMOI0 K3IlIa MOXKHO BOCIIOIb30BaThCS CIIEAY-
IOIler KOMaHOOM:
certutil.exe -v -urlcache *

II719 IOJTHOM OYMCTKHM COAEPIKUMOTO K3Illa MOXKHO BOCIIOIb30BaThCS CIIEOyIOIel
KOMAaHOOu:
certutil.exe -v -urlcache * delete

OpHako, peKOMEHOYETCS He II0JIb30BaThCsI KOMaHIOM OYMCTKHU K23IIIa, a IIoMedYaTh
BCe 3allMCHU K3Ila KaK HeOeUCTBUTEJIbHBIE C IIOMOIIBI0 CJIeAyIOIler KOMaHABl (Oiis
BBITIOJTHEHUS TPEOYIOTCS ITpaBa JIOKAJIbHOTO afMUHUCTPATOopa):
certutil.exe -setreg chain\ChainCacheResyncFiletime @now
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Bonee oeTaJIbHO onucaHue MexaHu3Ma K3IIMPOBaHUSI 00BbEK-
TOB IIpUBEOEeHO B CcTaTbe TII0 cCchUIKe  http://technet.microsoft.com/en-
us/library/ee619754%28v=ws.10%29.aspx.

Hcnonv3oBanue Moayis nognepxkku TLS ¢ kinueHTcKuM U cepBepHBIM [10 onuca-
HO B nokyMeHTe BAMEB.00060-06 95 01 «CK3U «Banunata CSP» Bepcusa 6. PykoBon-
CTBO afMUHUCTpaTopa».
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IIEPEYEHBb COKPAIIIEHUN

IlaT4yuk CiIly4YauHBIX YUCeIl

Kpunrtorpadpudeckas 3amuTa “HGOpMaILuu
OmnepanuonHas cucteMa (Operating System)
[IporpaMMHBIM KOMIIJIEKC

[IporpaMmMHOe obecrieueHure

[IpuknagHOe MporpaMMHOe oOecIiedeHue

[TpoTOKOJ CeTEBOTO CTaTyca cepTuduKaTa

Cnucok aHHyIUpoBaHHBEIX ceptudukatoB (Certificate
Revocation List)

CpencTBo KpunrorpadudeCKou 3alluThl HHPopMaluu
YoocToBepsAwOIUM LIEHTP

OyHKIIMOHA/IbHBIY KJII0YEBOU HOCUTEJIb

LHeuTtp ceptudukanmu (Certification Authority)
ONeKTPOHHAS BHIYMCIIATEIbHAS MallluHa
OnekTtpoHHasa noanucsk (Digital Signature)
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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