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AHHOTAIIUA

[laHHBIU DOKYMEHT COOEPKUT OCHOBHBIE IIpaBUJjia, CBA3aHHBIE C 3KCIJIyaTaluuen
nporpammuoro komiiekca (ITK) BAMB.00060-06 «CpenctBo KpuntorpaduiecKkoun
3amuThl uHQopManmu «Banugata CSP» Bepcus 6» (qanee — CK3U «Banupgata CSP»),
B TOM YHUCJIE CIIeOyIolIie peKoOMeHOalluu:

— PEeKOMeHOalliU MO0 3KCIIJIyaTallud TEXHUYECKUX CPEACTB C YCTaHOBIeHHBIM CK-
31 «BanugaTta CSP»;

— PEeKOMeHOalliu M0 pa3MeIllleHUI0 TEXHNYEeCKUX CPenCcTB ¢ ycTaHoBIeHHBIM CK3U
«Banmunonata CSP»;

— PEeKOMEeHOaIlruu I10 IIPMMEeHEHNIO CPEeOCTB 3allTUThI I/IH(I)OpMaI_II/II/I OT HECAHKIIHNO-
HHUPOBAHHOTO OOCTYIIq;

— PEeKoMeHOalluH 10 BeIeHUIO XKYPHAaJIOB;
— peKoMeHpanuu 1o obecredyeHno HHGOPMALMOHHON 6€30I1aCHOCTH.

Yka3aHHBIE B HACTOSIIEM PYKOBOACTBe TPeOOBaHUS SIBJIAIOTCS OOIIMMHU KaK A
CK3U «Bamumarta CSP», tak u pnsa I1K, ¢dyHkumoHupymommux coBMecTHo ¢ CK3U
«BanumaTta CSP». Kaxxpmoe TpeboBaHUe, IPEeObSIBAsIEMOE K YCIIOBUSM 3KCIITyaTalluun
CK3U «Banupmata CSP», nmub6o mpembsaBasieTCcss K (QPYHKIIMOHUPYIOIIUM COBMECTHO
c HuM [1K 6e3 uamMeHeHu# (B 9TOM Cilydyae OHO He yKa3bIBaeTCsl B mepedHe Tpebo-
BaHUM K cooTrBeTcTByWIIeMy [1K), nmubo yxKecTtodaeTcs (B 9TOM Ciydae B IlepedHe
TpeboBaHUM K COOTBeTCTBYylomleMy IIK mpuBOOguUTCS yTOYHEHHAsSA (QOPMYJIMPOBKA).
TpeboBanus K 1K, dyakumonupyomum coBMmecTHo ¢ CK3U «Banupgata CSP», MoryT
copmep2KaTh OONOJIHUTEIbHEIE TpeOOBaHMs, He BXOAsAIIMe B HaCTOsAllee PYKOBOACTBO.
[Tepeuens TpeboBauui O kKaxmporo 1K, dyHkumoHupylomero coemectuo ¢ CK3U
«Banmupgata CSP», mpuBed€éH B PYKOBOACTBe AIMHUHHCTpaTopa HHGPOPMAIMOHHOU
06€e30IIaCcHOCTU COOTBETCTBYyIoIEero I1K.

IlaHHBIN MOKYMEHT IIpefHa3HadYeH I aAfMUHUCTPAaTOPOB MHpOPMallMOHHON 0e3-
OMMaCHOCTU U CHUCTEMHBLIX aJMUHHUCTPATOPOB M MOXKET CIIy2KHUTh PYKOBOACTBOM MJIs
pa3paboTKM MHCTPYKIIUM agMUHHCTpPaTOpaM HMHOOPMAIMOHHOM 0e30MMaCHOCTH U
noab3oBaTtesnaM, 3kcinyatupyomuM CK3U «Bamupgata CSP». Ilepen 4yTeHUMEeM Ha-
CTOSIIIETO PYKOBOICTBA HEOOXOOMMO 03HAKOMUTHCS C 9KCIIJTyaTalluOHHBIMHU HOKYMEH-
tamu CK3U «Banupata CSP», npuBegénubiMu B fokymeHTe BAMB.00060-06 20 01
«CK3H «Bamupgata CSP» Bepcus 6. BemoMocCTh 3KCIIyaTalliOHHBIX JOKYMEHTOB>.
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1 BBEJIEHWUE

B opranusanuu, skcnayaTupympomen nporpaMMubsii komniekc (ITK) BAMB.00060-
06 «CpencTBo Kpunrtorpadpudeckou 3ammuTel nHpopMmauu «Banugata CSP» Bepcus
6» (manee — CK3HU «Banupgata CSP»), moskeH OBITh Ha3HaUYeH OTBETCTBEHHEBIN 3a OP-
ra"Hu3anuio pabot no 6e3omacHoMy ucnonb3oBaHuio CK3U «Banupmata CSP» (manee
— ApMmuHUHCTpaTOop MHPOPMAIMOHHOMN 6€30I1aCHOCTH).

ITpumeuaHue — I1pu Heobxo0umocmu pyHKUUU AOMUHUCMpPAmMopa uHpopmau,u-
OHHOU be3onacHocmu mo2ym OblMmb 803/104#CEHbI HA HECKO/AbKUX COMPYOHUKO8 U/au
Ha noOpa3deneHue.

Ha AgMuHMUCTpaTopa HPOpMaIMOHHON 6€30IT1aCHOCTHU BO3JIaraeTCs:

— CO3[maHue WHCTPYKIUM, HallpaBJIEeHHBIX Ha obecrieyeHue 0e30MacHOCTH (PyHK-
nuonupoBaHusa CK3U «Banupmata CSP», goBegeHKe JaHHBIX MHCTPYKILMNHN OO IOJIb30-
BaTeel M KOHTPOJIb 3a UX COOJIIOfeHUEM;

— KOHTPOIJIb COGHIO)IGHI/UI OIMMCaHHBIX B HACTOAIIIEM PYKOBOOCTBE TpGGOBaHHfI;

— KOHTPOJIb BBIIIOJIHEHHS BCEX BBOAWMEIX Ha TEXHOJOTUYECKOM YydYacCTKe
OPTaHU3AIIMOHHO-TEXHUYECKUX Mep 3alluThl paboymx MeCT C YCTAaHOBJIEHHBIM
CK3HU «Banupmata CSP» oT HecaHKIIMOHUPOBaHHOTO Hoctyna (HCII);

— aJMUHHCTPUPOBaHUE NPOrpPaMMHO-aNllapaTHHIX CPEOCTB 3allUTH NH(MOPMaIun
or HCII (C3H ot HC]I) 1 MexaHMU3MOB 3alllUTHl onepamnuonHHoi cuctems (OC) pabo-
4yux MecT ¢ ycrtaHoBJIeHHBIM CK3HM «Bamupgata CSP», KOTOpoe 3akjitouaeTcs B BEHI-
TIOJIHEHUY IPOIIeAYP HAaCTPOUKY CUCTEMHOT 0 OKPY2KEeHU I, HACTPOUKHU 1 00eCcIiedyeHU N
(pyHKITMOHUPOBAHUSA CPENCTB 3alIUTHI;

— KOHTPOIIb BBITIOJTHEHU S pabot 1o ITPOBEPKE 1IEJIOCTHOCTH
CK3HU «Banupgata CSP»;

— yIpaBJieHuEe OOCTYIIOM II0/Ib30BaTelliel K mporpaMMHoMy obecrieuenuio (I10) u
OaHHBIM, BKJII0Yas YCTAHOBKY U [IEPUOOUYECKYI0 CMEHY IlapoJjiel, ylipaBjieHue Cpef-
CTBaMH 3alIUTHI KOMMYHUKAIUH, IepelaBaeMbIX, XpaHUMBIX 1 00pabaThIBaeMHbIX JaH-
HBIX;

— omnpemeneHne KOHKpPeTHHIX HacTpoeK OC u e€ KOHPUTypHUpPOBaHUE B IIEJISAX 3a-
muThl CK3U «Banupmata CSP» or HCJII B COOTBETCTBHU C IOJIOXKEHUSIMU HAaCTOSIIETr 0
OOKyMeHTa (IpuMep HaCTPOEK IMPUBENEH B IPUIIOKEHUH A).
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2 OPTAHU3AIIWAOHHO-TEXHUYECKHWUE U
AIMUHUCTPATUBHDBIE MEPOIIPUATHUA

2.1 O0miue TpedoOBaHUSA

[Tpu skcnnyatanuu CK3UW «Banumata CSP» cienyeT IPUHSTH ClIeOyioiIue obIue
OpraHu3aluOHHBbIE MEDHI:

— IIpaBO OOCTYyIla K TEXHUYECKHM cpeacTBaM (marnee — 9BM) ¢ yCcTaHOBJIEHHBIM
CK3U «Banupata CSP» nipenocTaBiisieTCsl TOJIBKO JIUIlaM, U3YYUBIINM COOTBETCTBY-
olye 3KCIUTyaTanvoHHble NoKyMeHTH CK3U «Banunmata CSP», a TakXke Ogpyrue no-
KyYMEHTHI, CO3aHHbIe Ha UX OCHOBE;

— 3amnpemntaeTtcsa ucnonb3oBanue CK3U «Banupgata CSP» Ogns 3aliuTel CBEOEHUH,
COCTaBJISAIOIINX T'OCYyOdapCTBEHHYIO TalHY;

— B cny4dae ¢yaruuonupoBaHuss CK3U «Banumata CSP» B BUpPTyaJlbHOU
cpele MOOJXKHBI OBITH BHIIIOJIHEHBI TpPeOOBaHMUS, W3JIOKEHHLIE B [OOKYMEHTEe
BAMBE.00060-06 93 03 «CK3M «Bamupmata CSP» Bepcusg 6. OyHKIMOHUPOBaAHUE
B BUPTYyaJIbHOU cpefe. PYyKOBOOCTBO afMUHUCTpPaTOpa HHPOpMaIlMOHHOM 6e30macHo-
CTU»;

— MOJIKHBI coOmomaThCss TpeboBaHUS IO KOHTPOIIO 1HesocTHOCTHU [10, n3noxkeH-
HbIE€ B pa3gesie 3 HaCTOSIIero JOKyMeHTa;

— Ha 9BM c ycrtanoBneHHbBIM CK3U «Banupata CSP» HONMXKHO HCIIOIb30BaThCS
TOJIBKO NUuIleH3noHHOe 10 pupmM-11pon3BogUTENEH;

— 3arpeltaeTcs BHOCUTh Kakue-nubo uaMmeHenus B [10 CK3U «Banugata CSP».

2.2 IIpaBuiIa oOpalieHHus1 C KJII04eBorH nHpopMalueHn u
K/II0OYeBbIMH HOCHTEISIMH

B kauecTtBe HocuTeneu KirodeBou mHpopmanuu B CK3U «Bamumata CSP» mo-
T'YT MCIOIb30BATHCS TOJIBKO KJTIOUEBLIE HOCHUTENM, IIPUBENEHHBIE B [OOKYMEHTE
BAMBE.00060-06 30 01 «CK3U «Banupata CSP» Bepcus 6. ®opMmysnsap». XpaHeHHUe
KiIo4den snekTpoHHou nopmnucu (II1) B peectpe OC Windows momyCTHMO TOJIBKO
IIPU YCJIOBUM pacIpocTpaHeHusi Ha OBM TpeOoBaHUM II0 XPaHEHUIO KIIIOUEBBIX
HOCUTEJIEN.

[Tpu paboTe c KiMoYyeBOM MHpOpMalLel cieayeT pyKOBOACTBOBAThHCS CIE€OYIOIIU-
MU TPeOOBaAHUSIMMU:

— Kio4deBas nHopMalus ABJIsSeTCS KOHPUOEHIINaTIbHOM;
— 3ampellaeTcs OCTaBIsATh 0€3 KOHTPOJISI HOCUTENH K/II0UeBOrM WH(POpMalny;

— 3ampeIaeTcss OCYHIECTBIISTh HECAHKIIMOHUPOBAHHOE AIMHHUCTPATOPOM HH-
dbopmanmornHoO# 6€30ITIaCHOCTH KOITMPOBaHUE KJTIOUEBBIX HOCUTEJIEH;

— KOIIMPOBaHMWE KIII0OYEBOM MH(GOPMALMU BHINIOTHSIETCA (IPpU HEOOXOOUMOCTHU)
TOJIBKO C ITOMOIIIbI0 ITporpaMMel KoHpurypaiuu CK3U «Banumata CSP»;

— 3ampellaeTcs pasriallaTh KJIIo4YeByl0 MH(oOpMaIuio MiIu IepefaBaTh KIllode-
Bble HOCHUTEJIM JIUIlaM, K HUM He OOIYIIEeHHBIM, BEIBOOUTH KJTIOUEBYIO MHGPOPMAIUIO
Ha 9KpaH, IPUHTEDP U WHBIE CPECTBA OTOOpakKeHus: nHGOPMaIluy;
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— 3ampellaeTcsa 3alUChIBaTh Ha KIIOYEeBble HOCUTEJIM IOCTOPOHHIO HHGbOpMa-
OHIo;

— 3aIpellaeTcs UCIOIb30BaTh HOCUTENU KJII0UeBOM MHPOPMAIUU B peXuMax, He
MIpeayCMOTPEHHEBIX 9KCITyaTallmoHHON noKyMeHTanuenn CK3U «Banumata CSP»;

— Ko4deBass mHGOpMALUsS AONXKHA YHHYTOXKATBHCS MOPSOKOM, M3JIOKEHHBIM B
. 2.2.3 HaCTOAIIero JOKyMeHTa.

2.2.1 IIpaBwWIa XpaHEHHS KJIIOUYEBbIX HOCUTE/IeH

KntoueBble HOCUTEN HEOOXOOUMO XPAHUTh CIIOCOO0OM, MCKITIOYAIOIIINM HEeCaHKITU-
OHUPOBAHHBIN OOCTYII K 3TUM KJIIOYEBBIM HOCUTEJISIM. B ciiydae 1leHTpaInu30BaHHOTO
XpaHeHUs KIIIOUEeBHIX HOCUTEJIeM OTBETCTBEHHOCTh 3a XpaHeHHe KITI0UEeBHIX HOCH-
TeJjiel II0JIb30BaTellel HeceT AOMUHUCTPATOP HHAOOPMAIMOHHON 0e30I1aCHOCTH,
WHa4de MOJIb30BaTellb IMYHO HECET OTBETCTBEHHOCTDh 3a XpaHEHHEe CBOUX KIIIOYEBBIX
HOCUTEJIEN.

B ciiydyae HEBO3MOXKHOCTHU OTUYKOEHUS KJII0UEBOT0 HOCUTEIS C KIII0UeBOM NHGPOP-
MaIuen oT 9BM opraHu3aliioHHO-TEXHUYECKUMU MEPOIPUSATUSIMHU MOJIKEH OBIThH UC-
KJIIOYEH OOCTYI HEYIIOJIHOMOYEHHBIX JTHUI] K 3TO 9BM.

2.2.2 KOHTpPOJBb CPOKa JEeHCTBHUS KII0YEeH

Cpoku pgeucTBUs KIIOYEeW U CepTUPUKATOB IIPUBEAEHBl B TOOKYMEHTe
BAMB.00060-06 31 01 «CK3M «Bamupmata CSP» Bepcusa 6. OnucaHue OpuMeHe-
HUS>.

Insa obecneueHuss HempephiBHOW pabdoTel CK3U «Bamupmata CSP» ¢ cucremoin
yOpaBlieHUsT cepTudUKaTaMU CIeOyeT B COOTBETCTBUU C SKCIIyaTallMOHHOW [O-
kKyMmeHTanueuw CK3U «Bamumpata CSP» u IIK, (QyHKIIMOHUPYIOIIUX COBMECTHO C
CK3U «Banupata CSP», a TakXke ¢ TpeOOBaHUSMHU SKCILTyaTUPYIOIIEN opraiu3alumn
chopMHUPOBATH KOMIIJIEKC OPTaHU3aIIMOHHLIX MeP 0 o0pallleHuIo C KJIIoUaMu U Cep-
TuduKaTaMu (Co3maHue Pe3epBHBIX KOMUM KIII04el, coOIomeHne CPOKOB IeMCTBUS,
BLIBEJIEHUE U3 e CTBUS, IIJITAaHOBAs U BHEIIJIaHOBasi CMeHa, JEeNCTBUS B YCIIOBUSIX KOM-
ITPOMEeTAaIUuU KJTI0Uel M Op.) U OPraHu30BaTh KOHTPOJIb UX BBITIOJTHEHUS.

2.2.3 VHHUYTOXKEeHHe KIIdeHn

BriBemeHHBIE U3 IeWCTBUSA (IIOCJIE IIJIAHOBOM CMEHEBI MJIM KOMIIPOMETAIINM) KITI0YU
OIl nmopgnexaT YHUYTOXKEHUIO (yOaleH!UI0). YHUYTOXKEHUE KITI0UYEM OOJI2KHO BHITIOJI-
HSTbCSI KOMUCCHUOHHO.

YoaneHue Kiito4uen, XpaHALIUXCA Ha BCeX TUTIaX KJIIIOYEBBIX HOCUTEJIEH, IIOOAEPKU-
BaeMbIXx CK3UM «Banupgata CSP», BEIIIOJIHAETCA C UCIIOJIb30BaHUEM IIPOrpPaMMbl KOH-
durypanmu CK3U1 «Banugata CSP» cormacHo mpoliegype, OMMCaHHOM B JOKyMEHTE
BAMBE.00060-06 95 01 «CK3M «Bamupgata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTopa».

KntoueBble HOCUTENH, KITloUueBast MHGOpPMaIUs C KOTOPHIX Obllla yoajleHa yKa3aH-
HBIM BBIIIIE CLIOCOOOM, MOTYT OBITH UCITOJIb30BAHHBI B lajibHeMNIIel paboTe 6e3 orpaHu-
YeHUU.

[Tpu BBEIXOOE KITIOUEBHIX HOCUTEJIEN U3 CTPOS UM IIPU HACTYIIJIEHUUN COOBITHUM, TPe-
OyIOLIMX YHUUTOXKEHUS KITI0OYEBBIX HOCUTENIEN, OHU JOJI?KHBI OBITh YHUYTOXKEHHI (YTH-
JIN3UPOBaAHBI) CIIOCOOOM, TapaHTUPOBAHHO MCKIIIOYAIOIIMM BOCCTAHOBJIEHUE KITIOYe-
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Bou mHpopmamuu (pusndeckoe pal3pylleHUe, CKUTaHNe, pa3laMbiBaHUE, pa3pe3a-
HHUe U T.II.).

[Ipy yHUYTOXKEHUU KIII0UEBOU HMHEPOPMAaIUU COCTaBISAETCA AKT YHUYTOXKEHUS
KJII0YeBOM MHPOPMAILUU U IIPOU3BOAUTCS COOTBETCTBYIOIIASA 3aNUCh B «2KypHai y4e-
Ta KJIo4eBou nHpopManun». PekomeHnyemas opMa KypHaia IIpuBegeHa B IPUJIO-
XkeHuu b. PekomeHnyemasi ¢popMma AKTa IpuUBedeHa B IPUIOKeHUHU B.

2.2.4 KoMmmpomMmeTanusi KJIl04YeH

KoMmmipoMeTalinei Kio4deil Ha3blBaeTCs COObITHE, TPUBOMSIIEE K YyTpaTe DOBEPUS
K TOMY, YTO MCIIOJIb3yeMble KJTI04YUu oOecreuynBaoT 6e301acHOCTh NHGPOPMAIIUH.

K OCHOBHBIM COOBITHSIM, CBSI3aHHBIM C KOMIIpOMeETallueM KJIlo4uel, OTHOCSTCS,
BKJIIO4Yasi, HO He OrpaHN4YNBasICh, CIIEOYIOIIe COOLITUS:

— yTpaTa K/II0YeBEIX HOCUTeJIeH;
— yTpaTa K/II04YeBBhIX HOCUTENEH C MOCIeAyIoIuM 00HaPyKEeHUEM;

YBOJIEBHEHHE COTPYOHHUKOB, MMEBIIINX NOCTYII K KJTI0OYEeBOU I/IHCI)OpMaLII/II/I,’

— HapyllleH’e IpaBUJl XpaHEeHUS U YHUYTOXKEHUS (IIoCcjie OKOHYaHUS CpoKa Hew-
CTBUsI) Kiouen III;

— BO3HUKHOBEHUE IO03PEHUN Ha yTeUKy MH(POPMAIIUU UJIN €€ MCKaXKeHue B CH-
cTeMe KOH(pUIOEHITUAIbHOM CBSI3U;

— HapyllleHHe meYaTu Ha cende (MU Ha yIIaKOBKe), B KOTOPOM XPaHSATCS KIIlode-
BBI€ HOCUTEJIH;

— cJIy4aw, KOrjfa HelIb3sl TOCTOBEPHO YCTAaHOBUTH, YTO ITPOU3OIIIIO C HOCUTEJISIMH,
copepkaliuMu KITI04eByI0 HMHGOPMAIINIO (B TOM YKCIIE CIy4aM, KOrfla HOCUTEJIb BhI-
IIIeJI U3 CTPOSI M IOKa3aTeJIbHO He OIMPOBEPTHYyTa BO3MOXKHOCTDL TOTO, YTO BBLIXOM M3
CTPOSsI ITPOU3OIIIE]I B pe3yabTaTe HeCAaHKIIMOHUPOBAHHBIX JeMCTBUM 3JIOYMHIIITIEHHU-
Ka).

Pa3nuualoT gBa Buga KoMOopoMeTalnu Kintoden O1: sBHYI0 U HesIBHYIO. [IepBhie ue-
THIPE COOBITUSI, IPUBEOEHHBIE BHIIIE, MOJIKHB TPAKTOBATHCS KaK SIBHAsI KOMIIpOMeETa-
s Kinodel. OcTtasnbHBIE COOBITUS TPEOYIOT CIIelMaIbHOT0 PACCMOTPEHUS B KaXKI0M
KOHKPETHOM CJly4dae.

[Tpu HacTynIeHuN J1II000r0 U3 MePeYrCIIeHHbIX BHIIIe COOLITHM (CBI3aHHBIX KAk C
SIBHOM, TaK U C HESIBHOM KOMIIPpOMeTAaIluel) MOIb30BaTe b JOI2KEH HEMEOJIEHHO IIpe-
KPaTUTh CBSA3b C APYTMMHU MOJIb30BaTEJIAMU C UCIIOJIb30BaHUEM CKOMIIPOMETHUPOBAH-
HOTO Kio4da (unu Kiiouel). [Tonb3oBaTens (Maum ADMUHUCTPATOP MHPOPMAIIMOHHOM
0e30IMacHOCTH) JOJIKeH HeMeOJIeHHO U3BEeCTUTh O KOMIIPOMETAIlu! KJII04Yel M0JIb30-
BaTens YoocTtoBepstomuy 11eHTp (Y1), BEImaBIInii COOTBETCTBYIOIINE CEPTU(DUKATEHI
KJIIo4yen nnposepku JlI.

[To ¢pakTy KOMIIpOoMeTaluu KiI4da (3a UCKIIYEHUEM yBOJIbHEHHUS COTPYOHUKOB,
MMEBIIUX OOCTYII K K/II04eBOM MHGpOPMAIUK) OOJKHO OLITH IIPOBEMEHO CIIy:KeOHOe
pacciemoBaHUe CHJIaMM CIelUajIbHO CO3TaHHOHU OJIA 3TOro Komuccuu. Llenpio pac-
CJIeIOBAHUS MOJI?)KHO OBITH ITPUHSITHE Mep, MCKIIYAIIINX TaKyl0 KOMIPOMETAIINIO
B OymyIiieM. B ciiydyae HesIBHOW KOMIIPOMETAIIMU JaHHAsi KOMHUCCHUS OOIIOJTHUTEIHFHO
BhIJaeT 3aK/II04YeHWe O TOM, MOrJjia JId KpuTu4YHasa nHpopMalusa O KJIlo4ye MmoImnacTh K
HapyLIXUTEJIO.

B cnyyae gBHOU KOMIIpOMeTallUU CJiefyeT BLIBECTU K3 OEUCTBUS CKOMIIPOMETU-
POBaHHEIE KJTIOUHX ¥ He3aMeOJIUTEJIbHO IPUCTYIIUTh K BOCCTAHOBJIEHHUIO 3alIUIIEHHON
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CBsA3U (IMOIYYEeHUI0 HOBBIX KJII0YEM) YCTAaHOBJIIEHHBIM IIOPSAOKOM.

AHarorTu4YHbIE OEWCTBUS CJIeOyeT MPEedIpUuHSATh B ClIydae HEesIBHOM KOMIpoMeTa-
LMY, €CJIY He MPeACTaBIsIeTCS BO3MOXKHBIM BEIIaTh 3aKJ/II0UEeHNE TOCTaTOYHO OBICTPO
(3a BpeMs, Ha KOTOpOoe OONMYyCTHUMO ITpeKpallleHue CBsA3u). BMecTe ¢ TeM paboTy Ko-
MUCCUMU CJlefyeT IIPOAOJIZKUTD A0 OJIYy4eHUsA OKOHYaTEJIbHBIX BEIBOOB.

BriBejeHHbBIE U3 OEUCTBUS CKOMIIPDOMETHMPOBaAHHBIE KIIIOUHM IIOCJIE NPOBEHOEHUS
CIIy2Ke0OHOT0 paccieqoBaHus YHUUYTOXKAIOTCS MOPSOKOM, U3JIOKEHHEIM B II. 2.2.3 Ha-
CTOSLIEro JOKyMeHTa.

2.3 TpeboBanus no 3amuTte oT HCJI nipu 3KcIiyaTaltuu
CK3H1 «Baaugara CSP»

3amuTa 1O u anmapaTtHoro obecneuenusi oT HCJII nmpu ycTaHOBKE M MCIIOJIb30Ba-
Hun CK3HU «Banupmata CSP» sBisieTcsi COCTaBHOM 4acTbhIO 00INel 3amauyu oOecriede-
HUs 0e30macHOCTH MHPOPMAIlMU B aBTOMaTU3UPOBaAHHLIX cucTeMax u [1K akcmiya-
TUpYIOlIel opranu3anuuu. s obecrneyerHus 3amuTel nHPopMmalmu ot HCJII HeoOxo-
OUMO BBITIOJIHEHHE IIeJIOTO Psfa MepP, BKIIYAIOIINX OPraHU3allMOHHO-TEXHUYECKUe
M aAMHHHUCTPATHBHBIE MEPOIIPUSATHS, CBsI3aHHBIE C oOecmeyeHHeM IIPaBHIILHO-
cTU (QYHKIIMOHHUPOBAHUS TEXHUUYECKUX CPeOCcTB 00pabOoTKM U mepegauyu HHPOP-
Malli¥M, a TakKXKe yCTaHOBJIEHHE COOTBETCTBYIOIIMX IPaBUII OJIA O0OCITy>KHBAIOIIETO
IIepcoHasna, agMUHUCTPAaTOPOB MH(OPMaIIMOHHONM 0e30IIaCHOCTHU M II0JIb30BaTelen
CK3H «Banumpgarta CSP». 3amurta CK3U «Banugata CSP» ot HC]II B aBTOMaATU3UPO-
BaHHBIX cucTeMax ¥ [IK akchonmyaTupymoolnei opraHu3aliuy OoJIxKHa 00ecIliedYnBaThCs
Ha BCEeX TEXHOJIOTMYECKHX 3Tanax o0padoTku nHGOPMaIIuK U BO BCeX pexkuMax PyHK-
nronupoBaHuss CK3U «Banupmata CSP», B TOM 4uciie IIpu IIPOBEOEeHUN PEMOHTHBIX
pabor.

3ammura napopMmanuu or HCJI momkKHa npegycMaTpuBaTh KOHTPOJIb 3O HEKTUBHO-
ctu C3U ot HCJII. 9TOT KOHTPOJIb MOXKET OBITh JIN00 mMepuogudYecKuM, JIn00 MHUITH-
MPOBATHCS IO MepPe HeOOXOOUMOCTH I10JIb30BaTEIEM UM AIMUHUCTPATOPOM HHGOP-
MallMOHHOM 0e30II1aCHOCTH.

2.3.1 TpedoBaHHs IO pa3MeIlIeHHI0 TEXHHYECKHX CPeJICTB

[Ipu skcmiayaTaluy, pa3MelleHun U XpaHEeHUH TEXHUYECKUX CPEICTB C YCTaHOB-
neHHbBIM CK3U «Banupgata CSP» mmonb3oBaTeNb O0JIKEeH 00eCIIeYnTh PeXKUM 9KCIITY-
aTaluy, pa3MelleHus U XpaHeHUsI TEXHUUYECKUX CPEICTB, MCKIIIOUAIOIINM HeCaHKIU-
OHUPOBAHHBIM MOCTYII K 3TUM TEXHUYECKUM CpeICTBaM.

B cnyuyae wucnomns3oBanuss CK3HM «Bamupata CSP» Ha cTaumoHapHbIXx 9OBM,
OOIIOJTHUTEIPHO TIPU pPa3MeNIeHuM TEeXHUYECKHUX CPEeOCTB C YCTAaHOBJIEHHBIM
CK3U «Bamupgarta CSP»:

— MOJIXKHEI OBITH ITPUHSITHEL MepPhI 0 ucKoueHnto HCJII B moMeIleHusi, B KOTOPHIX
pa3MelleHbl TeEXHuYecKue cpeacTBa ¢ yctaHoBiieHHBIM CK3U «Banunmata CSP»:

e JINII, IIO POAY CBOEU MEeATEJIbHOCTU He SIBJISIOUIUXCS ITePCOHAJIOM, OOMYIIeH-
HEIM K paboTe Ha 3tTux OBM (mns ucrnonHeHus 1);

e JIUL], IO POLY CBOEU OEATEIbHOCTU HE ABIISAIOLIUXCSA IIE€PCOHAJIOM, AOIIYyIIEeH-
HEIM K paboTe B 9THUX IIOMEIIeHUIX (/I UCIIOJTHEeHuN 2 u 3);

— BHYTPEHHMA IIJIAHUPOBKA, PACIIOJIO2KEHHE M YKOMIIJIEKTOBAHHOCTH pa6quX
MECT B IIOMEIIEHUAX OOJIZKHBI obecrieuynBaTh UCIIOJTHUTEIISIM pa60T COXPAaHHOCTHB OO-
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BEPEHHBIX UM KOH(pUOEHITHATFHEIX JOKYMEHTOB U CBEJIEHNM, BK/II0Uasi KJII0UYeBYIO UH-
dopmariuio;

— TIOMeIlleHUsl, B KOTOPBIX pa3MelaloTcsi paboume MecTa C yCTaHOBJIEHHBIM
CK3U «Banupgata CSP» u/unu xpaHsATCS K/IIOUeBble HOCUTENIH, a TaKxKe Bce pabo-
Yy1e MeCTa, Ha KOTOPHIX BeIpaOaTHIBAlOTCS (M3rO0TAaBIUBAIOTCS) KPUIITOrpadruiecKue
KJIIOYH, MOJI2KHBI YOOBJIETBOPSTh TPEOOBAaHUSIM COOTBETCTBYIOIINX HOPMATUBHBIX [O-
KYMEHTOB 3KCIJIyaTUPYIOIIeW OpraHu3alun.

2.3.2 TpedoBaHHs IO YCTAHOBKE IIPOTrPaMMHOI0 odecnedyeHusi Ha 9BM

K ycraroBke CK3U «Banupmata CSP», cuctemHoro u cunenuanbHoro I[1O gomycka-
IOTCS JIUIa, U3YYUBILIME COOTBETCTBYIOIYIO SKCIJIyaTallUOHHYIO JOKYMEHTAILUIO.

ITpumeuarHue — I1o0 cneyuaavHbiM ITO noHumaemcs ITO, obecneuusarouw,ee Kop-
pPeKmHy ycmaHoeky u ¢pyHkuuoHuposaHue CK3H «Baaudama CSP».

2.3.2.1 YcranoBka CK3H «Baaugara CSP»

YcranoBka CK3U «Banupgata CSP» Ha 9BM mosnxKHa BEIIIOIHSATHCSA C IIepegaTod-
HOTO HOCHUTEJISI, IOCTABJISEMOr0 B BUAE ONTUYECKOTrO OUCKA UM B 9JIEKTPOHHOM BH-
me. [TocTaBnsieMble B 3JIEKTPOHHOM BH€E epenaTO4YHble HOCUTEJIN B 00s13aTEIhbHOM
MMOpsigKe MOJI2KHBI OBITH 3amuileHs JI1.

[Tepen yctanoBkou CK3U «Banupmata CSP» ¢ iepegaToOYHOro HOCUTEIS, IIOJIyYeH-
HOT'O B BUA€E ONTHUYECKOIrO AMCKa, MOJI2KHA OLITH BHIIIOJIHEHA ITPOBEPKA I1eJIOCTHOCTHU
(daiinnoB Ha mepemaTOYHOM HOCUTEJIE C HCIIOJIb30BaHMEM MPOrpaMMbI KOHTPOJIS Iie-
JIOCTHOCTH.

[lepen yctanoBkoui CK3U «Banupgata CSP» ¢ mepegaTOYHOT O HOCUTEJIS, IOIy4Y€EeH-
HOT'O B 3JIEGKTPOHHOM BH[IE, MOJI2)KHA OBITH ITpoBepeHa JDI1 maHHOT o IepegaToYHOoro Ho-
cutend c ucnonb3doBanueM CK3U «Banupmata CSP» unu HHOTO cepTUGUIITUPOBAHHOTO
cpenctBa JII.

ApMuHHcTpaTOp HHOPMAIMOHHON 0€e30IIaCHOCTH [0JIKeH 3abjlaroBpeMeHHO
obecreunuTh 3arpy3ky Ha OBM, Ha KOTOpPOM BHIIIONHSETCS mpoBepka Il momydeH-
HOTO B 9JIEKTPOHHOM BHJE IIepefaTOYHOI0 HOCUTEJIS, aKTyaJlbHBIX CEPTU(PUKATOB U
CIIMCKOB aHHYJIUPOBAHHBIX CEPTUPUKATOB, HEOOXOOUMBIX [JIs1 MpoBepKu III.

2.3.2.2 YcTaHOBKA CHCTEMHOI'0 ¥ crnenuaiabHoro I1O

[Tpu ycTaHOBKE CUCTEMHOTO U crienimanbHoro 10 crnegyeT cobsiofaTh Clenyolime
TpeOOBaHUS:

— IOOJIZKHO HCIIONIb30BaThCS TONBKO NUIleH3M0HHOE [1O pupM-U3rOTOBUTENEH;

— Ha OBM pgonxkHa OBITH YCTaHOBJIEHA TONbKO ogHa OC (B cinydae paboOTH B BUD-
TyaJIbHOU Cpefe — TOJIbKO ogHa poguTenbcKkas (host) OC);

— He [OOJIXKHBI MCII0JIb30BaThCSl HECTaHOAapTHhLIE, M3MEHEHHBLIE UJIM OTJIaJOYHBIE
Bepcuu OC;

— obopymoBaHue, Ha KoTopoe ycraHaBnuBaeTcsi CK3U «Banupata CSP», He
OOJIZKHO co3maBaTh yrpo3y 6e3omacHoctu OC. HegonmycTuMO HMCIIONb30BaTh HECTaH-
OapTHEIE alllapaTHBIEe CPenCcTBa, UMeNIIue BO3MOXKHOCTL BJIUATH Ha HOPMAaJIbHBEIN
xop paboTsl KomnbioTepa unu OC;

— 3ampellaeTcss yCTaHABIUBATL cpefacTBa pa3pabotku [10 u ornaguuku. Ecnu
CpelCTBa OTJIQOKMN IPUIIOKEHUN HYXKHBI OJI TeXHOJIOTUYEeCKUX ITOTpeOHOCTeM op-
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TaHW3allMM, TO UX HUCIOJIb30BaHUE MOIXKHO OLITH CAHKIITMOHUPOBAHO AIMUHHUCTPATO-
poM MHGPOPMAIIMOHHOW 0e30I1aCHOCTH. [Ipu 3TOM OOJKHBEI OBITH pealu30BaHBEI Me-
pBI, UCKJIIOYAIOIUe BO3MOXKHOCTh UCIIOJIb30BaHUS 3TUX CPEACTB OJid peJaKTHUpOBa-
HUA Koda U naMatu IBM u npunoxenuu, ucnonb3ywummux CK3U «Banupmata CSP»,
a TakKXe [OJig IpocMOTpa Kofja ¥ maMaTu OBM U NpUIOKEHUM, HCIIOJIb3YIOIIUX
CK3H «Banupgata CSP», B niporecce ob6pabotku CK3U «Banupmata CSP» 3amuiiae-
MoU nHGOpPMaIUU U/UJIK IIPHU 3arpyKeHHOU K/II04eBOol HH(OpMaIlny;

— IIO, ycraraBnuBaeMoe Ha OBM, He JOIXKHO coOgepzKaThb BO3MOXKHOCTEH, II03BO-
JISIOIIUX:

e MOOUGPUIIUPOBATH COIEPKUMOE MPOU3BOJILHBEIX 00TacTel ITaMsaTH;
e MOOUGMUIIUPOBATH COOCTBEHHBIN KOO M KOO APYTUX MOONIPOTPaAMM;
e MOOUGUIIMPOBATH MAMSTh, BEIAEJIEHHYIO OJI OPYTHUX IIOOIPOTPaMM;

e IIepefaBaTh yIpaBjeHHe B 00J1aCTh COOCTBEHHBIX MAHHBIX W MAHHBIX OPYTUX
MO POrpaMMm;

e HECAHKIMOHMPOBAHHO MOOUUIIMPOBaTh (aibl, comepzKalllie HCIOIHSe-
MbI€ KOJBI ITPU UX XpaHEHUU Ha XKECTKOM [IUCKE;

e TIOBLINIATH IPEAOCTaBIIEHHBIE IIPUBUJIETUY;
e MomuduIupoBaTh HacTpouku OC;

e IICIIO/Ib30BaTh HE HOKYMEHTHPOBaHHBIE PUPMOM-pPa3paboTYMKOM (QYyHKIUU
OC;

— TIpaBOM yCTaHOBKHU U HacTpouku OC monxkeH obagath AomMuuuctpaTop OC, HO
TOJIBKO ITOI KOHTPOJIEM AIMUHUCTPATOpPa NHGOPMAIIMOHHOM 6€30MaCHOCTH.

2.3.3 Hacrtpounka 9BM mas padorsl ¢ CK3HU «Bajiumara CSP»

AnmMuHUCTpPaTOp WHGpOPMAMOHHON 0€e30MacHOCTU [OJIKeH CKOH(PUTIypHUpOBaTh
OC, B cpeme Kotopou mnaHupyetrcs ucnonb3oBaTb CK3U «Banupmata CSP», u ocy-
IIECTBISATh MEPUOANYECKNN KOHTPOJIb BHIIIOJTHEHHBIX HACTPOEK B COOTBETCTBUM CO
CIenyIouuMu TPeOOBaHUSIMU:

— HACTPOUKMU O paboThl npukiaamHoro [1O He mOIKHBI IIPOTUBOPEYNUTH HACTPOU-
kKaM nyis1 pabotel ¢ CK3U «Banumata CSP» u He OONIXKHBI IIOHUXKATh 0€30I1aCHOCTD
CK3U «BanupgaTta CSP» u 3auiuinaemMor UM nHGOPMaLIUH;

— [OJI2KHa OBITH UCKJTIOYEeHa BO3MOXKHOCTD 3arpy3Ku U ucnonb3oBanus OC, oTany-
HOM OT IPegyCMOTPEHHOM IIITaTHOM paboToi;

— B BIOS/UEFI 5BM ponkHbl OBITh 3aJjaHbl YCTAHOBKU, UCKJTIOYAIOIINEe BO3MOXK-
HOCTb 3arpy3ku OC, OTIMYHOU OT YCTAHOBJIEHHOM Ha XKECTKOM [OuCKe: OTKJIIoYa-
eTCsI BO3MOXKHOCTDb 3arpy3Ku C r'mOKoro gucka, rmpuBoma CD-R u mpoume HecTaH-
mapTHbIe BUObl 3arpy3ku OC, BKIHOYas CeTeBYyI 3arpy3ky. He mpumensworca 9BM
¢ BIOS/UEFI, uckno4damIiiuMi BO3MOXKHOCTDb OTKJTIOUEHUS ceTeBou 3arpy3ku OC;

— OOJIXKHA OBITh UCKJTIOYEeHA BO3MOXKHOCTD YIAJIEHHOTO YIIPAaBJIEHUS, aMUHUCTPU-
poBaHus u mogudpukanuu OC 1 e€ HaCTPOEK;

— cpenctBamu BIOS/UEFI mon:kHa OBITH MCKIIOYEHA BO3MOXKHOCTb OTKITIOUEHUS
nonb3oBaTensamMu ISA u PCI ycTpouctB npu ucnonb3oBanuu C3U1 ot HC]I, ycTaHas-
nuBaeMbIX B ISA u PCI pa3bewm;
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— HeoOXOOMMO IIPEeayCMOTPETh MepPhl, UCKITI0YAIOIINe BO3MOXKHOCTh HECAHKIINO-
HUPOBAHHOTO HeOOHapPyKMBAaeMOro U3MeHeHHUs alnapaTHol Yactu 9BM (Hanpumep,
IIyTeM OlledyaThIBAHUS CUCTEMHOTO 6JI0Ka M pa3beMoB DBM);

— pexuMbl 6e30IIacHOCTH, peann3oBaHHEIe B OC, mMOIKHBI OBITH HACTPOEHHI Ha
MaKCHUMaJIbHBIN YPOBEHB;

— BCeEM II0JIb30BaTENSIM U T'PYyIIiaM, 3aperucTpupoBaHHEIM B OC, mOKHBI OBITH
Ha3HaYeHbl MUHMMAaJIbHO BO3MOXKHBIE [OJIS BBIIIOJTHEHUS CIIy2KEeOHBIX 00si3aHHOCTEH
ITpaBa;

— BCe HEUCIIOJIb3yeMble PECYPCHl CUCTEMBI [OJIZKHBI OBITh OTKJIIOUEHHI (ITPOTOKO-
JIBI, CEPBUCHI U T.II.);

— Heo6XOOMMO MPEeOyCMOTPETh MEPhl, MAaKCUMAJILHO OTPAaHUYUBAIOIINE TOCTYII K
CIIeIYIOIINM PecypcaM CHUCTEMEI (B COOTBETCTBYIOIIMX YCJIOBHUSIX BO3MOXKHO ITOJTHOE
yaoaJjieHre pecypca UJjiM ero HEeHUCIIOIb3yeMOM YacCTH):

e CUCTEMHOMY pPeeCcTpy,

¢ainaM 1 KaTtajaoraMm;

BpPeMeHHEBIM (aiiiam;

KypHaliaM CUCTEMEI;

¢ainam ImogKavKy;

K3IIUupyeMor uHpopMaluum (ImapossaM U T.II.);

e OTJIQHOYHOU MH(GPOPMAIINH;

— HeoOXOOMMO OpraHu30BaTh 3aTupaHue (M0 OKOHYAaHUU ceaHca paboOTHI
CK3U «Banupgata CSP») BpeMeHHBIX (aityioB U (paijioB MOOKAYKH, (POPMUPYEMBIX
unu MmoguduupyeMuix B mmpoiecce padotel CK3U «Banupmata CSP»;

— HeoOXxomuMO OTKIIOUNTL (pyHKIMu Tememerpuu B OC Windows 10, Windows
Server 2016 u Windows Server 2019 B cooTBeTCTBUH C TpeOOBaHUSIMU, U3JTIOKEH-
HBIMMU B 1togpa3neie 2.8;

— HeoOXOOMMO PEryJISpHO B COOTBETCTBHM C HOPMAaTUBHBIMH [TOKyMeHTaMM
U yKa3aHUSIMHU OSKCIUTyaTUPYIOIIeW opraHu3alliyd yCTaHaBIWBaTh MHaKeThl OOHOB-
neuussi Oe3omacHoctu OC, 0OHOBISATHL AHTUBUPYCHBIE 0a3bl, a TaKXKe MHCCIIeIo-
BaTh MHMOPMAIIMOHHBIE PECYpPCHl II0 BoIlpocaM HHGOPMalUOHHON 0e30IIaCHOCTHU
C ILIeJIbl0 CBOEBPEMEHHOM MHUHHMHK3AllMM OMNAaCHBIX IIOCJIEACTBUM OT BO3MOXKHO-
ro Bo3gerctBuss Ha OC. PekoMeHOyeTCcss uMMeTh 3TajioHHBle OBM mOns mnposep-
KM BIUSHUS IOcTymatomux oOHoBneHuy OC Ha (QyHKIIMOHMPOBAHUE OIlepalluoH-
Hou cucteMmbl, CK3U «Banupmata CSP» u IIK, QYHKOIUOHHPYIOIIUX COBMECTHO C
CK3U «BanumaTta CSP». Ilpu Hamuuuuy HETaTUBHOTO BIuUsHUS oOHOBIeHuur OC Ha
dyrKUMOHUPOBaHUE omnepannoHHou cucteMbl, CK3U «Banupmata CSP» u I1K, pyHK-
nmoHupymomux coMectHo ¢ CK3U «Banupgata CSP», yctaHaBnuBaTh HaHHOE OOHOB-
neHue Ha OBM mnonb3oBaTesiell He PEKOMEHOYEeTC;

— B cIy4ae noakiodeHus 3BM k ceTsaM obiiero monb3oBanus (COIT) HeoOxoguMo
WCKJIIOYUTH BO3MOXKHOCTDb OTKPBITUS 1 UCIIOJTHEHHUS (DalijioB U CKPUIITOBEIX 0OBHEKTOB
(JavaScript, VBScript, ActiveX), mony4yeHHBIX U3 OOIIEOOCTYIIHBIX CEeTel Iepemadu
OaHHBIX, 063 TPOBEeOEeHUsI COOTBETCTBYIOIIUX IIPOBEPOK Ha MpPeOMeT COoOepKaHUS B
HUX IPOTrPaMMHBIX 3aKJIafoOK ¥ BUPYCOB, 3arpyKaeMbIX U3 CETH.
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2.3.4 3Ixkcmayatanmusi 9BM c ycranoBieHHbIM CK3U «Banugmarta CSP»

[TpaBuna obpalleHus C KII0UeBEIMU HOCUTENSIMHU (B TOM UHMCJIEe YUETA U XPaHEHUS)
U akciyatanuu 9BM c ycranoBneHHBIM CK3U «Banupmata CSP» perinaMeHTUPYIOT-
CsI OTOENbHOM MHCTPYKIMEN, pa3pabaThiBaeMOi B 9KCIUTyaTUPYIOIIEN opraHu3aluun
Ha OCHOBe 3KcIyaTauuoHHoU nokyMeHTauuu CK3U «Banupmata CSP», a TakKe HOP-
MaTVBHEBEIX U OPraHM3allMOHHO-PACHOPSIOUTENbHBIX TOKYMEHTOB 3KCIIyaTUPYIOIIen
opraHu3alluiu.

[Tpu skcnnyatauum CK3U «Banupata CSP» momKHBEI COOJIIONATHCS CIIEOyIOIue
TpeOOBaHUS:

— HeoOxoguMo pa3paboTaTh ¥ MPUMEHUTD IIOJIMTUKY Ha3HAaYeHUSI U CMEHHI ITapo-
neu (ons Bxoga B OC, BIOS/UEFI u T.71.), UCIIOJIb30BaTh (PUILTPH HIapOJjIeil B COOTBET-
CTBUH C IIpaBUJiaMM, YKa3aHHBEIMHU B II0fApa3nesie 2.6 HaCTOSALIEro JOKYMEHTa;

— maponb ans Bxoma B BIOS/UEFI gonkeH OBITh M3BECTEH TOJILKO CUCTEMHOMY
AOMUHUCTPATOPY M OBITh OTJIMYHBLIM OT IIAPOJIsi CUCTEMHOTO aJMHUHHCTpATOpa MIJis
Bxoma B OC;

— 3ampellaeTcs OCTaBJIATh BKJIIOUEHHEIE BEIUYUCIIUTEIIbHEIE CPEeNCTBa, Ha KOTOPHIX
asrcnnyatupyetrcsa CK3U1 «Banupmata CSP», 63 IpUHATHUS MeP OTPaHUYEHUS JOCTyIa
K WX UCIIOJIb30BAHUIO (HallpuMep, BKIIIOYEHUEe I1apOJIbHOM 3aCTaBKM);

— 3ampeIraeTcs OCTaBISATh 0€3 KOHTPOJISI BRIYUCIUTEJIbHEIE CPEeICTBA, Ha KOTOPHIX
skcryatupyetcsa CK3U1 «Banupgata CSP», mmocse BBoma Kio4eBol HHGOPMAIUU JI1-
60 MHOU MH(POPMAIUU OTPAHUYEHHOT' O AOCTYIIa;

— OOJXKHBI COOMIOIATLCS IIpaBuiIa oOpallleHus C KJII0YeBBIMU HOCUTEISIMU, U3JI0-
JKEeHHBIE B ITofpa3fesie 2.2 HaCTOALIEr0 JOKYMEHTa;

— B CJIy4yae WHCIIOIb30BaHUS II€PCOHAJIbHBIX HAOeHTHu(GHUKaATOpoB (Tuma Touch-
memory) nporpamMHHo-anmapaTHex C3U1 ot HC]I mpaBusa ob6pallleHus ¢ KJII0UeBbIMU
HOCUTEJIIMH U KJTI0YeBOU MHPOPMalen, U3JI0KEeHHbBIe B IToapa3aene 2.2 HacTosIe-
ro JOKyYMeHTa, PaCIpOCTPaHSaI0TCS Ha OaHHLIE IIePCOHAaJIbHbBIE UOAEeHTU(PUKATOPHI;

— [OOJI>KHa OBITH HMCKJIIOYEeHa BO3MOIXKHOCTL PaboThl Ha 9BM C ycTaHOBJIEHHBIM
CK3U «BanumaTta CSP», ecriu Bo BpeMs €€ Ha4aIbHOM 3arpy3KU He IPOXOAsT BCTPO-
@HHEIe TeCTHI, a TaK¥XXe eCJIM MMEeIOTCsS CcOOM MJIM OTKa3hkl B padoTe IIporpaMMHO-
annapaTtHbix C3U ot HC];

— IOJIKHEI COOJTIONAThCS IIPaBHUiia IMMOOKIIIOUEHUS K CETSIM CBSI3H, U3JI0KEHHEIE B
rogpasmerne 2.5 HaCTOSIIero JOKyMeHTa;

— IOOJXKHBI COONIONAThCS IIpaBUjla ayTeHTU(UKALUU II0Ib30BaTeNlel, MU3JI0XKeH-
HBIEe B II. 2.3.5 HACTOSIEero JOKYMEHTa;

— IOJIZKHEI COOMIOOATLCS TPeOOBAHUS IO KOHTPOJIIO IIPABUILHOCTH PAabOTHL amma-
PATHBIX CPENCTB, U3JI0KEHHBIe B pasmere 4;

— HeoOXOOMMO OPraHM30BaTh U UCIIOJI30BaTh CUCTEMY ayANUTa, OPraHU30BaTh pe-
TYISPHBIA aHATU3 Pe3y/IbTaTOB ayauTa. [Ipu 3TOM aHaIU3 COOepKaHUS CUCTEMHBIX
KYpPHAaJIOB U IIPOTOKOJIOB peructpaliuu padbotsl C3U ot HCJI monKeH BHIIOTHSATBHCS
AnMuHKCTpaTOpOM HHGOPMAIIMOHHOM 6e30IMacHOCTH ¢ ITepuogoM He Oosee 30 gHeH;

— IIepuoOuYecKd ADMUHUCTPATOPOM HMHGOPMAIMOHHOMN 0e30MacHOCTH MOJIZKHBI
KOHTPOJIMPOBATHCSI COXPAHHOCTb 000OPYIOBaHUSA U 11eJIOCTHOCTD IeyaTel Ha 9BM;
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— HeoOXOOMMO UCKIIIOUWTh OOHOBpeMeHHyI0 pabory B OC ¢ paboTarmomuMm
CK3U «Banupgata CSP» u 3arpy>KeHHOU KJII04eBOM WH(popMalell HECKOJIbKUX I10JTb-
30BaTejled B ClIy4dae, KOrga HEBO3MOXKHO OPraHM3allMOHHO-TEXHUYECKUMU MepaMu
HMCKJIIOUUTD JOCTYII IOJIb30BaTeJISA K KJII0UeBOM UHMOPMaLMU APYTUX I10JIb30BaTeIeH;

— 3ampemnlaeTcs CHATHUE 3aay C BLRIIOJIHEHUS ITPY IOMOIIY BEIKIIOUEHUS ITUTaHUSA
9BM unu HaxXatusd Ha KHONKY «RESET» Ha cucTeMHOM O/10Ke (I1s1 BhIXOoAa 13 paboThH
HeoO0X0aMMO ITPUMEHSTH IITAaTHBIE ITPOIIEeYPh, MPUHATHIE B cOOTBeTCTBYMOIIEeH OC);

— 3ampellaeTcss HECAHKIIMOHUPOBAHHOE BCKPBLITHME CHUCTEMHBIX OJIOKOB M paboTa
IIPY HapyIIeHUU 1IeJIOCTHOCTU medyaTel (Ha CUCTEMHBIX 0JI0Kax).

Kpome TOro momKHO OBITH 3alpelleHO HeCaHKUMOHUPOBaHHOEe AIOMUHUCTPATO-
poM uHGpOPMAIMOHHON 6€30macCHOCTU IOOKIoYeHrue K IDBM c ycTaHOBIEHHBIM
CK3U «Banupgata CSP» B pexxuMe ymareHHOTO pabodero croja. [Ipu HeobxoguMo-
CTU TaKoe MOOKJ/II0UeHUe JOJIKHO BHIIOJIHATHCSA OOUH U3 CJIeAYIOIUX CIIOCODOB:

— yHaJIeHHBIM OOCTYI K TepMUHAJIBHBIM cepBepaM u3 coctaBa OC Windows Server
(Microsoft Terminal Services) mo mpotokoiy RDP (Remote Desktop Protocol) ¢ 3amu-
TOU IIepedaBaeMou nHpopMaluy MuppPoBaHUEM U ayTeHTU(UKAIel IyTEeM UCIOJIb-
30BaHUS CepTUPUIIMPOBAHHOU peanu3anuu nportokosna TLS unu IPsec;

— yHaJeHHBIM OOCTYI K TEPMUHAJILHBIM cepBepaM u3 coctaBa OC Windows Server
(Microsoft Terminal Services) uepe3 Bxopsmiuii B coctaB OC Windows Server minio3
TepMHUHaNbHEIX cepBepoB (Terminal Services Gateway) npoTokony RDP c 3amuTtou
nepefaBaeMoun MH@oOpMauumM mMu@ppPoOBaHUEM U ayTeHTU(PUKALUEU IIyTeM HCIOJIb30-
BaHUS cepTUGUIIMPOBaAHHON peanu3aliny npoTokosya TLS unu IPsec;

— yOaJieHHBIM JOCTYH K TEPMHUHAJIbHLIM CEpPBepaM, HaXOOAIIMXCS MO YIIpaBJIeHU-
eM Citrix XenDesktop/XenApp Bepcus 7, no npotokoiy ICA (Independent Computing
Architecture) mo cereBoMy KaHaly, 3alllUIIeHHOMY MIKU(PPOBaHNEM U ayTeHTHU(PUKA-
[¥eu IMyTeM HCIOJIb30BaHUA CepTUPUIIMPOBAHHON peanu3aluu npoTokona TLS unm
[Psec.

[Tonb30oBaTeNM OOIXKHEI CBOEBPEMEHHO CTaBUTh AIMUHUCTPaTOpa HH(PpOpMaIlnoH-
HOM 6€30ITaCHOCTU B U3BECTHOCTh 000 BCEX MHILIMIEHTAX U ITOJ03PUTEJILHBIX CIydasX,
rmpou3oniequiux mnpu padore Ha 9BM c ycranoBnenusiM CK3U «Banugata CSP».

B cnyyasx oOHapyzKeHUusS «IIOCTOPOHHUX» MPOrpaMM, HapyIIeHUs 1eJIOCTHOCTH
ITO 9BM nu6o BrIsIBIIeHUS (paKTa IIOBPEKOEHUS ITedaTel Ha CHCTeMHEIX O6J10Kax pabdo-
Ta Ha maHHOM OBM morzkHa OBITH IpeKpaillieHa. I1o BEIIBIeHHBEIM (paKTaM IMPOBOOUT-
cs1 ciyKe0HOe pacciiefjoBaHHe KOMUCCHUEN, B COCTaB KOTOPOU PeKOMEHYeTCS BKIIIO-
4aTh MIPeACcTaBUTEeJIEN CIIyKO0bl MHpOPMaTHU3aIIUU U CJIYKO0bl 0€30MaCHOCTY U 3alllu-
THI MHGOPMAIIUU 3KCIIIyaTUPYIONIed opraHusainuu. [Ipu HeobxoguMocTu K pabore
KOMHCCHUH MOTYT OBITH HmpuBIedYeHH mpenctaButenu O®CHE Poccuu m opraHu3allnu-
pa3paboTyuKa.

KomMuccus mpoBoguT paboTH IO aHANIM3y OIPUYMH U GOPMUPYET IIPEAI0KEHUS 110
JINKBUOAIUY HETaTUBHBIX IIOCJIEICTBUM BhISIBJIEHHBIX HAPYIIIEHUH.
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2.3.5 TpeOoBaHHsI K ayTeHTH(PHKAIIUH MMOIb30BaTe/IeH

[Tpu BcTpauBanuu CK3U «Banupata CSP» B mpuknagHoe [10 ayTeHTU(UKaus
CyOBEKTOB AOJI2KHA OCYIIECTBISATHCS A0 Hadajla BHEIIIOJIHEHHUS IIEPBOTO IIPOTrpaMM-
Horo mopynsa. Kpome toro, nmpu BcTpaumBaHuu CK3U «Banmpata CSP» (ucnomnne-
HUe 2 UM HUCIOoIHeHue 3) ayTeHTUUKaIUss CYyOBEKTOB OOJXKHA BBHIIOIHATHCS
mo 3arpy3ku OC. Ilpu oTpullaTelIbHOM pe3yibTaTe ayTeHTudukauum paborta I10
CK3H «Banupgata CSP» gonkHa OBITH OJTOKMPOBAHA.

2.4 TpeboBaHHS K aHTUBHPYCHOHM 3aIllUTE

[Ipu co3maHuu HWHPOPMAIMOHHOW CHCTEMBI, 3alllAIaeMON C HCIIOJIb30BaHHUEM
M1 POBaIbHBEIX (KpUOTOrpadpuiecKrx) CpeacTB, HE0OX0OUMOCTDb ITPUMEHEHU ST aHTHU-
BUPYCHBIX cpencTB (ABC) B co3maBaeMoOu MH(POPMAILMOHHONW CUCTEME ONpenensieT-
Cs Ha OCHOBAHUHU MOMAENIM YIpPO3 U HAPYIIUTENs OIS OaHHOU CuCTeMbl. Eciu Takas
HeoOXOOMMOCTh OIpenesieHa, JOJIXKHE npuMeHAaThCcsa ABC, cepTuduiinpoBaHHbEIE Op-
TaHOM, OTBETCTBEHHEIM 3a obecrieueHre HHOOPMaIMOHHOM 0e30ITIaCHOCTH B CO30aBa-
eMOoU UH(POPMalMOHHOMN CUCTEME.

2.5 TpeboBaHHus 110 00ECIIEeYEHHIO 0€30IIaCHOCTH
TMOOK/IIOYEHHSI K CEeTSIM CBA3H

[Ins mepemaum wmHoOpManuu, noctymnaioinei ot CK3U «Bammpmata CSP» u B
CK3HU «Banupata CSP», monycKaeTcs HCIOJIb30BaHKWE BBHIXOOSAIIUX 3a IIpeaesibl KOH-
TPOJIUPYEMOM 30HBI KaHAJIOB CBSI3H, OTHOCSIIUXCS K KOPIIOPaTUBHOW CETU U OCHa-
meHHbpx C3U ot HCJJ (MeXceTeBbIMHU 3KpaHaMM, CEPTUMUIIMPOBAHHBIMU 110 Tpebo-
BaHusaM O®CB Poccuu He HuxXKe 4 Kjlacca 3alluThl).

B wuHBIX cCiay4YasxX C 1LeJIibl0 UCKJIIOYEHUS BO3MOXKHOCTU HECaHKIUOHUPO-
BAHHOIO [OCTyIla K CHCTEMHBIM pecypcaM WMCIIOJIb3YeMOU OIlepalluOHHON CHU-
CTEeMBI, K IIpOrpaMMHOMY oOOecCleueHHUI0, B OKPYKEHUU KOTOpPOoro (QyHKIU-
ouupyior CK3U «Banupmata CSP» wu IIK, GyHKIMOHUPYIOIIE COBMECTHO C
CK3HU «Banupata CSP», u K koMmioHeHTaM 3Tux [IK CO CTOpPOHBI HCIIOJIB3yEeMBIX
ceTel CBSI3UW PEKOMEHOyeTCs HCIIOJIb30BaTh OOMIOIHUTENIbHBIE METOABl U CpPedcTBa
3amuThe (HampuMep, HCIIOIb30BaHHE MEIXKCETEeBBIX 9KpaHOB, opraHm3amnus VPN-
cetei u T.1.). [Ipy 9TOM NpenroYTeHue OOIKHO OTHaBaThbCS CPeacTBaM 3allluThI,
UMEIONIUM cepTUuUKAT YIIOTHOMOYEHHOT O OpraHa 1o cepTuuKaIuu.

2.5.1 TpedoBaHHs IO 00eCIeYeHHIO 0E30MACHOCTH MOAK/IIOYEHHS K
ceTsiM 00IIIero nmojIb30BaHUS

HOHYCK&GTCH nogknioyernue K COII IIPHU BBEIIIOJIHEHUWHU CIIE€OYIOIIMNX Tp860BaHHﬁ:

— 9KCIUIyaTUPYIOIIel opraHu3alnyel OoI2KeH OBITh OIIpefesieH IOPSIA0K IITOOKITIO-
yeHUus: OBM c ycranoBneHHEIM CK3U «Banupmata CSP» k COII;

— npu nopkinwdeHuu IOBM c ycranHoBneHHBIM CK3U «Bamupata CSP» k COII
OOJI>KHa OBITh 0OecrniedeHa 0€30IIaCHOCTh 3alIUIIIEHHON CBS3H;

— OTBETCTBEHHHIM 3a 0Oe3omacHOCTh paboTtel 3OBM ¢  ycTaHOBJIEHHBIM
CK3U «Banupgata CSP» mo COIl pgonxkeH OBITP ADMHUHHCTPATOP HHGOpPMAaIUOH-
HOU 6e301aCHOCTHY;

— MOOJIKeH OBITh pa3padoTaH TUIOBOU perjiaMeHT 3allUIEHHON CBsSI3U, BKIIIOYal0-
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IUH:
e IIOJIUTUKY 0€30I1aCHOCTHU 3aIUIIEHHON CBS3YU;

e COCTaB IIPOTPAMMHEBIX CPEACTB, 00ecIeYnBaloOInNX 3aIlUTy UHpopMalnu, 1e-
penaBaeMsbix o COIT;

e TIepeYeHb OOIIyCTUMEBIX OecripoBoOgHEIX coequHeHmuu (Wi-Fi, Bluetooth u T.11.);

e IIepeYeHb [IOMMYCTUMBIX CETEBBIX IIPOTOKOJIOB U MPOLIeAypPy KOHTPOJIS 3a UX
KUCIIOJTb30BaHUEM;

e TIEPEYEHh W IOPSAOK MPUMEHEHUS MPOTrPaMMHLIX CPeAcTB, oOecmedyuBalo-
mux 3amuty CK3U «Banupmata CSP» um [1K, (QYyHKIIMOHMPYIOIIUX COBMECTHO C
CK3HU «Banupmata CSP», 0T HECaHKIIMOHUPOBAHHOTO AOCTYyIIa K HEMY IIOTEHIIMAIIb-
Horo HapymmuTesns yepe3 COII;

e IIOPSITOK OOHOBIIEHUS ITPOTPAMMHBIX CPEJICTB;

e npouenypy KoHTponsa nenoctHoctu 10 CK3HM «BanupgaTta CSP», T1K, GyHK-
nuoHupyrolwmx coBMecTHo ¢ CK3U «Banupgata CSP», cucrtemuoro I1O u Bcex uc-
MMOJTHsIEMBIX (paiiioB, GyHKIIMOHUPYIOMNX coBMecTHO ¢ CK3U «BanupgaTta CSP»;

e CUCTEMY U CpenCTBa aHTHBHPYCHOﬁ 3allIUTHI,

— TIOJINTHMKA 0e30IIaCHOCTU MOJI?KHA OIIPEedesisiTh OpraHM3alliOHHO-TEXHHUYECKUe
MepHL (BO3MOZKHO, OOIIOJIHUTENbHEIE K IPEAYCMOTPEHHBIM IPpaBUJIaMU I1OJIb30BaHUS
9BM c ycranoBneHHbM CK3U «Bamupmata CSP»), obecneyuBaroiiye 6e30mMacHOCTD
pabotsl OBM c ycranoBnenubiM CK3U «Banumata CSP» o COII;

— monmuTHKa 6e30IIaCHOCTHU A0JIXKHA IpeaycMaTpuBaTh COOII0OneHNe TIPaBUJI IIOJIb-
30BaHUus OBM c ycranoBneHHEIM CK3U «Banumata CSP»;

— IIpW IPOBEIEHHUHU MCCJIeOOBaAHUU 110 OLIEHKE BIUSHUSA IIPUKIQOHON CUCTEMHL Ha
BeITOTHEeHMeE npeabsaBiieHHBIX K CK3U «Banupgata CSP» u K I1K, QyHKIMOHUPYIOIIAX
coBMecTHO ¢ CK3HU «Banmupgata CSP», TpeboBaHMiI HEOOXOOUMO OII€HUBATH BO3MOXK-
HOCTb HETAaTUBHOTO BIMSHHUS Ha PYHKIHMOHUPOBaHME yKa3aHHHBIX [1K HapymuTesns,
KCIIOIb3YIolero Bo3aMmoxuoctu COIT.

2.6 IIapoinbHasi 3amuTa 9BM

[Ipr wuCHONIb30BaHUWHK IIAPOJIBHBEIX MeXaHM3MOB Ha OJOBM C ycCTaHOBJIEHHBIM
CK3U «Banupata CSP» HeoOxonumo pa3paboTaTh ¥ IPUMEHUTH ITOJIMTUKY Ha3Haue-
HUSA 1 cMeHbI rTapoinen (gns sxoma B OC, BIOS/UEFI u T.4.), pyKOBOACTBYSICh COOTBET-
CTBYIOILIMMM HOPMaTUBHBEIMY JOKYMEHTaMU 9KCIJIyaTUPYIOLel Oprainu3anuu U U3Jjio-
KEeHHBIMM HHUKE ITpaBUJIaMU:

— He OOJIZKEH HCIIONIb30BaThCs OOWH MapoJyib OIS pa3nuyHbIX 1ener (Bxom B OC,
Bxon B BIOS/UEFI, npu mmdppoBaHuu Ha I1apojie u T.0.);

— TIapOJIb AOJIXKEH OBIThH MMEePUOAUYECKU U3MEHSIOIINMCS, U3 HEe MeHee 4eM 8 CUM-
BOJIOB IIPU MOIIIHOCTH ajipaBUTa He MeHee 306;

— IIepHUOMd OeNCTBUS ITapPOoJis He [OJIKEeH ITPEeBHIIIATh 6 MeCSIIEB;

— MaKCHMaJIbHOE YMCJIO HeyOayHbIX ITOIILITOK BBOJA MapoJis HOJI?KHO OLITH He 60-
nee 10;

— CJjieayeT UCIIOJIb30BaTh B Ka4Y€CTBe IIapPOJId KOMOMHAIINIO 3HAKOB, CMBICJI IIOCJIEe-
OOBATEJIbBHOCTH KOTOPLEIX TPYOHO OIIPENEIINTEh;
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— B YHCJIe CUMBOJIOB ITapoJisi 00s13aTENbHO AOJI2KHBI TPUCYTCTBOBATH OYKBHI B BEPX-
HeM U HUXKHEM pPerucTpax, HudpHl U crieliuaiabHble CUMBOJE (@, #, $, &, *, % u 1.11.);

— TapoJIb He [OJIXKEeH BKJII0YaTh B Ce0s JIETKO BEIYUCIISIEMBIE COYETAaHUS CUMBOJIOB
(uMeHa, ¢pamMunuu U T. A.), a Takke oOmenpuHAaATeie cokpaileHus (USER, ADMIN,
ALEX u T. 0.), B TOM 4uCJI€E:

e UMs, GaMUIUIO, EeHb POXKIOEHUSA U OPYyTrHue IIaMsTHBIE OaThl, HOMep Tejedo-
Ha, aBTOMOOUJISI, afpec MeCTOXUTEJIbLCTBA U IPYyrue JaHHble, KOTOPEIE MOTYT OBITh
rnmogoOpaHbl 3TIOYMBIIIJIEHHUKOM IIyTEM aHaau3a WHGOpPMAaIlUU O I0JIb30BaTeJle,

e OIIVH Y TOT K€ MOBTOPSIOIINICS CUMBOJI TM0OO0 ITOBTOPSIOIIYIOCS KOMOMHAIINIO
U3 HECKOJILKHUX CUMBOJIOB,

e KOMOMHAIIUIO CUMBOJIOB, HaOMpaeMbIX B 3aKOHOMEPHOM MOpPSAOKe Ha KjlaBua-
Type (Hanmpumep, «1234567» unu «1upAIbIL2» U T. 1I.);

— IIPU CMEHe I1apoJjisi HOBOE 3HaYeHMeE [OJI2KHO OTJIMYaThCA OT IPEenbIAyIIero He
MeHee 4eM B 4 IO3UILUIX;

— TIpU CMEHE apoJisd MapoJib JOIXKeH OLITh ITPOBEPEH Ha BO3MOXKHOCTD «aTaKH II0
CJIIOBapIO»;

— JIMYHBIN IIapPOJIb IIOJIL30BATEJIb HE MMEET IIPaBa COO6I_I_IaTb HHUKOMY.

Yka3aHHasa MOJMTUKaA o0s3aTesibHa OJII BCeX YYETHBIX 3alucel, 3aperucTpupo-
BaHHEIX B OC.

2.7 TpeboBaHHUS K MOPSIAKY MIPOBEedEeHHUS PEMOHTHBIX U
perjiaMeHTHBIX padoT

BckpriTHe CUCTEMHEBIX OJIOKOB [OJIsSI ITPOBEOEHUS PEMOHTA WM TEXHUYECKOTOo 00-
CIIy2KUBaAHUSA allllapaTHBIX CPEOCTB OOJIZKHO OCYILECTBJISTECS B IIPUCYTCTBUHU IIPEQ-
CTaBUTEJIS MOApa3aesieHnss nHPOpMaIlMOHHOM 0e30MacHOCTY UIu AODMUHHCTPATOpPa
MHOOPMAIIMOHHOM 6€30ITaCHOCTH ITPY HAJIUYUY ITMChMEHHOI'0 Pa3pelleHus Ha BCKPHI-
THE OT PYKOBOOUTEIS IToApa3aesieHuss nHGOpMallMOHHON 6€301aCHOCTH.

B cnygae pemoHTa O9BM wunum XKECTKOro [OWCKa 3a MOpedejiaMd KOHTPOJIU-
pyeMou 30HBI UM pPabOTHUKaAMHU, He [OONYyIIeHHBIMM K XpaHsmleWca Ha 9BM
nHpoOpMalluM, BCS XpaHSAIIAsCcsd Ha XKECTKOM OucKe wuHPoOpMallus, OTHOCHI-
masica K CK3U «Bamupgata CSP» u IIK, QYHKOUOHHPYIOIIUM COBMECTHO C
CK3U «Banupgata CSP», ponxkHa OBITH yOajieHa C HEro C IIOCJEeOyIOIINM MOJI-
HBIM (HH3KOYPOBHEBBEIM) (popMaTHUPOBaHKEM XKECTKOTO OKCKa [0 IMepefadyu OucKa B
peMoHT. [JomyckaeTcs mepenada B peMoHT OBM 06e3 ymaneHuss yKadaHHOU MHOOP-
MaIlluU C KECTKOTO OUCKa IIPU YCIIOBUU €ro u3biaTuda u3 9BM u xpaHeHUs Ha BpeMs
peMoHTa y AIMHUHUCTpPaTOpa UHPpOpMalmoOHHON 6€30I1aCHOCTH.

Menkuyi peMOHT 9BM uauM OWCKOBOTO HAKOMUTENSA (BBIIIOJIHSAEMBIU B Ipepeax
KOHTPOJINPYEMON 30HBI) BO3MOXKEH 0€3 ymasieHus mHpopMallii, HO TOIbKO IIO[ Ha-
OnmomeHreM ATMUHUCTPATOpPa UHGOPMAIIMOHHOM 0€30ITIaCHOCTH.

[ToBTOpPHOE HCIIONIb30BaHUE KECTKUX OUCKOB IIOCJIE PEMOHTA BO3MOIKHO IIOCJie
yoaneHus nHpopmanuu (c mocaenyoiuM ¢dopMaTupoBaHueM) Tu00 B COCTaBe paHee
HUcIonb3oBaBmIuxcs padounx mect ¢ CK3U «Bamumata CSP», mu6o B Opyrux CUCTe-
MaX, TEPPUTOPHAIbHO PacIiojiaralluXCcs B IIpeaesiaXx KOHTPOJINPYyEeMOU 30HHI.

[Tpy HEeBO3MOXKHOCTHU yHaleHUs: HHpopMalluy NN PEMOHTA XKECTKOT0 OUCKa Tpe-
OyeTcs ero GpuU3nUeCcKoe YHUYTOXKEHUE.
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2.8 TpeboBaHHSA K OTK/IIOYEHHIO PYHKIIHHU TejreMmeTpuu B OC
Windows 10, Windows Server 2016 1 Windows Server 2019

s orkmoueHus pyHkuuu tenemerpun B OC Windows 10, Windows Server 2016
1 Windows Server 2019 Heo6X0OUMO BHIIOJIHUTE CJIEOYIOIINE OeHCTBUS:

a) MpoBepUTHh Hanmmuue u cratyc cepuca DiagTrack (ITarnens ynpasnenus — Cu-
cTeMa u 6e30mMacHOCTh — AOMUHHCTpUpOBaHue — CrnykO0bl). Eciu maHHBIN CepBUC
3anylleH, HeoOXOOMMO OCTAaHOBUTH €T0;

0) ¢ ucnonb3oBaHueM nporpamMmbl regedit (I[Iyck — Brimomauth — regedit)
yOaauTh 3alduch perucrtpanuu cepBuca DiagTrack u3 peectpa B pa3sgene
HKEY LOCAL MACHINE\System\CurrentControlSet\Services. B panHOM pa3pene
Heo0XoouMoO HauTu U yganuTh nanky DiagTrack;

B) YOAJlUTh IIOATOTOBIIEHHBIE K  OTIIpaBKe [aHHbLIE, KOTOpPHIE  COXpa-
HAIOTCA B (anmax C pacmmpeHueM *.rbs, XpaHAOUXCSI B OUPEKTOPUU
%ProgramData%)\Microsoft\Diagnosis. HeobxoguMo ymanuTb Bce Gaibsl C pac-
mmpeHueM *.rbs. [Ipu BO3HUKHOBEHUHU IIpPOOJIEM C yOajieHMeM OaHHBIX (aiioB
HeoO0X0AMMO B CBOMCTBaxX Ha BKJIaJKe «be30macHOCTh» pa3pelInThb IOIHBIN JOCTYH K
(daiiny, a 3aTeM yoanauTh €ro;

') OCTAHOBUTHL aBTOMaTu4deckyr (AutoLogger) ETW ceccuro AutoLogger-
DiagTrack-Listener, koTopyto DiagTrack akTuBupyeT B IIpoliecce CBOE! OCTaHOBKU;

o) yomanuTh aiiy, B KoTopoM aBToMatudeckass (AutoLogger) ETW ceccus
AutoLogger-DiagTrack-Listener coxpaHsina coOpaHHbIE JaHHBIE.

[Iyte K paHHOMY Qauiay XpaHUTCI B peecTpoBou 3ammcu AutoLogger-
DiagTrack-Listener B 3Ha4YeHUuu FileName. Kondurypanuu aBTOMa-
tudyeckux (AutoLogger) ETW ceccur  HaxogdTca B KJIIO4Ye  peecTpa
HKLM\SYSTEM\CurrentControlSet\Control\WMI\AutoLogger. Koundurypanus
IIeJIEBOU CEeCCUM XPaHUTCA B JaHHOM KiIwde nop 3anuckio AutoLogger-DiagTrack-
Listener.

CoOpaHHBIE JaHHBIE COXPaHAITCA B hainn %ProgramData%\Microsoft\Diagnosis\
ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl;

€) yoanuTh 3aluCh perucrpanuu KoHuUrypaumm aBToMatudeckou (AutoLogger)
ETW ceccun AutoLogger-DiagTrack-Listener us peectpa;

K) IepedyucCjeHHbIe BHIIIE OeNCTBUS HEeOOXOOMMO BEIIIOJHATH IIOCJIE KaxKOOro Ky-
MYJISITUBHOTO OOHOBJIEHUS, IOCKOJILKY HaHHbIe OOHOBJIEHUS IPAKTUYECKU SIBJISIOTCS
IMoJIHOU 1epeycTaHoBKoU OC U ynasieHHEIe CEPBUCH BOCCTaAHaBIIUBAIOTCS.

2.9 IIpumenenue C3HU or HCI

B cnyuae ucnons3oBanusa C3U ot HC]I coBmectHO ¢ CK3HM «Banupgata CSP», C3U
ot HC]I momxHO obecriedynBaTh:

— UOeHTU(PUKALMIO U IIPOBEPKY IOMJIMHHOCTH CYOLEKTOB HOCTyIla K pecypcam
9BM;

— KOHTPOJIb 1I€JIOCTHOCTH IPOTrPaMMHBIX CPEACTB;
— perucTpanuio JeruCcTBUM MMOIb30BaTeNen;

— ¢opMHpOBaHUE CJIIYy4alHOTO YUCJIa ¥ Bhifady €T0 B BHI3BHIBAIOIIYIO ITPOTPaMMy
(oma mMomumuKamuil C CepTUPUUUPOBAHHBIM allllapaTHBIM OATYMKOM CIIy4YaWHBIX
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Yucei).

YcranoBka u HacTtporika C3M ot HC]I BEIIIONIHSAETCS COTJIaCHO PYKOBOOCTBAM I10
YyCTaHOBKE M HaCTporKe cooTBeTCcTByOIUX C3U ot HCII.

2.10 YcTaHOBKAa H HACTPOHKA CPEACTB CO3TaHHA
3aMKHYTOH MPOTrPaMMHOHR Cpeabl

CoBmectHO ¢ CK3M «Bammpmata CSP» (ucmomHenme 3), B Ilesax obOecmede-
HUS 3amuThl 1Mo Kimaccy KC3, momKHBI HCIIONB30BaThCS TOJIBKO CpPeAcTBa CO3[a-
HUS 3aMKHYTOM NPOrpaMMHOU Cpedbl W3 IIepedHs, IIPUBEOEHHOTr0 B OJOKyMEHTEe
BAMB.00060-06 30 01 «CK3HU «Banupmata CSP» Bepcusa 6. PopMysisap».

YcTaHOBKa ¥ HaCTpOUKa CPEeACTB CO3OaHUsA 3aMKHYTOM IIPOrPaMMHOU CpPenbl BhI-
MIOJTHSIETCSI COTJIaCHO PYKOBOACTBAM II0 YCTAHOBKE WM HACTPOMKE COOTBETCTBYIOIIUX
CpPencTB CO34aHusl 3aMKHYTOU ITPOTrPaMMHOU CpeLbl.
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3 KOHTPOJIb IEJIOCTHOCTH II0

[Tpu wucnonws3oBanum CK3U «Banupmata CSP» Heo6XoguMO OpraHm3oBaTh KOH-
Tponb uenoctHoctu CK3U «Banupmata CSP», cuctemHoro I1O u BcexX MCHOTHAEMBIX
daiinos, pyakmuorupyomux coBMecTHO ¢ CK3U «Banupgata CSP», B COOTBETCTBUU C
TpeboBanusiMu gokymMeHTa BAMB.00060-06 93 02 «CK3HM «Banupata CSP» Bepcus
6. KoHTposb 11e10CTHOCTH. PYyKOBOACTBO aIMHHUCTpaTopa WHpOpMalnoHHON 0e3-
OIaCHOCTHU».

B HacrosmeM pa3nerne npuBegeHbl ciucku monyner CK3U «Banupgata CSP», cu-
cteMHOro0 [1O u I1O cpencTB BUpTyanu3anuy, noajexkaiux KOHTPOJII0 [IEJIOCTHOCTH.
s TTK, ¢yakuuorupyomux coBMecTHO ¢ CK3U «Banupgata CSP», mepedeHs ¢au-
JIOB, TIOAJIeXKallluX KOHTPOJIIO IIeJIOCTHOCTH, NPUBEOEH B 9KCHJIyaTaIlMOHHON HOKY-
MeHTaluu cooTBeTCTBYOIUX [1K.

3.1 Ilepeuens moayiaed CK3U «Banumara CSP», moozexkaniux
KOHTPOJIIO IEeJIOCTHOCTH

Huxe npuBen€n cunucok ¢aiinos, Bxoasamux B CK3U «Banupmata CSP» u Tpebyto-
IIUX KOHTPOJISA [IEJIOCTHOCTH:

— %windir%\system32\vdcng.dll — paspmensemas 6ubnuoreka CNG nposaii-
nepa. na kpunrtorpaduiyeckux olepaiuil UCIOJIb3yeT pas3fesisieMyio OuGIroTeKy
vdcsp.dll. Peructpupyetcsa B OC Windows kKak npoBargep CNG;

— %ProgramFiles%\Validata\VDCSP\vdcsp.dll — pazgmensiemast 6ubnuoreka
CSP mpoBaiimepa. CogepKUT IIPOIEeayphl KpUITOorpadhudecKux npeodpa3oBaHuil 1o
'OCT 28147-89, TOCT P 34.11-94, TOCT P 34.11-2012, TOCT P 34.10-2001,
'OCT P 34.10-2012, TOCT P 34.12-2015, TOCT P 34.13-2015, Nudpdu-XennimaHa,
reHepanuy gaTyuka ciaydauHsix yucen (JCY);

— %windir%\system32\drivers\vdcrydrv.sys — kpunrorpapudeckuii gpamBep.
CopepKUT Ipolleaypsl Kpunrorpadpudeckux npeobpasoBanuii mo 'OCT 28147-89,
I'OCT P 34.11-94, TOCT P 34.11-2012, TOCT P 34.12-2015, 'OCT P 34.13-2015, re-
Hepauuu [HCY. Mcnonb3yeTcs Oy MHULKMaIUu3anuu nporpaMmMmHubix [[CY mpoieccos
OC;

— %ProgramFiles%\Validata\VDCSP\vdcspe.dll — BHemHsAs pa3gensgeMas
o6ubnuoTeka CSP nmpoBaiimepa. Cogepkut Bce ToukKu Bxoma B CSP (pynkiuu CPXXX)
U CCBIJIKK B pa3pensemyio 0ubmuoteky vdcesp.dll. ITognuckiBaeTcst Microsoft u peru-
ctpupyetcsa B OC Windows kKak npoBatigep CSP;

— %ProgramFiles%\Validata\VDCSP\testcsp.exe — TecToBass ytunurta CSP.
[To3BOIsIET BHIMIOJIHUTH OIlepPaIlMy BBIYMCIIEHUS U nmpoBepku III, 3amudpoBaHus u
pacimppoBaHus panioB U3 KOMaHOHOM CTPOKH, a TaKXKe OpyTrue olepaluu;

— %ProgramFiles%\Validata\VDCSP\gips.exe — rpaduueckuii uHrtepdeiic
[10JIb30BaTeJIsI CEPBUCOB. IIpegHa3HadeH i BRIBOAA Ha 9KpaH HEKOTOPHIX OUAaJIoro-
BeIX OKOH CK3U «Banupmata CSP» oT mpoiieccosB, 3anyllleHHbIX KaK cepBucC (cinyxkba)
C IpaBaMu cucTeMHou yuyeTHou 3anucu B OC Windows 10;

— %ProgramFiles%\Validata\VDCSP\vdcsp_cfg.exe — nporpamMmma KOHQ}UTY-
pauuu CSP. [To3BonsieT HaCTPOUTh KOHPUTypallMOHHEIE ITapaMeTpPhl, HOOK/II0YaeMble
Mopnynu (cuuteiBaTenu u [1CY), BLIMOMHATE onepanuu ¢ Kimodamu IOl u mudppoBaHus
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(KommupoBaHue, yoajeHue, CMeHa I1apoJisi);

— %ProgramFiles%\Validata\VDCSP\vdtokrnd.exe — yTunura 3arpy3kKu UHU-
yaanu3alloHHON nociemoBaTenbHOCTH [[CY QyHKIIMOHATILHOTO KIII0YEBOTO HOCUTE-
11 (PKH). ITo3BonsseT nanmuanusuposaTtsh [1CH ®KH «Banugara vdToken» u «Bamnu-
maTta vdToken» Bepcus 2.0;

— %ProgramFiles%\Validata\VDCSP\vdkdevs.dll — pa3gensiemas 6ubnuoTeka
yIIPaBJIEHUS TTOOKJTIOYaeMbIMU MOOYJISIMU;

— %ProgramFiles%\Validata\VDCSP\vdkeys02.dll — mongkiiodyaeMbili MOOYJIib
CUMTHIBATEJISI C HOCUTENsT « CMEHHBIN [THUCK»;

— %ProgramFiles%\Validata\VDCSP\vdkeys03.dll — mogkmiodyaeMbili MOOYJIb
cuuteiBaTesniss C31 ot HCI «Co60mb»;

— %ProgramFiles%\Validata\VDCSP\vdkeys04.dll — mogkiiodyaeMbili MOOYJIb
CUMTHIBaTeJIS IporpaMMHoO-annapaTHoro koMmiiekca (ITAK) «Akkopo-AM[I3»;

— %ProgramFiles%\Validata\VDCSP\vdkeys06.dll — mogkniodyaeMbiii MOOYJIb
CuUUTHIBaTeNnss «Peectp»;

— %ProgramFiles%\Validata\VDCSP\vdkeys07.dll — mogkniodyaeMbili MOOYJIb
cuntreiBaTens ruToken;

— %ProgramFiles%\Validata\VDCSP\vdkeys11.dll — nogkntodyaeMbiii MOOY/Ib
cuutheiBaTensa elToken;

— %ProgramFiles%\Validata\VDCSP\vdkeys13.dll — mogkmiodyaeMbili MOOYJIb
cuuteiBaTesisa JaCarta;

— %ProgramFiles%\Validata\VDCSP\vdkeys16.dll — mogkniodyaeMbili MOOYJIb
cuuteiBaTennss ®KH «Banunmarta vdToken» u «BanupgaTta vdToken» Bepcus 2.0, mpen-
Ha3HAYeHHBIN 115 paboTH ¢ KiodyaMu, xpaHsimumucsa B ®KH B Hen3BjiekaeMoM pe-
KUME;

— %ProgramFiles%\Validata\VDCSP\vdkeys17.dll — nopknrodyaeMbIli MOOYJIb
cuuteiBaTesnsa «Banmugata vdToken» u «BanmumaTta vdToken» Bepcus 2.0, npegHa3Ha-
YeHHBIN OJ19 paboThl ¢ KiouaMu, xpausmumMucs B ®KH B u3BneKaeMoM pekuMe;

— %ProgramFiles%\Validata\VDCSP\vdkeys21.dll — nopknrodyaeMbIli MOOYJIb
cuuthsiBaTensa Dallas;

— %ProgramFiles%\Validata\VDCSP\vdkeys23.dll — nopknrodyaeMbIli MOOYIb
cuuteiBaTensa Secret Net;

— %ProgramFiles%\Validata\VDCSP\vdrand01.dll — nogkntogaeMblii MOOYJb
ouonorudeckoro JICY;

— %ProgramFiles%\Validata\VDCSP\vdrand03.dll — nogkiiogaeMblii MOOYJib
IICY C3HU ot HCO «Co060b»;

— %ProgramFiles%\Validata\VDCSP\vdrand04.dll — nogknio4yaeMblii MOOYJib
IICY C3HU ot HCII «Akkopa-AMII3»;

— %ProgramFiles%\Validata\VDCSP\vdrand16.dll — nogknioyaeMblii MOOYyJb
IICY ®KH «BanupgaTta vdToken» u ®KH «BanupaTta vdToken» Bepcus 2.0;

— %ProgramFiles%\Validata\VDCSP\vdtls mon.exe — nporpamMmma MOHUTOpa
TLS. [To3BoOsiA€T BKIIOUUTH UCIIOJIb30BaHue [IporpaMMHOro Moayis noggepxkku TLS
o1 KinueHTckoro I10;
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— %windir%\system32\drivers\vdmondrv.sys — gpaiiBep MOHHATOPA IIPOI[ECCOB
OC. OTBeuaeT 3a 3arpy3Ky pa3mensieMbiXx OuOIMoTeK MoaudUKallui OJisd uCIpaBJie-
Husa 6ubnuotek OC;

— %windir%\system32\vdmondll.dll — pa3zgensemass 6ubnuoTeka MOHUTOpPA
npoiteccoB OC. OTBeuaeT 3a 3arpy3Ky pa3fenseMbIx Ou6IuoTeK MoguduKauy ais
ucrpasnenus 6uodauorek OC;

— %windir%\system32\vdtokenpkcs11.dll — pa3nensiemasi OubnuoTeKa yrpas-
JIeHUus ayTeHTuuKaquoHHEIMU OaHHEIMU C3U or HCII;

— %ProgramFiles%\Validata\VDCSP\vdcr32hk.dll — pa3nensiemast 6ubnmoTe-
Ka momuduramuu gnsgs CRYPT32.DLL;

— %ProgramFiles%\Validata\VDCSP\vdcrsphk.dll — pa3gensemas 6ubnuoTe-
Ka monuduramuu gnss CRYPTSP.DLL;

— %ProgramFiles%\Validata\VDCSP\vdkerbhk.dll — pa3nensiemas 6ubnuoTe-
Ka mopudukanuu ansas KERBEROS.DLL;

— %ProgramFiles%\Validata\VDCSP\vdincmhk.dll — pa3gensemas OubGmuo-
TekKa mogudukanmuu oasgs INETCOMM.DLL;

— %ProgramFiles%\Validata\VDCSP\vdmlcmhk.dll — pa3gensiemass 6ub6mauo-
TeKa Mogudukauuu oiags MAILCOMM.DLL;

— %ProgramFiles%\Validata\VDCSP\vdolmmhk.dll — pa3nensiemass 6ubnuo-
Teka Mmogudukanmuu niags OUTLMIME.DLL;

— %ProgramFiles%\Validata\VDCSP\vdschnhk.dll — pa3nensemast 6ubnmoTe-
Ka momuduramuu gna SCHANNEL.DLL;

— %ProgramFiles%\Validata\VDCSP\vdsg32hk.dll — pa3gensemas 6ubnuoTe-
Ka mopuduramuu giusgs MSSIGN32.DLL.

[Tpu ucnonbloBanuu CK3UM «Banupgata CSP» Ha 64-6utHout OC Windows K yKa-
3aHHOMY CIUCKY (aiyioB OOJIKHEI ObITh J00OaBIeHbl 32-OMTHBIE BEPCUU MCIIOJIHSIE-
MBIX MOMYJIeM, Haxonsmuecs B KaTanorax %ProgramFiles(x86)%\Validata\VDCSP u
%windir%\sysWOWG64\.

ITpu BcTpamBanuu CK3U «Bammpmata CSP» B cucteMbl 00paboTKu MHOOPMAITUU
npukinanHoe I10, ocymlecTBnsiomniee oOpainenue K yHknusam CK3UM «Banuparta
CSP», momKHO OBITh BKIIOYEHO B CIIMCOK KOHTPOJIS 1IeJIOCTHOCTH.

3.2 Ilepeuens Moayjaen cucreMHoro IO, moanezKamux
KOHTPOJIIO ITEJIOCTHOCTH
B Tab6nuue 1 s kaxmpou mogmepxkuBaeMoit OC yKazaHO UMSI COOTBETCTBYIOIIET O

¢darina ¢ pacmupenueM *.hsh, Haxopsamerocs Ha nepegaToYHOM HOCHUTEJIE U COHEp-
XKaiero nepedens parnoB [1O manuou OC, mopgjiexkaniux KOHTPOJIIO II€JIOCTHOCTH.
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Tabnuia 1 - Coucku (¢aityioB ¢ mepeyneM Mopnyneu cucrtemuoro [0 mns mop-

nepxkuBaeMbsix OC

OHepaHHOHHaH CHCTeMa

HUmsi ¢pamia, comepzKaiiero mepe-
yeHb (paioB cucreMmHoro I1O

Windows 7 x86

Windows 7 x64

Windows 8.1 x86
Windows 8.1 x64
Windows 10 x86
Windows 10 x64
Windows Server 2008 R2
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019

Windows 7 x86.hsh

Windows 7 x64.hsh

Windows 8.1 x86.hsh
Windows 8.1 x64.hsh
Windows 10 x86.hsh
Windows 10 x64.hsh
Windows Server 2008 R2.hsh
Windows Server 2012 R2.hsh
Windows Server 2016.hsh
Windows Server 2019.hsh

3.3 Ilepeuens moayiaeu ITO cpencTB BUPTya/IM3allvH,
Mmo/TIeKalluX KOHTPOJIIO e IOCTHOCTH

B Tab6mnuiie 2 Oyt KaXKaoro pa3pelleHHOro K UCII0JIb30BaHUIO CPEICTBA BUPTYaIu-
3alMM yKal3aHO UMs COOTBETCTBYIOIIETO (alija ¢ pacumpernueM * . hsh, Haxogsiero-
Cs Ha ImepefgaTOYHOM HOCHUTEJIe U cofepzKalllero nepeders ¢annos I1O yka3zaHHOTO
CpefcTBa BUPTyaIu3alluy, IoajiexXalluX KOHTPOJIIO [IeJIOCTHOCTH.

ITpumeuaHus

1 B cnuckax koHmpoaa uesocmuHocmu IIO cpedcme supmyasau3auuu npuse-
OeH Nno/Hbll nepeyeHb Mooyieu I10O OaHHbIX cpedcma, nodaedxcau,ux KOHMpOoa
uesocmHocmu. B 3asucumocmu om ycmaHagsausaembvix KOMNOHEHM cpedcme sup-
myaausauuu ¢pakmuyeckuu nepedyeHb mooyiet ITO moxicem codepixcamsb MeHbuwee
Ko/uyecmeo ¢palianog, yeM YKa3dHO 8 coomsemcmaeyruwem Cnucke KOHmMpoasa ue-
AocmHocmu. B amom cayyae Heob6xo0umo CKOppeKkmuposams CNuCOK KOHMPO/s
ues10cmHocmu, UCK/A04Yu8 U3 Heeo omcymcemayrujue ¢atibl.

2 B 3asucumocmu om ucnosab3yemou eepcuu Windows Server 2012 R2 nymu K
caedyrwowum ¢pauasam IIO cpedcme supmyaasu3auuu, pacnoadz2arouiumcs 8 nodka-
manozax kamanaoza \Windows\assembly\NativeImages v4.0.30319 64\, mo2ym om-
AUYAMbCA:

— Microsoft.Virtualization.Client.ni.dll

— Microsoft.Virtualization.Client.RdpClientInterop.ni.dll

— Microsoft.Virtualization.Client.Common.ni.dll

— Microsoft.Virtualization.Client.RdpClientAxHost.ni.dll

— Microsoft.Virtualization.Client. Management.ni.dll

— Microsoft.Virtualization.Client.Settings.ni.dll

— mscorlib.ni.dll

— System.ni.dll

— System.Configuration.ni.dll
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— System.Core.ni.dll

— System.Drawing.ni.dll

— System.Management.ni.dll

— System.Runtime.Remoting.ni.dll

— System.Windows.Forms.ni.dll

— System.Xml.ni.dll

— vmconnect.ni.exe
IIpu Heobxodumocmu caedyem CKOppeKkmupos8ambs CNUCOK KOHMPOAA Ue/n10CMHO-
cmu, yKa3as 8 HeM cyuj,ecmsyrujue nymu K nepevyuc/qaeHHbIM 8blle ¢pausam.

Tabnuiia 2 - Cnucok dainoB KOHTpos 1enoctHocTu [10 cpencTs BUpTyasu3a-
uu

CpeacTBO BUPTya/IN3alluU Umsa damnia, coaepzkaliero mnepe-
yeHnb ¢aiioB I1IO cpencrBa BHPTY-
aTu3aluu

VMWare ESXi 6.0 VMWare-ESXi-6.0.hsh

VMWare ESXi 6.5 VMWare-ESXi-6.5.hsh

VMWare ESXi 6.7 VMWare-ESXi-6.7.hsh

Windows Server 2008 R2 + Hyper-V Windows Server 2008 R2 + Hyper-
V.hsh

Windows Server 2012 R2 + Hyper-V Windows Server 2012 R2 + Hyper-
V.hsh

Windows Server 2016 + Hyper-V Windows Server 2016 + Hyper-V.hsh

Windows Server 2019 + Hyper-V Windows Server 2019 + Hyper-V.hsh
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4 KOHTPOJIb ITPABAJIBHOCTHU PABOTbBI 9BM

IInss obOecriedyeHUsT KOHTPOJIS IIPaABUJILHOCTH PaboThl 3BM C ycTaHOBIEHHBIM
CK3HU «Banupgata CSP» HeoOx0oamMo C mepruogoM He 6onee 72 4acoB (3 CyTOK) ITPOu3-
BOOUTH mepe3arpy3ky pabdoraroieit 9BM c ycranoBnenubiM CK3U «Banupgata CSP».

[Tpu 3TOM Tepe3arpy3Ky paboTaromieit 9BM HeoOX0auMO IIPOU3BOAUTL C OTKIIIO-
YeHMEM U MOCJIeAYIOLIUM BKJIIOYEeHMEM nuTaHus OBM c 1ebi0 BHIIOIHEHUS BCTPO-
€HHBIX B IIOCTOSTHHOE 3allIOMUHAaIIIee YCTPoucTBO 9BM TeCcTOB MpoBEPKHU pabOTOCIIO-
COOHOCTM alllapaTHHIX PECYPCOB. B cimydae, Korfa nocJje OTKII04YeHusa nuTtanusa 3BM
manbHele paboTwsl ¢ maHHoM OBM He TpebyeTcsi, IPOU3BOAUTE Iepe3arpy3Ky He
TpebyeTcH.

Ecnu npaBuna skcnnyaTtanuu [1K, pyHKIIMOHUPYOMUX Ha JaHHOUM 9BM u ucnose-
gyromux CK3M «Banupgata CSP» B KauecTBe KPUIITOIIPOBaKiepa, JOIIyCKalT Hellpe-
PBEIBHYIO paboTy 9BM B TeueHuUe OIUTEILHOTO BpeMeHU (0ojiee 3 CyTOK), epe3arpys-
Ka 9BM c ycranosneHHslM CK3U «Banupata CSP» MOXKeT BEIIIOJIHATLCA B COOTBET-
CTBUHU C 3KCIIJIyaTallMOHHOU OJOKYMeHTaluueu cooTBeTcTByomux [1K.
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5 PEJKWM HEIITATHOU CUTYAIIUU

Huxe (Tabnuia 3) mpuBeIéH OCHOBHOM IepedyeHb HeIITaTHHIX CUTyallull U PEKo-
MeHOyeMble JeCTBUS B ClIydae UX BOSHUKHOBEHUSI.

ApMuHHCcTpaTOp MHGOPMAIIMOHHOM 0€30MMaCHOCTU Ha OCHOBAaHMM YKal3aHHBIX pe-
KOMEHJAlM U B COOTBETCTBUU C TPeOOBaHUSIMM 3KCHJIyaTHUPYIOLIEeN OopraHu3alluu
OOIKeH pa3paboTaTh MHCTPYKIHUIO MO JMEeMCTBUSIM B HEIITATHBIX CUTyalusaX. AOMU-
HUCTPATOP MHPOPMAIIMOHHOM 0€30IIaCHOCTH [OJI)KEH OJOBECTHU MaHHYIO0 MHCTPYKITUIO
IO CBeIeHUs KaXKIoro [oJjib30BaTess, sKcinyatupyoinero CK3U «Banupata CSP».

Tabnuiia 3 - [JefiCTBUS B HEIITATHBIX CUTyaIlUSIX

HemraTHasi cutyanusi | IIpeaqnpuHuMaeMblie TeHCTBHSI

OBakyauus, yrposa Ha- | 1. OctanoButh Bce IBM. [lepcoHas, UMeOIUK OOCTYII
MmageHusi, B3pblBa M T.II., | K KJfoyaM, 00sI3aH oredaTaTh U COATh BCe MMeIoIue-
CTUXUNHBIE OemcTBUS, | CsI Y HETO B HAJIMYUHU KJIIOUEBBIE HOCUTEJIM U JINYHBIE
aBapum 00IIero xapakTe- | UAeHTU(PUKATOPHI NIy, OTBETCTBEHHOMY 3a XpaHeHUue
pa KJIIOYEBBIX HOCHUTEJIEU WM JINIy €ro 3aMeHSIoIeMy
(cm. mm. 2.2.1 HacTOAWIETO OOKYMEHTa, Jajiee — OTBET-
CTBeHHBIN). OTBETCTBEHHLIU YIIAaKOBHLIBAET BCE KJIOUe-
BbIe HOCHUTEeNM HH@oOpMamuu (B TOM YHCIIe U PE3EPB-
HbI€) B OleYaThiBaeMbIi KOHTEMHED, KOTOPBIA BELIHOCUT-
csi B Oe30macHoOe IoMellleHre WU 30aHue OO0 OKOHYa-
HUS OEeUCTBUS HELITaTHOU CUTyalluM U BOCCTaHOBIIE-
HUS HOPMaJIbHOM PabOTH! allllapaTHBIX ¥ ITPOTPaMMHBIX
CpPencCTB.

2. B cnydae HacCTyIJIeHHUS COOBITUS, ITOBJIEKIIEro 3a
coOoll MOONTOBPEMEHHBIM BHIXO[O M3 CTPOS ammnapart-
HbIX cpenctB CK3UW «Bamupata CSP», OTBETCTBEH-
HBIU OOJI?KEH OpPraHM30BaTh YHUUYTOXKEHUE BCEX KITI0Ue-
BBIX HOCUTEJIEH, HaXOOAIIUXCS B KOHTEMHepe, corac-
HO . 2.2.3 HacTOsIIero JOKyMeHTa, a TaKXKe YCTaHOB-
JIEHHBIM ITOPSAOKOM omoBeniaeT 00 3ToMm Y1I, BEITyCTHUB-
[N} COOTBETCTBYIOIINE CePpTU(PUKATH KITI0Yel IPOBep-

Ku OII.
KoMmnpomeTtanus kiroda | [Ipy KoMIpoMeTanmuu Kijro4da II0JIb30BaTesid OH [0JI-
oIl KEeH HeMe[JIeHHO IIPeKpaTUuThb CBSA3b II0 CETU C OPY-

TUMH IT0Jb30BaTesssMu. [lonb3oBaTend (MKW agMHHU-
cTpaTop MHGpOpPMAIIMOHHOM 0e30MacHOCTH OpraHHu3a-
K1) OONKEH HEMeOJIeHHO U3BeCTUTh Y1l 0 KoMmmpoMme-
TalluX KJTI0Ued Imojib3oBaTesisd. [logpobHee mercTBUS B
cllydyae KOMIIpOMeTallMy KJiro4a I10JIb30BaTeJsisd OIlHMca-
HEI B II. 2.2.4 HaCTOSALIETO OOKYMEHTa.

Otkas3nl u cOou B pabdote | [Ipu oTkazax u cbosx B padbore CK3U «Banumata CSP»
TEXHUYECKHUX CpeICcTB | HEOOXOOUMO OCTAaHOBUTH PabOTy, 0 BO3MOXKHOCTH JIO-
C YCTAHOBJIEHHBIM | KaIU30BaTh HEUCIPAaBHOCTh U B JaIbHEUIIIEM IPOU3BeE-
CK3H «Banupgata CSP» CTU PEMOHT B YCTAaHOBJIEHHOM TIOPSAKe 1, TPU HeoOXo-
ouMocTH, nepeyctaHoBkKy CK3HM «Bamupgata CSP».
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HemiraTHasi cuTyauusi

IIpesnpuHHMaeMblie JeMCTBHSI

OTtka3sl ¥ cOou B padoTe
IIPOTPAaMMHBIX  CPEICTB
BCJIEIICTBHE HEe BBISIBJIEH-
HBEIX paHee OIMOOK B
I10

[Ipu oTKas3ax u cO0sIX B paboTe NpPOrpaMMHEIX CPEOCTB
BCJIE[ICTBHE HE BHISIBIEHHHIX pPaHee oImunbok B ITO HeoOb-
XOOMMO OCTAHOBUTH PAOOTYy, TOKATM30BaTh 10 BO3MOXK-
HOCTHU IIPUYMHY OTKA30B U CO0EB U IIPEONPUHSITH MEPHI
OJIsT YCTPAQHEeHUS TPUYNH, BEI3EIBAIOIIUX OTKA3kl ¥ COOH.
[To BO3MOKHOCTH, IOJIsl YyCTPaHEHUSI MPUYNH, BEI3BIBAIO-
WX OTKa3kl U cOOM, PEKOMEHIYeTCsI IPUBIEKaTh pa3-
pabotunka maHHOro I1O umM ero mpencTaBUTEIIS.

OTka3el B paboTe IIpo-
TPaMMHBIX CPeIncTB
BCJIECTBUE CJIy4alHOTI O
WU YMBIIUIEHHOTO WX
MIOBPEeXKOEeHUs

ITpu oTKazax B paboTe MPOrpaMMHBIX CPEMCTB BCIeMd-
CTBHE CJIyYalHOTO HJIM YMBIIIJIEHHOTO WX ITIOBpeXmae-
HUSI ADMUHHCTPaATOp MHMOPMAIIMOHHON 0€30I1aCHOCTHU
00s13aH IIPOBECTHU CIIyKeOHOe pacciiefjoBaHUe M0 AaH-
HOMY (aKTy C 11eJIbI0 YCTAHOBJIEHUS MPUYMUHBI OTKa3a
1 BOCCTAHOBJIEHUS IIPAaBUJIIbHOM PaOOTHI IIPOTrPaMMHBIX
CPelCTB B YCTAaHOBIIEHHOM ITOpPSOKe.

OTka3el B paboTe IIpo-

rPaMMHBIX CpenCcTB
BCJIEICTBUE oInuO0K
IOJIb30BaTesIsd

ITpu oTKa3ax B paboTe MpPOrpaMMHBIX CPEMCTB BCIemd-
CTBHUE OIIMOOK II0JIb30BaTesIsI OH COOOIlaeT O JaHHOM
akTe AmMuHUCTpPaTOPY MHGOPMAaIIMOHHOM 6e30macHo-
CTH. ADMUHHCTPATOP MH(POpPMaIIMOHHOM 6e30IIacCHOCTH
Oa€T COOTBETCTBYIOIIME YKa3aHUsS 00CIyKUBAIOIIEMY
IIePCOHaIly II0 BOCCTAHOBJIEHUIO IIPaBUJIBHOW PabOTHI
ITPOTPaMMHLIX CPEICTB B YyCTAHOBJIEHHOM IIOPSIOKE.

Brixon u3 cTpos mmepBoro
JINYHOI'O KJIIOYEBOI'0 HO-
CUTEeA

Heobxogmmo coobmuTh 1o Tenedony B Y1 o pakTe BHI-
X0[a U3 CTPOS JINYHOT'O KJII0UEBOT0 HOCUTENS U 00ec-
IIEYUTH €ro HOCTaBKy B Y1 AJisi BEIICHEHUS IPUYMH BBI-
xopa u3 cTpos. [ paboTH UCIIOIb3yEeTCs BTOPOM JTUY-
HBIU KJIIOUE€BOU HOCUTEJIb.

Beixom u3 CTposs BTOPO-
ro JIHNYHOM KJIIOUEBOTO
HocuTessa (IIpu yCJIOBUH,
YTO IIEPBLIM TOXKE BHIIIE]
U3 CTPOS)

[Tonb30BaTeNb, Y KOTOPOT'O BHIIIIIX M3 CTPOsI oOa JIn4-
HBIX KJTIOUEBBIX HOCUTEJIS, ABIsAeTcs B YL ast moBTOp-
HOM peructpaium (6e3 m3MeHeHUs OJaHHBIX perucTpa-
IIUH).

OTtka3nl u cOou B paboTe

[Tpu oTkazax u cbosix B pabote C3U ot HCJI HeoOxomou-
MO IIPOM3BECTH 3aMeHY BHIIIEOIIEro u3 CTPOosi 000PyIo-
BaHUS Ha MCIPaBHOeE.

C3HU ot HC]I,
YTepsa mWYHOTO WUOEH-
TU(UKaTOpPa Touch-

Memory 1 cMapT-KapThHl

YTepss yKa3aHHBIX UOEHTU(PUKATOPOB pPaBHOCUJILHA
KOMIIPOMETAIIUY KIJII0UEBHIX JOKYMEHTOB.
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6 BEIEHWUE 2KYPHAJIOB

[Tpu sxkcnnyatamuu CK3M «Banupgata CSP» He0O0X0OMMO BECTHU CJIEOYIOIINE XKYyp-
HaJIbL:

a) «2KypHan coosiTui IBM ¢ ycranoBiaeHHbIM CK3HU «Bamumara CSP».
B XypHane oTpaxalT CcoObITHS, HOpoucxopdsime Ha IOBM c ycTaHOBJIEHHBIM
CK3U «Banupata CSP» unu Bnusgwinue Ha pabory 9BM, ¢ ykazaHueM OaThl, Bpe-
MEeHHU, MIPUYNH U HIPEOIPUHATHIX JeUCTBUM, B TOM YHCIIE:

— KOMIIpOMeTalus K/II4a;

— TIpOBeJeHUEe perjlaMeHTHBIX PadoT;

— IITaTHBIE U HEIlITaTHBIE CUTyallluH, IPOUCXOOSAIINE B CeTH (IIpu Hanuuuu y 9BM
CEeTEeBHBIX COeOUHEHUN) u/unu Ha 9BM;

— Bce pelleHuss AgMuUHHCTpaTopa MHGOPMAIMOHHON 0e30IIaCHOCTH, BBI3BIBAIO-
e u3MeHeHus B pabore cetu u/unu OBM.

0) «2KypHaJ y4éTa KJII4eBo:H HHPOPMAIIHH», B KOTOPOM (PUKCUPYIOT (HAKTHI
OBUKEHUS KJII0UeBOU UH(OPMAaLMK, B TOM YUCJIe U3TOTOBJIEHNE U YHUUTOXEHUE KITIO-
4eBOM HH(pOpMaLMM (BKJII0OYasi pe3epBHLIE KOIIUY, IPU UX HaJIM4uK). B XKypHarse yKa-
3BIBAIOT:

— Y4YeTHHIU (IOPSIOKOBLIN) HOMED KJIIDYEBOI'0 HOCUTEIISI, COOepzKalllero KJII4eByI0
“HOPMaAIHIo, II0 JaHHOMY XKYypHaJy;

— UOEeHTU(PUKATOP KIII0YEBOTO HOCUTETIS;

— upeHTUGUKaTOp Kioda III;

— damMunus, “HUIUAIL U IIOOIHUCh COTPYOHUKA, U3TOTOBUBIIETrO (IIOTyYHUBIIETO)
KJII04YeBYI0 MH(pOpPMaAIINIo;

— [aTa U3TOTOBJIEHUA (OIy4YeHUsI) KIII0UeBOU NH(POPMalUH;

— BHUJI KJII0UYeBOM MH(POPMaAlINHU, COOepKalllelCcsl Ha HOCUTEJIE;

— CPOK [OeMCTBHUS KJII0Uel (eciiu OH OIIpeHeIiEH);

— CBedeHUs O Ilepemade (BO3BpaTe) HOCUTEIS;

— IaTa ¥ IpUYMHA BBEIBOJA W3 OEeMCTBUS KJI0Ya.

PekomeHnyembie GOPMBI XKypPHAJIOB IPUBEOEHEl B IIPUIOKEHUU B.

Ha ocHOBaHNUN peKOMEHOOBaHHBIX (DOPM KYPHAJIOB U B COOTBETCTBUU C TPebOBa-
HUSMU HOPMATUBHBIX TOKYMEHTOB 3KCILTyaTUPYIOIas opraHu3alus OOoIXKHa pas3pa-
60TaTh ¥ YTBEPOAUTHL HOMEHKJIATYPY U (DOPMHI KYpPHAIOB, MHCTPYKIIUIO 10 BEJEHUIO

2KYpPHAaJIOB, Ha3HAYUTL OTBETCTBEHHEIX 3d BEIEHUE U COXPAaHHOCTE 2KYPHAJIOB 1 TOBE-
CTH YKa3aHHYIO I/IH(bOpMaI_II/IIO O0 KaXKO0Iro OTBETCTBEHHOI'O 3a BeJeHHNe 2KYPHAaJIOB.
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7 O®OPMIJIEHUE PE3VJIBTATOB
BBIIIOJIHEHHUA PABOT

[Tocne peanu3aluy peKOMEH[AllWM, IepeducIeHHBIX B HACTOSIIEM TOKYMEHTe,
1 TpeOOBaHUM HOPMATUBHBIX HOOKYMEHTOB OKCIUIYaTUPYIOIIEH OpraHu3aliuu IIo0
obecneuyeHni0 0e30I1aCHOCTH UHpopMaInu opopMIsieTcss AKT TOTOBHOCTH K paboTe.

PekomeHnnyemasi popMa AKTa IpuBedeHa B IPUIOKEHUHU [.
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ITPAUJIO2KEHUE A

(cmpaBO4YHOeE)
IMTPUMEP HACTPOEK OC WINDOWS IJI14 3AIIIMUTHI OT HCI

I o6ecnieuenus 3anuTel oT HCII B8 OC Windows BEIIOTHSIOTCS CIeayIOIue aem-
CTBUS:

1) peructpaiusi B CHCTEMEe OOHOTO IT0JIb30BaTe s, 00JIafaollero IpaBaMu JIOKalb-
HOT'O agMHUHHCTpPaTopa, Ha KOTOPOTO BO3jlaraeTcs 00s13aHHOCTh KOH(PUTIYypPHUPOBaTh
OC Windows u 3BM, Ha KOTOPYyI0O OHa yYCTaHOBJIEHa, a TaKXKe HacTpauBaTh €€ 0e3-
OIIaCHOCTE;

2) pa3paboTKa 1 MpUMEeHEeHUe IMOJIUTUKY Ha3HAUeHUsI 1 CMEHBI ITapoJiei;

3) BKJIIOUEHHE ITapOJIbHBIX (PUIBTPOB, OIPENessioninX TpeOOBaHUSA K CI0KHOCTU
rnmapoewu;

4) BBRIOOP HAOEXKHOT'O IIapOoJIs BXOAa B CUCTEMY OJIS JIOKAJIBbHOI'O0 afMHUHUCTPATOPA,
VI OBIETBOPSIOIIET0 TPeOOBaHUSIM pa3fersa 2.6 HaCcTosIIero JOKyMeHTa, C IIePUOoI0M
cMeHBI TapoJsisi He Oonee 30 mHelM, M OOCTYIIOM K IIapOJII0 TOJIBKO [AJIS CUCTEMHOTO
agMUHUCTPATOPA;

5) BKIIOYeHNe OJIOKMPOBKM KOMIBIOTEPA 3aCTaBKOM (Screen saver), 3alllUIIIEHHOMN
rmapoyeM;

6) Ha3HAYeHNe JIOKAJbHBIM agfMHHHCTPATOPOM MHHHMAJLHO HEOOXOOUWMBIX [IJIS
HOPMaJIbHOM pPaboTEl HpaB BCEM IIOJIL30BATENISIM, 3aperucrtpupoBaHHeiM B OC
Windows, B COOTBETCTBHUH C ITOJIUTHUKOM 0€30IIaCHOCTH, ITPHU KOTOPOM KaKILIHM IT0JIh-
30BaTellb, He SIBISIOMINNCS JIOKaJIbHBIM aAMUHUCTPAaTOPOM, MOXKET IIpOCMaTpUBaTh U
pemakTHUpPoOBaTh TOJIBKO CBOM YCTAaHOBKHU B paMKaX IIpaB OOCTyIa, Ha3HAUYEHHBIX €My
JIOKa/IbHBIM aAMUHUCTPATOPOM;

7) ycTaHOBKa Ha BCeX XKECTKuX Ouckax ¢armoBou cucteMbl NTFS u ycraHoBKa
Ha KoMIbioTepe ToiabKO ogHOM OC Windows (Iipu 3TOM He UCHOJIb3YIOTCSA HEeCTaH-
OapTHBIE, U3MEeHEeHHbIe Uiu oT1amodHbie Bepcum OC Windows Takue, HanpuMep, Kak
Debug/Checked Build);

8) orpaHmyYeHUe OOCTYyIIa II0OJIb30BaTeed K CHCTEMHOMY pPeeCcTpPy B COOTBETCTBUU
C IPUHSATOMN B OpraHU3aliy IIOJIUTUKOMN 0e3011aCHOCTY;

9) uCKIIOYeHNEe BO3MOXKHOCTH YOAJIEHHOTO PeIaKTUPOBAaHMUSA CUCTEMHOTO PEEeCTPa;
10) oTknrO4YeHHE yYETHOU 3alluCH OJid rocTeBOro Bxoma (Guest);

11) oTKa3 OT UCIIO/Ib30BaHUS PeXKKUMa aBTOMaTHUYeCKOI' 0 BXO4a I0JIb30BaTesIs B OIle-
PaLlMOHHYI0 CUCTEMY IIPU €€ 3arpy3Ke;

12) oTKIOYeHMe CeTEBHIX IPOTOKOJIOB, KOTOPhBIE HE UCIIONIb3YIOTCS Ha JaHHOU OBM;
13) 3aKkprITUE OOCTyIa K HE HUCIIOJIb3YIOIINMCS CETEBBIM IIOPTaM;

14) ymamenue Bcex 001X pecypcoB Ha 9BM (B ToM 4Yuclie, 1 CO3[aBaeMHbIX I10 YMOJI-
yaHUIo n1pu yctaHoBKe OC Windows), KOTOphIe He UCIOIb3YIOTCSA. 3afaHue IIpaB Hoo-
CTyHa K UCII0JIb3YeMbIM OOIIMM pecypcaM B COOTBETCTBUU C IIOJIMTUKOM 0e30I1acHO-
CTH, IPUHSTON B OpraHU3allny;

15) oTkmOUeHNe pexuMa OTOOpakKeHUs OKHa BCeX 3aperuCTPUPOBAHHBIX Ha IBM
IMoJIb30BaTesiel U OLICTPOTO IepeKIodeHus nonb3oBartesnen (OC Windows);
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16) uckmodYeHMe BO3MOXKHOCTH YOAJIEHHOTO agMuUHHCTpupoBaHus 3BM (OC
Windows);

17) BBOO orpaHMYeHUs] KOJIMYECTBA HEeyOAaUYHBIX ITOIILITOK BXOOa B CUCTEMY B COOT-
BETCTBUH C MMOJIUTUKOM 6€30MaCHOCTH, MPUHSATON B OpraHu3alliui U TaHHBIM TOKYMEH-
ToM (He O0osiee 10);

18) ucronb30BaHMEe CUCTEMEI ayOuUTa B COOTBETCTBUM C ITOJIUTHUKOMN 0€30MaCHOCTH,
IIPUHSTON B OpTaHU3AllUU, PETYISIPHBIN aHaIu3 pe3y/IbTaTOB ayuTa;

19) mpuHSATHE OOHOTO U3 TPEX BAPUAHTOB 00PabO0TKY 3all0JTHEHHEIX JKYPHAJIOB ayou-
Ta: Overwrite Events As Needed, Overwrite Events Older Than X Days unu
Do Not Overwrite Events, B MakCUMaJIbHOM CTeIleHU oOecrieunBaiomux ahPeKTrus-
HOCTb ay[uTa B KOHKPETHBIX YCIIOBUAX SKCITyaTalluu;

20) perynsipHBIM IIPOCMOTP COOOIIeHUM B XKypHase coosiTui Event Viewer;

21) ycTaHOBKa IIpaB AOCTyIla Ha BCe OMPEKTOPUHU, COoAeprKallhue CUCTEeMHBIe (daii-
el Windows, CK3U «Banupgata CSP» u Bcex IIK, pyHKIMOHUPYIOIIUX COBMECTHO
¢ CK3HU «Banupmata CSP», 3ampeliaioliue 3alliCh BCEM MOJIb30BaTElIAM, KpoMe AQ-
MuHHCTpaTopa (Administrator), Co3martensi/Bnamensiia (Creator/Owner) u CucTeMbl
(System);

22) OTKIIOYEeHHEe BO3MOXKHOCTH CO3MAaHUS aBAaPUMHOTO JaMIla OIepaTHBHOM IIaMs-
TH, TaK KaK OH MOXKET COfiepKaTh KPUIITOrpadudeCcKU OIlaCHy0 MH(POPMAaINIo;

23) oumcTKa (payiia MogKadyku npu Beixoge u3 Windows;

24) ycTtaHOBKa 0OHOBJIeHUM ¢upMbl Microsoft, HalrpaBIeHHBIX Ha 3allIUTY OT CETe-
BBIX BUPYCOB, Ha Bcex 9BM ¢ OC Windows;

25) BrikioueHue Autorun miast CD-ROM (gnist KazkKOoro HoJIb30BaTelIsI B OTOEJIbHO-
CTH) B peecTpe.
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ITPUJIO2KEHUE b

(cmpaBO4YHOeE)
®OPMBI 2KYPHAJIOB

b.1 Pexomenayemassi ¢opma «2KypHarda coObiTui IBM c
ycrtaHOB/IeHHBIM CK3H «Baaumara CSP»

Ho- | Hara, Oamunug, uau- | CodOulTHE HU3meHnenue B | [Ipume-
Mep | BpeMs LHanabl I10JIb30- pabore OBM | yaHue
/11 BaTeJsa (pemrenue)

B.2 Pexkomenayemasi ¢gopma «2KypHajia YydYéTa KIIOYEBOH
uHopManum»

VYuet-| UgenTtu- | Uoen- | ®amunus, | IlonHOE Bup Cpok | llata | Csege- | Ilpu-
HBIM | ¢puKaTtop | TuU- | UHU- Ha3BaHMWE | KJIIO- | Oeu- | u HUS O | Me-
HO- KJIlIoue- | KaTop | LAk, OpraHu- ye- CTBUSI| IpU- | Iepe- | 4a-
Mep | BOTO KJIIO- | IOOIHCH 3aluy, BOU KJIIO- | YUHa | Jade HUE
/o HOCHUTe- | 4a JuIa, dbamunus, | uH- yel | BHI- (BO3-
s U3T0TO- UHU- dop- BOfla | Bpare)
BUBIIETO | LIHAJIHI, Ma- u3 HOCH-
KJTIO- TIOATINCH 4501 meu- | Tens
4eBYIO JIu1a, CTBUSA
nHpopMa- | MOJy- KJIIO-
LIMIO, JaTa | YHUBIIETO 4a
U BpeMs | KIIo-
U3TOTOB- 4YeBYIO
JIeHUd uHdopMa-
1110, JaTa
U BpeMmd
nojyde-
HUS
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ITPUJIO2KEHUE B

(cmpaBO4YHOeE) .
PEKOMEHIOYEMASA ®OPMA AKTA YHUYTO2KEHHU A KIIOYEBOHA
HNMH®OPMAIINHU

<HawMeHOBaHUe HmOOpa3aeIeHusa > YTBEP2KIIARO
<IOOJI2KHOCTh PYKOBOOUTEJISA CTPYKTYP-
AKT HOT'O IIogpa3fesieHus >

YVHUYTOXKEHUS KII04YeBOU UHPOpPMaALINKU <noonucv> <WHUIIMAJLI, PaMUIIUI>
ot OJI.MM.20 No

“" ” 2 O_r .

Mg, HUKEeIOOIINCaBIINeC:

1) AopMmunucTpaTop MHPOPMAIIMOHHON 0€30IMaCHOCTH <HAUMeHOB8aHue nodpa3soe-
AeHUsA> <UuHuuuaavl, pamuausa=>,

2) Brnapgererlr KI04YeBEIX TOKYMEHTOB <O00/H#CHOCMb, UHULUAAbL, (hpamuausi=>,

COCTaBUJIM HACTOAMIUY AKT O TOM, YTO <Oama> IPOU3BEJIN YHUUYTOKEHNE KITI0YEeBOU
nH@opMalnu, comepIKalllelcss Ha CleOyloIlnuxX KiaioueBblx HocuTensax CK3W «Banu-
mata CSP»:

No HUpnenTudukaro HNpenTugdukaro
il @ p a @ p Opurunan/Konusi
II.II. | KJIF0YEBOI' 0 HOCHUTEJISA KJII04a
1 | <yHUKaIbHHINA UOEHTU- | <YHUKAJIbHLIM UOEHTU- | OpUruHan
dukaTop HOCUTEIST> ¢pukaTtop Km1roga>

n | <YHUKAJIbHBIA HUOEHTHU- | <YHUKAJIbHBLIA HUAEHTH- | Pabodas Komus 1
¢dukaTop HOCUTEIST> ¢pukaTtop Ki1roya>

YHu4YTOXEHNEe KII0YeBOU MHpopMaum mmpousBengeHo cpengctBamu CK3H «Baau-
oama CSP».

YHHUUYTOXKeHNe KII04YeBOM MH(OpMaIluu IPOBEOeHO B CBSA3U C < YKA3amb Npuyvu-
HY: ucmevyeHue cpoka Oelcmaus, NAaH08dsl CMeHA KAtuel, CMeHd O0AHCHOCMHbIX
06s3aHHOCMel 81adenbua KaAuesblx 00OKYyMeHmos8 u m.o. >.

HacTtosimiuii akT cOCTaB/IeH B ABYX 3K3eMIUISIPax, KOTOPhIe XPAaHSITCS:
9K3. Ne 1 B <HaumeHoB8aHue nodpa3deneHusa>,
9K3. Ne 2 B <nodpasdeseHue 6e3onacHocmu>.

[Tognucu:
<nodnuce> <0Odama> /pamuausa, UHUUUAAbI AOMUHUCMPAMOPA UHpOopMau,u-

OHHOU 6e3onacHocmu /
<nodnucev> <0dama> /00AHCHOCMb, haMuaus, UHUUUAAbl 81a0enbld KAYe-

8blx 0OKymeHmos /



34
BAME.00060-06 93 01

INPAUJIO2KEHUE I

(cmpaBO4YHOeE)
AKT IT'OTOBHOCTHU K PABOTE

YTBEP2KIIAIO

(mOI>KHOCTB)

(HauMeHOBaHUE YYPEeXKOEHU)

<noonucv><WHUIHAJHI, HaMUIuI>
M.II.

AKT

TOTOBHOCTH K padore c
(HaMMeHOBaHHE YUIPEIKITECHUS)

(HaMMeHOBaHHe U3TeJINH)

“ " 20_ 1.

Komwuccus B coctaBe mpeacenaTesns U 4JIEHOB
(monmxkHOCTB) (pamMunusa, UHUITUATIH)

KOMHUCCHH, Ha3HaYeHHas , COCTaBHUJIa HAaCTOAIINHN aKT O

TOM, YTO ITOMEIIleHNE IT0JIb30BaTeIsI, pa3MeIlleHre ,

(obopymoBaHuUe)
XpaHUJIKIA KII0YEeBEIX JOKYMEHTOB, OXpaHa MOMEIIeHUH U ITOATOTOBJIEHHOCTD
COTPYIOHUKOB K 00CITY2KMBAHUIO COOTBETCTBYET:

(o6opymoBaHuUeE)

(TOCT, uHCTpyKLMS, PYKOBOAAILME IOKYMEHTHI, IIpaBuiia II0JIb30BaHUSA U T.II.)
Komuccus OTMeYaerT, 4TO yCTaHOBKa u HaCTpOUKa I10 BBI-
IeyIIOMSIHY THIX U30eyuu [IPOBEIEeHEI B COOTBETCTBUU C

(Ha3BaHME UHCTPYKITUH)
BriBom: 0OBEKT oTBedaeT TpeOOBaHUSIM
(Ha3BaHue 00OBLEKTA) (Ha3BaHME UHCTPYKIIWHN)
1Mo obecrneyeHu0 0e30IIaCHOCTH CBSI3M U MOXKET OBIThL BBEIIEH B MEeHCTBHE.

[IpencenmaTtens

(mogmnuce) (Maunuanel, GaMuIns)

YneHbl KOMUCCUH

(mopmucs) (Muumans, GaMUImns)
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(mopmucs) (Muunmanel, GaMUIns)

(mogmnuce) (Maumuanel, GaMuIns)
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IIEPEYEHBb COKPAIIIEHUN

HCI]I, HecaHKIIMOHUPOBAHHLBIN OOCTYII

oC OnepanmonHas cucteMa (Operating System)

I[TK [IporpaMMHBIV KOMIIJIEKC

I1o [IporpaMMHOe obecrieyeHne

C3H ot HC]I, CpencTBo 3amuThe nHPOPMALIMKU OT HECAHKIIMOHUPOBAH-
HOT'0O OOCTyIla

CK3HU CpencTBo KpunTorpaduyecKou 3aiiuTe HHpopMauu

COI1 CeTu 00I111€T0 TTOJTh30BAHUS

1) YoocToBepswomu HEHTP

9BM DJIEKTPOHHO-BLIYMCIIUTEIbHAS MalllMHa

oIl OnekTpoHHasa noanucsk (Digital Signature)
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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