00O «BAJIMIOATA»

YTBEPXKIIEH
BAMB.00060-06-J1Y

CPEJICTBO KPUIITOTPA®UYECKOM 3AIIUTHI UHOOPMAIIUU
«BAJIMOATA CSP» BEPCHUA 6

PykoBopacTBO agMUHHCTPATOPA

BAMBE.00060-06 95 01

2020



2
BAMBE.00060-06 95 01

AHHOTAIIUA

[laHHBIA JOKYMEHT COOEPKUT ONHCaHMe Mpoliecca IKCITyaTalluyd IPOrpaMMHOT O
kommekca BAMB.00060-06 «CpencTBo KpurrorpadpuieCKon 3alliiThl KTHGOPMAIIUKU
«Banupmata CSP» Bepcusa 6» (ganee mo tekcty — CK3U «Banupmata CSP»).

IIoOKyMeHT npeaHa3HaveH OJIs I0Ib30BaTesiel KaK PYKOBOACTBO I10 9KCIITyaTalluu
CK3HU «BanupmaTta CSP».

[lepen yTeHMEM HaCTOSAIIEr0 JOKYMEHTa PEKOMEHOyeTCs O3HAaKOMHUTBLCS C HOKY-
meHTOM BAMB.00060-06 31 01 «CK3H «Banupmata CSP» Bepcus 6. OnucaHue Ipu-
MEHEeHUSI».



3
BAMBE.00060-06 95 01

CogepxkaHue
HA3HAYEHHME 5
CUMUTBHIBATEJIU KIIOYEHA 6
2.1 HacTpouKa CUHUTBHIBATEIEM KITIOUEH . . . . . « v v v v v v e e et e e e e e 6
2.2 T'paduueckuit unTepdeic nonab30oBaTessd Ipu paboTte C
KITHOUAMY . . . v v o vt e e e e e e e e e e e e e e e e e e e e e e 8
2.2.1 VHTEepaKTUBHBINM BBIOOD KITFOUA . . + « « v v v v v v e v e e e e e e w 8
2.2.2 Tlaponu Ojig 3@IIUTEL KITIOUA . .« « v v v v v v e e e e e e e e e e e e 10
2.2.3 OcobGeHHOCTH PAOOTHI C PA3IMYHBIMU KITIOUEBLIMU HOCUTENSIMU . . 12
OATYUKU CIIYYAUHBIX YHUCEJI 13
3.1 Hactpouika HCY . . . . . . . . . . . e e e e e e e e e 13
3.2 HUaummanuz3anudg JCYH . . . . . . . . . e e e 14
3.2.1 ABTOoMaTU4YeCKasi UHULNUAUBALIMA . . . . o v o v v v v e v e e e o oo 15
3.2.2 TlpuHyOuTeIbHASA UHULUAATUSALMS . . . o v v v v v v v e e e e e o e 17
3.3 Uaunmanuzamusga JCHOKH . . . . . . . . . . .. .. . . e .. 18
CEPBUCHBIE ®YHKIIUU ITPOT'PAMMbBI KOHOUT'YPAIIUHA 20
4.1 Omepamuy C KITFOUAMU . . .+ + « v v v e it et e e e e e e e e e e e e e e 20
4.1.1 KOIHUPOBAHHUE KITIOUA . « « v« v v v v v et e e et e e e e e et e e e 20
4.1.2 VOameHUe KITIOUET . . . . v v v v v v et e e e e e e e e e e e e 21
4.1.3 CMeHa HapoOIsT KITIOUA . . v+ v v v v e v e e e et e e e e e e e e e e 22
4.1.4 TIpeoOPaA30BAHUE KITIOUA . . . + « v v v v o v et e et et e e e e e e 22
4.1.5 OOHOBIEHUE MACOK KITFOUA . . + « & v v v v v e v e e e e e et e e e o 23
4.1.6 TIpocMOTp UHPOPMAIIMH O KITFOUE . . . .+ o v v v v v v v e e e e o o 23
4.2 Ormepaluyd C CEPTHPUKATAMU . . . . v & v v v v v e v e e e e e et e e e e 24
4.2.1 YcraHOBKa cepTudrKaTa B CUCTEMHOE XPAHUJIUILE . . . . . . . . . . 25
4.2.2 3anuchk ceptuduKaTa Ha CMAPT-KAPTY . + « v + v v v v v v v e o v 29
4.3 JIOTIOTHUTEJIBHBIE OMEPALIMHU . . . .« v v v v v v e e e e e et e e e e e e e 30
4.3.1 YHUUYTOXKEHHUE COOEPKHUMOTO PAMITA . . . o « v v v v v v e e e e o o 31
4.3.2 TIpoBepKa NOANMCHU IPOTPAMMHBEIX MOOYIEH . . . . . . . v v o . . . . 31
4.3.3 ®opmaTtupoBaHue U cMeHa [IMH-kKoma KI1r04eBOr0 HOCUTENS . . . . 32
TPAOUYECKHUU UHTEP®EHNC ITOJIb30BATEJIA CEPBUCOB 35
IIPOTPAMMHBIY MOOYVJIb HOOOEPXKKH TLS 39
6.1 HcmonnloBauue Internet Information Server (IIS) c
mopyieM nmommepXKu TLS . . . . . . ..o 39
6.2 HcnonwszoBanue Microsoft Internet Explorer ¢ mogynem nogmepxkku TLS 41
6.3 Hcnonws3oBanue Terminal Services ¢ mogynem nmogmepxkku TLS . . . . .. 42
6.4 Hcnonw3oBaHue Terminal Services Gateway ¢ momynem nognepxkku TLS 43
6.5 Hcnonw3oBanue Remote Desktop Client ¢ momynem
mogmepKKM TLS . . . . . . . . e 45
6.6 Hcnonws3oBanue npotokosna Kerberos PKInit ¢ mogynem nogmepxkku TLS 47
6.7 TLS MOHHTOD . . . . o o o e e e e e e e e e e e e e e e e e e e e e e e 52

6.7.1 3anyck u BkitoyeHue TLS mMoHUTOpAa . . . .. ... ... ... .... 52



4

BAMBE.00060-06 95 01

6.7.2 Koudurypaumusa TLS morUTOpA
INEPEYEHb COKPAIIIEHUM
ITEPEYEHDb PUCYHKOB

......................



5
BAMBE.00060-06 95 01

1 HA3HAYEHMUE

Brinonussembie IIK BAMB.00060-06 «CK3U «Banugata CSP» Bepcus 6» (manee —
CK3U «Banupmata CSP») GyHKOUH, HCIIOIb3yeMble onepanuoHHbie cucteMel (OC),
B cpeme KoTopeix paboraer CK3M «Banmupmata CSP», u gonmycTtumbie mpu pabore
¢ CK3U «Banupmata CSP» THUNOBI KJIIOYEBBIX HOCUTEJIEU II€PEYUCIIEHBI B JOKYMEHTE
BAMBE.00060-06 30 01 «CK3H «BanupmaTta CSP» Bepcus 6. ®opMynsap».
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2 CUYMTBHIBATEJIIU KIIOUYEH

I711 BBITIOSTHEHUST OOJILITMHCTBA KPUNTOrpaduiyecKux omnepamnuii TpedyoTCs KIITo-
yn. Koy OI1 o6bIYHO XpaHUTCS Ha oTuyXkpaaeMbix Hocutenax (USB flash, «rabnet-
Kax» — Touch Memory u T.1.). [I719 YTeHUS U 3alIMCH KITI0Uel Ha KJII0YeBble HOCUTEIHU
npeqHa3HaYeHbl IPOrpaMMHBIE MOAY/IU — cuuThiBaTenu Kinogenn. CK3U «BanupgaTa
CSP» moxkeT paboTaTh C HECKOJIBKMMU CUUTHIBATENSIMU KITIOUEH, UX UCIIOIb30BaHUe
perynupyeTtcs mporpaMmmon koHpurypaumuu CK3U «Banumata CSP».

2.1 HacTpoiKa cUMThIBaTe/IeHd KII4deHn

IIna 3amycka mporpamMMbl KoHurypamuu CK3UM «Banupmata CSP» Heo06-
XO0OuMO BBI3BaTh NOYHKT MeHBO «Ilyck»—«IIporpammei»—«CK3M Banupgarta
CSP»—«Koudpurypanmonass nporpamMma CK3W». [Insg HaCTpPOUKM CUYUTHIBaATeseu
KJII0Yel Haflo IepeuTy Ha BKIagKy «CyuTeiBaTenu Kitoda» (PucyHok 1).

v Nporpamma koHbWrypauwy CK3 Banwaata CSP = =

OcY | CunmeiBatend kniowa | Kmioww | Cepmidmkats | Cepeuc

[na BoEx NONBZI0BATENEA (MO YMONYEHMID)

CudTeiEaTENE KNIOYE © aMcKeTsl Wi LSE flash. Bepouna 6.0.451.
Brageneu: 000 BanwpaTta.

D Wcrate Knoud Ha BCEx HOCUTENR BblﬁpaHHDFD ™Na

[] Wckats knoun Ha Bcex Tnax HoCKTENEH

I:l PESFIELLIMTI:- MNoNeZ0E3aTENAM MEMEHATE CHHMTEIESTENE KNHYE

[na Tekywero NonesoEaTEnA

Wcrate kniou Ha BoEX HOCWTENAX BRIGDEHHOMD TMNa

VICHaTE KNHYW Ha BCEX TMNEE HOCKMTENEA

oK CrmaeHa MpHMeHrTs

Pucynoxk 1 - Bknagka «CuuTeIBaTENIU KIr04a»

CuuThIBaTeJIb K/Il0Ua 10 YMOJTYaHUIO MOXKET OBITh 3aaH aAMUHUCTPATOPOM (CM.
nokymeHT BAMBE.00060-06 91 01 «CK3U «Banupmata CSP» Bepcusa 6. PyKoBoOCTBO
[I0 YCTAHOBKE U HACTpPOUKe»). Ecim agMuHHCTpPATOp 3adajl CYMTHEIBATEsIb KJI04a C
USB flash (PucyHok 1), To Bce IOnb30BaTeIU IIPU IIONBITKE UTEHUS KJIo4Ya OyOyT
oOpartaTthbcs K ¢ramr-namMsaTu. [1onmb30BaTenb HE MOXKET U3MEHUTH 3Ty YCTAHOBKY, HO
€CJIM afMHAHUCTPATOP Pa3pelIni MoJjIb30BaTelsaM U3MEHATh CYUTHIBATENIb KJII04a, TO
T0JIb30BaTEb ITOTy4YaeT BO3MOXKHOCTD 3a/laTh CYMTHIBATEJIb KJTI0Ua TOJILKO AJisd cebs,
HaXkaB KHONKY «BriOpaTh» B HUXKHEW YaCTU BKJIQOKU.

Ha skpaHe nosiBUTCSI OUAJIOTOBOE OKHO BhIOOpa CUUTHIBaTe el Kitoda (PUCYHOK 2).
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CuMTeIBaTENM KAHOUE

HazeaHue Bepcun CeolicTea

9 <CUMTEIBATENE HE YKAZEH>
% <PyuHol BoiGop:=

F= CuMTbiBaTEN: CHEMHOMD QMCKS 6.0415

\.CHMTblBaTenb uTaken 6.0415 CmapT+apra

& CunteieaTens JaCara 60415 CwmapT+apta

CI-IMTblBaTEnb vdToken (PKH) 60415 CwmapT+apTa; Hensenekaemeli ...
CunTeieatens vd Token 60415 CmapT+apta

v

PucyHoxk 2 - [Iuasnor BeIOOpa CYUTHIBATENSA KI04Ya

Bribepute Opyro¥ CYUTHIBATENb K/II04Ya U HaxkMHUTe KHOIIKY «OK». [TossBUTCS oua-
JI0T0BO€E OKHO (PucyHOK 3).

v Mporpamma koHdurypaumw CK3W Bannaata CSP = =

OCY | CuwTeieaTtend kmoua | Kniows | Cepmaukarts | Cepemc

Mnp Bcex NoNbZ0BATENEA (MO YMONYAHKK )
CunTeieaTen: KNoya ¢ anckeTel vnn LUSE flash. Bepowun 6.0.457.

Brapgenew: 000 Bannpara.
Ei:h '5;31':_:
| MckaTs KNow Ha BCEX HOCUTENAX BEIBpaHHOrD TMNA

| McKath KnouW Ha Boex TWNEK HoCUTENEH

v PaSpELIJHTb NONES0EaTENAM MEMEHATE CYMTEIEGTENE KNHOYa

[nA Tekywero NonNE30EaTENA

CunteieaTen: Knioua ans vd Token. Bepcoun 6.0.451.
Bragenew: 000 Bannpara.
MononHuTensHele ceoicTEa: CMapT+HapTa.

D MckaTs KnouM Ha BoEX HOCUTENAX BblﬁpaHHDI’D ™Na

[ Mekats kntoun Ha Bcex TWNax HocHTENSHA

OK OmaeHa MpmeHTs

PI/ICYHOK 3 - U3MeHeHUe CUUTHIBATENA KII04Ya O/ TEKYIIIEero II0JIb30BaTeEIIA

Ecnu B muanore (PucyHok 2) BeIOpaTh NyHKT «CUUTHIBATE/Ib HE YKa3aH», U IpU
9TOM CYMTHIBATEIb TaKXKe He yKa3aH [JIg BCeX II0JIb30BaTesied (0 yMOJI4aHUI0), TO
ITpu oOpallleHnH K KJTI0YaM MOKET BhIZaBaThCs TOIIOJIHUTETBbHBIM qUaJIor BEIOOpa CUu-
TBEIBATENs Kio4da. Ecnu B guanore (PUCYHOK 2) BHIOPATh NMIYHKT «PydHOH BHIOOP»,
TO IIPHW OOpaIIeHuH K KJII0YaM MOXKEeT BhIJaBaThCs OOIIOJTHUTEJILHBIN Ouajior BEIOOpa
CUMTHIBATEJISA K/II04a, JaXkKe eCIH 3aJaH CYHTHIBATENb IOJIsI BCeX MIoJIb3oBaTeneu (1o
YMOJIYaHUIO).

Ecnu yctaHoBUTh pexkuM «MAcCKaTh KJIIOYH Ha BCE€X HOCHUTEISIX BLIOPaAaHHOI O
THIIa», TO IIPU IIPOJIMCTHIBAHUU U 3arpy3Ke Kioouel He OymeT BhOaBaTbCS OMAJIOT
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BbIOOpA KJII0OUEBOT'O HOCUTEJISI, IOUCK KJTIo4Yel OyImeT IMPOM3BOAUTHCSA Ha Bcex OOHa-
PY2KEHHBIX KJIIOUEBBIX HOCUTEJIIX 3aJaHHOTO0 THUIIa, 3arpyKaThCsd OyaeT IepBhIi Hall-
OEeHHBIU KJII0Y C 3aJaHHBIM KMEeHEeM.

Ecnu DOTOTHUTENIBHO YCTAHOBUTHL peXUM «MCKaTh K/JIIOUHM Ha BCeX THIIaX HO-
CHUTe/IeH», TO IPU MPOTUCTEIBAHUY U 3aTPy3Ke KITIouei He OyayT BEIHaBaTLCS TUATIO0-
' BEIOOpa CUUTHIBATENS U KJIII0OUEBOTO HOCUTEJIS, TIOUCK KITIouel OyoeT IPOU3BOAUTh-
Cs1 Ha BCceX OOHapyKEeHHBIX K/IIOUEBBIX HOCUTEJISIX BCEX THUIIOB, 3arpyXkaThCs OymeT
MIEePBBIU HAaUOEHHBIN K/II0Y C 3aJaHHBIM UMEHEM.

7151 TOro 4TOOBI U3MEHEHUSI BCTYIIW/IU B CUJIy, HaXKMUTE KHONKY «[IpUMEHUTH».

2.2 I'padnuecku HHTEep@EerC MoIb30BaTeIsi IPH padoTe C
KJIIOYaMH

2.2.1 HHTEepaKTHBHBLIH BHIOOP K/II0OYA

B 006111eM ciiy4yae aJarOpuTM BEIOOpaA CUMTHIBATEJS KJII04Ya TaKOB: €CJIU II0JIb30Ba-
TEeJII0 pa3pelleH0 U3MEeHsATh CUUTHIBATElNIb KJII04a, U OH CHeJiajl 3TO, UCIIOJIb3yeTCs
CUYUTHIBaATEJIb KJII0Ya, yKa3aHHBIU II0JIb30BaTeieM. ECiiu HeT - UCIONIb3yeTCsd CYUTHI-
BaTeJIb KJII0Ya, 3aJaHHbBIM afMUHUCTPATOPOM. Eciiu U amfMUHUCTPATOp He Ha3HAYUIl
CYUTHIBATEJIb KJII04a [10 YMOJTYaHUI0, Ha 9KPaH BHIIAETCS OUaJIor0BOe OKHO, IIpefJia-
raioliee BEIOpaTh CUMTHIBATEND Kitodya (PUCyHOK 4).

= B

BbibepuTe CUMTLIBATENE KNHOUA

HazeaHwe Bepcwa
=) CuUMTLIBATENE CEEMHOMD OMCKAE 6.0.392
™. CumTeiBaTens ruToken 6.0.392
== CunTeiEaTENE £ Token 6.0.392
§CHMThIEaTEHb JaCarta 6.0.392
& CunTeieaTens vd Token (PKH)

¥ CuntneaTens vdToken 6.0.392

N
[ OK l l OTtMeHa

Pucynok 4 - [Tuanor BeiOOpa Kitroda

9TO Ke OKHO BBHIOAETCS, €C/IX MO0JIb30BATeJlb 3aJall peXXuM «PydHOH BBIOOP»,
He3aBUCHUMO OT HAaCTPOEK agMUHUCTPATOPA.

Ecnu mosmb3oBaTeneM ycTaHOBIEH pexuM «AcCKaTh K/JIIOUH Ha BCEX THIMaX HO-
CHTeJIeH», TO IIPU MMPOJIMCTEHIBAHUY U 3arpy3Ke KiTiouel He OymeT BEIgaBaThCs JUAIOT
BBIOOPA CUMTHIBATEISI, IIOMCK KITI0UeH OyIeT ITPOU3BOAUTLCS Ha BCeX 00HAPYKEHHBIX
KJIFOUEBBLIX HOCHUTEJISIX BCEX TUIIOB, 3arpyKaThbCs OymeT IepPBbIM HaWIeHHBIN KITI0Y C
3alaHHLIM UMEHEeM.

B HEKOTOPHIX CJIy4Yasx TaKoH auayor OymeT BO3HHKATH Aaxke MPHU Ha3HAYEHHOM
CUUTHIBATEJIE KJII0Ya - HAllpUMeEpP, B CUTYyalluH, KOTHa Halo CKOMUPOBATh KJTIOY C OfI-
HOT'O THUIIA YCTPOMCTBA Ha OAPYyroe.
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[Tocne BeIOOpPA CUMUTHIBATENS HMPU PaboTe C KIoYaMHU HY2KHO BEIOpaTh KITIOUEBOU
HOCHUTEJIb, OJIsI 3TOTO Ha 9KpPaH BHIIAETCS OUAJIOTOBOE OKHO, ITpeiarapliilee BEIOpaTh
KiIo4yeBou Hocurtenb (HanpuMmep USB flash) (PucyHok 5).

Buibepute ChEMHBIF AWCK
aftlare CEpUitHEIN HOMED
[=IF: &33DEQFE
=1 2E20E453

OTMeHa

PucyHnok 5 - [Juanor BeIOopa KJII0UEeBOTO HOCUTEIS

[Tpu MPONMUCTHIBAHUY U 3aTPy3Ke KJII0YEel 9TOT OUaJIOT He BRIMAETCS, €CJIM CUCTEMA
oOHapyzKMuBaeT JIUIIb OOUH KJII0UEeBOM HOCUTEJIb BEHIOPAHHOTO THUIIA WJIU K€ MO0JIb30-
BaTeJieM yCTaHOBJIEH pexkuM «MAcKaTh K/JII0YH Ha BCEX HOCHUTEJISIX BBIOPAaHHOT O

THIIA>».
Ecnu cuuTeiBaTesNb KJIKO4Ya He 06Hapy}KI/IBaeT HHX OOHOI'O OMCKa, OH BBIOACT Cc000-

meHue (PUCyHOK 6).

CK3l1 Banwaata CSP

BrraeeTe ChEMHBIN QMCK 4NA NOWCKE KNHYERA,

I QK OTmeHa

PucyHok 6 - KiiroueBoi HOCUTEIb He HalleH

[Tocne BBEIOOpa KJIIOYEBOT'O HOCUTEJISI YacTO ObIBaeT HeOoOXOOMMO BHIOpATh OOUH
13 HECKOJIbKUX, HaXOOSIIUXCS Ha HEM KiIo4del. [JI 9TOro CIyzKUT Auajor Beibopa
Kio4da (PucyHoxk 7).
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BribepuTe KNy AnA NoaydeHna MHQOpPMaLMK

WMmeHa kniouel KniyeBkble HOCKTENK &
=1118FYDEBHFR57ISS 2E20E458 / )
(=1 16302H8M3601 ZE20E458 /
=0 2254MFPPQADT ZE20E458 / )
=0 2292EHERGP D ZE20E4R8 / )
=0 2552815HGEDN ZE20E458 / )
=0 3682NBGFOI01 ZE20E4RE / )
=0 3965 \VWCLBD ZE20E4R8 /
=1 405209 33G01 ZE20E458 / ) v
Tl ATV EAT AT W ArnrAco F .

CmaeHa

Pucynok 7 - [Tuasnor BeiOOpa Kilro4da

BribepuTe KII0Y [OJIs OIlepalliy, Ha3BaHUe KOTOPOM yKa3aHo B 3ar0JIOBKE OKHA, U
HaXMUTe KHONKY «OK».

2.2.2 Ilaponau ajasi 3allUThI KJIl049a

[Ipu 3anucu (reHepamnuu M T.O.) KJI04Ya IOJIL30BATEN0 IIpenjaraeTcs BBECTH IIa-
POJIb OJI 3alllUTH KiIto4da (PucyHOK 8).

CK31 Banwaara C5P

BeeavTe HoBLIA Mapone AnA knioya LAXSOMAPEQOUAILS

Mapone: || |

MNooTEep*asHWE:

Ecnw naponk He BBeREH, To ANA AAHHOMD KNIOYE OH CYATAETCA
MyCThIM 14 NP CNEOYIOWLER Sarpy3ke 3anpalMEaTeCA He ByneT.

X O
PucyHok 8 - [lnanor 3agaHus IapoJis Kroda

BBenuTe maponb ABa pa3a U HaxXMute KHONKY «OK». Ecriu BBeJ€HHbIEe 3HaYEeHUS
OTJINYAIOTCSA OAPYT OT Opyra, CUCTeMa IPEOIOKUT MOBTOPUTH HOMBITKY (PucyHOK 9).
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CK3W Banuaata CSP

Maponk 1 NoATEEPXAEHWE HE COBNAAADT, MoNpoGyHATE BWE pas.

Mapone: |
MNogteepxoeHwe:

Ecnw napone He BBE0EH, TO ANA AAHHOMD KNIOYE OH CYATAETCA
MyCThIM 1 NP CNEOYIOWER Sarpy3Ke 3anpaMEaTECA He ByneT.

N oo

PucyHnok 9 - [luanor moBTOPHOI0O 3aJaHUus I1apoiisd KiIda

Ecnu nonb30BaTesnb He X04YeT 3allyIlaTh KJII04 [IapojieM, OH OOJI2KEeH HaXKaTh KHOII-
Ky «OK», He BBOnsa nmapoJsisg. Haxxatve KHOKU «OTMeHa» OTMEHsIeT He 1apoJib, a BCIO
oIepaluio C KJIYOM.

[Ipy yTeHUU KiIo4da, 3alllUIIEHHOTO IIapojieM, MOIb30BaTEJIIO ITpeaiaraeTCs BBe-
ctu naposnb (Pucysok 10).

CK3W Banuaata CSP

Beemate napone anA kniowa ZD085SCESCS3ELST

Mapone: ||

eN G

Pucynok 10 - [Juasnor nmpoBepKU Maposis KiIrnda

[Ipu HenmpaBUIBHOM BBOIE I1apoOJis MOJIb30BATEI0 IpeajiaraeTCsa IIOBTOPUTH BBOJ
C YKa3aHueM KOJIMUYeCTBa OCTaBIIMXCS IMONBITOK (PucyHok 11).

CK3M Banvaata CSP

HenpaewneHeni napone. Ooctanock noneimor: 2.

Mapons: ||

N -

Pucynok 11 - [Iuasnor mOBTOPHOM ITPOBEPKHU ITapOJIs Killo4da

Ecnu KonmmyecTBO HEYCHENIIHBIX IIOIIBITOK BBOAA AP0 KJll04Ua 3JIEKTPOHHOU o[-
nucu (I9I1) cTaHOBUTCS PaBHBIM MaKCHMaJIbHO BO3MOXKHOMY (3 MOIBITKH), 3arpy3Ka
Kirtoda JI1 He TPOU3BOOUTCS M COOTBETCTBYIOIIMM KOA OUIMOKM BO3BpaIlaeTcs IIPU-
KJlagHOMY IIporpaMMHoMy obecnedenuto (I10).
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Ecnu kmtou 311 He 3aluIlleH ITapojieM, TO IIPKU eT0 YTeHUH OQUAIOrOBOe OKHO ITPO-
BEPKH IapPOJIs KITI0Ya He BHEITAeTCs.

2.2.3 OcCo0eHHOCTH Pado0ThI C PAa3/IMYHBIMH K/IIOYEBLIMH HOCHUTEJISIMH

B cnyuae Bo3HukHOBeHuUs omubku OXEOBESODE «Ommbka ¢-uu RtlLoginToken»
IIPY UCIIOIb30BaHUU CYUTHIBaTeNnsA PyTokeH, He0OXOOMMO OTKJIIOUUTH K3IIINPOBaHUE
PIN-kopoB Ha Bkinanke Hactporiku [Tanenu ynpaBrneHuss PyTokeH, 3anlyCTUB ee U3
[Tarenu ynpasnernus OC Windows (PucyHok 12).

B Mavens ynpaenerus Pyrokes &

AzmescTpuposarie | HACTROMM :Phbwn
CumTBaTemn PyToses

el FTOT NAPAMETD NOZBOARET YBEETSTE KOMrSCTBO 40CT Yy
CTRBATENER PyToREH

Komesecteo camematensi PyToken: |3 -]
1 |

Kauwmposarue PIN-xoas
|4l Ksusipoparses PIN-xona ynponaeT paboTy W yeenrs@aeT
oopocTs pabome: ¢ Rutoken, Ho yMersWEeT ypoBeHE Ge30nacHocTie

l Ko poBaTe PIN+0a
| Momrrieca PIN-<00a NO yMoTiese0

! MPeanaraTs Monb30BATEMD CMersMh PIN-HOA KEXALE DAZ, KOTAA
HENoML3YETCR PIN-HOA, 3303HHLN ND YHOMMaHINO

HancesmaTe owesims PIN+on

= == ===

—_—

Pucynok 12 - [larens ynpasnerHusa PyTokeH
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3 IOATYHUKHU CIYYAMUHBIX YUCEJI

s pa6otel CK3U «Banumata CSP» TpebGyeTcs maTuMK ciaydawHbix yucen (ICY).
CK3U «BanupmaTta CSP» MmoxkeT paboTaTh ¢ pa3nuyHbiMu Tunamu JCY, ux UCIOJIb30-
BaHUe perynupyeTtcs nporpammoi KoHpurypanuu CK3U1 «Banugata CSP».

3.1 Hacrtpouka [ICYU

HacTtpoiika [JCY npousBomutcsa Ha BKiamke «IICH» mporpaMMbl KOH(pUTypaluuu
CK3U «BanupmaTta CSP» (PucysHoxk 13).

% [Mporpamma koHbWrypauwn CK311 Banwaata CSP - O

OCH | Cuvmeisatenw kniova | Kniows | Ceprndwmkatsl | Cepewc

Ina Bcex NnonezoBaTENEA (MO yMONYaHKD )
Brifpats

[] Pazpewmm nonszoeatenam wamenas OCY MHWWanMsauma Chpoc OCH

[np TeKywero Nonbs0BaTenA

OK OmaeHa MpHmeHrT:

Pucynok 13 - Bknagka «[JCY»

Tun [OCY mno yMomYyaHHIO MOXKeT OBITh 3aJaH aJAMHUHHCTpPAaToOpoM (cM.
BAMBE.00060-06 91 01 «CK3U «Banugata CSP» Bepcus 6. PyKOBOACTBO IO yCTaHOB-
Ke M HaCTPOUKE»).

Ecnu agmuHucTpaTop 3agan ouonorudeckuit [ICY (PucyHsoxk 13), To a1t BCeX MOJb-
30BaTesiel OyoeT BBI3BIBATHCS 3TOT OaTuuK. [lo1b30BaTesib HE MOXKET U3MEHUTD 3Ty
YCTAHOBKY, HO €CJI1 afMHAHUCTPATOP pa3pelInil IIojJb30BaTenaM 3agaBath Tum [ICY,
TO II0JTb30BATEJIb II0JIydaeT BO3MOXKHOCTE u3MeHuTh TUIll [ICY TonbKo s cebsi, Ha-
KaB KHONKY «BriOpaTh» B HUKHEUW 4aCTU BKJIaAKU.

Ha skpaHe mosiBUTCSI guaioroBoe oKHO BhiOopa Tuma JCY (PucyHok 14).
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JAaTumMKK cnyyarHeIX yucen

Haseanwe Bepcwa CeoiicTea

?‘5 <PyyHoit Brifiop:

h'% Bvonorvueciowia OCH 6.0.451 Tpedver GUI

# [ICY "Cosons" 6.0.451 Annapathsit [CY

E.EI.C'-I "Mcropn” 6.0.451 Annapameid OCH

.EI.C'-I vd Taken (FEH) 6.0.451 Tpefver GUI; AnnapatHent OCY; ..

—

Pucynok 14 - [Quanor Beibopa OCY

Bribepute tun JICY u Haxkmute KHONKY «OK». Ha sKpaHe MOSBUTCS UCXOOHOE
OKHO c uHpopmMauuei o BeiopanHoM [ICY (PucyHoxk 15).

v, Mporpamma koHbmrypaumn CK3W Banuaata CSP = =

)
L
OCH | Cunmeieatend kmioua | Kniouwn | Cepmugikate | Cepeuc

[lna Bcex NoNEZ0BaTENSMA (MO YMONUEHMIO)

Bvonorvuyeckuil aTumMK ciyyaiHen: uicen. Bepowa 6.0.451.
Brageneu: 000 BanwpaTta.
DpnonHuTensHeIe ceoAcTEa: TpedyeTt GLI

Brifpats
| PaspewnTs nonb3osaTenam nameHaTe JCH WHwanusaws Céipoc OCY
[na Tekywero NonesoEaTEnA
Buonorvueckuil gaTumk cnyyaites wicen. Bepowr 6.0.457. ‘%

Brnapeneu: 000 Banwpata.

DpnonHutensHele ceoiictea: Tpebyet GUI

QK OmaeHa MpUMEHUTE

Pucynok 15 - [ICY pgmnst TeKyIero mnojib3oBaTenss U3MeHEH

I17151 TOrO 4YTOORI CAeIaHHbIEe U3MEHEHU S BCTYIIUJIN B CUITY, HaXKMUTE KHONKY «[1pu-
MEHUTDH>.

3.2 Uannmuanu3anusa [1CY
I CY TpebyeT nHULIMANMN3aUMU I0ocie Kaxaou 3arpy3ku OC «Windows».
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3.2.1 ABTOMaTH4YecCKasi HHHIITHA/IH3aIlUusI

Wunnuyanuzanusa [JCY mpoucxXoguT aBTOMaTUYECKU IIPU BHIIIOJIHEHUU I1€PBOU
Kpunrorpadrdeckou onepauuu mnocie 3arpy3ku OC Windows.

ITpumeyaHue — IIna uHuyuaausauuu JICYH CK3HU «Baaudama CSP» kawu 311 He
mpebyemcsi.

g 6uomorudeckoro [ICY Habop IMepBUYHBLIX CIIYyYalHBIX JAaHHBIX TPeOyeT BMe-
IIaTeJIbCTBa Iob30oBaTens (PucyHok 16). BrimonHeHune TpebGoBaHUM, M3JI0KEHHBIX
HUXKe, TapaHTUPYET YCIIellIHOe 3aBepllleHne npouenypsl nauuanusanuu ICY c uc-
II0JIb30BaHueM Ouosiorunueckoro [ICY.

Buonornueckwmida ACH

=%

iii.' 0:12

Noxanyicra, ABMraiTe MblUbH...

OTmeHa

Pucynok 16 - UHunuanusamnus ouonoruyeckoro ICY

Ecnu creHepupoBaHHBIE II0JIb30BaTEIEM ClIy4dallHble JaHHBIE HE YOOBJIETBOPSIOT
TpeOOBaHUSAM, IIPEObIBISIEMBIM K UHUITHAIN3UPYIOIIEeH mocnenoBaTenbHoctu OCY,
OKHO MHuUITanu3amuu 6uomorudeckoro ICY (PucyHok 16) OymeT BbIBeOeHO Ha 3KpaH
IIOBTOPHO.

Pao0ora c omoinorunuyeckum [1CY

[Tocne 3amycka nmpouenyphl nuuiuanulanuy [JCY Ha sKpaHe MosIBAseTCs paboyee
OKHO B BHUJIe KBajparTa.

C TOYKM 3peHHs II0JIb30BaTeJIs IIPOIeCC MHUIMATIU3AIIuu MOXKHO IIPECTaBIIsSTh,
KaK «pHCOBaHME» KyPCOPOM B pabouyeM OKHEe HEKOTOPOM MOCTAaTOYHO XaOTUYHOU Tpa-
eKTOPUH.

[Tpu 3TOM MONMB30BATEIIO ClIeyeT coOJIIogaTh ciuenyomue obime TpeboBaHUS:

— npouenypa nannmanusanuu [CY ocyuiecTBIsA€TCA C UCIIOJIb30BaHUEM KOMIIBIO-
TePHOM «MBIIH». Heo6XomuMo HaCTPOUTh IIapaMeTPhI «MBIIIIHN» TAKUM 00pa3oM, UTO-
OBl «ITOJI3YHOK», 3afalolIuil CKOPOCTh OBUXKEHUS yKa3aTens (Kypcopa), Ha BKJIagKe
«[TapamMeTpHl YyKa3aTensi» ObLII YCTAHOBIIEH POBHO MOCPEOUHE IIIKaH (IJIS CBETOOU-
OOHOM «MBIIIK») UK OBII CABUHYT Ha ABa [eJIeHUs BJIEBO OT CEPEeOUHHBI IIKabl (Os
j1a3epHOU «MBIIIK») (Pucynok 17);

— WMCIIONb30BaHMEe OECIPOBOTHOMN «MBIIIIU» HE IOIMYCKAETCS;

— He cJjlefyeT 3aX0UTh 3a I'PaHUILI paboyero okHa (3T0O 3aMe[JisieT ITPoIlecC UHU-
nuanusanuu [ICY). BMmecTe ¢ TeM HemmpegHaMepeHHbIe BEIXOOH 3a TPaHUILI OKHA [0-
IyCKalOTCs;
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— TPAEeKTOPHUS OABUKEHUS «MBIIIN>» OOIKHa ObITh HETIPEPHIBHOM’;

— pHCOBaHHE TPAEKTOPUU HAOJIZKHO OCYLIECTBISATHCS BeChbMa 3HEPrudHoO, T.e. Ta-
KM 00pa3oM, 4TOOBI BpeMsi, 3aTpaurBaeMoe Ha nHunranu3anuio [ICY, He mmpeBkIIIa-
110 60 cekyHa. Ecnu prucoBaHue TPAaeKTOPUU BHIIOTHAETCS HEZOCTaTOYHO SHEPTUYHO,
MOXKeT nmoTpeboBaThCs MOBTOpHasA nHuiuanulanusa [[CY. B aTom ciydae Ha 9KpaHe
BHOBbB ITOSIBUTCSI pabodyee OKHO B BUJe KBajparTa.

_F Ceoiictea: Mbilwb “
KHonk mMiiLLm YiazaTenu
MNapameTpel ykasaTena Konecuko OfopynosaHne
MNepemeleHre
h JapaliTe CKOPOCTE ABMXEHWA YKaSaTENA:
Hitxe Briwe

I:l Brnounte MOBBILWEHHYD TOMHOCTE ¥CTAaHOEKKM YK33aTENR

WMcwogHoE NoNOXEHWE B OMENoroEomM OKHE

| [ ] Ha kHonke, esifupasmoil na yMonyaHuo

BumamocTe

@ [ ] OroBpaskam cnen ykasatens mMoiwm

CrpblEaTE YKESaTEN: BO BPEMA BEOOA C KNAEMSTYDL!

OfosHauw s pacnonoxeHWe YKa33aTENR NP HIXITHMA

X OetrL

CmaeHa [prMeHATE

Pucynok 17 - Ilpumep HaCTPOUKU «MBILIIH »

[Tonb30BaTENIO HAJIJIEXKHUT «3apPUCOBLIBAaTh» KypPCOPOM BCE BHYTPEHHEE MPOCTPaH-
CTBO (mJI0IIab) paboyero OKHa KpyramMu IuaMeTpPOM ITOpsAaKa OJHOM TPeTHu pa3Mepa

CTOPOHEI OKHA.
Huxe (PucyHok 18) nmpuBenmeHo nusobpaxkeHue pparMeHTa TUITUYHON TPAEKTOPUU

OBUZ2KEHUSA <MBIIIIN».
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'B'qY

e

Pucynok 18 - [[puMep XaOTUYHBIX KPYTrooOpa3HbIX OABUXKEHUU

Ha npuBepnennom ¢pparmenTe (PucyHok 18) BooOpazkaeMblli IIEHTP OKPYXKHOCTEHN
COBepIIaeT Clenymollne OBUXKEHUT:

— OBH2KEHHWE Ha4YWHaAEeTCsd B ITPABOM HUZKHEM YTI'JIY,

— W3 IPaBOro HUXKHETrO yrjia BooOpaxkaeMbIl IIeHTP IIePEXOOUT B JIEBBIM HUXKHUMN
yIroJI;

— TIOOHUMAaETCs BBePX Ha BooOpaxKaeMyio CPeIHIO0 JIMHUIO, AeJISAIIYI0 OKHO II0TI0-
JIaM;

— OBUXKETCS CjieBa HalpaBo [0 IIpaBOM I'PAHUILIBI OKHA;

— MOOHUMAaETCs BBEPX B IpaBbld BEPXHUU YT OJI;

— OBUXKETCS CIIpaBa HaJieBO, ITonafasi B BEPXHUU JI€BBIM yTOJI.

3aTeM [OBUKeHUE aHaJIOTUYHBIM 00pa30M IIPOHOIXKaeTCs U3 BEPXHETO JIEBOTO YT-
jla B HUKHUU IIPaBBIM IOl ¥ BEeChb ITUKJI IIOBTOPSIETCS IO TEX IIOP, ITOKa He OymeT
3aBepllieHa IIpolleiypa UHUITHaIu3amnuu ouonoruyeckoro I1CY.

3.2.2 IIpuHyaguTe/IbHasi HHULIHAITU3al U1

B HeKOTOpPHIX ClIy4YasiX, HalpuMep, Opu paboTe C CEPBEPHBIMU IIPUIOKEHUSIMH,
yooOHO BBIIONHUTL nHUNManu3anuio [1CY npuHyouTenbHo. [171 3TOro Hajo HaxXKaTh
KHONKY «MHUNIManu3anusa» Ha BKinagke [1CY nporpammsel KoHpurypamuu CK3H «Ba-
nmupata CSP». [IporpaMMa BEIIOMHUT WHUIManu3anuio [1CYH Tak ke, Kak OBIJIO OITH-
caHo B 11. 3.2.1 u BrImacT coobiieHue (PucyHok 19).
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CK3l1 Banwaara C5P

0 ACH yenelwHo MHULMANHIWPOEEH.

oK

Pucynok 19 - CoobuieHue 06 ymayHou mHuIManu3auuu J1CYH

[Tpu ITOBTOPHOM MOILITKE NMPUHYOUTEILHON WHUIIMATHU3AlMKU ITPOrpaMMa BEIOACT
coobmmenue (Pucynok 20).

CK3M Banuaata CSP

o ACH y#e MHMUWaNW3IMPoEaH.

oK

Pucynok 20 - Coob1ieHue 00 nHuUIManu3oBanHoM [JCH

Y100kl BepHYTH [ICY B HauasibHOE (HEMHULIMATIN3UPOBAHHOE) COCTOSTHUE, TI0JIH30-
BaTeIb MOXKeT HaxKaTh KHOIKY «Copoc [ICY» Ha Bkinagke [ICY.

3.3 Uaunuanu3anusa [1CY ®KH

B coctaB CK3U «Banupata CSP» BXOOUT yTUJIMTa 3arpy3Ku MHULIUAIN3allMOH-
HOU nocnenmoBaTenbHOCTH [ICY QyHKIIMOHaNbHOro KitoueBoro Hocurtensd (PKH), Ko-
Topasi mo3BonseT nHunanusuponatsb JCY ®KH «Banunmarta vdToken» u «BanugaTa
vdToken» Bepcus 2.0.

ITpumeyvaHus

1 ®KH «Baaudama vdToken» u ®KH «Baaudama vdToken» eepcus 2.0 nocmas-
AAOMCA N0/Ab308AMEAAM C YyIHce UHULUAAU3UPOBAHHbIM [ICY, 8 c853U C YeM ucnoib-
308aHue 0aHHoU ymuaumul 048 pabomoul ¢ PKH He asasaemca obAa3amenvbHbIM.

2 B pe3yabmame pabomubl OaHHOU ymuaumbl ¢ Hocumeas 6yoym 6e38038pamHo
yoasieHbvl 8ce OaHHbLe.

[TporpamMma vdtokrnd.exe mperncrtaBisieT co00M KOHCOJIbHOE ITpuiioxkeHue. s
BBITIOJTHEeHUST nHUNuanu3anuu [J1CY HeoO6XoguMo B KOMaHIHOM CTPOKE BLI3BATh YTH-
nuty vdtokrnd.exe co cienyiomuMy mapamMeTpaMu:

vdtokrnd.exe "Validata vdToken <Homep ycTporcTrBa>",
roe <HOMep yCTPOUCTBa> — NopsaakoBeid HoMep ®PKH (>=0), 11 KOTOPOro BHIIIOJI-
HseTcsa nHnnuanusanusa [ICY, Kak ycTpolcTBa Tulla cMapT-KapTta B OC Windows.
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B cnydyae ommOkm HavanbHOM mHuNuanusanuu [ICY O®KH OymeT BHIIAHO COOT-
BETCTBYIOIlee cooOireHue o6 omubKe. [Ipumep BrizoBa nporpaMmbl vdtokrnd.exe
1 COoOOIlleHNtsI, BhIMaBaeMble B IIpoliecce ee pabOoThl NPU YCIEUIHOM HadalbHOU
nHuLnmanu3lanuu [1CY, npuBegeHb HUXKe Ha pucyHke (PucyHok 21).

A C\Windows\System32\cmd.exe — [=] @

Microsoft Windows [Uersion 6.1.7601]
(c) Kopnopauua MalkpocosT (Microsoft Corp.), 2009. Bce npaBa 3auwMueHsl.

e:\Current\Tekyuue pabouume gokyumeHTb\Temp>udtokrnd.exe “Ualidata vdToken 8"
vdToken Random Factory (Unit Sector: 2)

BanvgaTa TokeH : vdToken (OOOOBECIDFS81000FOO14TOO949164ELYS - 2.0.397.0)
vdToken Random Factory (Unit Sector: 4)

BanvgaTa TokeH : vdToken (OOOOBECIDFS81000FOO14TOO949164ELYS - 2.0.397.0)
vdToken Random Factory (Unit Sector: 8)

BanvgaTa TokeH : vdToken (OOOOBECIDFS81000FOO14TOO949164ELYS - 2.0.397.0)

e:\Current\Tekyuue pabouue gokyMmeHTb\Tenp>

Pucynok 21 - [IpumMep pabGoTHl IPOrpaMMEI B CTy4Yae yCIIEITHON MHUIMAIU3alluu
I1CY ®KH
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4 CEPBUCHDBIE OYHKIINU ITPOI'PAMMBI
KOHOUT'YPAIIUHA

4.1 Onepanuu C KJII09aMu

Ha Bkmagke «Kmpo4m» pacloioKeHbl KHOIKH, ITO3BOJISIOIIME KOIMPOBaATh, yAa-
JISITh, MEHSTH IIAPOJIH, IPeoOpPa30BLEIBATh KJIIOYM M OOHOBISATHL MAcCKu Kiouden (Pu-
CYHOK 22).

L) MNporpamma KkoHbMrypauwy CK3M Banwaata CSP = =

OCY | Cuwtoisarend kniova | Kiow | Cepmugmkars | Cepewc

Onepawan
(®) Texywmi NnonbsosaTens () NokansHan MawHa
KonwpoeaTe Yoanute CMeHWTE Naponk OBHOBMTE MaCKK MHpopMaLR
Mpeofipasoeats Wz: | Validata GOST R 34.10-2012 CSP v
B: |Validata GOST R 24.10-2012 CSP ]

0 MSMEHNTE MOEHTWEMKATOP SAKPLITOMD KNOYE
npu NpeoBpasoEaHn

[ KalunpoBaTs SaKphIThIE KoM Pasmep Kala oTHpLIThIX KNoYei: 256
D KaWMpoBaTE SEKPEITEIE KIOUA MMHWMEI_J'IbHDE EPEMA HNSHA 10000
CHCTEMHBD MPOUECCOE sanmew Mc):

[ Kawnposate MWH+oa8 cMapT+apT

| He npeanaraTs BEECTH NAPONE KDY NPW MEHEQELIAN

Pucynok 22 - Bknagka «Knoym»

4.1.1 KomupoBaHHe K/II04Ya

I71s1 KOoIUPOBaHM S KJII04Ya C OOHOTO HOCUTENS Ha OAPYrol HaxkKMHUTe KHONKY «Kormu-
poBaTh». Ecnmu nHunuanu3anusa [ CY emle He Oblsia BEIIIOJIHEHA, Ha 9KpPaHe ITOSIBATCS
ouanoru nHunuanulauuu JCY (cMm. 1. 3.2.1). 3aTteMm, gaxe eciu B KOHQUTypaLuu 3a-
OaH CYUTHIBATEb K/II0Ua 10 YMOJTYaHUI0, Ha 9KpaHe MOSIBUTCS AUaJIOT BEIOOpa CUUTHI-
BaTeJIs KJIIo4a. ITO JiejIaeTCs OJIsi TOT0, YTOORI IT0JIb30BaTe/Ib MOT KOITMPOBATh KJTIOYH
C Pa3HBIX KJTIOYEBBIX HOCUTeNel. ITocne Toro, Kak mojib30BaTelIb BEIOEPeT KITI0Y IS
KOITMPOBaHUSI, Ha 9KpaHe IMOSIBUTCA coobIineHue (PrucyHok 23).
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KonupoeaHue kKnuei ¢ OAHONo HOCUTENA Ha ADPYTOM :

¥ aanuTe KNHYEE0H HOCUTENB,
¥CTAHOBWTE YWCTRIA HOCWTENE AMA 3aMNUCKH HA HEMD KAHIYEBLI KOMWA

QK Crraena

Pucynok 23 - Coob1ieHre 0 3aMeHe KJII0YeBOT'0 HOCUTEIIS

Ecnu gnst ycTaHOBKM KJIIOYEBOT'0 HOCUTEJISI, Ha KOTOPHBIM ITOJIb30BaTE/Ibh XOUET CKO-
IMMPOBATh K/II0Y, HEOOXOONUMO yOaIUTh TEKYIIINM KJII0YEeBOM HOCUTEJIb, 9TO HAlo COe-
JIaTh MOCJIE TIOSABJIEHUS TAaKOT0 COO0IIIeHU . B MPOTUBHOM cllydae HaHHOEe COOOIIeHre
MO2KHO OCTaBUTh 0e3 BHUMaHUs. [Tocne HaxkaTusa KHonkKu «OK» HeoO6xonuMo BEIOpaTh
CYMUTHIBATENb KJTI04Ya, Ha KOTOPHIM OyoeT NpOU3BOAUTHCSA KOIMTUPOBaHME KJTlo4Ya, U [0-
XKOaTbCs 3aBepIleHus onepaliuu. Ha skpaHe MosiBUTCS cooOIleHre 00 YCIEITHOM 3a-
BepIIeHUn unm coobinenue o6 omubke, HanpuMmep (PucyHok 24).

CK3 Banwaara C5P

KDHHFDEHHHE iaKpblTDrD EH2Y a3,
b\ Ouinbka OXEDBEDDT2.
Knrou yse cyllecTayeT

oK

Pucynok 24 - CoobiieHue 06 omrndke IIpu KOIMMUPOBAHUY KITI0Ya

CrnepyeT OTMETHUTh, YTO OOJIM CeKpeTa KiIodel, CQOpMUPOBaHHEIX B opMaTe «3
U3 6» Unu «2 u3 3», KOIUPYIOTCS 10 OTOEIbHOCTH.

ITpumeuaHus

1 ITpouecc konupoBaHu s KA4ad CONPO8oHcoaemcs 3anpocom napoas Kawoua (npu
e20 Haauyuu).

2 Ilpouecc konuposaHus kawoua ¢ vdToken ¢ IIMH-ko0om uau vdToken (PKH) co-
nposgoodicoaemca 3anpocom ITHH-koda. Koauuecmeo donycmumblX HEeyCnewHbulX No-
nvimok e8soda IIHMH-ko0a onpedessemcsa YyCMAHOBAEHHbIM Npu (opmamuposaHuu
Hocumena 3HayeHuem (Pucynok 42). I[Ipu npesviwweHuu 0onycmumoz20 Kojaudyecmaed
owubok sBo3HUKaem coobuieHue o baokupoeke ITHMH-koda. IIpu nepeycmaHosKke HO-
cumeus 6ao0kuposka ITHMH-ko0a cHumaemcs.

4.1.2 V5aaneHue K/IIOYeH

[71s yoaneHus K04erd HaXXKMUTe KHONKY «YnanuTtek». Ecnu nannuanusanusa [1CYH
elé He OblJIa BBIIIOJIHEHA, HA 9KpPaHe MOsIBATCSA guanoru umHuimanulanuu JCY (cM.
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m. 3.2.1). 3aTeM Ha 3KpaHe ITOSABUTCS Auanor Beibopa kmoueld (PucyHok 25). B oT-
JIM4Y¥e OT OCTAJIbHBIX Ollepaluii, IPU yOaJleHUU M0JIb30BaTelb MOXKET BEIOpaTh cpa3y
HECKOJIBKO KJII0UeH, I0JIb3ysaCh KinaBuiamu «Shift» u «Ctrl».

YrkawmuTe YadNAEMbBIE KAHYK

MraeHa kniouei KnioueBkle HoCUTENK 2
[=DJ47653HES0HREGIT E4ACT8BE £ A:
(= LEBAIHXLIDCIPHWY E4ACT8BE £ A:
=ISIVAWUFSEVIAGLVT E4AC18BE / A:
= TQIDPZR0ZKATVETH E4ACTEBE / A:
=G A4Q0YIFIDED TG E4ACT8BE £ A:
[=IO60AYSEKIDSCFBOEW E4ACT8BE £ A:
= LGHIAMAPEQOUAILS Edf-‘-.C1 EEE S A
} {LOXSQMQPEQOUAIL4  BBEBFAC |y

Crea

Pucynok 25 - [Iuanor BeiOOpa KiIo4eu ais yoaaeHus

[To oKOHYAHUM Ollepallii Ha 9KpaHe IOSIBUTCS COOOIIeHre 00 YCIEITHOM 3aBep-
IIeHUH UM cooOIeHue 00 omubKe. [1pu yomaneHUU Kiitoya IPOUCXOOUT TPEXKPATHOE
3aTUpaHue TOU YaCTH PU3NUYEeCKOU NaMsATH HOCUTEIS, TOe HaXOOUJICS KITI04, II03TOMY
omnepanus yoajleHus MOXKeT IPOOOoJIzKaThCs AOJIbIIe, YeM IPOCTO 3aluCh KJIl0Ya.

4.1.3 CmeHa nmapoJis KjiImda

I7151 CMeHEBI TapoJis KJIl0oYa HaXKMUTE KHONIKY « CMEeHUTh IapoJib». ECiiu nHULIManm-
3arus [JCY emi€ He Obljia BEITTOJTHEHA, Ha 9KpaHe MOSIBATCS OUaoTd MHUITHAIN3alun
ICY (cMm. . 3.2.1). 3aTeM Ha 3KpaHe MOSIBUTCS Ouasior BeIOopa Kiawouda. Eciu momb-
30BaTeIb BhIOpa KJII0Y, Ha KOTOPBIM yXKe ObLJI YCTAHOBJIEH IApOJib, IOJIb30BATEIh
IOJI2KEH BBECTH €T0, a 3aTeM 3aJaTh HOBBIY IapOJIb C IOATBEPXKAEeHUEM (CM. mI. 2.2.2).

ITpumeyaHue - CMeHa napoas Kawoua Ha Hocumeasx ¢ IIMH-kodom conpogoacoa-
emcsa 3anpocom ITHH-KoOa.

4.1.4 IIpeodpa3oBaHHE KIIOYa

OyHKIUI0 Tpeobpa3oBaHus Kiatoda Il crnemyeT UCIIONbB30BATh IIPU HEOOXOOUMO-
CTU KOIIMPOBAHUS 3TOT0 KJIl04Ya U3 OOHOTO0 KpUIITOrpaguyecKoro nposangepa B gpy-
TOM.

BrimonHeHue mpeobpa3oBaHUs BO3MOXKHO TOJIBKO AJIs Kitouel 11, pa3pelieHHbIX
IJIs1 9KCIOPTa B 3allli(PPOBaHHOM BHUE.

I71st npeobpa30BaHUsI Kl04a HEOOXOOUMO BEIOPATh U3 COOTBETCTBYIOIIUX CIIMCKOB
KpunrorpauyieckKue npoBanugepsl - UICTOYHUK U NIPUEMHUK. ECIU BKIIIOYUTH OILIHNIO
«M3MeHUTh ueHTU(GUKATOP 3aKPHITOTO KJTlo4Ya IIpu IIpeodbpa3oBaHuU», OyeT creHe-
PUPOBAHO HOBOE UM [Jis ITpeoOpa30BaHHOrO Kito4da. [lajee cienyeT HaXaTh KHOII-
Ky «IIpeobpa3oBaTh» (KHOMKA «[Ipeobpa3oBaTh» CTAHOBUTCS MOCTYIIHOM ITPU BEIOOpE
OOIyCTUMOI0 Habopa mapaMeTpoB).

Ha skpaH OyzeT BBIJaH CIIMCOK MMEH OOCTYITHBIX IJIS IpeoOpa30BaHUS KITIOYEN.
BribepuTe K104 U3 CIiMCKa U HaxkMuTe KHONKYy «OK». [Tpu Heo6X0OUMOCTH BBEIUTE
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TIapoJIb OJIs KJTIoYa M YKaXXKUTe KII0UYeBOM HOCHUTEJIb OJIS 3aIllCcU ITpeoOpa30BaHHOTO
Kiro4da. Ecnu Oblnla ycTaHOBJIeHA ontus « M3MeHUuTh UIeHTU(PUKATOP 3aKPHITOTO KITIO-
Ya nIpu npeoOpa30BaHUM», TIOCJIE BHIIIOTHEHUS ITpeoObpa30BaHMUs 3Ta OIIUS U HOBOE
UMS KJTlo4a OyOyT OYMIIEeHHI.

4.1.5 OOHOBJ/JIEHHE MAaCOK K/II04Ya

OyHKIIMIO 00HOBJIEHUSI MacoK (IepereHepanun) Kitoda I11 criefyeT uCnoib30BaTh
HCKJIIOYUTEJILHO AJId IepereHepanmnu Kinoder J11 kBanupuuupoBaHHBIX CepTU(UKa-
TOB, c(popMUPOBaHHEIX B popMaTe «3 U3 6» unu «2 u3 3». [laHHYIO Ipoleaypy Heoo-
XOOVMO IIPUMEHSTH AJI BO3MOXKHOCTHU UCIIOIb30BaHUA TaKux Kiiouen Il B TeyeHUEe
YBEJINYEHHOT0 UHTEePBajia BpeMeHU (He IIPEeBHIIIAIIIer0 MaKCUMallbHBIU CPOK HOel-
cTBu4 Kiwoda Jll, npuBenerHbr B fokymeHTe BAMEBE.00060-06 31 01 «CK3U «Banu-
mata CSP» Bepcus 6. Onucanue IpuUMEeHEHUSI»).

s oO0HOBNIeHUs Macok Kitoda II1 Haxkmurte KHONKy «OOHOBUTH Macku». Ecnu
nHunuanulanus [JCY ell€ He Oblyla BHIIIOJIHEHA, Ha 9KpaHe MOSABATCS OUAJIOTU UHU-
nmanusanuu ICY (cMm. . 3.2.1). 3aTeM Ha KpaHe MOSBUTCS OUaJIor BEIOOpa KJIIo4a,
chopMUPOBaAHHOTO B (popMaTe «3 u3 6» unu «2 u3s 3». CnegyeT 3arpy3uThb Tpebyemoe
KOJIMYECTBO KJIIOUeU-moneu cekpera (3 - Onsa Kiawodeln, cpopMUpPOBaHHLIX B popMa-
Te «3 u3 6»; 2 - O Kiawodel, cQOpMUPOBaAaHHBEIX B popMaTe «2 u3 3»), IOCIEe 4Yero
ITPOM3BECTU 3allCh OOHOBJIEHHBIX KJTI0UYei-nosiet cekpeTa (6 - ojis Kirodel, chopMu-
POBaHHEIX B (popMaTe «3 U3 6»; 3 - Ay Kiaoder, choOpMUPOBaHHEIX B (popMaTe «2 U3
3») Ha YUCThBIE KITIOYEBLIE HOCUTEIIN.

4.1.6 IIpocmoTp HH(pOpPMAIIHHU O KII0UYE

I711 TpocMoTpa nHGpOPMALUK O KIII0Ue HaXXMUTe KHONKY «MHbopMmarius». Bribe-
pUTEe HYKHBIM K/II0Y U3 COMCKa KJII0Yel, HaXoOgAIluxcs Ha HocuTene (PucyHok 26),
1 HaXXKMUTe KHONKY «OK».

F ~

BuiGepwute kntou Ana noayyeHua MHGopmManmm
MMeHa kniouen KriyeBkle HOCUTEMK -
=I118FYOEBHFR571S9 493380F7 ] G:
=776GYFELDOT 493380F7 ] G: =
=2CJFTUFDESVBWHHS 493380F7 ] G:
Il =ICOATPENESQIUDSON 493380F7 ] G:
=ICERTREQ-3510DC30-33F5-4D4 . 493380F7/ G:
N | =ECM4KPI9TFREVEPGX 493380F7 ] G:
=ICWOB3IHSLLWVMAE0PY 493380F7 ] G:
=IGET2TWZ3069MI12K1 493380F7 ] G:
=IGHQJLASALSWOKZ2T 493380F7 ] G: -
[ 0K ] | OTtmeHa

PucyHnoxk 26 - COucoK Kiiroueu

B mosiBuBIIIEMCST OKHE O0TOOpaxKaeTcs nHGpopMalius o0 BeiOpaHHOM Kitode (PucyHok
27).
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UnbopMaLya o knroue 118FYOEBHFRS7IS ——

BepcuA: 2 YCTGHOBNEH Naponb SKCNOPTHPYEMBIi

Tun waroua:  Knwou 30w 2akpemeii kiod wudposadua no TOCT P 34.10-2012 (256 bur)

MapameTpel

MapameTpel FTOCT P 34.10-2001 RFC4357 CP-A
Knoua:

LJononHWTeneHan
MHDOpMaLWSA:

OTKPBITHIA KIHU: <

MNokazaTe

Pucynok 27 - Uadpopmanmsa o Kiiode

[OIIOTHUTEIPHO MOKHO IIOCMOTPETH KJTI0U IIPOBePKHU I, COOTBETCTBYIOINY BhI-
OpanHoMy Kitouy III, mst 4ero Hy2KHO BOCIIOJIb30BaThCSI KHOMKOM «Iloka3aTh» (Pu-
CYHOK 28).

Wrbopmauus o knoue 118FYOEBHFRS7ISO -

BepcuA: 2 YCTGHOE/EH Napofb SKCNOPTHPYEMBIi

Tun wiroua:  Knkod 30 W 3aKPLTLIA KNOY wkdposaHua no TOCT P 34.10-2012 (256 6uT)

MapameTpel

MapameTpul FTOCT P 34.10-2001 RFC4357 CP-A
KnHYa:

JononHWTeNsHaA
MHOpMaLWA:

OTKpLITBI KkOY: 14:B1:3A:F4:AS5:AB:56:89.F7:BA:59:2C.64.CD:6F: 2B »
74:22:C6:9A:1C:A7:ED:0B:F7:C7:83:4E:1F:6D:A3:7C:
MokazaThb S5A:23:37:28:30:85:56:F8:3C:85:8D:36:71:F5:07:80:
BA:0A:68:03:29:06:FB:93:E4:37:07:1F:64:02:CD:4D

h

PucyHnok 28 - UudopMalius o Kiirode ¢ oToOpaxkeHrueM Kiitoda npoBepku II1

4.2 Onepanuu c ceprupukaraMu

[Tepelinsa Ha BKnankKy «CepTuduKaThl», IOIb30BaTEIb MOXKET BHIIIOJHATH ONepa-
LIMH 10 YyCTAaHOBKE CepTU(PHUKATOB B pa3indHble XxpaHunuina (Pucynok 29).
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% [Nporpamma koHdMrypauwm CK3KW Banwaata CSP - O

OCY | Cusmeieatend kmoua | Kmiown | CEpPTMPMKET! | Capenc
(®) Tewywmid Nonbs0BaTENE () NokansHas MawrHa
BrifipaTs

YCTaHOBWTE CEPTUMKAT B CMCTEMHOE XDaHKnMLLE
HpaHunAwe: W

Mrag kniova ang
cepTMdMKaTa: Brifipam

Mrag
(Friendly Mame): YCTaHOBWTE

JanMcaTe CepTMDMKET HE CMEPT-KEPTY MMM CHEMHEIR OMCK

Kniouesoi W

Mmg kniova ang
CEpTMRMKATA:

Pucynok 29 - Bknagka «CepTudukraThi»

4.2.1 ¥YcraHOBKa cepTH(PHKATA B CUCTEMHO€ XpPaHHUJIHUIIIE

[Iporpamma koHpurypauuu CK3U «Banugata CSP» 1mo3BosisgeT moMeniath CEpPTHU-
dukat B cuctemuoe xpanunuine OC Windows. CHa4ajia mojb30BaTeNlb OOJI2KEH BHI-
OpaTh cepTuduUKaT, OJIsT 3TOTO HAMO HaXKaThb KHOIIKY «BuIOpaTh» M B CTAaHOAPTHOM
OUaJIOrOBOM OKHe BHIOpaTh ¢aiin cepTtudukara. ITocme 3Toro Ha 3KpaHe IMOSIBUTCS
ouanor, oToOpaKaromui BeIOpaHHBIN cepTudukat (PucyHok 30).
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Ceptudukar ﬁ

Obwwe | Coctae | MyTb cepmq]m{au,mu|

16 CeBepeHnn o ceprmpukate

HepocraTouHo HHGOPMALIMH 719 NPOBEPKH 3TOro

cepruhukara.
Komy BbiaH: SINNUNTHYecKkan rpynna RFC4357-A (256 GuT)
Kem BbijaH: YU, 000 "Banwaata"

NeiictBuTened ¢ 26. 07. 2018 no  26. 10. 2024

YCTEHOBWTE CEPTHMKET... 3anBneHne NoCTasLLINKE

Nogpobuee o cepTudnkara

b

Pucynok 30 - OTob6paxkeHue BEIOPpAaHHOTO cepTuduKkaTa

[IporpaMMa KOHpUTypallii aHaIU3UPYyeT BEIOpaHHBIM CepTUdUKAT U ITpeajiaraeT
CHUCTEMHOEe XpaHUJINIIE, B KOTOPOE ero CiledyeT yCTaHOBUThH. [lajiee mporpaMma IIbl-
TaeTCs U3BJieub U3 cepTU(dUKaTa UM (MAeHTU(PUKATOP) COOTBETCTBYIOIIETO KIH04a
OIl. I[IporpaMMa 3amnucChIBaeT ero (eciau oOHapyXkKUT) B rojie «MMs Kirioya [j1st CepTHu-
¢dukaTa», a U3BIEeYEHHOE U3 CcepTUUKATa UMS Biafesnbiia - B nnoyie «Mmsa (Friendly
Name)» (PucyHok 31).
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|z ‘.I

o

MNporpamma koHbWrypauwmw CK3KM Banwaata CSP - =
Oy | Cuvmeieateny kmiova | Kniouw | Cepmadmikatsl | Cepeuc

(®) Texywmit NnonbsoEaTENs () NokankHan MawmHa

BriBpate ChiUsers"ApmunncTpaTop  Desktop \ BFFXSRGGAWPX 1 B2 0strect=tvg_512 cer

YoTaHoEMT CEPTARUKET B CUCTEMHOE XpPaHWNWLLE

Hparumiwe; Miuroe v

Mrma knioua ana

CepTAEMKaTa: BFFXSRGGAWFXIB20 BriGpats
Mran

{Friendly Name): STREET=test| YCTaHOBMTE

JANMCAaTE CEPTMMMKAT Ha CMAPT-HAPTY MMM ChEMHBIA OMCK

Knioyesoi W
MmA Knoya anA
CEpTWMKETA: W Janucate

Cmaena MprMeHATE

Pucynok 31 - Ceptudukar BrIOpaH

[Tonb30BaTeNh MOXKET U3MEHUTh XPaHUJIUIIE, B KOTOPOE CIIeOyeT IMOMECTHUTh BHI-
OpauHbIY cepTudukaT (PucyHok 32).
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% MNporpamma koHdurypawuw CK3WM Banmaata CSP - =

OcY | Cuwmeieateny knioua | Kniouw | Cepmudmkat | Cepeuc

(®) Terywmit nonbsoBaTens () NokaneHan mMawmHa

Brifipats ChUsers‘AgpvHncTpaTtopDesktop \SFFXIRGGAWP X1 B20streat=tyg_512 cer

YeoTaHoerTE CEPTARMKET B CMCTEMHOE XPaHWNWLLE

HpaHunuwe: | MiurHoe w
Mran knioua anna

CEpTUMKATE: HoEepeHHbIE KOpHEEEIE LEHTESI CERTUEMKELIAKM Brifipats
o ﬁ.DBEpHTE.'J'IbeIE OTHOLIEHWA B NPEONpMATIW
v POMEKYTO4HBIE LEHTDEI CEDTUDMKELMA
(Friendly Name): |08 newt nonssosarens Active Directory YcTaHosmT
[peepeHHblz MS0aTenU
CepTMRMKETEI, K KOTOPEIM HET A0BEDMA
3EMACATE CEPTUEM| CropoHHIe KOPHEEBIE LIEHTPE! CEpTUEMKELIM
Kniouesaii [oeepeHHEIE NMLA
MoCTABWMKN CEPTMRMKETOR NPOBEMKK NOANMHHOCTIA KNWEHTOE
Mma kmiowa ang LLOBEPEHHBIE KOPHEBbIE CEPTUMMKATE CMapT+apThl
CEepTURMKATE: v 3anncats

PucyHoxk 32 - BeiGop xpaHuUIuIla Ajsi ceptudukKara

[Tonp30BaTesb TaKKe MOXKET U3MeHUTh uMs (ugeHTudukatop) Kmnwya I, KoTo-
peIY OymeT mpuBsizaH K cepTuduKaTy depe3 cBorcTBa (Property) cucremHoro xpa-
Hunuina. s 3Toro ciaenyeT Tu00 BBECTU UMSI BPYYHYI0, MO0 BHIOpATh M3 OTKPHI-
BaroIerocs cuucka. Ecnu nmpuBsizka Kiatoda 11 He TpebyeTcsi, IMOJIb30BaTeIbh MOXKET
O4YUCTUTh 3TO none. Comepxkumoe mnosns «Mms (Friendly Name)», KoTopoe nmoMmeliia-
€TCS B COOTBETCTBYIOIIlEE CBOMCTBO CUCTEMHOI'O XpPaHUJIMIIA, TaKXKe MOXKET OBITh OT-
pefakTUPOBaHO BPy4YHY10. OOLIYHBIN TOIb30BATEJIb MOXKET ITIOMEIaTh CEPTU(GUKATHI
B CUCTEMHOE XpaHUJIUIIlEe TOJIBKO B pa3fel « TeKyIlui mojab30oBaTesib». ECu y 1ojib-
30BaTeJsisd €eCTb COOTBETCTBYIOIIME IIpaBa, OH MOXKET IIOMeIlaTh cepTu(UKaTH B pas-
men «JIoKanbHBIM KOMOBIOTEP». [JIT 9TOro He0OXOOUMO IIEPEBECTH IMePEKII0YaTeslb
B BEpXHEU YaCTU BKJIAOKU B II0JIOKEeHUe «JIoKaJbHas MalluHa».

[Tocne TOrO, KaK BCe IIapaMeTpHl 3afaHbl, II0JIb30BaTEelb JOJIKEeH HaXKaTh KHOIKY
«YcTtanoBuTh». [IporpamMma onpepnesnseT, B KaKoe XpaHUJIUIIEe OOJIKeH ObITh YCTaHOB-
JIeH cepTudUKaT, 3alpaiinBaeT COOTBETCTBYIOINY CepTUPUKATY KII0Y U IIOMeIaeT
ceptuduKaT B XpaHUIuIile. B ciyyae ycrexa BeimaéTcsi coobiienue (PucyHok 33).
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CK31 Banwaara C5P

o CepTrgmeaT yonewHe NoMelgH B xpaHuante Nudnoe',

OK

Pucynok 33 - CoobiieHue 00 yCIIEIIHOM pa3MellleHuu cepTudukara

4.2.2 3anuch ceprTupHUKaTa Ha CMApPT-KapTy

[Tporpamma koHpuUrypanuu CK3U «Banupgata CSP» mo3BoseT 3anuceBaTh Cep-
THUPUKAT Ha CMapT-KapTy, Ha KOTOPOM HaXOOUTCS COOTBETCTBYIOIININ CEePTUDUKATY
ko OI1. CHauasna monb30BaTeNb OOJI2KEH BbIOpaTh cepTuduKaTt, OIsi 3TOT0 HAOOo
HaXkKaTh KHOIKY «BrIOpaTh» U B CTaHOAPTHOM OMAJIOTOBOM OKHe BHIOpaTh (haiii cep-
tudukara. [Tocme 3TOro Ha 3KpaHe IMOSIBUTCS OHAJIOT, OTOOpaXKaloIUui BLIOPAHHBIN
ceptudukar. 3aTeM He0OXOOUMO BEIOPATh CMapPT-KapTy U3 OTKPHIBAIOIIETOCS CIIMCKA
MMOAKITIOUEHHBIX K KOMITbIOTEPY cMapT-KapT (PrucyHok 34).

] Nporpamma koHbWMrypauwy CK3 Banwaata CSP S

OCY | Cuvmoieatend kmiowa | Kniown | Cepiemkam | Cepenc

(®) Tekywwi Nones0BaTENE () NokansHana MawmHa

Brifpats Chilsers\AgmunncTpaTtopiDesktop \SFFXSRGGAWPX1B20strect=tyg_512 cer

YoTaHoBUTE CEPTAPMKAT B CHCTEMHOE XPaHWNMLLE

HpaHunawe: Muunoe W
Mmg kniova ang
CepTMOMKaTa: BFFXSRGGAWPX1B20 Brifpats

Mran
(Friendly Mame): STREET=est YCTaHOBHTE

JEMMCaTE CEPTUDMKET HE CMaPT-HAPTY MMM ChEMHLIA AMCK

Kniouesoi v
Mrag kniova ans
CEpTMMKATA: ~ Janucate

PucyHok 34 - Beibop cMapT-KapThl

Ecyu gyt BEIOpaHHOTO THUIIA CMapPT-KapPThI He YCTAHOBJIEH CUUTHIBATEIb Kito4ua II1,
OyzmeT BrIfaHa omunOKa (PucyHok 35).
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CK3W Banwaara C5P

MonydYeHne CIMCKA KAKYER Ha CMapT-KapTe.
b\ Ownbka OxEDBEDDZF.
ﬂ,aHHb|ﬁ B CMEFIT-H:EFITI:I HE nD,ﬂ.ﬂ,prHEEETCH

OK

Pucynok 35 - Coo0b11ieHre 0 HEMognepKuBaeMoOM THUIIE CMapT-KapThl

3aTeM cregyeT BLHIOpaTh M3 cIMcKa Kimtodeit 11, oOHapyKeHHBIX Ha CMapT-KapTe,
TOT KJIIO4, KOTOPHLIM COOTBETCTBYET 3allMChIBAEMOMY CEPTUPHUKATY, U HazKaTh KHOIIKY
«3anucaTtb». B cimydae ycmexa BeigaeTcs coobinenue (Pucynok 36).

CK3 Banwaara C5P

o CepTudnKaT yonewHo 3anncaH Ha CMapT-KapTy.

OK

Pucynok 36 - Coo0OmieHue 00 yCIIeIIHOM 3anucu cepTudukaTa

[Tpu mcnonb30BaHUU CMapT-KapT C 3alUCaHHBIMU Ha HUX cepTudUKaTaMU pe-
KOMEHOYeTCSI OTKJIIOUUTh X aBTOMaTHUYeCKOe paclIpoCTpaHeHue (T.e. MOMeIleHue
9TUX cepTudUKaToB B cucTteMHble xpaHunuima OC Windows). [l 3TOrO cienyet
HaCTPOUTH MapaMeTphl CiIyKObl «PacmpocTtpaHeHue cepTtudukara» (CertPropSvc)
OC Windows nmocpencTBOM pegaKTUPOBaHUS I'PYNIIOBOM IIOJIUTUKU JIOKAJIBHOTO KOM-
IIBIOTEPA, YCTAHOBUB 3HaYeHUeE ITapaMeTpa «BKII0O4UuTh pacnpocTpaHeHue cepTudu-
KaTOB CO CMapT-KapThl» (Haxopmsamerocs B nanke «KoHpurypaimss KOMIIBIOTEpa»-
>«AODMUHUCTPATUBHBIE ITTAaOIOHBI»->«KoMnoHeHTH Windows»->«CMapT-KapTa») B
«OTKIIIOYUTB».

4.3 JlonmoJIHUTE/IbHbIE OIlepalluu

CepBucHble (PYyHKIIUHM, HE HMeEIONIHe OTHOIIEHMS K KJlo4yaM M cepTuduKaram,
peann3oBaHHEl Ha BKiIagke «CepBuc» nporpaMMbl KoHurypanuu CK3U «Banupgata
CSP» (Pucynok 37).
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% [Nporpamma koHgMrypauwm CK3KW Banwaata CSP - o

OCY | Cusmwieatend kmioua | Kmiouwn | Cepmugikats | Cepsnc
NapameTpbl KPMNTOrPEPUYECKIEE ANTOPHTMOB
Mapame o anrupnmﬂwaé?rmpwgisfﬂgﬂl Hafiop napameTpoE A (Mo yMONYaHWAK) W

MapameTpel anrnpblleMFaDUéq_q:szan;E; Hafiop napameTpos TH2E (Mo ymanyaHim) W

n 3Mno FOCT P 34 10-2012 .
O TOCT P 34.10.2001 (256 Gur). | H09P niapameTpos A (10 ymon-arite) -

M 3Mne MOCT P 34.10-2012 .
BRaMETRE! anmpTF‘DaCT F‘nga'ﬂ 0-2001 (512 6urr): Hatiop napametpos TH26 A (no ymonyaHiio) W

Kntioueskble HoCHTENW

PopMaTMpOBEa T CmennTe MAH4on
JaTepeTe pain MpoBEpMTE MOLYNE

Pucynok 37 - Bkinagka «CepBuc»

4.3.1 YHHUYTOXKEHHE COIepKHUMOro ¢aiia

I719 HafEKHOTO YHUYTOXKEHUS COOepKUMOro ¢atiiia moiab30BaTeNlb OOIXKEH Ha-
2KaTh KHOIIKY «3aTepeTsh (paii» 1 yKa3aTh 3aTUPaeMbli pailyl B CTaHZAPTHOM OHUaJiore
BeIOOpa atina. [ITporpaMMa monpocuT noarBepxkaeHue (PucyHok 38).

CK3W Banwaata CSP

Bl yBEpEHBI, YTD XOTWUTE 3aTERETE Gain
'Chlsersh Agpndunctpatoph Desktop\ ALPUCCOUISAKITCovdk'?

Aa Her

Pucynok 38 - [loaTBepKaeHue 3aTupaHusa ¢parina

Ecnu monb3oBaTesib HaXXKMET KHOTKY «JIla», comepxkumoe ¢arina OymeT TPUKOHI
repe3anucaHo, Imocie Yero ¢ain OymeT yaanéH us gauioBoi CUCTEMHI.

4.3.2 IIpoBepKa NOAIMHMCH IPOTrPaMMHBIX MOIYJ/IeH

Bo u3bexkaHue yMBIIIJIEHHON WU CIIy4allHOM IIOJMEHEBI BCe UCIIOIHSAEMEIEe MOAY-
nu, Bxopauue B CK3U «Banupgata CSP», nognucansl. Huxkecnenyroinyue Monyiiu, OT-
BETCTBEHHBIE 3a BHEITIOJIHEHUE KPUIITOTpadrUUecKUX olepanui U paboTy C KjIlouaMu
9I1, nopmnucansl 1o F'OCT P 34.10-2012 ¢ ucnonb3oBaHueM Kiatoda 1 pa3paboTuuka
I10O:

— MOAyJiu KpuUmnrorpadpruyeckux 6ubIMoTEK;
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— MopyJib 6u6IMOTEeKN PAOOTHI C MOAKITIOYAaeMbIMU MOIYISIMHU;
— nopgknodyaeMble moaynu [ICY u cuuTHIBaTEsEH;
— MOQAYJib KOHQUTYPaAIMOHHON IPOrPaMMEHI.

OcTanbHBIEe MOOYJIY MMOANMCAHBI C UCIIOIb30BaHUEM cepTUdHUKaTa pa3paboTyurKa,
IIOJIyYeHHOT 0 B KoMIaHuu VeriSign, ¢ momoIneo yTuauTthl Sign Tool (signtool.exe) us
coctaBa Microsoft Windows WDK. TlpoBepka 3II momymnel, OTBETCTBEHHBLIX 3a BHI-
TIOJTHEHUEe KpunrorpadudyeckKux ornepauuii u paboty c kmodamu II1, BHIIOIHSAETCS
aBTOMaTU4YECKM Iepel UX 3arpy3KoH, T.e. UCIIOJIHAEMBIN MOy /Ib He OyIOeT 3arpyKeH
ITPY BOSHUKHOBEHUH OIIIMOKU IIPpU IIpoBepKe ero III.

[Tpu HEOOXOOUMOCTHU IIOJIb30BaTEJIb MOXKET IIPOBEPUTH IMOLMIUCH JIIOO0OT0 MOMYIIS
[TO, HaxkaB KHONKY «I[IpoBepuTh MOAY/Ib» U BHIOpAaB MOAYJIb B CTaHOAPTHOM [Ha-
siore BhIOOpa (aiisia. B ciydae ycrexa Ha 9KpaH OymeT BeigaHO coobiieHue (Pucy-
HOK 39). CnenyeTt UMeTh B BUy, YUTO ITpHU ITpoBepke MoayJsieir Ha OC Windows 7/Server
2008R2, mognucaHHBIX C UCIIOIb30BaHUEM anroputMoB RSA u SHA-2, MmoxeT Bhiga-
BaThCs OMIMOKA MPOBEPKU ITOAIKMCHU M3-3a TOTO, YTO B YKa3aHHBIX ycrapeBmux OC
NMOoAJepzKKa yKa3aHHBIX aJIfTOPUTMOB HEIIOJIHA.

CK3V Bannaata CSP

Meanuee no MOCT P 34.10-2012 mogyns 'ChProgram
Files'\Validata\VDCSPwdcsp.dll' yenewHo npoeepena,

0K

Prcynok 39 - CoobuieHne 00 yCIIeIIHOM TPOBEPKE MOOIIHUCH

B mpotuBHOM cnydae OymeT BhlmaHO cooOlneHue o0 omubke, Hampumep (Pucy-
HOK 40).

CK3V Bannaata CSP

Mpoeepka mogyna 'ChProgram Files\Far Managerpeg.dil',
. Ouwwka 0x300B010D.
B 3Tom obkekTe HET Nnognncn,

oK

Pucynok 40 - CoobmieHue 06 OTCYTCTBUM ITOAIIKUCH B MOMIYJIe

4.3.3 dopmatupoBaHue M cMeHa ITMH-Kooa K/JII04€eBOIr0 HOCHUTEJIsA

II71s1 TIOATOTOBKHU KJIIOYEBOTO HOCUTEIS K pa60Te MOZKHO HCIIOJIB30BaATh q)YHKI_[I/IIO
Q)OpMaTHpOBaHI/IH KJIIDUEBOTr0 HOCHUTeJISA. [[JIsi 3TOro MmoJjb30BaTeslb JOJIXKEeH HaxKaThb
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KHONKY «®opMaTUPOBATh» M YKa3aTh TPeOyeMbIli CYUTHIBATEIh B JHUAJIOTOBOM OKHE
BEIOOpA CUUTHLIBaTEesNel Kitoda (PuCYHOK 4).
Ilanee cnegyeT BEIOpATh KIII0YEBOU HOCUTEJIB A1 opMaTupoBanus (PucyHok 41).

Buibepute vdToken (DKH)
CYMTEIBETENE CEpPMIHEIN HOMER  OMMCEHWE
'I.-'alidata vdToken 0 BBE33FAC Banuaata Token (1.0,308)

PucyHok 41 - BeIGOp K/II0UEBOTO HOCUTEIS

IIpumeuaHue - B Kosn0HKe «CHyumblieamenv» yuppdvl, yKa3aHHble Noc/ae HaUMeHO-
8aHUA cyumvleamens, s18AA0MCA HyMepauuelu 00OHOBPEeMEeHHO YCMAaHOB/AEHHbIX 8
KomMnvlomep Hocumeel (Hymepauusa HadyuHaemcs c «0»). Hymepauus Heobxoou-
Ma, ymobbl Hocumeau Karwdel 00UHAKOB8020 MUNA MOXMCHO Obl10 omaudumb Opye
om O0pyaa npu 8bINO/JAHEHUU onepayuti C HUMU.

B mmamoroBoM OKHe BBOjla ITapaMeTPOB (OpMaTUPOBAHUS KJIIOUEBOTO HOCHUTEJIS
(Pucynok 42) cnegyeT yKa3aTb TpebyeMmble mapaMeTphl (opMaTUPOBaHUSA U HaXKaThb
KHOIIKY «OK»:

— mapaMeTp «MakKcuMalbHBEIU pa3Mep cepTUdUKaTa» yKa3blBaeT MaKCHUMalbHBIN
pa3mep ceptudpukata B DER-KOOMPOBKE, KOTOPHIM MOXKHO OymeT 3amnucaTh Ha KITIO-
YeBON HOCUTEJIb;

— TIpu BKIoueHuu onmnuu «PaboraTth 6e3 [IMH-Koga» ncmonb30BaHUE HOCUTEIIS B
KauecTBe (PYHKIIMOHAILHOTO KItoueBoro Hocutens (PKH) OymeT HEBO3MOXKHBIM.

DopmatvpoeaHwe vdToken

CepuiiHeli N2: BBE33FAC

MaKCMMansHEIR pasHep cepTHdMKaTa

() 2044 BaiiT (®) 5140 BaiiT () 14332 BaiiT
MuHMManeHaa anuHa MWH-Koaa: 3
[onyCcTUMOE KOAWYECTEO OWKMOOK: 10

[ |Paforars fes MMH-+ooa CTMEHE |

Pucynoxk 42 - ITapameTpsl GpopMaTUPOBaAHUS
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[Tepen HavasioM IIpolleaypsl GopMaTUPOBaHUs OyOeT BLIIAHO IIPeayInpexaeHue o
HeoOpaTUMOM yOaJleHUuU JaHHBIX Ha (OpMaTUPYyEMOM HOCHUTEJIE.

B Hacrosiee BpeMmsa pyskuusa cMmeHHB [IMH-Koga noggepXKuBaeTCs 011 CYUTHIBA-
Tesieu vdToken (PKH) u vdToken.

st cmeHBl [IMH-KOma KiTI04eBOTr0 HOCHUTEJISI ITOJIh30BaTEIb JOJIKEH HaKaTh KHOII-
Ky «Cmenutsb [TMH-KOm» 1 yKa3aTh TpeOyeMbIli CYUTHIBATE b B I1AJIOTOBOM OKHE BHI-
Oopa cuuThiBaTesiel Kinoda (PucyHoxk 4).

Ilanee crnengyeT BEIOpaTh KJII0UeBOM HOCUTEI A1 cMeHbI [ITMH-kKona (PucyHok 41).

B mmamoroBoMm okHe cMmeHHBl [TMH-Koma kmtoueBoro Hocutens (PucyHok 43) cie-
oyeT BBecTu cTaphiii [IMH-Kon (ecu oH OBLI YCTAHOBJIEH paHee), BBECTH OBa pasa
HOBBIU [IMH-KOO 1 HaxkaTh KHOIIKY «OK».

Ycranoska NWH-koaa Ha vdToken il

CepuiAHbifi N=: 973499AC

£,

-

Beenure ctapwid MNMWH-koo: I

Beenwute Hoewid NMH-koo: I

MooteeponTe HoewlA MNMH-Koo: I

OK | OTtMeHa

Pucynok 43 - CmeHna [TMH-kozma
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5 TPA®HUYECKUU UHTEP®EMUC IT0JIb30BATEJIA
CEPBUCOB

[Tporpammubiyi Monynb «I'padpuueckuit UHTEepdetic [Tonp3o0BaTens CepBucoB» (ma-
nee — IIM T'MITIC), Bxomsammu B coctaB CK3M «Banmupgata CSP», npegHa3HadeH Qs
BBIBO[a Ha 9KpaH HEKOTOPHIX AuaIoroBeix OKOH CK3U «Bamupmata CSP» ot mpoiec-
COB, 3allyIlIeHHBIX KaK cepBUC (CiTyk0a) C MpaBaMu CUCTEMHOM yuéTHoM 3anucu. B OC
Windows 10 BEIBOJI OHAJIOTOBBIX OKOH CEPBUCOB (CTy2K0) HAIPSIMYIO0 HEBO3MOXKEH.

[IM THUIIC saBnsieTcs cepBepoM MMeHOBaHHOTO KaHasna (Named Pipe), 3amycka-
€TCSI aBTOMaTU4YECKHU II0CJIe ayTeHTU(PUKALIUU [10JIb30BaTEJIsI; €ro MOXKHO 3allyCTUTh
BPYYHYIO 110 UMEHU HUCIIOJIHAEeMOro ¢anina: gips.exe. [IBa sk3emiuisapa I[IM I'MIIC we
MOTYT OBITH 3alyIIeHbl OMHOBPEMEHHO, KpoMme Toro, [IM I'MIIC 3anycKaeTcsl TOJIBKO
JI0KabHO (B «(du3mdeckou» KoHcomnu). [Tocne 3amycka nkoHKa ['MIIC gomxkHa IIo-
SIBUTHCS B 00nacTu yBegomienuui (Pucysnok 44).

"lmmf@@n:@w@m

Pucynok 44 - O6mactb yBegomneHnui ¢ ukoukou [IM I'MIIC

Ecnu MKOHKa He BHUOHA, €é MOXKHO HACTPOUTh C IIOMOINBLI0O MyHKTa «HacTpoiika
3HAa4YKOB YBEJIOMJIEHUW» KOHTEKCTHOTO MeHIO0 00IaCTH YBEIOMJIEHUM, KaK IT0Ka3aHOo
Huxe (Pucynok 45).

=2 3Haukn 06NACTH YBEAOMAEHMA - B ﬂ

T B ¢« BeeanemenTea., » 3Hauxw oBNacTH yEEACMNEHHA v O Mowck & naneny ynpaenesna P

L7
Buibop 3HaukoB 1 yBeaoMAeHHUA, KoTopele Heobxoaumo oTobpaxaTes Ha
naHeny sanau
Ecnm BriBpan pescis CEPLITHA SHAYKOE M YEEAOMAEHWH, YEEZOMNEHNS of niMmeHennax u oBHOBNEHMAX

He GygyT oToBpaareca. [NA NpOCMOTPa CNPATAMMED 3HAYKDE LENKHWTE CTPENKY PAAOM ¢ oBnacTeo
YEEAOMAEHWHA HA NEHENNW 38884,

Ll
3nauxm NMosepenme
% Mpaduveckni Mutepdedic Mone..
B p d} e p¢ I Mokasams SHAYOK W YEEA0MNEHHA v
a ﬂch“qep Realtek HD clphl!b IHAYOK W }'BE,'.IDMJ'IEHHFI
NuscrieTuss Resttek HD MekasaTe TOALKS YEEAOMALHNA
o8  Microsoft Visual Studio 2010
=, MokazaTms TONEKD YEEAOMAEHHA v
MpoeogHng
¥g lposoy Mokazars TONEKD YEEAOMNEHHA »
E!"-_-‘JH.'H: WAW EpIAMOYUTE CHCTEMABIE SHAYKH
BoccTaHoEnTe NOBEAEHME THAYKS NO ¥ MOAYIHMID
] Beerga orofpagars BCE SHAYKM W YEEAOMACHHA HA NAHENH 3303y
oK Ormena

PrcyHnok 45 - HacTpoiika oTo6paxkeHust uKoHku ITM I'MIIC

[[lenykoM ITpaBO¥ KHOOKU «MBIIIK» 110 KOHKe [TM I'MIIC BrI3BIBaeTCS KOHTEKCT-
HOe MeHI0 (PucyHok 46).
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3anycTMTh

KeHdurypaums...

O nporpamme...

3aKpbITh

Y| (520!

e

PucyHnok 46 - KoutekctHoe MmeH0 [IM I'HIIC

Y10o068! 3akphiTh [IM I'MIIC, BEIOEPUTE TYHKT MEHIO «3aKPBITh».

[IyHKT MeHI0 «3aIllyCTUTb» CTAHOBUTCS aKTUBHEIM TOJIBKO IIpU OCTaHOBKe [IM
['UTIC B pe3ysbTaTe OMIMOKY U UCTIONIb3yeTCs AJ1s1 BO300HOBeHUs paboTsl ITM IT'MIIC.

[Tpu BEIOOPE yHKTa «O mporpaMMe» KOHTEKCTHOTO MEHIO Ha 9KpaHe IOSIBIISIeTCS
OuajoroBoe OKHO ¢ nH(opmanuen o tekyueu sepcuu [IM I'MIIC (Pucysok 47).

O nporpamme

Mpadvyeckiil MHTepdeic MonssoeaTens CepEMCDE.
' 4} Bepcus 6.0.451.0

N Copyright © Validata. 2008-2020

Pucynok 47 - [Juanorosoe okHO «O mmporpamme»

Y106l ITIOCMOTPETH U/UJIM U3MEHUTH KOHGUTYpPallMOHHbIE HACTPOUKMU BHIOEpUTE
IyHKT MeHI0 «KoHpurypanus». B guamorosom okHe KoH(purypauuu (Pucyrnok 48):

— napaMmeTp «TaiMayT KJIneHTa» (3HadueHue 1o ymondanuio - 1000 MUIIuceKyH)
- yCTaHaBIUBaeT BpeMs, KoTopoe gaetcsa knueHtaM [IM I'MTIC Ha ycTaHOBIIEHHE CO-
eOVHEeHUS 110 UMEeHOBAaHHOMY KaHally;

— mapaMeTp «TaliMayT cepBepa» (3HaueHue 110 yMondaHuio - 1000 MUIIUCEKYHT)
- yCTaHaBJIMBaeT BpeMs, KoTopoe gaeTtcs cepBepy IIM I'MIIC Ha BhIIIOTHEHNWE aCHUH-
XPOHHOU OIlepaliy C UMEHOBaHHBIM KaHaJlOM;

— onuuu «IIpoTokoampoBaTh OMMNOKM», «[I[pOTOKOIUPOBATE IPEeAyNPEeXRAEHUSI» U
«ITpOTOKONMMPOBATh COOBITUSI» ONPENENSAIOT YPOBHU MHMOPMAIMOHHBIX COOOIIEHUH,
IIPOTOKOJINPYEMEIX B XKypHarse nmpunoxeHuit Windows. B kauecTBe UCTOYHUKA COOHI-
TUs yKa3elBaeTcsa «GIPS».
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Kondurypauwa
) TalMayT KnueHTa (Mc): [1000]
<>
L TalmayT cepeepa (mc): | 1000
MpoTOKONMPOBEHWE B WYPHANE NpMNoxeHMiA Windows
MPOTOKOAMPOBETE oWkt
MpoToKONMPOBATE NPEeLYNPEXAEHUA
MpoToKkonMpoBaTe cobbITHa

Pucynok 48 - [Tuanorosoe okHO «KoHpurypauus»

[Tpumep 3anucu ommbku [IM I'MIIC npuBenen Huxke (PucyHok 49).

g CeoicTea cobbitui - Cobuitne 1, GIPS ﬂ

anJ‘ll})KEHHE YoEE ZanyLLIEHD, HTOPOE JSEMMNAR HE MOXET BeITe SaMyLUEH.

Wma xyprana:  Mpunoxenue

WeToummie GIPS Jara: 07.05.2019 12:24:37

Koa 1 Kareropua zapaun: OrcyTcreyer
Ypoeene: Owmbea Knoueswie cnoea:  Knaccuueckui
Moassos.: X308 seka Komnerotep: pc-k613-sk.cox509.ru

Koa onepavym:

MoapobHocTi: npaeka g ViHTepHeT 8

Konupeeats 3akpuite

Pucynoxk 49 - [Ipumep 3anucu ommbOKU B XKypHasie npunoxenuin Windows

Korga w3 cuHCTEMHOrO cCepBUCa MIPOMCXOOUT TIIONBITKa BHEI30BA AHAJIO-
roB pgoctyma K KiawouyeBeIM HocutensaM, CK3M «Bamupata CSP» 1npose-
psgseT 3HadeHue TIapaMeTpa UseGIPS «kmwoua peectpa HKEY LOCAL -
MACHINE\SOFTWARE\Validata\VDCSP. Ecaum mapaMeTp OTCYTCTBYEeT UM
3HaYeHHe MapaMeTpa HyJIeBoe, IIPOUCXOOUT IIOIIBITKAa 0TOOPa3nuTh AHUAJIOT CTaHOapT-
HBEIM 00pa30M, YTO MOXKET IPUBECTU K «3aBUCAHHUIO» CcepBUcCa (B 3aBUCHUMOCTH OT
Bepcuu u HacTpoekK Windows). Ecnu 3HayeHue napameTpa HeHyJleBoe, CK3U «Ba-
nmupata CSP» obpartaercs Kk [TM I'HIIC yepe3 uMeHOBaHHBIM KaHai. [IpaBo gocTyIa
K 3TOMY KaHaJly eCTh TOJIbKO Y CEepBHCOB, 3aNyHIeHHBIX OT MMeHH LocalSystem,
LocalService u NetworkService. B cnydae ycnemsHoro coeguaenuss CK3U1 «Banuna-
Ta CSP» nepenmaet B [IM I'MIIC mapameTpsl TpeOyeMOro OuajoroBoro okHa, a [1M
['UTIC oTobpaxkaeT ero Ha 3kpaHe (Pucynok 50).
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CE3 Banngara C5P - [VDcaSVCz 4296] >

Beemate napone ane knioua EOTLEHAVCBAWRALP

Mapone:

EN Omera

Pucynok 50 - [IpumMep oToOpaxKeHUs OUaIorOBOT0 OKHa

B 3aronoBke B KBaipaTHHIX CKOOKaX YKa3bIBaeTCs UMS CepBUCa U UAeHTU(GUKATOPD
rpolecca, u3 KOTOpPOT0 BEI3BaH OAUalIor.

Ecnmum mosb3oBaTenbh He 3akKphll aOuajor B TedyeHue 600 cekyHm, OH Oy-
OeT 3aKphIT IIPUHYOUTENbHO, BBLI3BABIINN €r0 CEPBUC IIONy4YUT OIIuOKYy. Bpe-
MA OXHOaHUA MOXKHO HU3MeHuTh, co3maB B Kiwode peectpa HKEY LOCAL -
MACHINE\SOFTWARE\Validata\VDCSP mnapamerp GipsClientTimeout Ttuna
REG DWORD wu 3apaB B HEM KOJIMUYeCTBO MUJIINCEKYH. [ToKa Ha 3KpaHe oToOpaxa-
eTcsl muanor, BeigaHHbM [IM I'MIIC, nmonbiTKa oTo6pa3uth yepe3 IIM I'MIIC mpyro#
OVaoT BEPHET OIINOKY BHI3LEIBAIOIIIEMY CEPBUCY.
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6 ITPOTPAMMHBIN MOIVJIb ITIOOOEPKKH TLS

HasnaueHune mporpaMMHOT0 MOAYJIs rmoamepxkKu TLS 1 0coOeHHOCTHU MCIT0JTb30Ba-
HUs ¢GalIoBOro K3IIa [JIs IIOBTOPHOM 3arpy3Ku 00BEKTOB MPUBENEHH B JOKYMEHTE
BAME.00060-06 31 01 «CK3HU «Banunata CSP» Bepcus 6. OnrucaHue IpuMeHEHUI>.

6.1 Ucnoian3oBaHue Internet Information Server (IIS) c
MoayJjieM noamepzxkku TLS

[Tepen HayanoM ucionab3oBanus Microsoft Internet Information Server (IIS) cos-
MECTHO C IIpOrpaMMHBIM MoAayieM nognepxkku TLS kpunrtonposarigepa CK3U «Banu-
mata CSP» HeoOXoOuMO ITOMECTUTD BCe Tpebyemble cepTU(UKATH U CITUCKHA aHHYJIU-
poBaHHbIX cepTuduKaToB (CAC) B CUCTEMHOE XPAaHUJIUIIE CEPTU(PUKATOB JIOKAJIIBHOT O
KoMIbioTepa. [1711 3TOro He0OXOOUMO BBITIOJIHUTE CJIIEAYIOUINEe IIaru:

— 3arpy3uTh KopHeBoli(bie) cepTtudukart(sl) LlerTpa ceprudukauum (LIC) u coot-
BeTcTBYyIoIue eMy (uM) CAC(®I) B CUCTEMHOE XPaHUIIUIIE KOPHEBLIX CEPTU(MUKATOB
LIC nmokKanpbHOTO KOMIIbIOTEPA MOCPEOCTBOM MCIIOJIb30BaHUSA OCHACTKU CepTudUKaTH
KOHCOJIX ynpaBieHus Microsoft (Microsoft Management Console, MMC);

— 3arpys3uTh IpoMexXyTOouHHIHU(ble) cepTuduKaT(sl) LIC U COOTBETCTBYIOIINE €MY
(mMm) CAC(»1) B cUCTEMHOE XpaHUIUIIE ITPOMEXKYTOYHEIX cepTudukaTtoB LIC moKab-
HOTO KOMIIbIOTEPA MOCPEOCTBOM HMCIIOIb30BaHUS OCHACTKU CepTuduKaThl KOHCOIHN
ynpasneHus Microsoft (Microsoft Management Console, MMC);

— 3arpy3uth ceptuduxkat Web-cepBepa IIS ¢ omHOBpeMeHHO NPUBSI3KOU €ro K
KOHTEHWHEPY C COOTBETCTBYIOMIUM KiIt0ouoM II1 B CHCTEMHOE XpPaHUJIUIIE TUYHEBIX CEP-
TH(PUKATOB JIOKAJIbHOTO KOMIIBIOTEPA ITOCPEOCTBOM UCIIOIb30BaHU I KOHPUTYypPaIlOH-
Hou nporpamMmbl CK3U «Banunmata CSP». I1pu Beimaue ceptudurata Web-cepsepa IIS
HeoO0X0IMMO Y4YeCThb, YTO B HEM HoyxkKeH npucyrctBoBaTh OID IIpoBepku moOimHHO-
ctu cepBepa (1.3.6.1.5.5.7.3.1) u monKHO OBITh YKa3aHO pPa3pelleéHHOoe UCII0JIb30Ba-
Hue kmoda Il (Key Usage) ons BeimonHeHus Il u mmdpoBaHus. [{OIOTHUTENBHO,
DNS-umsa Web-cepBepa OoKHO ObITh npomnucaHo B arpudyre CN X.500-uMmeHu Bina-
menbla (Subject Name) u B aibTepHaTUBHOM MMeHHU Biagesbla (Subject Alternative
Name) ceptudukara Web-cepsepa.

Ilanee HeoOxoguMo HacTpouTh Web-cepBep IIS Ha wucnonb3oBaHHE VCTa-
HOBJIEHHOTO cepTudukara. I 3STOro HeOoOXOOWMO BhI3BATh INIYHKT MEHIO
«Ilyck»—«IIporpaMMbI» —« AODMUHUCTPUPOBaHuEe»—«[Jucnetduep cnyxk0 IIS» u,
TOOCBETUB HYXKHBIM Web-callT mpaBoli KHONKOW «MBIIIN», BHIOpPATh IMYHKT MEHIO
«CBouicTBa». [locme aToro HeoOXoouMO BHIOpaTh BKJIaAKy «be3omacHOCTb KaTallo-
ra» ¥ HaXaTh Ha KHONKY «CepTudukar» rpymnibsl «be3onacHble TOOKIIOYEHUS»
(Pucynok 51).
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CeolcTea: Yalidata Site 2=

Bed-ysen | BEICTPOASHCTEHE | DHAETPE [SAPT I JOMALHHF KaTanor
AokyMeHTel | BES0NACcHOCTE KaTanora |3arnnnBKH HTTP I CreuHaneHele owmbikm

[~ ¥MPaEneHke AOCTYMOM H NPOEEPKA NOAMHHHOCTH

! ; PaszpeleHHe aHOHMMHOMD A0CTYNa H

M3MEHEHHE CNOCOG0E NPOEERKH VEMEHHTE |
e NOAMHMHHOCTI ANA 3TOrD PECYPCE. —

[ QrpaHi4eHnA IP-aapecos H MMEH AOMEHOE

MpeAOCTAENEHHE AOCTYNS MM 0TKES B
AOCTYMNE K PECYPCY C NOMOWEHD
IP-a3apEcoE HAH MHMEH AOMEHOE

HTEpHETA, MZMEHHMTE. .. |

~Bez0nacHsIE NoAKNHYEHHR

MpH ADCTYNE K pECYpCyY TREOYHOTCA
fiez0nacHbIE NOAKNHYHEHHS H
CEPTHRHIKATEI KAMEHTA,

[PEErHE T ..

MzMEHHTE. . | |

Ok | OTMEHA | anﬂEHHTbl Cnpaeka |

Pucynok 51 - [Iuamor 6e30mmacHOCTH KaTajiora

B mosiBuBIIIEMCST Mayore HeoO6XoouMO BeIOpaTh NYHKT «Ha3HaueHUe CYIEeCcTBY-
IOIlleTo cepTuduKaTa» U HaxKaTh KHOIKY «Jlanee». Ha 3kpaH OymeT BbIIAH OHAJIOT
BeIOOpa ceptudukarta ot Web-cepsepa IIS (PucyHok 52).

MacTep cepTvipvkaTos 115

JocTynHbie cepTHPHKATH
CrMcok COLepstuT CEpTURUKATEI, KOTOPBIE MOXHO WCNONB30BETE C
3THM Bed-CEPEEPOM,

Brifepure cepTidmgar

1 | i

< Hazan I Hanee > I OTreHa |

Pucynok 52 - [Imanor BeiOopa cepTuduKaTa

BriOpaB HYXKHBINM cepTUu(dUKaT, HE0OOXOOUMO HaXKaThb KHOIKY «Jlajee» Ha 3TOM M
clIenyoleM guajorax, a B KOHIle HaXaTh Ha KHOIKY «I'0TOBO».

ITo ymonuauuto Web-cepsep IIS He TpebyeT Hanuuus cepTUPUKATOB y KJIIMEHTOB
1, COOTBETCTBEHHO, HE IIPOBOOUT IIPOBEPKY HNOOJIMHHOCTU KJIMEHTOB Ha OCHOBaHUU
nx cepTudUKaATOB. 19 BKIIIOYEHUS IPOBEPKYU HNOOJIMHHOCTU KJIMEHTOB HEOOXOOUMO
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B nuayore 6e30MacHOCTH KaTajlora HaXaTh Ha KHOMNKY «HM3MeHUTH» rpynnbl «bes-
omacHble MogkIouYeHusI» (PucyHok 53).

BezonacHeIe NOAKAHYEHHA X|

¥ TpefiyeTca hesonacHel KaHan (S50

¥ Tpefiverca 126-paspagHoe WHbpoEaHHE

- CepTHMIKETE! KIMEHTOE
" MCHOPHMPOBATE CEPTHBMKATE KIHEHTOE

' OPHHMMATE CEPTHAMIKATE KIHEHTOE
{* TpefoBaTh CEPTHHMKATE KNHEHTOE

I_ PazpewnTE CONOCTAENEHHE CEDTHdJHKaTDB KNHERTOE

CepTHHHKATE KNHEHTOE MOMYT CONOCTABNATLCA
YHETHEIMH ZANHCARK Windows, NosE0NAA YNpaEnaTe m
ADCTYION | PECYPCaM, |ZislrlbrE..

™ BEMMYHTE CIMCOK ADBEPEHHEL: CEPTHHHKATOR

TERYLHH CHHEaK: I ﬂ

(S0 ST e | LEMEHMTE . |

QR I OTMEHA | Crnpaeka |

Pucynok 53 - [Iuanor nogKIo04YeHun

Ilanee B muanore MogKJIl0OYeHUM He0OXOOUMO BKIIIOUUTE CBOMCTBO «TpebyeTcs 6e3-
onmacHBIM KaHan (SSL)», ycTaHOBUTH IlepekidaTenb «CepTuduKaThl KINEHTOB» B
IM0JIOXKEeHUEe «TpeboBaTh cCepTU(UKATHI KJIMEHTOB» U HaxXKaTh Ha KHONKY «OK».

I ipaBubHOM paboTsl Web-cepBepa IIS coBmecTHO ¢ MomyneM mmoamepkku TLS
He0oOXOOMMO BHITIOJTHEHNE CJIEOYIOIINX TpeOOBaHUM:

— y kmtova IIT Web-cepsepa IIS monxkeH oTcyTcTBOBaTh nmaponb u/unu [IMH-kofg;

— TIpU ucnonb3oBaHuu 6uosiorudeckoro [ICH (umu moboro apyroro OCY, Tpeby-
IOIIIETO O0TOOpaxkeHust rpa¢duuecKoro nHTepderica Npyu UHUIINATU3AIIUN) TOCIIeJHUMN
OOJIKeH OLITH ITPOMHUIIMAIU3UPOBAH nepen ucnoib3oBanueM Web-cepsepa IIS;

— Hocuresnb ¢ KiawodyoMm IIT Web-cepsepa IIS gonxkeH OBITh CMOHTHUPOBAH IIepeq
ucnonb3oBanuem Web-cepBepa IIS.

6.2 Ucnoas3o0Banue Microsoft Internet Explorer ¢ moagyiaem
noagaepxkxku TLS

I[lepeg HauvanoMm wucrnonb3oBaHus Microsoft Internet Explorer (IE) coBmecTHO
C mporpaMMHBEIM MopayieM nonppepzxkku TLS kpunrtonposauipgepa CK3U «Banuparta
CSP» Heo6XoguMo ITOMEeCTUTD Bce TpebyeMbie cepTudukaThl 1 CAC B cUCTEMHOE Xpa-
HUININE CepTUGUKATOB IMOIb30BaTeNs. 151 3TOro He0OXOOUMO BHITIOJIHUTE CJIEOVIO-
e miaru:

— 3arpy3uTh KopHeBol(rie) cepTtudukar(si) LIC m cOOTBETCTBYyIOIINE €My (MM)
CAC(r1) B cUCTEMHOE XpaHUIUIIE KOPHEBBIX cepTudukaTtoB LIC monb3oBaTens mo-
CPeaCTBOM UCIIOJIb30BaHUs OCHACTKU CepTuduKaThl KOHCOJIU yIIpaBiaeHusa Microsoft
(Microsoft Management Console, MMC);
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— 3arpy3uTh OpoMexXyTouHEN(ble) cepTuduKaT(el) LIC U COOTBETCTByIOIINE €MY
(mMm) CAC(»I) B cUCTEMHOE XPAaHUJIMIIE TPOMEKYTOUHBIX cepTudukratoB LIC monb30-
BaTeJisd IOCPEOCTBOM UCIIOJIb30BaHUS OCHACTKU CepTudUuKaTHl KOHCOJIU yIIpaBJIeHUS
Microsoft (Microsoft Management Console, MMC);

— 3arpys3uThb CepTU(HUKAT KJIMEeHTa C OJHOBPEMEHHOU IIPUBSA3KOM €r0 K KOHTEHHe-
PY C COOTBETCTBYIOIIUM KJTtouoM IOl B cucTeEMHOE XpaHUIUIIE JINYHBIX CEPTU(PUKATOB
IIOJIb30BaTEJISI IOCPEACTBOM UCIIOIb30BaHUS TporpaMmel KoHurypamuu CK3H «Ba-
nmupata CSP». IIpu Beimaue cepTuduKkaTa KiIMeHTa HeOOXOOMMO y4eCTh, UYTO B HEM
moskeH npucytctBoBaTh OID IIpoBepKu nogIuHHOCTHU KirueHTa (1.3.6.1.5.5.7.3.2).

3anyckaTh mporpammy TLS MOHHTOpPA cenuaabHO He TpeOyeTcsl, TakK KakK MOOYJIb
nmoppmepkkKu TLS OymeT aBTOMaTHYECKHU OIIPEHENsiTh aJilTOPUTM KJiTloda IpoBepku II1
ceptudukaTta Web-caiiTa u, B 3aBUCUMOCTH OT 3TOT0 aJITOPUTMa, BeIpabaThIBaTh KJITIO-
yy mumpoBaHUs OJI 3alllUTHl KaHala.

6.3 Ucnoan30BaHue Terminal Services c MmoaysjieM nmogaepKKu
TLS

Inst HacTpolKku cinyk0bl TepMuHanoB B OC Windows Server (HauuHas ¢ 2012 R2)
ClenyeT IOIb30BaThCS CIlelalbHbBIM KOMaHAHBIM (halijioM, HaCTPauBalOIUM CITyKO0y
TEPMHHAJIOB Yepe3 HHCTpyMeHTapul ynpasieHus Windows (Windows Management
Instrumentation, WMI).

I719 Ha4yasna ciaemyeT ONpenenuTh Tak Ha3biBaeMbli oTriedyaTok (Thumbprint) cep-
TU(UKaTa TEPMHUHAJILHOTO CepBepa, KOTOPLIM COCTOUT U3 ABamuaTu O6auT. [Ins aTo-
ro ciaepyet, ucnonb3dysas MMC, mpocMOTpeTh CBOMCTBa cepTudUKaTa TEPMUHAJILHOTO
cepBepa U CKONHPOBATh €r0 OTIeYaToK (B BUAE CTPOKHM, COCTOSAIIEN U3 IIap IIeCTHa-
OMATUPUYHBIX ITU(P, pa3deneHHbIX ITpodelaMi) B TEKCTOBBIM pemakKTop (HampuMmep,
Notepad). [lasiee B KOIIUU CTPOKHU C OTIIEYATKOM CJIEAYEeT YOAIUTh IPOOEsIbl U CKOITH-
pOBaTh MOJIyYMBIIYIOCS CTPOKY B IPUBEOEHHBIM HUXKe 11abJIOH KOMaHOHOTO (atina,
3aMEHUB €’ CTPOKY XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX:

@echo off
set WMIC=SWINDIR%\system32\Wbem\wmic.exe
echo.

SWMICS /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32 TSGeneralSetting SET MinEncryptionLevel="3"

SWMIC% /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32 TSGeneralSetting SET SecuritylLayer="2"

SWMICS /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32 TSGeneralSetting SET SSLCertificateSHAlHash="
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX "

echo.

SWMICS /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32 TSGeneralSetting GET MinEncryptionLevel
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SWMIC% /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32 TSGeneralSetting GET SecuritylLayer

SWMICS /NAMESPACE:\\root\CIMV2\TerminalServices PATH
Win32 TSGeneralSetting GET SSLCertificateSHAlHash

[17151 3aBepIIeHNS IPOLeaypPhl HACTPOUKH CIedyeT BBIIIOTHUTE MOTYYUBIIUNUCS KO-
MaHOHBIN (palijl U Iepe3arpy3uTh TEPMUHAIbHLIN CEPBEP.

6.4 Ucnonn3oBanue Terminal Services Gateway ¢ moayiaem
noaaepxkku TLS

[lepen HayanoM ucnonb3oBaHusa Terminal Services Gateway (TS Gateway, mimro3a
cnyk06 TepMHHAJIOB) COBMECTHO C ITPOTPaMMHBLIM MoayjeM nmoanepxkku TLS kpumnro-
npoBainepa CK3U «Banugata CSP» HeoOX0auMo ITIOMeCTUTh Bce TpebyeMble CepTH-
dukaTter u CAC B cuCTEMHOE XpaHUJIUIIE CEPTU(PUKATOB JIOKAJIbPHOTO KOMIBIOTEPA -
TaKxKe, Kak 9To onucano i Internet Information Server (IIS) B mogpa3gene 6.1.

Ilanee HeE0OXOOUMO HACTPOUTD IIIJTIO3 CITy2KO TEpMUHAJIOB Ha UCII0JIb30BaHUE yCTa-
HOBJIEHHOTO cepTudukarta. [ 3TOro HeoOXOAMMO BBI3BATh HNYHKT MeHIO «ITyck»
—«AOMUHHUCTPUPOBaHUE» —«CyKObl yIOajleHHBIX pabodyux CTOoNoB»—«JIucnetrdep
IIIJI03a YIOaJIeHHBIX pab0o4Yux CTOJIOB», HAUTHU TpeOyeMbI IIII03 U, IIEJIKHYB 10 HeEMY
JIEBOY KHOIIKOM «MBIIIIM», BEIOpPATh ITyHKT MeHI0 «CBoKcTBa». [lajee cienyeT BHIOpaTh
BK1agKy «Ceptudurat SSL» (PucyHok 54).
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CeolcTBa WINZODBRZX64 ﬂ

XDBHM.I'IMLI.[E NOAMTHEM SETOPHSALMM NOGKMOHEHMA K WAaNEHHEIM paﬁnuum CTonar

P epra cepeepos I Ayt | MocT 551 | D8meH CODBLWEHMAM
0w me Cepruduear S50

Yrofkl ofecneuHTE BES0NAcHOCTE CETEEOM CBASH MEKAY CEPEEPON LNEa
YOANEHHELX PAG0YMHE CTOMN0E H NOGEMOYSOWHMHCA K HEMY KIMEHT Sk, TREGYETCA
S5 -cepTHpUKAT.

1 Ina npaeuaeHoN pagoTel WASa YaaneHHe! pagoqHy CTON0E HEOBRXOaMMO
BRIGPATE MMEWMWECA S5SL-CEPTHMMKAT MAM COZ0ETE CamMO3aBEPAKILLMEA

CERTHRMKIT.

K.omy BelaaH: HegocTynHo
Kem BeigaH: HegocTynHo
Cpok geficTema; HegocTynHo

Ykanmre Tun 55L-cepTHdmHkaTa, KOTOPEIA CASLYET MMNOPTHROESTE Ha CEpPEEP
WAKYEE YlANEHHER PEAGOYAE CTOAOE, BEINOIHUE OAHD M3 CNSAYLIME ASHCTEME:

" CosnaTh CamMosaBepaiolWi CepTHEUKaT

Cosnare M HMNEETHPOBETE CERTHBHKAT. .. |

¥ BLifipaTh CyllecTEYOLME CEPTHPHKAT M3 MANKH CERTHOMKATOB B NH4HOM KPAHHIMLLE
[Nk anEHOr D KoMNBKOTERE] Ha WAKEE YaaneHHER patouus cTonos Wi 2008 Z<64

HrNopT CepTHaMKaTa. .. |

MNOpTHROBETE CEPTUEMKET B NANKY CEpTMPUKETOE B AMYHOM $DEHMAMLE
[MOKANEHOMD KOMNBIOTEPE] HE WKSE WOANEHHER padodms cTonos WM 2008R 264

Hatm 1 HMNepTHE OB ETE CERTHDMKAT, .. |

NogpofHes o CEpTWELESTAY 109

LioeEa Yo JneHHEDR: EaﬁD‘-IMH
CTONQE.

0K I OTreHa [ EHEHUTE:

Pucynok 54 - [Iuanor CBOUCTB LII03a

[Tocne sToro He0OXOAMMO BHIOpPATh CepTUGUKAT IIII03a CIYK0 TepMHHAJIOB, Ha-
&KaB KHONKY «MMnopT ceptudukarta» (PUCyHOK 55).

WMrMnopT ceprrdukara ll

Hu 0gumH CepTHdEET HE YCTAHOEEH.

Y706kl NPOCMOTRETE MAM YCTAHOBWTE CEPTHRMEAT, BRIGENMTE BM0 W HAMMMTE KHoMKY 'TlokasaTe cepTURUKaT'
Y18kl MMNOPTHPOEATE CERTHMMMEAT HE CEPEEP WKS0E YIANSHHEX PAtoyHs CTON0E, BEIGENMTE CERTHRMEAT W
HasitauTE KHOMKY MranopT,

K.ary EkigaH | K.t EbnaH | L 2Nk BRILAYM | Cpok aeficTeus | JatETEM |
Sl Win2008R 2:464.... CCERT_CA Mpoeepka nogamH,.. 18102015 DonyoT el CepTidA,.,

| NoKazETE CEFTHERHKAT I

™ Morasare sce cepTHPHIATE B AMUHOM $PEHHAMILE [A0KANEHOrD KoMMERTepa] HramapT | OThieHa

Pucynok 55 - [Imanor BeiOopa cepTuduKaTa

BriOpaB HYXHBIN cepTUdUKAT, HE0OX0AUMO HaxKaTh KHOIKY «MMIOPT» U KHOMKY
«OK» Ha poguUTeNnbCKOM Ouaiore.
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Kaxkpgpiii 1103 ciyk0 TepMHUHAJIOB MO3BOJISIET PA3/IMUYHBIM I10JIb30BaTEIISAM I101-
KJTIOYaThCS K PAa3IUYHBIM 3allIUIIlaeMbIM JaHHBLIM IIIJTI030M pecypcaM (cepBepaM Tep-
MHUHaoB). Huxkecnenyoiiye NOMUTUKKA 0€30IIaCHOCTU IIIII03a CIIyKO0 TepMHHAJIOB
TTO3BOJISIIOT TUOKO periaMeHTHUPOBaTh IMMOOKITIOYEHUS ITI0JIb30BaTeIe! K 3alIUIIlaeMbIM
pecypcam (cepBepaM TEPMHUHAJIOB):

— TTomuTuKU aBTOpU3AlUU ITOOKIIOYEHUN - JaHHBLIE MOJIUTUKHU ITO3BOJISIOT YKa-
3aTh pa3peIlléHHble MeTOObl IPOBEePKHU moaIuHHOoCTH Windows (mapob u/uiam cMapT-
KapTa) st KaXKI0T0 KOHKPETHOT'O IT0JIb30BATESI UJIN T'PYIINEI ITI0JIb30BaTEIEH;

— TTonmuTUKY aBTOPU3AIINK PECYPCOB - TaHHBIE ITOJIUTUKY ITI03BOJIIOT YKa3aTh KOH-
KPEeTHEHIX II0JIb30BaTe el UK T'PYIIIIH I0JIb30BaTeJIel, KOTOPBEIM Pa3peIIeHo MOIKIIo-
YaThCs K KaXXIOMYy KOHKPETHOMY 3alllUIllaeMOMy pecypcy (cepBepy TepMUHAJIOB).

IleTanbHOE PYKOBOACTBO 10 HACTPOMKE IIII03a CIyKO0 TEepMHHAJIOB IIPHU-
BeOeHO (Ha PpycCCKOM sA3BIKe) TII0 CchIIKe http://technet.microsoft.com/ru-
ru/library/cc771530(WS.10).aspx.

I719 TpaBUJILHOM PabOTHI 1IJT03a CNTyK0 TePMHHAJIOB COBMECTHO C MOMAYJIEM II0[-
nepxkku TLS HeoOXomuMoO BHITIOJTHEHHE TeX ke TpeOoBaHUM K Kiwouy Il mtio-
3a Ccnyk0 TepMHHAJIOB M K COCTOSIHMIO MHHUIManu3anuu [[CY, 4To npuBemeHbl OJis
Internet Information Server (IIS) B mogpa3gene 6.1.

6.5 Ucnoab30oBanue Remote Desktop Client ¢ mogyinem
nogaepxkku TLS

[lepen HauamoMm wucmnonb3oBaHusg Remote Desktop Client (RDC) coBmecTHO C
nporpaMMHBIM MopayiaeM nopmepkku TLS kpuntompoBavizepa CK3U «Banupata
CSP» HeoOxomuMO NMOMECTUTh Bce TpebyeMble cepTtudukrathl u CAC B cUCTEMHOe
XpaHUJIUIEe CepTU(PUKATOB IIOJIb30BATENS - TaK XKe, KaK 3TO OnucaHo i Microsoft
Internet Explorer (IE) B mogpa3mene 6.2.

[Tocne 3amycka RDC (mporpammel MSTsc.exe) Ha 9KpaH OyOeT BHIIAHO TJIaBHOE
OMaoroBoe OKHO mporpaMMmbl (PucyHok 56) . 1719 BO3MOXKHOCTH BBIIIOJTHEHUS pac-
IIMPEHHOU HaCTPOUKHU HaXXMUTe KHONKY «[lapamMeTphI».
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CE MoAKAHOYEHWE K ¥ AaNeHHOMY pabouem i ] 4|

Mo ARARHeHKE 1K W IANSHHCMY
- pabodemy cTony

Déwue |3K|:IEIHI NokaneHee pecgpn::bll I'Ipnrpammbll ﬂ.nnnnﬂmenbrﬂ_’l

~ MapameTpel Bxoaa
¥ L BEEaMTE MMA YIANEHHOMD KOMIBKOTERE.
L.

-
FornemTen: IWE4.vdcsp.vdata. 1] j

MonesoEaTek: I

MpK NOAKAKYEHMA HEOBROAMMO GUIET YKAZETE YUETHBIE
AaHHEIE.

[ PaspeiwnTs MHE COMPAHATE YYETHEIE LaHHBIE

B I'IapaMEprl NoAEAKDYERKMA

CorpaHEHHE TEKYLWWY NAPaMETPOE NOGKMNYEHHA B

I ROP-palin uAM oTEPBITME COXPAHEHHOMD NOAK MHYEHMA.

CoxpaHuTE | CoxpaHWTE Kak. .. | OTKpbME. .. |

ks I'Iapameprll Mgk noumTe I LCrpaet.a |

PucyHok 56 - I'maBHOE OKHO IIPOTpaMMEL

[l BBOJA MMEHU yOaJIeHHOTO CepBepa TePMHHAJIOB MCIOJNIbB3yWUTe II0Jie BBOOA
«KommbioTep». [Ipy HEOOXOOUMOCTH, YKAXXKUTE UMS IIJII03a CIy2K0 TepMHUHAJIOB, BhI-
OpaB BKIagky «IlomkmioyeHWe» M HaXaB KHONKY «IlapaMeTperl...». B mosBUBIIEMCS
OKHE YCTAaHOBHUTE IIepPeKoYaTesib B MMoJioxkKeHue «Mcmonb30BaTh CIeOyIoIue napa-
MEeTPHI CepBepa II03a yoaJleHHbIX pab0o4Yux CTOJIOB» U BBEAUTE UMS IIII03a CIIyXKO
TEPMHUHAJIOB B 1ojie «MMsa cepBepa» (PuCyHOK 57).
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m MNapaMeTpbl CEPBEPA WAH3E ¥ AaNEHHbIX x|

Mo ARARHeHKE 1K W IANSHHCMY
<) pabodemy cTony

T I'IapaMEprl NOAK AKYEHKA

AETOMATHYECKM ONPEAENATE N3PAMETPEI CEREEPE WS Yo aneHHELR
patoiiy CTON0E

¢ Henonksoeatt crequowme NSPaMETREI CEPEERE WK YLANEHHE:
patoudy CTOMN0E:

Hra cepeepa:; IIicserver.vdcsp.vdala.ru

MeTon exona: IPaspemmb OTNOHMTE 3TOT BRG0P j

He MCNoNE30BaTE CEPEER WNMSA YIANeHHENX PA00YMY CTON0E 4NF
{10KANEHE A1DECOE

' He WCMonb30BaTE CEPEER WSS YlANEHHER PABOYWE CTON0E ‘

 MapameTpel Bxona
Monezogarens:  He sagato

MpM NOAKAKHEHUM K 3TOMY CEPBERY WIKD38 YAaNEHHE!% PatouMs
CTONOE NOTPESYETCA YKAZETE YHETHEIE 4aHHEIE,

Iv MCﬂDﬂbSDBaTb F0H Y4ETHBIE A3HHBIE WAKSES YaANeHHBRR paﬁouux
CTONOE 017 Ya3ANeHHOro KOMNE0TERS

YTo TaKOE CEPEED WSS M HYEH AW OH B&t.
ak I OTrieHa |

Pucynok 57 - [luanor BBojga UMeHHU LIII03a CIIyK0 TepMHUHAJIOB

[Tocme BBIIIOTHEHUS HACTPOUKU HEOOXOOUMO HaxKaTh Ha KHOIKY «IIOOKIIOYUTH»
IOJIs TIOOKJIIOYEHHUS K CepBEPy TEPMUHAJIOB.

Ecnu cBoiicTBO «MCIIO/Ib30BaTh MOM yUETHHIE aHHBIE IIJII03a yOaJIeHHBIX pabo-
YUX CTOJIOB [JI YOAJIEHHOT0 KOMIIbIOTEPa» BKIIIOYEHO U IIOOKJTI0UYEHNE BHIIOIHAETCS
Yyepes IIII03 CNTy2K0 TEPMUHAJIOB, TO YYeTHBIE MaHHbBIE OJIb30BaTesIsd (MM IOJIb30Ba-
Tenss u ero napoJiib unu [TMH-kox cMapT-KapThl) OyOyT 3ampaliuBaThCsS TOJIBKO OOUH
pa3. Eciu XKe 3TO CBOKMCTBO BHEIKJIIOUEHO U IOOKJ/IIOYEeHME BHIIOJIHAETCS Yepes I3
cnyk0 TepMUHAJIOB, TO YYeTHBIEe JaHHBIE I10JIb30BaTeNnss OyOyT 3ampallnBaThCS OBa-
XKOBI - TIEPBBIM pa3 [OJIsd IIi03a CIyK0 TepMHUHAJIOB, @ BTOPOM - OJII TEPMUHAJIBHOTO
cepsepa.

6.6 Ucnoian30Banue nporokojia Kerberos PKInit ¢ mogyaem
nogaepxkku TLS

[IporpamMHEBIM Moaysb nopgmepxkku TLS kpuntonposavigepa CK3UW «Banupgarta
CSP» moppmepuBaeT ayTeHTH(UKAIMIO II0JIb30BaTejel II0 NpoTokony Kerberos
PKInit B gByx pexXuMax: JIOKAQJIbHOM M yHaJIeHHOM. B 1iepBOM cCjlydyae BHIIIOJIHSET-
csl ayTeHTU(UKAIUSI HEIIOCPEOCTBEHHO BO BpeMs BXOfa I0JIb30BaTesisi Ha pabouyio
cTaHimio unu cepsep depe3 Windows Login Screen. Bo BTopoMm ciiy4dae BEIIOIHSAETCS
ayTeHTU(UKAIIUS I0Ib30BaTElII B TEPMUHAJILHON CECCUM NPHU MOOKITIIOUYEHUN Yepe3l
Remote Desktop Client o npotokony RDP.

AyTeHTu(UKALNUA [10JIb30BaTEJIS BBHIIIOJIHAETCSA OOHUM M3 KOHTPOJUJIEPOB JOMEHa
Ha ocHoOBaHuu Kiwda OIl monb3oBaTesnss U COOTBETCTBYIOLIETO €My CepTudUKaTa.
Kirou 911 nonb3oBaTensa U ero cepTU(PUKaAT JOIXKHBEI HaXOOUTHCS Ha KJII0YEeBOM HOCHU-
Tejle TUIla cMapT-KapTa (Hanpumep, eToken unu ruToken), mosToMy Takoul IIpoIiecc
ayTeHTU(PUKAIIMU IT0TIh30BaTEIsI Ha3bBalOT «Bx0omoM co cMapT-KapTou». I[OIOIHU-
TeJIbHO, KOIIUSI CcepTU(UKaTa IOIb30BaTeNsd OOJIKHA HAaXOOUTHCS B CUCTEMHOM Xpa-
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HUJIUINE JIMYHBIX CePTU(GUKATOB IOIb30BaTeENsI M OBITh MpUBsA3aHa K Kiaouy IOII mo-
CJIeTHEeTO.

Kaxkawiii KOHTPOJIJIEP AOMEHA, B KOTOPOM II0JIb30BaTEIN HMCIONIb3YIOT IIPOTOKOJI
Kerberos PKInit ginsa ayTerETudukanuu, TakKe JOIKEH UMETh CEPTU(UKAT C COOTBET-
CTBYIOIIIMM €My UM IIPUBS3aHHLIM K HeMY Ki1l0o4oM II1, pacionoXeHHBIM B CHCTEMHOM
XPaHUIUIIE JTUYHBIX CepTU(MUKATOB JIOKAJILHOTO KOMITbIOTEPA. [Ipu 9TOM K KOHTPOJI-
7Iepy OOMeHa NMPeabsBISIOTCS ClIeaylolnre TpeOOoBaHUS:

— y kmtoda III cepTudurkaTa KOHTpOJIJIepa AOMeHa O0JI2KeH OTCYyTCTBOBATh I1apOJib
u/unu I[TMH-ko[;

— TIpU ucnonb3oBaHUuu O6uosiorudeckoro [ICH (umu moboro apyroro OCY, Tpeby-
I0IIEeT0 O0TOOpaxkeHust rpa¢duuecKoro nHrepderica Npyu UHUIIMATU3AIIUN) TOCIIeJHUMN
OOJIKEeH OBITh IPOUHUIINAIU3UPOBAH IIePe]l TeM, KaK II0JI1b30BaTeIU HAaYHYT IOIIBITKU
BXO[la CO CMapT-KapTou;

— HOCHUTeJb ¢ KimouoMm Il KOHTpoJIepa JoMeHa OOJIKeH ObITh CMOHTHPOBAH IIe-
peqn TeM, KakK II0JIb30BaTe/Id HaYHYT IIOIBITKH BXOOa CO CMapT-KapTOMH.

Ha pa6ouux cTaHIMAX II0JIb30BaTEIEN, Ha TEPMUHABHBLIX CEPBEpPax 1 Ha IIITI03ax
TEePMHUHAJILHBIX CEPBEPOB, a TakKXKe Ha KOHTPOJIepaxX OOMeHa, B KOTOPOM I10JIb30Ba-
TeIu HUCIONb3YIOT MPoTokoJl Kerberos PKInit mnst ayreHTHdUKAIIMM, OOIXKHO OBIThH
yctaHoBieHo 1O nmommepkKu (OpariBephl YCTPOUCTB U OMOIMOTEKH) MCIIOJIb3yeMbIX
KJIIOUEBBLIX HOCUTEJIEN THUIIa CMapT-KapTa, a TakKKe OUOIMOTEeKU ITOAOEPKKU COOTBET-
CTBYIOILIMX KJTIOUEBHIX HOCUTesen u3 coctaBa CK3U «Banupgata CSP».

B HauaJie BHIIOJTHEHUS IIPoIlecca ayTeHTU(UKAIIUY TT0Ib30BaTeNs IMakeT 6e3o01mac-
HocTu Kerberos mocrwinaeT B cinyk0y pacnpoctpaHenusi kKimtoden (Key Distribution
Center, KDC), HaxopdIlyiocss Ha KOHTpPOJUIEPEe OOMEHa, IepBOHAYasIbHBEIM 3alpoc
Ha ayTteHTuukanmioo KRB AS REQ. [laHHBIM 3ampoc comepxkut WMMs ydyacTHUKa-
nonb3oBaTens (User Principal Name, UPN), MmeTKy BpeMeHU U ux Ill, BEIYUCIEHHYIO
Ha kmioye Oll monmb3oBaTens, a TakxkKe cepTU(UKAT MOJIb30BaTed. [Ipu mony4yeHun
3ampoca KouTposuiep noMmeHa (KDC) nposepsieT II1 3anpoca ¥ MOOJINHHOCTE CEPTHU-
¢pukaTa nmonwv3oBaTtens. [locne ycnemHoro nposegenus nposepok KDC noarorasnu-
BaeT oTBeT KRB AS REP copepzkamuii 3amm@ppoOBaHHBIN CECCUOHHBIM KJTI0Y I10JIb-
3oBatensa ons ooMeHa gaHHbIMU ¢ KDC, u 6unert (Ticket Granting Ticket, TGT). Ilo-
CKOJIBKY CECCHMOHHBIN KJII0Y 3amInu@poBaH Ha Kiode npoBepku Ill us ceprtudukara
II0JIb30BaTEJIsl, TOJIBKO II0JIb30BaTEIb MOXKET ero pacmupoBaTh C IOMOIIIBI0 CBOETO
Kioya Ol

I1719 BO3MOZKHOCTM BBIIIOJIHEHUS HadaJlbHOW ayTeHTU(HUKAIUU II0 IIPOTOKOIY
Kerberos PKInit cepTudukaT monb30BaTeNlss OOIXKEH YOOBJIETBOPSTH CIIEOYIOIINM
YCIJIOBUSIM:

— BcepTuduUKaTe IMOJIL30BaTEJIS HOIXKHA ObITh YKa3daHa QYHKIIMOHUPYIOIIas TOYKa
pacmnpoctpanenuss CAC (CRL Distribution Point);

— B cepTu(dUKAaTe II0JIb30BaTels OOJIXKHO OBITh YKa3aHO pa3pelnléHHOoe UCI0Ib30-
Banue kKitoda Il (Key Usage) onsa BemmonHeHus I11 u mmbppoBaHus;

— B ceptuduKaTte moib3oBaTesii 0a30Bele orpaHuudeHus (Basic Constraints) He
OOJIKHBI cofepzKaThb Npu3HakK ceptudukara LIC, u orpaHudeHue Ha OJIMHY OYTHU
OOJIZKHO OTCYTCTBOBATh;

— B cepTudUKaTe MIOJIL30BATENIS PaCIIUPEeHHOE UCTOIb30BaHue Kioda (Extended
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Key Usage) pomxHO comepxkaTb OID IIpoBepKH IOAJIMHHOCTU II0JIb30BaTeIsd
(1.3.6.1.5.5.7.3.2) u OID Bxoga co cmapT-KapTtou (1.3.6.1.4.1.311.20.2.2);

— B ceptuduKaTe MOJIL30BaTeJII B aJbTEepPHATUBHOM MMeHU cyObekTa (Subject
Alternative Name) gonKHO IIPUCYTCTBOBaTh IMsI y4acTHUKA-TIOJIb30BaTeNs (HAIIpu-
Mep UPN=userl@contoso.com). MMs1 y4daCTHUKa-II0JIb30BaTeIsA uMeeT ¢popMaT af-
peca 3nekTpoHHOU mo4Th (RFC 822) ¥ COCTOUT M3 UMEHH II0JIb30BaTENSA U IIOJTHOTO
nMeHU foMmeHa Microsoft Active Directory;

— B cepTtuduKaTe nonab3oBaTesid uMsa cyorekTa (Subject Name) gonKHO COOTBET-
CTBOBaTh UMEHM KOHTEeWHepa I10JIb30oBaTensa B Microsoft Active Directory (Hanpumep,
CN=Userl, CN=Users, DC=Contoso, DC=COM);

— ceptudukart LIC, Ha KOTOpoM OBINT BHINYIEH CcepTU(UKAT ITOIh30BaATENS, IOJI-
KeH INpUCyTCcTBOBaTh B Microsoft Active Directory B xpauunumie NTAuth, oTKyma oH
aBTOMAaTHU4YeCKH OymeT IepeHeceH B JIOKAJIbHbIEe KOIIMH JAaHHOT0 XPaHUJIUINA YJIEHOB
moMeHa. [Jo6aBuTh ceptudurar B xpanunuile NTAuth M0KHO, BEIIIOTHUB KOMaHIY
certutil -dspublish -f <®aiin cepmugpukama LIC> NTAuthCA Ha oHOM U3 KOH-
TPOJIJIEPOB JOMeHa (C IIpaBaMX afMHUHHCTPATOpPa JOMeHa);

— Bce ceptudukathl IIC u CAC, HeoOXoguMbIe [JIsI ITOCTPOEHUS ITOJTHOM IIeIoyu-
KM CepTHU(UKATOB IIOJIb30BaTeIe U KOHTPOJIJIEPOB AOMEHA, AOIKHEI HaXOOUTHCS B
COOTBETCTBYIOIIMX CHCTEMHLIX XpaHunuinax ceptuduratoB LIC (B xpaHHUIUILE KOP-
HeBEIX cepTudukaToB LIC - gns kopHeBoro ceptudukarta u CAC 1elmo4YKu, B XpaHU-
JIHINEe MPOMEKYTOYHBIX CePTU(MUKATOB - OJIS IIPOMEXKYTOUHLIX cepTuduratoB LIC u
CAC 1ermo4yku) I0OKaJIbHOTO KOMITbIOTEPa (CM. mogpa3mern 6.1).

I719 BO3MOZKHOCTHM BBIIIOJIHEHUS Ha4daJbHOW ayTeHTU(HUKAIUU I10 IIPOTOKOIY
Kerberos PKInit ceptudukat KOHTposUiepa AOMeHa OOIXKEeH YOOBJIETBOPSAThH CIIeny-
IOILIIUM YCIIOBUSM:

— B cepTudHKaTe KOHTPOJJIepa OOMeHa O0JI2KHa OBITh YKa3aHa (PyHKINOHUPYIO-
masa Touka pacapoctpanenus CAC (CRL Distribution Point);

— B cepTudHUKaTe KOHTPOJIJIEPa JOMEHa OOJIKHO OBITh yKa3aHO pa3pelleHHOe UC-
nonb3oBaHue kKiatoda I (Key Usage) ona BeinonHeHus Il u mmdppoBaHus;

— B ceptudukKaTre KOHTpoJUIepa mOoMeHa ©Oa30Bble orpaHmdeHus (Basic
Constraints) He OOJIKHBI coep2KaTh NMpU3HaK ceptudukara LIC, u orpaHndeHue Ha
OJIUHY IIYTH OOJI2KHO OTCYTCTBOBATh;

— B cepTtuduKaTe KOHTPOJIJIepa OJOMeHa paCHIMPeHHOe HCIIOJIb30BaHME KIIouda
(Extended Key Usage) momxHO comepzxkaThk OID IIpoBepku HOOJIMHHOCTU CepBepa
(1.3.6.1.5.5.7.3.1), OID IIpoBepKu momJuHHOCTHU IToab3oBaTesns (1.3.6.1.5.5.7.3.2),
OID Bxopma co cmaprt-KapTou (1.3.6.1.4.1.311.20.2.2) u OID AyTteHTu(dUKaAIIUN 1LIeH-
Tpa pacupeneneHus kioden (1.3.6.1.5.2.3.5);

— B cepTuduKkaTe KOHTPOJIZIepa OOMeHa B aJibTepHATMBHOM MMEHHU CyOBeKTa
(Subject Alternative Name) gonkuO npucytctBoBaTh DNS-uMsa moMeHa (HanmpuMep
DNS=contoso.com);

— B cepTtuduKaTe KOHTpPOJIJIEpa AoMeHa umsa cyonekrta (Subject Name) momkHO
cootBeTcTBOBaTh DNS-uMeHU cepBepa (Hampumep, CN=dcl.contoso.com);

— ceptudukaTt KopHeBoro LIC, SABISAIOUIUNCST KOPHEBBIM 3JIEMEHTOM IIEIIOYKM
cepTudurKaTa KOHTPOJIJIeEpa OOMeHa, OOJIXKeH ITPHUCYTCTBOBaTh B Microsoft Active
Directory B xpaHumnuiie Root mpegnpusitus, OoTKyHoa OH aBTOMaTH4YeCKU OyHeT Iie-
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peHeceH B JIOKAJIbHBIE KOMUK MAHHOTO XPaHUIUINA YJIEeHOB moMeHa. [[o6aBUTH cep-
TudUKaT B XxpaHunuile Root mpeanmpusATus MOKHO, BRINOITHUB KoMaHOy certutil -
dspublish -f <®aiin cepmuguxkama Kkopueeozo ILIC> RootCA Ha 0gTHOM U3 KOH-
TPOJIJIEPOB JOMeHa (C ITpaBaMX afMUHHCTPaATOpPa AOMEHa);

— Bce ceptudukatsl LIC u CAC, HeoOXoguMBbIe [JIsI ITOCTPOEHUS ITOJTHOM IIeIoyu-
KM CepTU(UKATOB IIOJIb30BaTeIel U KOHTPOJIJIEPOB AOMEHA, AOIKHEI HaXOOUTHCS B
COOTBETCTBYIOIIMX CHCTEMHBIX XpaHuIUInax ceptuduratoB LIC (B xpaHHUIUILE KOP-
HeBEIX cepTtudukaToB LIC - gns kopHeBoro ceptudukata u CAC 1elmo4YKy, B XpaHU-
JIHINEe MPOMEKYTOYHBIX CEPTU(MUKATOB - OJIS IIPOMEXKYTOUHLIX cepTudukratoB LIC u
CAC 1ermo4yku) I0KaJIbHOTO KOMITbIOTEPa (CM. mogpa3aern 6.1).

[Ipu ucnonb3oBaHUU TO4YKHU pacrnpocTtpaHeHuss CAC, HOCTYHHOU IIO IIPOTOKOJIY
LDAP u pacnomnoxeHHOU B xpaHunuiiie Microsoft Active Directory, K Hell OoJKeH
OBITH pas3pelnieH aHOHMMHBIN OOCTYIH IIOCPEICTBOM BHITIOJTHEHUS CJIEOYIOIIUX HOewu-
CTBUMU:

— HeoOXOOMMO  YCTAHOBUTH  3HAYEHUE atpubyta  dsHeuristics, pac-
IIOJIOZKEHHOT O B KOHTEenHepe CN=Directory Services,CN=Windows
NT,CN=Services,CN=Configuration, 8 0000002001001. [Ins u3MeHeHHUS 3HaUe-
HHUS aTpUOyTa MOXKHO BOCIIOJIb30BaThCS AUAJIOrOBOM IIporpaMMon adsiedit.msc;

— Heo0XOOMMO pPa3pelIuTh aHOHUMHBIN TOCTYII K KOHTEMHEPY TOYKM pacipocTpa-
HeHUs, B KOTOpoM pacnoyioxkeH CAC. 9TO TakKKe MOXKHO CHeJlaTh C IIOMOIIIBI0 AUasio-
roBou nmporpaMMsul adsiedit.msc, pa3peliuB JOCTYyN Ha YTeHHE K YKa3aHHOMY BHIIIE
KOHTeliHepy noib3oBarennto NT AUTHORITY\AHOHUMMHBIN BXO[I.

I171s1 BEITIOJTHEHUSI JIOKAJILHOTO BXOHa CO CMapT-KapToOM MOJIb30BaTeJII0 He0OXOou-
MO BCTaBUTh CMapT-KapTy B COOTBETCTBYIOUIUM CUUTHIBATeNb U HaxaThb Ctrl-Alt-Del
(korga otobpaxkaeTtcss Windows Login Screen). [Tpu sTom OC aBTOMaTU4YEeCKH pPacIio-
3HaeT BCTABJIEHHYIO CMapT-KapTy, CYMTAeT BCe HaXOAsdIIruecss Ha Hell cepTUugUuKaThl
U MMPEeOJIOXUT UX CIIMCOK [IJIst BbIOOpa nmonb3oBaTteis (PucyHok 58).

F & &

MASVISTAVAAMUHKWCTpaTOP Jpyroi NoNb30BaTENk DumblLogon SmartLogon

Bxog co cmapT-kapToil Bxog co cmapT-kapToil

|
OtmeHa

Pucynok 58 - Bribop cepTudukara

Ilanee, mocie BeIOOpa TpeOyeMoro OJisi Bxoma cepTuduKaTa IMoIb30BaTes, BhIoa-
eTca nuasnor Beoma [ITMH-kKoma, HeoOX0oOMMOTO IJId UyTeHud Kirouda JOI1 monb3oBaTesnns
(PucyHok 59).
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DumbLogon
Bxog co cmapT-kapToi

DumblLogon®@® data.ru

I

CMEeHWTE NOAL30BATENA

Pucynok 59 - Beog [IMH-kofa

[Tocne BBOma IIMH-KOma BHINONHAETCSA ayTEHTU(PUKAIIUS M[OJIb30BaTessA B
Microsoft Active Directory.

I17151 BEIIOJTHEHUS YOaJIeHHOT0 BX0a CO CMapT-KapToi HeoOX0aUuMO MCII0JIh30BaTh
Remote Desktop Client (RDC) Bepcuu 6.0 unu Beimie. Hy2kHo, 4TOOBI TUII UCIIOJIb3Y-
€MOU CMapT-KapTEl COOTBETCTBOBAJI HACTPOEHHOMY CUUTHIBATeN0 Kitoda JI1 B KOH-
(urypanmm moab3oBaTeN.

[Tonp30BaTeNO ClIenyeT BCTaBUTh CMapT-KapTy B COOTBETCTBYIOIINM CUUTEIBATEIh
u 3anyctuth RDC (nporpammy MSTsc.exe), Kak 3TO OnI¥caHO B nmogpa3znese 6.5. Ilo-
clle BBOOa MMEHU yHaJIeHHOTO CepBepa TEPMUHAJIOB (M MMEHHU IIIJII03a CJIyKO Tep-
MUHAJIOB, €CJIU 9TO HeOOXOOMMO) U HaxXKaTus KHONKMU «[logKIIo4YuTh» Ha 3KpaH Oy-
OeT BBILAHO OUAJIOTOBOE OKHO C OOCTYIIHBIMU Ha cMapT-KapTe cepTudurkatamu (Pu-
CYHOK 60).

[Tocne BrIOOpa Tpebyemoro cepTudukrata Heobxogumo BBectu [IMH-Kom miis Bo3-
MO2KHOCTHU JOCTyna K Kiaogy II1 momb3oBaTens.
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besonacHocTh Windows x|
BBEEAHMTE YUETHLIE JaHHbIE

STH YHETHBIE AaHHBIE By AYT HCNONB30EATECA MPH NOAKNHYEHKHH K
licserver wdcsp wdata.ru,

|% VDCSPYSmartLogon

Apyran yUeTHaa sanucs

DumblLogon

f = ¥YUETHEIE A3HHEIE CHAPT-KAPTEI

Dumblogon@ydesp, vdata, ru

|PIN-KD,|'J,

| 1l SmartLogon
¥4YETHBIE A3HHEIE CMAPT-KapThI
[}

I- 3aNaMHHTE MOH YHETHEIE A3HHEIE

0,8 I QTHEHS |

Pucynok 60 - Bribop ceptudukara u BBog [TMH-koma Ha OC Windows Vista

ITocne BBoma [TMH-koma 1 HaxaTtust KHOIKU «OK>» BRITIOTHSAETCS IOOKJIIOUEHUE K
yOaJl€HHOMY pabodyeMy CTOJIy U ayTeHTU(UKAIUs IMoab30oBaTenss B Microsoft Active
Directory.

6.7 TLS moHuTOp

TLS MOHUTOp IpenHa3HaueH [JI1 BEeOeHUs CIIMCKa KJIMEeHTCKUX IIPpOorpaMM, UC-
MMOJIL3YIOIINX HCKJIIOYUTEJIbHO CEePTU(PUUMPOBAaHHYIO peajlu3aluio nmporokonia TLS
kpunronpoBanpgepa CK3U «Banugata CSP», Oy BKJIIOUEHU S U BBIKJIIOYEHUSA UCIIOJIb-
30BaHUS OAHHOTO COMCKA, a TaKKe [OJIs BHIIOJIHEHUS OPYTrUX HaCTPOEeK MOAOyJIisd Mof-
onepxkku TLS.

Crnmcok mporpaMm, UCIIOIb3YIOMUX UCKIIIOUUTEIHHO CEPTUPULIMPOBAHHYIO Pealu-
3auuio nporokosna TLS, HacTpanBaeTCs KaXXObIM I10JIb30BaTeIeM UHAUBUAyalbHO. [1o
YMOJIUaHHUIO OH COAep KUT nmporpaMmbl KinueHTa Internet Explorer (IExplore.exe) u
Remote Desktop Client (MSTsc.exe) u Ojsi TogaBIsIONIero O0JILIITMHCTBA IT0JIb30Ba-
Tereu He oTpeOyeT HUKAKOU [OOMOTHUTEIbHOM HAaCTPOUKH.

6.7.1 3anyck m BkiawdeHue TLS monutopa

[Tocne 3anycka TLS moHuTOpa (mporpaMmsbl vdtls mon.exe) Ha ImaHenu 3ajad MO-
SIBUTCSI HOBBIM 3HA4YOK (PucyHOK 61).

29 0 )

Pucynok 61 - 3Hauok TLS MoHUTOpa Ha nnaHenu 3ajayd

TLS MoHHUTOP moOcyie 3allyCKa Bcerga OKa3blBaeTCS B BBHIKJIIOUEHHOM COCTOSHUH,
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4yTO 0003HAYaeTCs KPAaCHBIM IIBETOM 3HauKa. Ec/iu moaBecT K HEMY KyPCOP «MBIIITH»,
MMOSIBUTCS BCI/IBIBAIOIIasa IMoacKa3ka (PucyHOK 62).

— — —

TLS MOHWTOP BLIKMKIYEH

e &) T 1045

PucyHok 62 - BenneiBarolas nogckaska TLS MoHUTOpa

Ecnu HaxaTh Ha 3Ha4oK TLS MOHUTOpA IIpaBOi KHOIIKOM «MBIIIN», TO IIOSIBUTCS
KOHTEKCTHOe MeHI0 (PucyHok 63).

Brnwouuts
Kondurypaums...

Brixop

O nporpamme...

Pucynok 63 - KoutekctHOe MeHI0 TLS MoHUTOpPaA

Y1068 BKIIIOUUTEL TLS BEIOEPUTE MYHKT MEHIO « BKITIOUUTH>» (MJIM IIPOCTO OBAXKIBI
IIEJIKHUTE «MBIIIBI0» Ha 3HauKe TLS MoHuTOpA). LIBeT 3HauKa MOHUTOPa U3MEHUTCS
Ha 3esieHbl (PucyHoOK 64).

TLS MOHWTOP BKAHIYEH

o O e s 1047

PucyHok 64 - TLS MOHUTOD BKIIIOYEH

YT00B! BHIKIIOUYUTE TLS MOHUTOP BEIOEPUTE B KOHTEKCTHOM MEHIO ITYHKT «BHIKITIO-
YUTh» WUJIKU OBaXKAHl IEJTKHUTE «MBIIIbI0» Ha 3Ha4YKe BKIIIOUYEHHOTO TLS MOoHUTOpA.

Y1068l TOCMOTPETH UHPOPMaluio o Bepcuu TLS mornuTtopa (PrcyHok 65), BbIOepu-
Te€ B KOHTEKCTHOM MeHIO ITYHKT «O ImporpaMMe ...».

O nporpamme n
TLS moHMTOp.
Bepcua 6.0.451.0

Copyright  Validata. 2008-2020

Pucynok 65 - UHdpopmanms o Bepcuu TLS MmoHUTOPA

I11a 3aBepmieHus pabotel TLS MoHUTOpPa BHIOEPUTE B KOHTEKCTHOM MEHIO ITYHKT
«BueIxXom».
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6.7.2 Kondurypanus TLS moruTtopa

I7151 TOTO, YTOOHI 3alyCTUTHL KOHGUrypauuio TLS MoHUTOpa, BEIOEPUTE B KOHTEKCT-
HOM MeHI0 TyHKT «KoHurypamnus ...» (PucyHok 66).

KoHdwurypauma TLS

MecnonezoeaTte TLS onA nporpamMm U3 cnucka:

|[Explore.exe HNocaenTe
Chrome.exe
Safari.exe ¥Ynanmte
MSTsc.exe

MzmeHUTb

i g

MNopnepxueats yeTapeswne CK3M
[ TpesoraTh pacumperHEA macTep-cekpeT no RFC 7627

TpeGoeaTk Se30nacHoe NepenoaknioyeHne no RFC 5746
[ | MrHopypoeaTe cnincok BnanensLes cepTudmkaToe LIC
[ | WMrHopupoRaTe NpeaynpexneHna o6MeHa B npoTokone TLS

HacTpofKk KNMeHTCKMX NpUNoXeHWA

OBAzaTensHo CTPOWTL LIEMOYKY ONA CEPTUGWKaTa CEpBepa

OBAzaTensHO NPOBEPATE HE OT3LIE LIENOYKW ONA CEpTUgMKaTa cepeepa

[¥[Nowmck cepTudmrkaTor npoMexyTounHex LIC u CAC B Toukax pacnpocTpaHeHus;

HacTpo#ki cepBepHbIX NPUNOXKEHWA

MrHopwpoBaTe GezonacHoe nepenogkniodeHme no RFC 5746

| ok || omwena

Pucynok 66 - [Iuanor koudurypauum TLS

Y1068 M0OOaBUTH HOBBIN UCIIOTHSAEMBIM MOY/Ib KIIMEHTCKOM IPOTrPaMMbl, KOTOPHIN
HCIIOIb3YEeT CEePTU(MUIIMPOBAHHYIO peanu3aluio IMpoTokosa TLS, HaxXMuUTe KHONOKY
«J106aBUTH» ¥ B CTAaHOAPTHOM [OHayiore OTKPHITUS (haiiyia BEIOepuTe TpebyeMbIll MO-
OyJib.

YToOBI yOanuTh 3JIEMEHT CIIMCKA, BHIAEJINTE €r0, HaXKMUTE KHOIIKY «YOalauTh» U
MIOATBepOUTe CBOoE pelleHue (PucyHok 67).

CK3l1 Banwaara C5P

0 ¥aanuTe ncnonHaemelid mogyne 'MSTsc.exe’ v3 cnucka?

QK Ormena

PrucyHOK 67 - IlogTBepXKaeHVe yaajleHUs 3JIeEMeHTa CIIMCKa
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Y10o0Bl 3aMEHUTL OOUH MOMYJIb OPYTUM, BHIOEPUTE MOMYJ/Ib B CIUCKE, HAXXKMUTE
KHOIIKY «M3MeHUThb» M B CTaHOAPTHOM OHajiore OTKPHITUS (aiiia BEIOEPUTE HOBHIM
HUCIIOTHSIEMBIA MOIYIb.

BBl MOXKeTe TaKXe OTpelaKTUPOBATh UMS HMCIOJIHSIEMOT0 MOMYJISI BPYYHYIO - OIS
3TOTr0 BHIOEPUTE MOAY/Ib B CIIMCKE M €Ilé pa3 HaXXMUTEe Ha HEero «MhIbio» (Pucy-
HOK 68).

Kondwrypauwma TLS @
Mcnonezoeate TLS ons nporpamMmM M= cnvcka:
|[Explore.exe NoGaenTe
Chrome.exe
Yoanute

MSTsc.exe

l MamMeHnTL ‘

Moonepxueate yeTapeewne CK3M
[ | TpecoBaTh pacumpeHHIA MacTep-cekpeT no RFC 7627

TpeGoeaTtk GezonacHoe nepenoaknoyeHne no RFC 5746
[ |MrHopupoeaTts cnucok BnanensLee cepTudmkaTtos LIC
[ | MrHopupoeaTs npeaynpexneHus o6MeHa B npoTokone TLS

HacTpofku KNIMEeHTCKMX NPUNOXKEHWA

OBAz2aTensHO CTPOMTE LIENOYKY ANA CEpTUdMUKaTa cepeepa
OBAzaTensHO NPOBEPATE HA OT3LIE LIENOYKW ANA CEpTUGMWKaTa CepBepa
Mouck cepTudgmkaToe npomMexyTouHs LIC m CAC B Toukax pacnpocTpaHeHus

HacTpoiku cepBepHBIX NpUNOXeHWA

MrHopwpoBaTk GesonacHoe nepenoaknoyeHne no RFC 5746

[ OK ] l OTMeHa

PucyHok 68 - PyuyHOe peakTUpoOBaHUE 3JIeMeHTa CIIUCKa

3aKOHYUB pegaKTUpPOBaHUE, HaXKMHUTEe KiaBuIlly «Enter».

KpomMme pemakTupoBaHUS COUCKa UCIONMHAEMBIX Moayie, TLS MOHUTOP MO3BOJIS-
€T BBIIIOJIHUTH CJIEAYIOIINe HaCTPOUKHU MOy s mogaepkKu TLS (Oi1s uX BEIIIOJTHEHUS
TpeOyIOoTCsI IpaBa JIOKAJILHOTO afMUHUCTPATOpPAa, OJIsI BCTYIIJIEHUS UX B CUITy TpeOy-
eTCs Ilepe3arpys3Ka):

— TpeboBaTh pacCIIUpPEHHBIN MacTep-cekKpeT 1mo RFC 7627 - maHHas OMIINS MOXKET
OBITH HACTPOEHA KakK MJIsi CePBEPHOM CTOPOHEI, TaK M [OJIsS KJIMEeHTCKoM. Ecnu manHas
OIIIXS BK/IIOUEHA, TO BEHIYKCJIEHHBINM MaCTeP-CEKPeT Ipu co3maHnuu HOBOU TLS ceccuu
OymeT yCIOXKHSTHCS C YY4ETOM yKe OTIIPaBJIEHHBIX U IOJIyYeHHBIX JaHHBIX IIEPET0BO-
poB B cooTBeTCcTBUU ¢ RFC 7627. BKtoueHUe JaHHOU OIIIMU BO3MOXKHO TOJIBKO IIPU
KCIIOJIb30BAaHMU HOBOU pean3aluu IpoTokoysa TLS B COOTBETCTBUM C peKOMEHOallu-
aMu TK Ne26;

— TpeboBaTh Oe30macHoe nepenogkimoderue mo RFC 5746 - gaHHAasI ONIIUS MOXKET
OBITH HACTPOEHA KakK MJIsi CEPBEPHOM CTOPOHEI, TaK M [OJIsS KJIMEeHTCKoM. Ecnu manHas
OMIIMS BKJIIOYEHA, TO BCe MEePEemoaK/II0YeHUs 10 CO3TaHui0 HOBOU TLS ceccuu, BHI-
TIOJTHSTIOIIMECST B KOHTEKCTE y2Ke cyIecTByoliel TLS ceccun, OynyT BKIIo4YaTh B ce0s
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Kpunrorpaduyecku cBsi3biBatoiiue TLS pacmupenusi. [Ipu 9ToM, eciu 10 KaKOU-TO
IpUYMHE Kpunrorpadudyecku cBs3biBatome TLS pacmupeHuss oTCyTCTBYIOT, TO Tie-
penonkinideHne OyneT HeBO3MOKHO;

— UTHOPUPOBATh CIUCOK BiamenblieB cepTudukatoB LIC - maHHasA OIMIIMSA MOXKET
OBITH HAaCTPOEHa KakK [JI CEPBEPHOM CTOPOHHI, TaK U IOJIs KIMEHTCKOU. [Ipu ayTeHTH-
(uKkauu Ki1rMeHTa Ha OCHOBaAaHUM ero cepTuduKaTa cepBep ITOCHIJIaeT CIIMCOK UMEH
BiagenblieB cepTudukaToB LIC (CIUCOK UMeEH U3gaTeiell), KOTOphle pa3pelleHt] B Ka-
4yeCcTBe u3aaTresiell cepTu(duKaToB KJIMeHTOB. KJIMeHT XKe, CO CBOel CTOPOHEI, IIPOBe-
psieT Halu4uue UMeHU u3aaTesisd cepTuduKaTta cepBepa B 9TOM cnucke. Eciu manHas
OIIIMS BKJIIOUEHa, TO OTPUIlaTeIbHBIM pe3yIbTaT IIOMCKa UMEHU U3daTeNnss cepTudu-
KaTa B CIIMCKe UMeH u3naTtesed 0ygeT npourHopupoBaH. [1o yMom4aHUIO OTPHUIlaTEITh-
HBIM pe3yJbTaT IMOMCKa MMEeHU uU3JaTens cepTudHuKaTa B CIMCKe MMEH H3gaTenen
IIPUBOJUT K OMIMOOYHOMY 3aBEPIIEHUIO IPOLeaypPhl ayTeHTUDUKAIINY;

— UTHOPUPOBATH NpenynpexkaeHus ooOMeHa B IpoTokosie TLS - maHHas OMIus Mo-
XKeT OBITh HAaCTPOEHa KaK [IJIsI CEPBEPHOM CTOPOHBI, TAaK M IJIsI KIMEHTCKOM. Ecmu
OaHHas OIIIMS BKJIIOYEHAa, TO BCe mpemynpexmaeHus ooOMeHa B nportokone TLS (TLS
Alerts) OyOoyT nmpourHOpPUpPOBaHLL. [To yMOM4YaHUIO TONyYeHNE IIpeaynpexXaeHus o0-
MeHa B IpoToKoyie TLS mpuBOOUT K OIIMOOYHOMY 3aBEPIIEHUIO 3TOT0 0OMeHa;

— 00sI3aTeJIbHO CTPOUTH IEINOYKY IJis cepTudUKaTa cepBepa - JaHHas OMIIUS MO-
KeT OBITh HaCTPOEHAa TOJIBKO JJIsT KIMEeHTCKOU CTOPOHEI. ECJi maHHas OmIus BKITI0OYe-
Ha, TO IIOCTPOEHUE U IIPOBEPKaA ILIETIOYKU cepTUudUKaTa cepBepa OyaeT BHIIOITHATHCS
0€e3yCJIOBHO, HE3aBHUCUMO OT ITOBEAEHUS KJIMEHTCKOTO IIPUIokKeHus. B aToM ciydae,
pu ommOKe IMMOCTPOEHUS UIH IIPOBEPKU 1IEIIOYKU cepTudUKaTa cepBepa, 3alUuIlleH-
HBIY KaHaJl CBSI3U MEXOY KJIMEeHTOM U CEPBEPOM yCTAaHOBJIEH He OyeT;

— 00s13aTeJIbHO ITPOBEPSITH Ha OT3BIB IEIIOYKU cepTUudUKaTa cepBepa - JaHHas OIl-
1T MOXKeT OBITh HaCTPOEHA TOJIBKO IJIsI KIIMEHTCKOUM CTOPOHLI. Ecu maHHAS OMIUS
BKJIIOY€HA, TO IIPOBEPKA MOCTPOEHHOU IeIOYKHU cepTUu(UKaTa cepBepa Ha aHHYJIUPO-
BaHUe/IpeKpallleHre OelcTBUS OyoeT BHIIOIHATHCSA 0e3yCII0OBHO, HE3aBUCHUMO OT TI0-
BeeHUs KIIMEHTCKOTO ITPUJIOKEHU . B 3TOM city4dae, mpu omnOKe ITPOBEPKU IIETIOYKHU
cepTudurKaTa cepBepa Ha aHHYIMPOBaHMWE/IPeKpallleHrue OeNCTBUS, 3allUIleHHBIN
KaHaJl CBSI3U MeXK[y KJIMEHTOM M CEPBEPOM YCTAaHOBIIEH He OyOeT;

— TIOUCK cepTudukaToB mpoMexkKyTOo4dHBIX LIC 1 CAC B TOYKax paciIpoCTpPaHEHU -
OaHHas OIS MOXKeT OBITh HaCTPOeHa TOJILKO [OJIsSI KIIMeHTCKOM CTOPOHEI. Ecru maH-
Hasl ONIIUS BK/IIOYEHa, TO IPU MOCTPOEHMUM ILEeNOYKU cepTUudukara cepBepa OyOer
pa3pellieHa 3arpy3ka HeoO0xoguMbIx cepTudukaToB npomexyTtounbx 1IC u CAC mo
CeTU U3 WX TOYEK pacCIpoCTpaHeHUSs, He3aBUCUMO OT IIOBEeOEeHUs KJIMEHTCKOI'O IIPU-
JIOXKEHUS.

— UTHOPUPOBAThL Oe3omacHoe Iepemnogkiaouenre 1o RFC 5746 - maHHas OIIUSA
MOXKeT ObITh HaCTPOeHa TOJIBKO [IJII CEPBEPHOM CTOPOHHI. ECJiu maHHas1 OIITUs BKITIO-
YyeHa, TO cepBep OymeT UTHOPUPOBAThH BCe KpUIITOTpaduyuecku cBsi3biBaiomniue TLS
pacIIupeHusi, IOChIJIaeMble KIUEeHTOM. TakKuM o0pa3oM, BKIIIOUEHHE TaHHOM OIINU
6JIOKMPYyeT BO3MOXKHOCTH 0€30I1aCHOTO ITEPENOAKITIOUEHU .

ITpumeuarue - [JasA uameHeHus onuyuli mpebyemcs Haau4yue npas A0KA/AbHO20
adMuHucmpamopa. HameHeHus scmynarom 8 cuay nocje nepes3azpy3ku Komnvrome-

pa.
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IIEPEYEHBb COKPAIIIEHUN

IlaT4yuk CiIly4YauHBIX YUCeIl

Kpunrtorpadpudeckas 3amuTa “HGOpMaILuu
OnepanuonHasa cucteMa (Operating System)
[IporpaMMHBIM KOMIIJIEKC

[IporpaMmMHOe obecrieueHure

Cnucok aHHynumpoBaHHBIX cepTudukatoB (Certificate
Revocation List)

CpepncTBo Kpuntorpadguieckou 3aldThl UHQOpMaIluu
LHentp ceptudukanmu (Certification Authority)
OyHKIMOHAIbHEINU KJII0UE€BOU HOCUTEb

OnekTtpoHHasa noanuck (Digital Signature)
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