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1 BUBJINOTEKA IMIPUKJIAJTHOT'O ITIPOT'PAMMHOI'O HHTEP®EMCA
PABOTBI C CEPTU®PUKATAMMU JJISA BPAY3EPOB GOOGLE CHROME, MOZILLA
FIREFOX, OPERA

1.1 Ha3zuauyenue

bubnmoreka mpuKIaaHOTO MPOrpaMMHOTO HHTEp(deiica paboTel ¢ cepTudukaraMu it Opayse-
poB Google Chrome, Mozilla Firefox, Opera (zance — 6ubanoreka miu 6udauorexka API) siBisercs co-
craBHOi yacThio BAMB 00134-06 «IIporpammusiii kommieke "Browser plug-in mis CKAJl Curnary-
pa"» (manee — I1IK Web Plugin) u obGecnieunBaer GyHKIMU ayTeHTU(UKAIIMUA B COOTBETCTBUH C PEKO-
Mergamusimu X.509, anekrponHoii moamucu (O11) mo 'OCT P 34.10-2001, 'OCT P 34.11-94, TOCT P
34.11-2012 u mudposanus mo 'OCT 28147-89.

Ilpumeuanus

1 ITIK Web Plugin pabomaem noo ynpasnenuem OC Microsoft Windows (kax 32-6ummnuix - X86,
max u 64-o6ummueix - X64), 6 3asucumocmu om 8vib60opa noavzosameins npu ycmaroske 110 ¢ nepedamou-
Ho2o nocumens. Ilepeuenv OC, 6 komopuix (ynxyuonupyem ITK \Web Plugin, npuseden 6 doxymenme
BAMB.00134-06 30 01 «/Ipoepammmuviii komnaexc "Browser plug-in ons CKA/l Cuenamypa". @opmy-
JAPY.

2 Ilpu ucnonvsosanuu orounvix Gyuxyui I[IK Web Plugin obecneuusaem evinonnenue gynxyuii
3awugposanus/pacuugposanusn u cozoanusa/npogepku 11 nod obracmeio namamu 00bEMOM MAKCU-
mym 0o 100 Mbaim. Ipu smom OanHvle 6eruduHbl MOZYM ObIMb YMEHLUICHbL 8 3A8UCUMOCU OM Mme-
Kyuje2o UCnoIb308aHUs BUPMYATbHOU NAMAMU Opay3epa.

3 Ilpu ucnonvzosanuu nomoroswvix ¢ynxkyuti ITK Web Plugin obecneuusaem evinonnenue
@ynxyui 3awugposanus/pacuudposarus u cozoanus/nposepku 11 nod obracmuio namsamu 6e3 ozpa-

HUYeHus 0owe2o oovema.

Peanuzanus kpunrorpapuieckux (yHKIUM, JOCTYNHBIX mocpeacTBoM oubnunoreku API, oc-

HOBaHa Ha UCIIOJIb30BaHHUH KpI/IHTOFpa(I)I/I‘-ICCKOFO sapa.

bubmmoreka obecrieunBaeT oOpalleHne K CISAVIOINM () VHKIIASIM:

— 3amu¢poBaHe U pacmrdpoBaHue 00JaCTH NaMSTH;
— co3ganue DII obmacTu naMsTH;

— nposepka DIl obmactu mamsTu;

— ynanenue DI u3 obmactu namary,

— BbIpabOTKa XelI-3HaYEHUs 7151 00JIaCTH NaMsITH;

— TpeobpazoBaHUe OTICICHHON U coBMenIeHHOH OI1;
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— co3ganue Ol Xam-pyHKINN TaHHBIX;

— nposepka Il xem-GpyHKIIUKA TaHHBIX;
1.2 XapakTepucTHKH OMOJHOTEKH

B xauectBe anroputma JII ncnonb3yercs acummeTpuyHblid BapuaHT Jll, a uMeHHO KpunTocu-
CTeMa C JIByMs KJIIOUEBBIMU 3JIEMEHTAMHU — OTKPBITHIM (OOIIEJOCTYIHBIM) M 3aKPBITHIM — COIJIACHO
I'OCT P 34.10-2001 u I'OCT P 43.10-2012. {ns popmupoBanus Xx31I-PyHKIIUHA COOOMIEHUS HCTIOJb-
3ytotcst anroputMmel cornacHo 'OCT P 34.11-94 u TOCT P 34.11-2012. ludppoBanue uHGOpMAITUN

Beinonusercs cornacuo [OCT 28147-89.

1.3 Hcooab3oBaHue OUOJIHOTEKH

1.3.1 YciaoBusi, He00X0AMMBIE /151 HCII0JIb30BAHUA OMOJIHOTEKH

[Tpu ncrnonp3oBanu OMOIMOTEKN HEOOXOINUMO COOIIOIEHUE CIAEAVIOIINX YCIOBUM:

— OubnuoTeka mpeaHa3HauYeHa JUTs UCIIOIb30BAHKS B Web MPHIIOKCHUAX, HAITMCAHHBIX C HC-
H0JIb30BAaHKEM sI3bIKa MPOTrpaMMupoBans JavaScript;

—  Web npuiioxeHHsi HalTMCaHHBIC C UCIOJIb30BAHUEM OMOJIMOTEKH NpeTHA3HAUCHBI IS HC-
noJjp30BanHus B Opayzepax Google Chrome, Mozilla Firefox u Opera ¢ ycranosienusim [TK
Web Plugin.

1.4 Onucanme JaHHBIX

1.4.1 KoHcTaHTHI

3anoaHennble nmoJs cepruduxara (Ilpororuna Certificate)
veert. FIELD SERIAL = (1 «0)
ITone ¢ cepuiiHBIM HOMEPOM.
veert. FIELD_ISSUER = (1 « 1)
[Tone w3natens ceprudukara.
veert. FIELD _SUBJECT = (1 « 2)
[Tone Bnanenbla cepTuduKara.
veert. FIELD NOTBEFORE = (1 « 5)
[Tone ¢ naroit Hayana AecTBUs cepTUUKaTa.
veert.FIELD_NOTAFTER = (1 « 6)
[Tone ¢ paroif okOHYaHUA ACUCTBUS cepTU(dUKaTa.
veert. FIELD KEYUSAGE = (1 «7)
[Tone ¢ BO3MOXHOM 00J1aCTHIO MPUMEHEHHS cepTuduKara.

veert. FIELD ISSUERALTNAME = (1 «8)
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[Tonie c anpTepHATUBHBIM UMEHEM H3J1aTeNsl cepTU(HUKaTa.

veert. FIELD SUBJECTALTNAME = (1 «9)

[Tone ¢ anpTepHATUBHBIM UMEHEM BIIa/IeNbla cepTU(UKATA.

veert. FIELD EXTKEYUSAGE = (1 « 10)

[Tosns ¢ pacipeHHOM 00JIACTHIO UCTIONB30BAHUS KITHOYA.

veert. FIELD POLICY = (1 « 11)

[Tons ¢ monuTHUKaMU UCOIB30BaHUS cepTUUKATA.

veert. FIELD EXTENSIONS = (1 « 12)

[Tonst ¢ pacMpeHUsIMU CepTHHUKATA.

veert.FIELD _NOTBEFOREPRIVATE = (1 « 13)

[Tone ¢ naroif Hayana AECTBHS 3aKPBHITOTO KJII04a cepTudukaTta.

veert. FIELD NOTAFTERPRIVATE = (1 « 14)

[Tone ¢ maroif OKOHYaHMS AEUCTBHS 3aKPHITOTO KiItoUa cepTudukara.

veert. FIELD KEYID = (1 « 15)

[Tone ¢ unenTU(UKATOPOM KIIFOUA, COOTBETCTBYIOMIETO CepTU(UKATY (MOKET HCIOJIb30BAThCA
JUTsl YHUKQJIBHOTO BBIOOpa cepTudukara).

veert.FIELD_CERTENCODED = (1 « 16)

Ceprudukar B8 DER-koaupoBke.

veert. FIELD CERTHASH = (1 « 17)

Xoam1 ceprudukara (MOXKET UCTIOIB30BATHCS IJIs1 YHUKAJIBHOTO BEIOOpa cepTHdUKATA).

veert. FIELD ALGORITHM = (1 « 18)

ANTOpUTM OTKPBITOTO KIFOYa cepTU(HUKaTa (MOXKET MCIOIb30BATHCS NMPH paboTe C HECKOJIbKU-
MU KpUNTOrpauueCKUMHU CUCTEMAMHU ).

vcert.FIELD_ALL = (FIELD_SERIAL | FIELD_ISSUER | FIELD_SUBJECT |
FIELD_ISSUERUID | FIELD_SUBJECTUID | FIELD_NOTBEFORE | FIELD_NOTAFTER |
FIELD_KEYUSAGE | FIELD_ISSUERALTNAME | FIELD_SUBJECTALTNAME |
FIELD_EXTKEYUSAGE | FIELD_POLICY | FIELD_EXTENSIONS |
FIELD_NOTBEFOREPRIVATE | FIELD_NOTAFTERPRIVATE | FIELD_KEYID |
FIELD_CERTENCODED | FIELD_CERTHASH | FIELD_ALGORITHM)

Bce nons ceprugukara.

vcert.FIELD_ALGORITHM_OID_FORMAT = (1 « 31)

Bo3zBpamars anroput™ oTKpeITOro Kiroua ceptudukara kak OID B TekcToOBOM BHIE

BuTtbl BO3MOKHBIX 00J1aCTeH MCIMOJIb30BAHHUS OTKPBHITOIO KJ04Ya ceprudukara:

veert. KEYUSAGE DIGITAL SIGNATURE = (1 «0)
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Hcnonp3zoBanue misg Beraucienus OI1.

veert. KEYUSAGE NON_REPUDIATION = (1 « 1)

HeotpekaeMocTsb.

veert. KEYUSAGE_KEY_ENCIPHERMENT = (1 «2)

Hcnonp3oBanue a1 UQGpOBaHUS CECCHOHHOTO KITIOYA.

veert. KEYUSAGE_DATA_ENCIPHERMENT = (1 « 3)

Hcnonb3oBanue 11 mUppoBaHus JaHHbBIX.

vcert KEYUSAGE_KEY_AGREEMENT = (1 « 4)

Hcnonbs3oBanue [71s1 BHIOJHEHUSI COTJIAMICHUSI O KITFoUax (BhIPaOOTKM CECCHOHHOTO KITI0Ya).

veert. KEYUSAGE_KEY_CERT_SIGN = (1 « 5)

Hcnonk3oBanue i noanucu ceptudukaToB (ycTaHoBieH B ceptudukarax Llenrpa Perucrpa-
un (LIP) u Llentpa Cepruduxanuu (LC)).

vcert KEYUSAGE_CRL_SIGN = (1 « 6)

Hcnonb3oBanue i MOAMUCH CIHCKOB 0TO3BaHHBIX cepTudukaroB (COC) (ycTaHOBIEH B cep-
tudukarax [P u LIC).

vcert KEYUSAGE_ENCIPHER_ONLY = (1 «7)

Wcnonb3oBanue 1uist TOJABKO A 3alIM(POBaHUS TaHHBIX (IIPU YCIOBUU BHIPAOOTKU CECCUOHHO-
ro KIfo4a).

veert. KEYUSAGE_DECIPHER_ONLY = (1 « 8)

Wcnonb3oBanue A TOIBKO AJISl pacliM(PpOBaHUS JaHHBIX (TIpU yCIOBUM BBIPAOOTKH CECCHUOH-

HOTO KJTI04a).

Oo0mme ¢uarn kpunrorpagpuuecKux QyHKIUIA:
veert. FLAG PKCS7=(1«0)
®opmar coobmienuss PKCS#7.

Oomme ¢uarn ¢QyHkuuii BbluuciaeHusi/mposepku Il (mpororumos SignParam n
VerifyParam):
veert. FLAG DETACHED =(1 « 1)

Coo0mienne B popmare ¢ OTCOETUHEHHOM MOAMUCHIO.

@Djiarv HHUIUAJIU3AIUHI (TOJIBKO NPH UCIO0JIb30BaHUM JOKaIbHOTr0o CK3H):
Hcnons3ytores Tonbko npu padote ¢ gokanbHbiM CK3U B dyHkInu veert.initialize()

veert. FLAG_INIT_NOCRLUPDATE = (1 « 0)
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He BbINONHATH aBTOMaTHuYeCKOEe OOHOBJIEHME CIMCKAa 0TO3BaHHBIX ceprudukatos (COC) npu
MHULMATA3ALUH.

veert. FLAG INIT CHECKEXPIRED = (1 « 1)

[Toka3piBaTh OOBEKTHI ¢ MUCTEKAIOIIUM CPOKOM JEHCTBHA NMpH MHUIMaIM3auuu. [Ipu 3amaHum
JaHHOTO (Iara MPOU3BOAMTCS MOMCK pabovero cepTu(ukara ¢ UCTEKAOIIUM CPOKOM JICHCTBUS 3aKpPbI-
Toro kioua, u ucrekaromux ceprudukaroB L{C u COC. MaTepBasibl HCTEUCHHUsS] 0OBEKTOB 33AI0TCS B
kimoye Peectpa HKEY CURRENT_USER\SOTWARE\Validata\zcs. 3nauenune TimeWarnExpiredCert
tuna REG_DWORD ykasbiBaeT WHTEpBalI UCTEYCHHUS 3aKPHITOTO KJII04a paboyero cepThu(UKaTa HiH
cepruukaroB [[C B muax (mo ymomuyanmro — 30 mueit). 3nauenme TimeWarnExpiredCrl tuma
REG_DWORD yxka3biBaet untepan ucteueHuss COC B qusx (1o ymondanuto — 14 nueit).

veert. FLAG INIT NOLDAP = (1 «2)

He ncnons30BaTh ceTeBOM CIPAaBOYHHK IPH ITOUCKE CEPTHUPHKATOB.

veert. FLAG INIT NOSAVECACHE = (1 «5)

He cOpacbiBaTh 00BEKTHI U3 K311a B JIOKAIBHBIM CIIPABOYHUK IPU JEMHULUMAIN3ALUN KOHTEKCTa
OMOIMOTEKH.

veert. FLAG _INIT REGISTRY = (1 « 6)

Hcnonb3oBare npoduin CrnpaBoyHuKa cepTHpHUKaTOB U3 Peectpa BMecTO KOH(UTYPAllMOHHOTO
¢aiina pkil.conf.

veert. FLAG INIT FORCE CACHE CERTS =(1 «7)

[IpuHYaUTENBEHO KAIMPOBATh CEPTU(PHUKATHI, MpeqHa3HAYECHHbIE I MHU(PPOBaHUS, TPU UHUIHU-
anu3alyi KOHTeKCTa OMOInoTeKu. JJaHHbIN (uiar HoaAepKUBACTCS TOIBKO AJIs JIOKATbHBIX CIPABOYHHU-
KOB, pacnoyiokeHHbIX B xpaHwiuiie ODBC, npu BBIOIHEHNUH CIEAYIOIUX YCIOBHIA:

— HeoOXOJMMO YCTaHOBUTH 3HaueHue mapamerpa PKiODBCUseMars (tuna REG\DWORD)),
pacrnionokeHHoro B kimoue Peectpa HKCU\SOFTWARE\Validata\zpki\Parameters, B 1,

— s DSN nokanbHOTO cnpaBouHMKa HeoOxomumo wucronb3oBath ODBC npaiiBep SQL
Server Native Client;

— nana DSN noxanbHOro copaBOYHMKa HEOOXOJUMO YCTaHOBHMTH 3HAU€HUE MapaMmerpa
Mars_Connection (tuma REG_SZ), pacmomnoxxenHoro B  kimoue  Peectpa
HKCU\SOFTWARE\ODBC\ODBC.INI\<DSN>, B Yes.

veert. FLAG_INIT_ALLOW_RA_IN_CHAIN = (1 « 8)

Paszpemuts Hanmume ceprudukara u COC I[P B xauecTBE MPOMEKYTOUHBIX OOBEKTOB B Iie-

IIOYKE IIPH €€ ITPOBEPKE.
veert.FLAG_INIT_LDAP_CHAIN_SEARCH = (1 «9)
Pazpemmnts BeimonmHeHne oucka ceprudukaroB npomexyrounsix [[C u COC B ceTeBoM cripa-

BOYHUKE IIPU IOCTPOEHUU LIEITOYEK.
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veert. FLAG_INIT_USE_AIA_CDP = (1 « 10)

Pazpemuts noctym k Toukam AIA u CDP nns 3arpysku ceprudukaroB npomexyrounsix L[C u

COC npu nOCTPOCHUM TIETTOYEK.

veert. FLAG_INIT_SILENT_KEYLOAD = (1 « 11)
He BbI1aBaTh moJib30BaTeIbCKUN HHTEP(DENC IPH 3arpy3Ke 3aKPBITOTO KITF0YA.
veert. FLAG_INIT_VERIFYCONTEXT = (0x80000000)

3arpy3ka KOHTeKcTa 0e3 JocTyna K 3aKpbhiToMy Kitouy. [Ipu 3ToM OyAyT BBIIOTHATHCS TOJIBKO

¢byHKIMH, HE TpeOyromue padoThI C 3aKPBITHIM KIIFOUOM (X3IIupoBaHust, npoBepku JIT).

®aaru pynkuuii Bprauciaenus Il (mpororuna SignParam):
Ucnons3yrores guiaru FLAG PKCS7 u FLAG_DETACHED
veert.FLAG SIGN_SENDCERT = (1 « 3)

J106aBUTh CBOM CepTH(HKAT B MOAMKCAHHOE cOoOIeHHe (TpH ucmob3oBanuu PKCS#7).

®aaru pyakuuii nposepku I (mpororuna VerifyParam):
Ucnonesytores ¢pnaru FLAG PKCS7 u FLAG_ DETACHED
veert. FLAG _VERIFY DELSIGN = (1 «2)
VY nanute noanuce npu nposepke JI1.
vecert. FLAG_VERIFY KEYUSAGE = (1 « 3)
[IpoBepsTh UCOIB30BaHUE KiItOUa cepTUdUKATA.
vcert. FLAG_VERIFY _POLICY = (1 « 4)
[TpoBepsTh NOTUTHKY CepTH(HUKATA.
veert. FLAG _VERIFY EXTKEYUSAGE = (1 «5)
[IpoBepsTh pacuIMpeHHOE UCIIOIb30BAaHHUE KITIOYA.
veert. FLAG _VERIFY MINSIGNS = (1 « 7)
[IpoBepsTh MuUHUMaNbHOE KONMHuecTBO 1.
veert. FLAG_VERIFY NOTIMECHECK = (1 « 10)

He nposepsts Bpemena neiictBust ceprudukatoB 1 COC. Jlanublil (puar nmo3BossieT n30exarb

MPOBEPKHU CPOKOB JieicTBUs cepTudukaroB u COC mpu MOCTPOSHUH LIETIOUYKHU cepTUu(UKaTa OTIpaBUTe-

JId.

veert. FLAG VERIFY NOCACHECERT = (1 « 11)
He no0GaBnaTh aBTOMAaTHUECKH HalICHHBIC CePTU(HUKATHI U3 COOOIICHHS B CIIPABOYHUK.
veert.FLAG_VERIFY_NOATTACHEDCERT =(1 « 12)

He ucnone3oBath ceprugukarsl u3 cooduienus B popmare PKCS#7.

veert. FLAG VERIFY USEREVTIME = (1 « 13)
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Hcnonws3oBatek Bpems oT3biBa ceptudukara uz COC npu npoBepke HernoYKy.
vcert. DELETE_ALL_SIGNS = (-1)

V naauTh Bce HOIIMUCH.

®aaru pyHKIUI BbINoOJHeHus 3amposanus (mporortuna EncryptParam):

Ucnonszyercs paar FLAG PKCS7

veert. FLAG_ ENCRYPT REMOTE = (1 «2)

HckaTh cepTu(uKaTel mojayvareneld B CETEBOM CIPABOYHUKE CEPTHPHUKATOB.

veert. FLAG ENCRYPT NOTIMECHECK = (1 « 4)

He npoBepsth BpemeHa 1eicTBUsI cepTuduKaTa noryyaTess.

veert. FLAG_ ENCRYPT NOVERIFY = (1 «5)

He nipoBepsiTh 1€MCTBUTENHHOCTD CepTU(UKATA TTOTydaTETIs.

vcert. FLAG_ENCRYPT_ADD_LDAP2LOCAL = (1<<7)

Jl06aBnsATh cepTUUKAT MoyyaTess, HaliICHHbII B CETEBOM CIPAaBOYHUKE, B JIOKAJIbHBIN CIipa-
BOUHUK. JlaHHBINA (uar nefcTByeT TOJIBKO Ul MOKMCKa CepTH(UKATOB MOydaTeneld 1Mo yHUKAIbHOMY
KpUTEPUIO (M3/1aTENI0 U CEPUMHOMY HOMEPY, HACHTU(HHUKATOPY KII0Ua WIIH X311y CepTU(HUKATA).

veert. FLAG ENCRYPT NOKEYTIMECHECK = (1 « 8)

He npoBepsTh BpeMeHa 1eHCTBHS 3aKPhITOTo Kitoya cepTu(uKaTa moxydaTes.

veert. FLAG_ENCRYPT_PARTIAL_SUBJECT = (1 « 9)

[Ipu ycranoBke naHHOTO (hjara MOUCK CEPTH(PHUKATOB IOJIydaTenel 3amundpoBaHHOTO coooIe-
HUS Tpou3BoauTCs 1o yacTu X.500-uMeHu Biasienplia, T.e. moje subject mabnona ceptudukaTa cuuTa-
eTcs 3aloJHEHHBIM YacTU4HO (Harmpumep, «OU=7395399001»). Takoif mOMCK MOIAEPKUBAETCS TOIBKO
IUIS JIOKAJIbHBIX CIIPAaBOYHUKOB, pacrnojoxkeHHbIX B xpanwinnie ODBC, a takke s K31a U 1718 ceTe-
BBIX CIIPAaBOYHHMKOB (JIJIs1 CETEBBIX CITPABOYHUKOB TIOMCK BBIMONHACTCS Mo aTpuOyTy VASubjName).

Ilpumeuanue - [annviii mun noucka 6binoIHAEmMcs MeOJeHHO, NOCKONbKY He Mo2ym Oblmb UcC-
NONIb306aHbL UHOEKCHl JOKAIbHLIX CHPABOYHUKOS, pacnonodcennvix 6 xpanunuwe ODBC, u cemegbix
CNPABOYHUKOS.

vcert. FLAG_ENCRYPT_IGNORE_CACHED = (1 « 10)

He BBIMONHATH MOUCK Cpeu KIMIMPOBAHHBIX OOBEKTOB.

veert. FLAG_ENCRYPT_IGNORE_LOCAL = (1 «11)

He BBINONHATH OUCK B JIOKaJIbHOM CIIPABOYHUKE.

veert. FLAG_ENCRYPT_SUBJECT_ATTRIBUTE = (1 « 12)

IIpu ycraHOBKe JaHHOTO (pyiara NOUCK CEPTU(HHUKATOB MOTydaTesel MO MOJHOCTBIO 3alaHHOMY
X.500-umMenn Biasesblla B CETEBBIX CIPABOYHHMKAX BBIMOJIHACTCS 1Mo atpudyty vdSubjName, a we mo

arpuOyty distinguishedName. [lanHbIil MeXaHU3M TO3BOJISICT HAXOAUTH CEPTH(MUKATHI MOTyJaTeNeH B
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CETEBBIX CIPABOUYHMKAX HE3aBHCHMO OT UMEH KOHTEWHEPOB, B KOTOPHIX OHU (DAKTHUECKU PaCIIOIONKe-
HBL.
@garu pyHkuuii BbinosiHeHus: pacumdpoanus (npororuna DecryptParam):

Ucnonszyercs puar FLAG PKCS7

veert. FLAG DECRYPT NOCACHE = (1 « 1)

He xommpoBare HaiiieHHBIH cepTU(UKAT OTHPaBUTENS (TOJIBKO MPH HCIOJIB30BAHUU HEAHO-
HHUMHOTO MU(POBAHUSA).

veert. FLAG DECRYPT NOCRLCHECK = (1 « 2)

He nposepste Hanmune ceprudukarta ornpasutenss B COC (TONBKO MPU UCTIOIH30BAHUU HEAHO-

HHUMHOTO IU(POBAHUSA).

®aaru pyHkuumn norcka ceprupukaros (mpororuna FindParam):

veert. FLAG FIND MY = (1 «0)

HckaTh TOJIBKO cepTUUKATHI, U KOTOPBIX €CTh 3aKPbIThIN KIIF0Y (KCIOJIb3YyeTCs AJIS MoJlyde-
HUs MHOPMAIIMHU O «CBOEM» cepTH(UKaTe MpH UCHoinb30BaHuHK JokansHoro CK31).

vecert. FLAG _FIND REMOTE = (1 « 2)

Hckatp Takke B ceteBoM cripaBounuke (aupektopun LDAP) (o ymomuaHuio MOMCK TPOU3BO-
JUTCS TOJBKO B JIOKATBHOM CIIPAaBOYHUKE).

veert. FLAG_FIND_SELECTUI = (1 « 3)

[TokasbiBaTh auanor BeiOOpa cepTu(uKara Npyu HaxXOKJICHUH HECKOJIBKUX CepTU(PUKATOB (TOJIb-
KO IPH UCTIONb30BaHkHu JiokansHoro CK3U).

veert FLAG_FIND NOTIMECHECK = (1 « 4)

He npoBepsTh BpemeHa 1eicTBUs cepTuduKara.

veert. FLAG _FIND NOVERIFY = (1 «5)

He npoBepsTh 1eHCTBUTENBHOCTD cepTU(HUKATA.

veert. FLAG_FIND_ADD_LDAP2LOCAL = (1 «7)

J06aBnsATh cepTUDUKAT, HAWICHHBIM B CETEBOM CIIPABOYHHUKE, B JIOKAIbHBINA ClipaBOYHMK. J{aH-
HBIM (hiar AelcTBYeT TOJIBKO JJIs TIOMCKA CepTU(UKATOB MO YHUKAILHOMY KPUTEPUIO (M3AaTENIo U ce-
puitHOMY HOMEPY, UIEHTU(UKATOPY KIH0Ya UITH X311y cepTUdUKaTa).

veert. FLAG_FIND_NOKEYTIMECHECK = (1 « 8)

He npoBepsiTh BpemMeHa 1eHCTBH 3aKPBITOTO KiItoYya cepTuuKarTa.

veert.FLAG_FIND_PARTIAL_SUBJECT = (1 « 9)

[Ipu ycranoBke maHHOTO (hjlara MOMCK cepTHUKATOB mMpou3BoautTcs 1mo yactu X.500-umenun
BJIaJIeTIblIa, T.e. mojie Subject mabnoHa cepTuUKaTra CYMTACTCS 3alOJHEHHBIM YaCTHYHO (Hampumep,

«OU=7395399001»). Takoi MoOMCK MOAAECP>KUBACTCS TOIBKO JJIs JTOKATBHBIX CIIPABOYHHUKOB, PACIIOJNO-
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xeHHbix B xpanwiume ODBC, a Taxke /Ui K3IIa U IS CETEBBIX CIIPABOYHHKOB (IJIs1 CETEBBIX CIIpa-
BOYHHUKOB ITOMCK BBINIOJIHsIETCS 110 aTproOyTy vdSubjName).

Ipumeuanue - Jlanuvitl mun noucKa 6bINOIHAEMCs MeOJeHHO, NOCKONbLKY He Mo2ym Oblmb UC-
NOIb306AHBl UHOEKCHI JOKAIbHBIX CAPABOYHUKOS, pacnonodcenHuix ¢ xpanunuuje ODBC, u cemeguvix
CNPABOYHUKOS.

vcert. FLAG_FIND_IGNORE_CACHED = (1 « 10)

He BBIIOTHSTH MOUCK CPE KIIMIUPOBAHHBIX OOBEKTOB.

vcert. FLAG_FIND_IGNORE_LOCAL = (1 «11)

He BBINOJHSTH MOKCK B JIOKAJIBHOM CIIPABOYHHUKE.

veert. FLAG_FIND_SUBJECT_ATTRIBUTE = (1 « 12)

[Ipu ycranoBke qaHHOTO (hjara mMOMCK cepTH(PHUKATOB MO MOTHOCTHIO 3anaHHOMY X.500-umenu
BJIaJICNIbIIa B CETEBBIX CIPABOYHHMKAX BBIMOJHICTCS 1Mo atpubyty vdSubjName, a ve mo atpudyty dis-
tinguishedName. Jlanubpiii MexaHH3M IO3BOJIIET HAaXOIUTh CEPTH(UKATHI B CETEBBIX CIPABOYHHKAX

HE3aBHMCHUMO OT UMCH KOHTeﬁHepOB, B KOTOPbIX OHH q)aKTI/I‘leCKI/I PpacCIIOJIOKCHBI.

®aaru pyHkuuu umnopra (mpororuna ImportParam):

veert. FLAG_IMPORT_UI =(1 « 0)

OTtobOpaxxaTh MOJIb30BaTENLCKUN HHTEP(DENC ToKa3a 00bEeKTa MPU UMIIOPTE.

veert. FLAG_IMPORT_CERTIFICATE = (1 « 1)

Nmnopruposats cepruduxar B DER-kogupoBke.

veert.FLAG IMPORT CRL =(1 «2)

HmMnopTupoBaTh CIHCOK 0TO3BaHHBIX cepTUdukaTtoB B DER-konupoBke.

veert. FLAG_IMPORT_MY_CERTIFICATE = (1 « 3)

NmnoptupoBath cBOW HOBBIM cepTU(UKAT (C MPOBEPKOM TOCTyMa K 3aKPHITOMY KIIIOUY, COOT-
BETCTBYIOIIEMY CepTU(UKATY) U YCTAHOBUTH KaK pabouMii.

IIpumeuanue - dma onepayus He noddepicusaem napanieIbHoe (MHO20NOMo4YHoe) 8blNOIHEHUE.
s ucnonv3osanus H08020 cepmugurama Kak pabouezo HeobXo0umMo 3a8epuiums meKyuuli ceanc pa-
bomul ¢ oubnuomexoti, evizeas Gynxyuro VCERT Uninitialize.

veert. FLAG_IMPORT_UPDATE = (1 « 4)

Nmnoptupoats o6HOBieHue oT [P nmm LIC.

®aaru pyakuum 3xcnopra (mpororuna ExportParam):
veert. FLAG EXPORT Ul = (1 «0)
OTobOpaxkaTh MOJIB30BATENLCKUN HHTEP(]EC MOKa3a 00bEKTa PU IKCIIOPTE.

veert FLAG_EXPORT ASNI = (1 « 1)
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OkcnoptupoBath 00beKkT B DER-komupoBke. 1o ymomyanuto oObeKT moanuchiBaeTcs Ha pado-
yem ceprudukare B popmare PKCS#7.

veert. FLAG EXPORT NEWREQUEST = (1 «2)

CosznaTh 3ampoc Ha HOBBIN cepTU(UKAT ¢ TCHEepaIeil HOBOM KIFOYEBOM Maphl B 3aBUCUMOCTH OT
TOTO, 3aNpeIieHO UIH, COOTBETCTBEHHO, Pa3pelIeHO UCIIOIb30BaHNE MHU(POBAHUSI B TEKYIIEM paboyem
ceprudukare.

veert. FLAG _EXPORT REVREQUEST = (1 «3)

Co3math 3ampoc Ha OT3bIB TEKYILETO pabovero cepTuguKara.

vcert. FLAG_EXPORT_ETOKEN_GOST = (1 « 5)

BeimonHuTh reHepanuio 3akpeitoro kioda ¢ momorsio CK3U Kpunrollpo eToken CSP.

veert. FLAG_EXPORT_RUTOKEN_GOST = (1 « 6)

BoinonHuTh renepanuio 3akpsitoro kiouda ¢ nomoiipo CK3U Kpunrollpo Rutoken CSP.

vcert. FLAG_EXPORT_GOST_R_34 10 2012=(1«8)

BrInomHUTE TeHepaluio 3aKpeITOro Kitova s kBanudunupoBanHoro cepruduxara mo 'OCT P

34.10-2012.

®aaru pyHkuumn nposepku ceprudukara (npororuna VerifyPolicyParam):
veert. FLAG POLICY NOTIMECHECK = (1 «2)
He nposepsts BpemeHna neiictus ceprugukara/COC B 1enouke.
vcert. FLAG_POLICY_VERIFY_CRL = (1 « 5)
BoinonuaTe noctpoenue nenoyku u nposepky nonutuku COC, a He ceptudukara.
veert. FLAG POLICY NOKEYTIMECHECK = (1 «6)

He IMPOBEPATH BpEMCHA JIEHCTBUSA 3aKPBITOTO KJIKOYaA.

®aard GyHKUMH CO3AaHMS 3aMpoca Ha moJiydyeHue mrammna BpemeHu u3 Il ¢popmara
PKCS#7 (mporortuna TSPRequestParam):
veert. FLAG_TSP_REQUEST_ADD_NONCE = (1 « 1)
Jobanare cnydaitayto mockuiky (NONCE) B 3ampoc Ha mosydeHue mraMiia BpEeMEHH.
veert. FLAG_TSP_REQUEST_CERT_REQUEST = (1 « 2)
TpeboBath BKIItOUeHHE cepTUdHKaTa aBTopuTeTHOrO uctounuka (Time Stamp Authority) B 3a-

MpOCC HA MMOJTYYCHHUC ITaMIla BpCMCHHU.

®garu pynkuun Bbruuciaenus Il 3anpoca Ha mosryyeHHe mTramMna BpeMeHu (MPOTOTUIIA
TSPResponseParam):
vcert. FLAG_TSP_RESPONSE_ADD_TSA NAME = (1 « 1)
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JobGaBnate ums aBToputeTHoro ucrounuka (Time Stamp Authority) npu Beraucnenun I 3a-

IIpoca Ha IMOJIYy4YCHHE HITaMIla BpEMCHH.

®aarn ¢pynknuu nposepku JII 3ampoca Ha mosy4eHue WITaMna BpeMeHHM (MPOTOTHIIA
TSPVerifyParam):
vcert. FLAG_TSP_VERIFY_NOATTACHEDCERT = (1 « 1)

He ucnons3oBath ceptudukar uz cooduenus i nposepku OI1.

®aaru pyHkuuu GopMupoBaHHs 3aKPHITOro Kiro4ya u XML 3anpoca:
veert. FLAG_XML_REQUEST_ETOKEN_GOST = (1 « 1)
Hcnonbk3oBate 11 reHepaiuu 3akpsitoro kiroua 3anpoca CK3U Kpunrollpo eToken CSP.
vcert. FLAG_XML_REQUEST_DO_NOT_GENERATE =(1 « 2)
Coznare XML 3anpoc 6€3 reHepaiui HOBOTO 3aKPBITOTO KJIFOYA.
veert. FLAG_XML_REQUEST _RUTOKEN_GOST = (1 « 3)
Hcnonb3oBate i reHepaiuu 3akpsitoro kirouda 3arnpoca CK3U Kpunrtollpo Rutoken CSP.
veert. FLAG_XML_REQUEST_GOST_R_34 10 2012 =(1 « 5)
I'enepupoBaTh 3aKpbITHIA KIIIOY 3ampoca Ais kBanuduuupoBaHHoro ceptudukara no 'OCT P

34.10-2012.

®uarn pyHKIUH CO31aHUS NPOPUIIA 10 32JaHHOMY IYTH K CIIPABOYHHKAM:
vcert. FLAG_CREATE_REGISTRY_PROFILE_OVER = (1 « 1)
PazpemuTs nepesanuceiBaTh CyIIECTBYIOUIMNA npoduiis B PeecTpe HOBBIM MyTeM K CIPaBOYHH-

KaM.

1.4.2 TIpoToTUNbl, YHUKAJIbHO HAEHTH(UIIUPYIOIIHE cepTUPUKAT

function IssuerAndSerial (issuer, serialNumber)
H3z0amens u ceputinwiii Homep cepmughuxama.

Cocras:

— IssuerAndSerial.prototype.issuer

Wznarens (B Bume crpoku Distinguished Name (DN) LDAP, nanpumep, CN=Users, DC=x509,
DC=ru).

— IssuerAndSerial.prototype.serialNumber

Cepuiinblii HOMep ceptudukara (B Buae hex-crpoku , Hampumep, 40:00:00:01).
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1.4.3 IIpoToTunbl, oNUChIBaKIIHE cCepTUPUKAT

function AltName()

AnbrepHaTHBHOE UM (M3aTesIs WK BaJaeiblia cCepTH(HUKaTa).
Cocras:
— AltName.prototype.email Address
RFC 822 Email aopec.
— AltName.prototype.DNS
DNS aopec.
— AltName.prototype.URI
URI aopec.
— AltName.prototype.IP
IP aopec.
— AltName.prototype.organizationName
Haumenosanue opeaHuzayuu.
— AltName.prototype.registredAddress
3apezucmpuposannuiii aopec.
— AltName.prototype.surname
@.U1.0 enadenvya cepmugpuxama.
— AltName.prototype.businessCategory
JonoicHocme.
— AltName.prototype.telephoneNumber
Homep meneghona.
— AltName.prototype.description
Onucanue.
— AltName.prototype.account_number
HOMep pacdyemHozo cuema.
— AltName.prototype.bank_id
Banxoeckuii uoenmugpuxayuonnwiii Koo.
— AltName.prototype.physicalDelivery
Iloumoswiii aopec
— AltName.prototype.exchange_address
Aopec Microsoft Exchange.
function ExtKeyUsage(oid)

Pacmmpennoe ncnosp3oBaHue Kitoya cepTudukara.
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Cocras:

— ExtKeyUsage.prototype.oid

OID, uoenmughuyupyrowuti npumeHenue Kuroua cepmughuxama.

function Extension(oid,type,critical,data)
JlonosHeHue ceprudukara.

Cocras:

— Extension.prototype.oid

OID, uoenmughuyupyrowuti dononeHue.

— Extension.prototype.type

Tun oononnenus. Yucno

— Extension.prototype.critical

@Dnaz KpuMu4HOCMU.

— Extension.prototype.data

Base64-cmpoka pacuupernus 6 DER-koouposke.

function Policy(oid,org_name = null,text = null)
[TonuTuka ucnonbp30BaHus cepTuduKaTa.

Cocras:

— Policy.prototype.oid

OID, uoenmughuyupyrowuti nOIUMUK).

— Policy.prototype.org_name

Haszeanue opeanuzayuu.

— Policy.prototype.text

Texcm noaumuKu UCHOIbL308AHUsL cepmugurama.

function Certificate(fields)
Crpykrypa ceprudukara.

Cocrap:

— Certificate.prototype.fields

Cooeporcum nooumosoe UJIU mex u monvko mex koncmaum FIELD XXX, ons komopuix 6 co-
0mMBemMCcmayUUX UM NOJIAX CIMPYKMYpbl 3a0ansl 3HaveHus (Hanpumep, npu saoanuu FIELD SUBJECT
| FIELD CERTHASH 3anoanensl moavko noas subject u certHash).

— Certificate.prototype.issuer

X.500 ums uzoamens (6 suoe cmpoxu DN LDAP). [1pu 3adanuu FIELD_ISSUER ¢ noze fields.

— Certificate.prototype.serialNumber

Ceputinviii  HOMep  cepmuguxama (6  e6ude  hex-cmpoku). Ilpu  3a0anuu

FIELD_SERIALNUMBER & noze fields.
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— Certificate.prototype.subject
X.500 ums eraoenvya (6 sude cmpoxu DN LDAP). Ilpu 3a0anuu FIELD SUBJECT 6 noae
fields. Ilpu 3anonnenuu wabnona cepmuguxkama 015 BbINOIHEHUS NOUCKA (CM. Onucaumue QyHKyuu
veert.findCert()) umsa enadenvya MONCHO 3a0A6AMb YACMUYHO UIU UCHOTIL30BAMb NOOCMAHOBOUHbLE
BHAKU-MACKU «*» U «?»
® 1pU BLINOIHEHUU NOUCKA CePMUPUKAMOE 8 KIule ULU 6 TOKATbHOM CHPABOYHUKe Cepmu-
@uxamos, pacnonodxcennom 6 xpanunuuwe GDBM, oonyckaemcsa nodaeams cmpoxy,
3aNOTHEHHYI0 YACMUYHO C NOOCMAHOBOYHBIMU 3HAKAMU-MACKAMU «*» u «?» (Hanpu-
mep, «*0U=123456789,*»). B amom ciayuae 6yoem npou3eooumuvcs nepedoop 6cex
HAUOEHHbIX CepMUMUKAmMos8 Ha COOMBEMCmMeue UMeHU 81a0eibyd 3a0aHHOMY pe2yisip-
HOMY 8bIPANCEHUIO,
® npuU GbINOIHEHUU NOUCKA CEPMUPUKAMO8 6 JOKAIbHOM CHPABOYHUKE CEPMUPUKAMOS,
pacnonodxcennom 6 xpanunuwe ODBC, 6 kauwie unu 6 cemegom CnpagoyHuKe cepmuu-
Kamos, Oonyckaemcs nooaeamv CMPOKY, 3ANOJHEHHYI0 YACMUYHO (Hanpumep,
«OU=7395399001»). B omom cayuae, npu  3a0aHuu  @raeca  NOUCKA
FLAG_FIND_ PARTIAL SUBJECT, ece cepmughukamsi, Haxooauwuecs 8 CNpagoyHuxe,
0Y0ym npogepsamuvcs Ha coOOMeemcmeue 3a0aHHOMY YACMUYHO UMEHU 61a0eNbyd;
® npuU GbINOJIHEHUU NOUCKA CEPMUPUKAMO8 8 CemesoM CNPABOYHUKE CEPMUPUKAMO8 00-
nyckaemcs nooasams CMpOKy, 3aNOJTHEHHYI0 YACMUYHO U, B03MONICHO, C NOOCHAHOBOY-
HbIM 3HAKOM-MACKOLL «*» (Hanpumep, «INN=770200040698» unu
«INN=7702000406%*»). B smom cryuae 6yoem npou3go0umscs noUcK cepmu@puxamos
60 ecex konmeiinepax oupekmopuu LDAP, cooepocawux 6 ceoem Relative DN (RDN)
3a0aHHOe YACMUYHO UMS 6]1A0eNbyd, C Y4emoM, Npu €20 HAIUYUU, NOOCMAHOB0YHO2O0
3HAKA-MACKU « *».
— Certificate.prototype.algorithm
Aneopumm omxpwvimoeo koua 6 sude cmpoku. Ipu 3aoanuu veert. FIELD ALGORITHM &
nose fields.
— Certificate.prototype.notBefore
Bpems nauana oeticmeus cepmugpuxama (6 muniucexynoax, npoweowux ¢ 1 aueapsa 1970
200a GMT+0). I1pu 3a0anuu vcert. FIELD_NOTBEFORE & noze fields.
— Certificate.prototype.notAfter
Bpemsa oxkonuanus oeiicmeusi cepmuguxama (6 muiiucekynoax, npouwteowux ¢ 1 saneaps
1970 200a GMT+0). I1pu 3a0anuu vcert. FIELD_NOTAFTER 6 nouze fields.
— Certificate.prototype.keyUsage
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Ilpumenenue xnroua  (3unauenue oumos vcert KEYUSAGE XXX). [Ilpu 3adanuu
veert.FIELD KEYUSAGE 6 noxe fields.

Certificate.prototype.notBeforePrivate

Bpemsa nauana oeiicmeus 3akpvimoco Kioua (8 MuaiiucekyHoax, npoweowux ¢ 1 saneaps
1970 200a GMT+0). I1pu 3a0anuu vcert. FIELD_NOTBEFOREPRIVATE 6 noze fields.
Certificate.prototype.notAfterPrivate

Bpems oxonuanus deticmaus 3aKpvlmo20 Kuioya (8 MULIUCEKYHOAxX, npowedwux ¢ 1 ausaps
1970 200a GMT+0). I1pu 3a0anuu vcert. FIELD_NOTAFTERPRIVATE 6 nouze fields.
Certificate.prototype.issuerAltName

Anomepuamusnoe umsi  uzoamens (cm. npomomun VCert.AltName). [Ilpu 3adanuu
vcert.FIELD_ISSUERALTNAME ¢ noze fields.

Certificate.prototype.subjectAltName

Anomepnamuenoe umsa enadenvya (cm. npomomun vcert.AltName). Ilpu 3a0anuu
veert. FIELD SUBJECTALTNAME e none fields.

Certificate.prototype.keyld

Cmpoxa udenmuguxkamop xuwoua, coomeemcmeyiowezo cepmuguxkamy. Ilpu 3adanuu
veert.FIELD_KEYID 6 noze fields.

Certificate.prototype.policies

Maccus  norumux  ucnonvzosanust (cm. npomomun Vcert.Policy). [Ilpu 3adanuu
vecert. FIELD_POLICY ¢ noze fields.

Certificate.prototype.extKeyUsage

Maccus pacwupennvix ucnonvszosanuti kuoua (cm. npomomun Veert.ExtKeyUsage). Tlpu
sa0anuu Veert. FIELD_EXTKEYUSAGE ¢ noze fields.

Certificate.prototype.extensions

Maccuse  pacwupenuii (cm. npomomun vcert.Extension). Ilpu  3a0anuu
veert. FIELD EXTENSIONS 6 none fields.

Certificate.prototype.ertEncoded

Cepmugpuxam 8 DER-xoouposke 8 base64 cmpoxe. Ilpu  3a0anuu
veert. FIELD CERTENCODED & noae fields.

Certificate.prototype.certHash

Xow cepmugpuxama ¢ base64 xoouposke. Ilpu 3aoanuu veert. FIELD_CERTHASH 6 none
fields.

1.4.4. IlapameTpsbl BHINOJHEHUSA (PYHKIMH

function SignParam(flag = 0)
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[TapameTpsl Beiuncienus Jl1.
Cocras:
SignParam.prototype.flag
@nacu  (mozym  ucnonvzoseamscsi  VCert. FLAG_PKCS7, vcert.FLAG_DETACHED,
veert. FLAG_SIGN_XXX).
function VerifyParam(flag = 0, keyUsage = 0, policies = null, extKeyUsage = null,
nSignToDelete = 0, minsigns = 0, info = 0)

[Tapametps! npoBepku JI1.
Cocras:

— VerifyParam.prototype.flag
@nacu  (moeym  ucnonvzosamecs  veert.FLAG PKCS7, vcert.FLAG DETACHED,
vcert. FLAG_VERIFY_XXX).

— VerifyParam.prototype.keyUsage
Obnacmv  npumenenusi  kmoua Il (ucnonv3yemcs  moavko  npu  3a0aHUU
veert. FLAG VERIFY KEYUSAGE). Cepmuguxam(vl), ha Komopom(vix) 6binojaHeHa(Hbl)
OII, 6yoem(ym) nposepsimvcs Ha Hanuyue 3a0aHHOU 001ACMU RPUMEHEHUS.

— VerifyParam.prototype.policies
Maccue ~ noaumuxk — ucnoiv3osamusi  (UCNOIL3YEMCs  MONLKO — HpU  3A0AHUU
veert. FLAG VERIFY POLICY). Cepmughuxam(vt), na komopom(vix) evinonunena(uet) I,
6yoem(ym) nposepamuvcs HA HAIUYUE 3A0AHHBIX NOAUMUK UCNONIb308AHUS (CM. NPOMOMUN
vcert.Policy).

— VerifyParam.prototype.extKeyUsage
Maccué pacwupennvix ucnorvb3osanuil Kuoua (UCNOIb3Yemcs MoONbKO Npu 3a0anuu
veert. FLAG VERIFY EXTKEYUSAGE). Cepmuguxam(vl), Ha Komopom(viX) 6blnoaHe-
Ha(nwvl) D11, 6ydem(ym) nposepamvpcsa Ha HaIuyue 3a0AHHBIX PACUUPEHHBIX UCHOTb308AHUL
karoya (cm. npomomun Veert.ExtKeyUsage).

— VerifyParam.prototype.nSignToDelete
Konuuecmso OII ¢ konya, komopsie HeobX00umo yoaiums (UCnoIb3yemcs moavko npu 3a-
oanuu veert. FLAG VERIFY DELSIGN). /[nsa yoanenus ecex OII cnedyem ycmanoumo
pasuvim veert. DELETE ALL SIGNS.

— VerifyParam.prototype.minsigns
Munumanenoe  KoIUYECMBO DIl (ucnonvzyemcss ~ moavko — npu  3a0aHUU
vecert. FLAG_VERIFY_MINSIGNS).

— VerifyParam.prototype.info
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Tpebyemasn 6o3spawaemas ungopmayus o cepmugpuxame(ax), Ha KOMOPOM(biX) 8bINOJIHE-
Ha(nwvt) OI1.
function DecryptParam(flag = 0, info = 0)

[Tapametps pacmudpoBanus.
Cocras:

— DecryptParam.prototype.flag
@naeu (moeym ucnoavzoeamocs veert. FLAG PKCS7, veert. FLAG DECRYPT XXX).

— DecryptParam.prototype.info
Tpebyemas 6o38pawiaemasn ungpopmayus o cepmughuxame omnpasumens (MoOIbKO NpU Uc-
NONb308AHUU HEAHOHUMHO20 WUPPOBAHUS).
function EncryptParam(recievers, flag = 0)

[TapameTps 3ammdpoBaHus.
Cocrag:

— EncryptParam.prototype.flag
Dnazcu (moeym ucnoavzoseamocs VCert. FLAG_PKCS7, veert. FLAG_ENCRYPT_XXX).

— EncryptParam.prototype.receivers
Maccus wabnonoe cepmugpurxamos noryuameneu (cm. npomomun veert.Certificate). /s
Kaxic002o wabioHa 0aHHO020 MACCUBA 8 IOKATbHOM CHPABOUHUKE CEPMUPUKAMO8 8bINOIHA-
emcs nouck (ecau ykasau ¢gpnae veert. FLAG ENCRYPT _REMOTE, mo nouck npouzgooum-
CAL Makdice 8 cemes8oM CNPABOYHUKE), NOCIe KOMOPO20 8ce HAallOeHHble cepmupuxamsol npo-
8epAIOMCA NO CPOKAM U BOZMONCHOCMU UCNOTILI0BAHUSA KII0YA OISl WUUPPOBAHUS.
function FindParam(certTemplate, flag = 0, certinfo = 0)

[Tapamerpsl moucka ceptudukara(oB) MO 3aJaHHOMY IMa0JOHY (CM. TMPOTOTHIT
vcert.Certificate). Cambliii OBICTpBIN MOMCK BO3MOXKEH NPU 33JaHUH YHUKAJIBHOTO HACHTU(PHUKATOPA CEp-
TU(UKaTa — B TOM CITy4ae MOWCK B CIIPABOYHUKE BBHIMIOTHAETCS MO YHUKaIbHOMY Kiroudy. [Touck cep-
Tu¢ukata(oB) 0e3 3aJaHUs YHUKAJIBHOTO HUICHTU(UKATOPA MOXKET OBbITh JUIMTENbHBIM M MOTPeOOBaTh
MTOJTHOTO Tepedopa 0ObEKTOB CIPaBOYHHUKA.

Cocrag:

— FindParam.prototype.flag

@naeu (moeym ucnoavzoeamocs veert. FLAG_FIND_ MY ons noucka ceoeco paboueco cepmu-
¢uxama, veert. FLAG _FIND REMOTE ons noucka 6 cemesom cnpasounuxe, veert. FLAG _FIND_XXX).

— FindParam.prototype.certTemplate

Llabnon cepmughuxama 013 noucka (8 3a8UcUMOCmu Om 3a0aHHbIX NoJell WadIoHA NPoU3eo-
OuUmcs NOUCK U CPABHeHUe HAUOEHHbIX CepmUpuKamos).

— FindParam.prototype.info
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Tpebyemas 6o3epawaemas unghopmayusi 0 HAUOeHHOM(bIX) cepmupuxame(ax).
function ImportParam(flag = 0)
[TapameTpbl UMIIOPTUPOBAHUS OOBEKTA UM OOBEKTOB.
Cocras:
— ImportParam.prototype.flag
@naeu (mozym ucnonvzosamocs veert. FLAG IMPORT XXX).
function ExportParam(flag = 0)
[TapameTpsl SKCIIOpTa 3aMIPOCOB (TOJIBKO MPH HCTIONb30BaHuH JokanbHoro CK3N).
Cocras:
— ExportParam.prototype.flag
@nazu (mozym ucnonvzosamuvcs veert. FLAG EXPORT XXX).
function VerifyPolicyParam(flag = 0, check_time = 0, keyusage = 0, extKeyUsage =
null, policies = null)
[TapameTpsl MOCTPOCHHUS LEMOYKH U TPOBEPKU MONUTHKHU cepTudukara mim COC.
Cocras:
— VerifyPolicyParam.prototype.size
Pazmep cmpykmypul 6 6avimax.
— VerifyPolicyParam.prototype.flag
@naeu (moeym ucnonvzosamocsi FLAG _POLICY XXX).
— VerifyPolicyParam.prototype.check_time
Momenm epemenu, ucnonv3yemviil 0Jisi NPOBepKU cepmughukama (eciu He 3a0aH, mo UCNOb3Y-
emcs mexywee epemsi).
— VerifyPolicyParam.prototype.keyusage
Obaacmv npumenenus knoua cepmupuxama. Cepmughuxam 6yoem npogepsamuvcs Ha Haludue
3a0aHHOU 061ACMU NPUMEHEHUSL.
— VerifyPolicyParam.prototype.extkeyusages
Maccus pacuupennuvix ucnonvsoganutl kiroua. Cepmughuxam 6yoem npogepsamuvcs Ha HAlUdUue
3A0AHHBIX PACUUPEHHBIX UCNOIb308anUll Ktoua (cm. npomomun Veert.ExtKeyUsage).
— VerifyPolicyParam.prototype.policies
Maccue noarumux ucnonvzosanus. Cepmuguxam 0yoem npogepamvcsi HA HAIUYUE 3A0AHHbIX
noaumux ucnoiv3osanus (cm. npomomun Veert.Policy).
function TSPRequestParam(index,flag = 0)
[TapameTpsl co31aHuUs 3apOCa HA IIOJyYCHHE LITaMIIa BPEMEHH.
Cocras:

— TSPRequestParam.prototype.flag
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@nazu (mo2ym ucnonvzosamocs veert. FLAG TSP REQUEST XXX).
— TSPRequestParam.prototype.index
Hnoexc (nopsiokoswiii Homep, Hauunas ¢ «0») 11, 0na komopoti coz0aemcs 3anpoc.
function TSPResponseParam(flag= 0)
[Tapamerps! Borunciaenus J11 3anpoca Ha ory4eHHe TaMIIa BpEMEHH.
Cocras:
— TSPResponseParam.prototype.flag
@nazu (mozym ucnonvzoeamocs veert. FLAG TSP RESPONSE XXX).
function TSPVerifyParam(index, fields = 0,flag = 0)
[Tapametps! mpoBepku DI 3anpoca Ha MOTyYeHHE ITaMIIa BpEMEHHU.
Cocras:
— TSPVerifyParam.prototype.flag
@nazu (mozym ucnonvzosamscs veert. FLAG TSP _VERIFY XXX).
— TSPVerifyParam.prototype.index
Hnoexc (nopsokoswiii Homep, Hauunas ¢ «0») 11, ona komopoti coz0aemcs 3anpoc.
— TSPVerifyParam.prototype.info
Tpebyemas so38pawaemasn ungopmayusi o cepmughuxame, Ha Komopom evinoanerna Il1.
function OCSPRequestParam(flag = 0)
[TapameTpsl co3aaHus 3amMpoca Ha OMyYeHUE cTaTyca cepTuduKara.
Cocras:
— OCSPRequestParam.prototype.flag
3apezepsuposano. /londxcno 6vims ()
function OCSPResponseParam(flag = 0)
[Tapametps! Beruncienus D11 3anmpoca Ha moyrydeHue craryca cepTudukara.
Cocras:
— OCSPResponseParam.prototype.flag
3apesepsuposano. J{ondcHo dvims ()
function OCSPVerifyParam(flag = 0, info)
[Tapametps! mpoBepku Il 3anpoca Ha moayyeHUe cTatyca cepTuduKara.
Cocras:
— OCSPVerifyParam.prototype.info
Tpebyemasn 6o36pawjaemasn ungopmayus o cepmughuxame, na Komopom gvinonnena 1.
— OCSPVerifyParam.prototype.flag

3apesepsuposano. J{ondxcHo 6vims 0
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1.5 Onucanue GpyHKUHUI

1.5.1 O6mmii MexaHu3M padoThl ¢ OMOTHOTEKOM

Jns ucnone3oBanus [TK Web Plugin neo6xoaumo moaximounts (aiia oudmuoreku «library.js»
70 BBIONMHEHUs japyroro Javascript xona. Ilocne 3arpy3kd M yCTaHOBKH COCIMHEHHS C IUIATHHOM
(GbyHKIIMOHAT OMOIMOTEKH TOCTYIIEH Yepe3 To0aIbHy0 MEPEeMEHHYIO Veert.

Bce ¢pyHkumn OMOIMOTEKH MCTOIB3YIOT ACHHXPOHHOE BBINIOJHEHUE, €CIIM HE YKa3aHO o0paT-
HOE, C HCIIOJIb30BAaHUEM CTaHJAPTHBIX 00BEKTOB Promise. [l mosjydeHHs pe3ysibTara BBITIOJHEHUS
(GyHKIIUM HEOOXOMMO yKa3aTh 00padoTuuku resolve u reject ¢ momompio Promise.prototype.then().

Tlpumeuanus

1 B oanvHetiwem noo 6038paujaemviM 3HaueHuem QyHKyuu 6yoem noHUMamuscsi CHUCOK Nojetl
00vbeKma nepeoasaemozo 8 kavecmae apeymenma oopabomuuxam resolve u reject, eciu He ykazamo oo-
pamuoe.

2 B cuny ocobennocmeut pabomul Promise pexomenoyemcs ucnonvzosams onepamop delete
OJ1s1 PYMHO20 YOaleHUsl pe3yibmanmos onepayuil, Ymoowl uzdexicamv ymeuku namsimu.

3 B IIK Web Plugin ucnonszyemcss WebExtension Native Messaging API ons opeanusayuu 0o-
cmyna k ¢yukyusam oubauomexu. Cooowenus mexncoy opayzepom u npoyeccom NPUiloAHCeHUs. UCNOJlb-
sytom kooupoexy UTF-8, noamomy ons nepedauu OUHAPHLIX OAHHBIX, UX HEOOXOOUMO 3aKOOUPOBAMb 8
base64.

4 Bonvwuncmeo @ynkyuil 015 pabomul ¢ OAHHLIMU NPUHUMAIO OONOJIHUMEIbHbIE AP2YMEHMbL,
KOHMPOIUpyowue mun 6X00HblX/8bIX00HbIX 0auHbIX. Eciu Heobxooumo obpabomams mexcmosvie OaH-

Hble MO He0OXO00UMO YCMAHOBUMb COOMBEMCMEYIouUe NApamempuvl 8 YYHKYUsIX.
1.5.2 ®yHKUMY THUIHAIU3AUUN U TeHHUIHATN3AUT

vcert.initialize (profile = «MY» , flag = 0)

DVHKIMS MHAMAIN3AINA KOHTEKCTa OMOINOTEKN

Bo3sBpaiiaembie 3HaUCHUSA:

B cav4yae ycnexa:

status: «OKy.

B cayuyae ommoku:

status: «errory,;
— text: Tekct omnOKy;

— code: He HyneBoii KOJI, €CITH €CTh.

ApPIrYyMeHTBI:
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profile ms ipoduis, MoskeT ObITH paBHO «MY», U4TO MO3BOJISCT UCIIOIB30BATh HACTPONUKHU
npodwmieit CipaBoyHHKa CEPTUPHUKATOB U JUAJIOTOBOE OKHO BbIOOpa mpoduis. [Ipu 3ama-
Hun ¢aara uaunuanuszanuu veert. FLAG INIT REGISTRY mo3BonsieTr ykazath Tpelye-
MbId Tipodrite CripaBOYHUKA CePTU(UKATOB 110 UMEHH,

flag pnaru uaunuanusanuu, Mmoryt 061tk veert. FLAG _INIT_XXX.

Ilpumeuanus:

1 Ha xaxcoyro cmpanuyy 20e 6vlia 8b136aHaA (YHKYUS UHUYUATUZAYUU CO30AemCsl OOUH
KOHMeEKCH.

2 Koumexcm Oeunuyuanusupyemcst npu 3aKpblmuu CMpaHuybl NoIb308amenem uiu npu
evi306e (hynkyuu veert.deinitialize().

3 Ilpu 0ocmyne K 10KATbHOMY CHPABOYHUKY, PACNONI0NHCEHHOMY 6 xpanunuue GDBM, cue-
dyem umems 8UAY, UMO OHO He obecnedusaem CUHXPOHU3AYUU OOCMYNd, m.e. K OQHHOMY
KOHKPEMHOMY JOKAIbHOMY CHPABOYHUK) PA3PEULEHO UMemb OOCMYN MObKO NOCPEOCMBOM
00H020 Koumexkcma oubauomexu. Ilpu Heobxooumocmu 0OHOBpPEMEHHO20 OOCMYNA K J0-
KATIbHOMY CHPABOYHUKY U3 HECKOIbKUX CIPAHUY clledyem Nnoib308ambCsi IOKAIbHbIM CNpa-

8ouHUKOM, pacnonodceHnbim 6 xparunuue ODBC.

IIpumep 1 — Bb130B pyHKIIUM HHUIMATH3ALUN

vcert.initialize()

.then((val) => console.log(val.status+": Unninaau3saiys 3aBepiieHa’),
(val) => console.log(val.text))
.then(() => /*krakue-HUOyOL omepaluy ...*/)

.then(() => vcert.deinitialize())

Vcert.deinitialize ()

DVHKIMS MHAMAIN3AINA KOHTEKCTa OMOIMOTEKN

BO3BpaI_I_IaCMBIC S3HAYCHUA:

B cav4yae ycnexa:

status: «OK»

B cayuyae ommoku:

status: «errory

1.5.3 ®ynkuum padoTsl ¢ 6;10KaMu NaAMATH (0/104HbIe PYHKIMN)

vcert.hash (data, dataf = 0)

DOYHKIHS X3IMMPOBAHUS 0J0Ka JaHHBIX

Bo3sBpaiiaempie 3HaUCHUSA:
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B cayuyae ycnexa

status: «OK».

hash: Ctpoka ¢ xau1 - pyHkimeit 6;10ka JaHHBIX B base64 KOIAUPOBKE.

B cayuyae onmiMoku

status: «errory

— text: TekcT ommoOKu;

— code: He HyneBoii Ko OMIUOKH, €CITH €CTh.

APIYMEHTBIL:

— data 610k maHHBIX B BHJE CTPOKHM Wi B base64 xkomupoBKe B 3aBHCHMOCTH OT 3HAYEHUS
dataf;

— dataf ¢uar ykaspIBaromuii THIT JaHHBIX, €Cli paBeH 0 To OJIOK TaHHBIX TOJDKEH OBITh 3aKO0-
nupoBaH B base64, nHaye OJIOK JaHHBIX MMPEICTABIACT COOOM OOBIUHBINA TEKCT.

vcert.sign (sp, data, sign, df = 0)

Oyakmy BeIyucieHus 11 010Ka JaHHBIX

Bo3sBpaiiaempie 3HaUCHUSA:

B cayuae ycnexa

— status: «<OK»
— sign_out: Ctpoka ¢ pe3yibraroM Boruucienus D11 6moka nanHbix B hase64 konuposke.

B cayyae onmmoxu:

— status: «errory»

— text: Tekcr OIMOKHY,

— code: He HyneBoii KO/ OIINOKH, €CITH €CTh.

APIryMeHTBI:

— Sp mapametpsl Beruucienus D11 (cm. npototun veert.SignParam);

— data 6510k JaHHBIX B BHJE CTPOKH WM B Dase64 KOJHUPOBKE B 3aBUCHMOCTH OT 3Ha4YcHHs (a-
taf;

— sign base64 crpoka coxepkaias 010K naHHBIX ¢ cymiecTByromumu JI1 (B ciydyae modasie-
Hus OI1);

— dataf ¢uar ykaseiBaromuii TMII JaHHBIX Tapamerpa data, eciu paBeH 0 TO OJOK JaHHBIX
JIOJDKEH OBITh 3aKonupoBaH B base64, nHaue OJOK JaHHBIX MPEACTABISIET COOOW OOBIUHBIN
TEKCT.

Ipumeuanue - Boiuucnenue 11 6o3moxcno, monvko eciu 6 pabouem cepmughuxame yCmaHogeH

oum ucnonvzosanus kuoua veert. KEYUSAGE DIGITAL SIGNATURE (mo ecmv cepmughuxam

MOIHCHO UCNONB308aMb 0151 blnoaHenuss II).
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JlanHble Bcerna noaaroTcs B 0yioke JaHHBIX data, B TOM 4HClie U MIPH BbluucieHuu neppoit D11 B
npucoeauHeHHoM (opmare. Eciu mpu BeI30Be 3a7jaH apryMeHT sign, TO BBIIOJHSETCS J00aBJie-

Hue JOII Kk yxe CylecTBYIOIUM.

IIpumep 2 — Borunucnenue npucoeaunennon 11 8 PKCS#7 popmare:
var signParam = new vcert.SignParam();
signParam.flag = vcert. FLAG_PKCS7;
vcert.sign(signParam,"CTpoKy, KOTopy!o XOTHUM Ioamnucarts’,null, 1)
.then((val) => console.log(val.sign_out),
(err) => console.log(err.text));
vcert.verify (vp, data, signin, dataf = 0, outf = 0)

dyuakimu nposepku DI OJI0Ka TaHHBIX

Bo3sBpaiiaempie 3HaUCHUSA:

B cavuae yenexa

— status: «OKy;

— verify_result: O06bexT conepxariuii HHGOPMAIIUIO O pe3yJIbTaTax MPOBEPKH MOIITHCH;

— sign_out: biok ¢ ocraBiumucs I, B cnyuae ynanenus D11, Eciau yaaasroTcst Bce MOMUCH,
TO BO3MOXKHO BEPHYTh JJAHHBIC BBHJIC TEKCTA UCIIONB3Ys MapaMeTp Outf;

— out_type: Tun Gmoka maHHBIX Sign_out, eciu paBern 0 TO OJIOK JAaHHBIX 3aKOJWPOBAH B
base64, nnaue ObUT IEpeaH IPOCTOI TEKCT.

B cayuyae onmmoxu

— status : «errory;

— text: TekcT omnoOKy;

— code: He HyneBoi#t KO/ OIIUOKH, €CIIH €CTh;

— verify_result: B cimyuae ommOku npoBepku XoTst Ol 0;1HOM D11, HEOOX0JMMO aHATHU3UPOBATh
verify_result.

ApPIYMEHTBI:
VP mapaMmeTpsl IpoBepkH (cM. porotun veert.VerifyParam);

— data 6ok maHHBIX, B Ciydae MPOBEPKH oTcoeauHeHHow DI, Tum O610Ka JaHHBIX KOHTPOJIH-
pyetcs nmapamerpom dataf;

— sign_in 610k ¢ cymectBytomumu D11 11 mpoBepKu;

— dataf ¢uar ykaspBarommii THI JaHHBIX napamerpa data, ecnm paBer 0 TO OJIOK JaHHBIX
JOJKEH OBITh 3aKoaupoBaH B base64, nHaue OJOK JaHHBIX MPEACTABIIET COOOH OOBIYHBIN

TEKCT;
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outf ¢uar yka3pIBarOLIHii THIT BO3BpAIIaeMbIX JaHHbBIX, eciu paBeH O TO OJIOK JaHHBIX OyaeT
3akoaupoBaH B base64, nHave 010K JaHHBIX MPEICTABISIET COOO0M OOBIYHBIN TEKCT.
Ilpumeuanus
1 Ecau pesynomam yoanenus noonucei ue saeisemcs UTF-8 cmpokoil, 0annvle 8038pawyae-
mble pynrkyueti 6yoym 3axoouposansl 8 base64 nezasucumo om napamempa outf.
2 Ilpu nposepke OI1 no ymonuanuio He UCNOIBLIYEMCA 0ama Om3vlea cepmu@urkama, Ha Ko-
mopom ovina evinoanena 11, ¢ COC. J[ns nposepku DI 6 008epeHHbIX apXusax ¢ UCNob30-

sanueM  Oamel ~ omsvlea  cepmugpukama  HeoOX00UMO  UCNOIbL308AMb  (haae

FLAG_VERIFY_USEREVTIME.

Ipumep 3 - IIposepka DI B PKCS#7 dopmare u3 daiina:
var fReader = new FileReader();
/ / byHKIUS yTeHua ¢paiisa, BEIOPAHHOTO [T0AB30BATEAEM
function getBase64FromFile(){
return new Promise(function(resolve, reject){
/ /<input type="file" id="fileinput">
var file = document.getElementByld("fileinput").files[O];
fReader.onloadend = function (evt) {
if(evt.target.readyState == FileReader. DONE){
var header = ";base64,";
var fileData = evt.target.result;
var headpos = fileData.indexOf(header)+header.length;
var base64Data = fileData.substr(headpos);
resolve(base64Data);

delete evt.target.result;

}
fReader.readAsDataURL(file);
35
}

var vp = new vcert.VerifyParam();
vp.info = vcert.FIELD_ALL;
vp.flag = vcert. FLAG_PKCS7;
getBase64FromkFile()

.then((val) =>{
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return vcert.verify(vp,null,val);})
.then((v) => console.log(JSON.stringify(v.verify_result)),
(err) => console.log(err.text));
vcert.verifyAndSign (vp,sp, data, signin, dataf = 0)

DOYHKIIAH IPOBEPKH U I[O6aBJ'IeHI/IH OIl 610Ka JaHHBIX B CJIy4ac€ YCIiexXa IIPOBEPKU

Bo3sBpaiiaempie 3HaUCHUSA:

B cav4yae venexa

status: «OKy;
— verify_result: O6wexT coneprkarinii HHOPMAIHIO O PE3yJIbTaTaX MPOBEPKH MOIITHCH;
— sign_out: 670K ¢ CyIIeCTBYIOIIMMHU U BHOBb BbluncieHHOM DIT;

B cayyae ommoxu

status: «errory;
— text: Tekct omuoOKu;

— code: He HyneBoii KO/ OMIUOKH, €CITH €CTh;

verify_result: B cy4yae ommbku npoBepku xots Ob1 0O D11, HE0OX0AUMO aHATU3UPO-
Bath Verify_result.

APIrYMEHTBI:

— vp mapametpsl npoepku JI1 (cMm. mporortum veert.VerifyParam);

— sp mapametpsl Beruuciaerus D11 (cm. mporoTumn veert.SignParam);

— data 650k gaHHBIX, B CiIydae MPOBEPKH oTcoeauHeHHoi DI, T 00Ka JaHHBIX KOHTPO-

aupyercst napamerpom dataf;

sign_in 6ok ¢ cymectByromuMu D11 11t TPOBEPKH;

dataf ¢urar ykaseiBaromuii THIT JaHHBIX Tapamerpa data, ecnu paBen 0 To OJIOK JaHHBIX
JIOJDKEH OBITh 3aKOIUPOBaH B Dase64, nHaue OJIOK TaHHBIX MPEICTABISIET COO0M OOBIYHBII

TCKCT.

IIpumep 4 — IIposepka cymectBytonux I11, ux yaanenue u nodasnenue coocrsennoi Ol
/ / PyHKIMS coxpaHeHUs dpaiira UCIIOAB3YS JUAAOT 3arpy3KH
function saveToFile(base64data){
var dataURI = "data:application/octet-stream;base64,";
dataURI = dataURI.concat(base64data);
var link = document.createElement("a");
var file = document.getElementByld("file").files[O];

link.download = file.name.concat(".p7s");
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link.href = dataURI,;
document.body.appendChild(link);
link.click();
document.body.removeChild(link);
delete link.href;
}
var vp = new vcert.VerifyParam();
vp.nSignToDelete = -1;
vp.flag = vcert. FLAG_VERIFY_DELSIGN;
vp.info = vcert. FIELD_ALL;
var sp = new vcert.SignParam();
getBase64FromFile().then((b64) => vcert.verifyAndSign(vp,sp,null,b64))
.then((res) => saveToFile(res.sign_out),
(err) => console.log(err.text));
vcert.signedInfo (data)

Dvyukmus noayueHus: nadopmaru 00 DI 610Ka JaHHBIX

B03BpamaeMHe 3HAYCHUA:

B cav4iae ycenexa

status: «OKy;
— sign_info: uadopmarus 06 D11 6510Kka TaHHBIX.

B cayuyae onmmoxu

— status: «error»;

— text: Tekct ommoOKy;

— code: He nyneBoii KO/ OMTHOKH, €CITH €CTh.
APIYMEHTBI:

— data 610k ¢ cymectByrommmu JI1.
vcert.encrypt (ep, data, dataf = 0)

DyHKIINSA BaH_II/Id)DOBaHI/IH 0JI0Ka JaHHBI

BO3BpaI_I_[a€MBIC 3HAYCHUA:

B cayuae ycnexa

— status: «<OKy;
— data_out: 6110k ¢ mM(ppPOBaHHBIMH JAHHBIMH.

B cayuae onmmoxu

— status: «errory;
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— text: Tekcrt omuOKu;

— code: He nyneBoii Ko OMIHOKH, €CITH €CTh.

APIrYMEHTBI:

— ep mapaMeTphl BBIIOJIHEHUs 3aimdpoBanus (cM. mporotun Veert.EncryptParam);

— data 6;10k ¢ OTKPBITBIMHU JTAHHBIMHU, THIT OJIOKA JaHHBIX KOHTPOJIHUPYETCS MapaMeTpoM da-
taf;

— dataf ¢uar ykaseiBaroruii THIT JaHHBIX MapaMeTpa data, eciau paBeH 0 To OJIOK JaHHBIX
JIOJDKEH OBITh 3aKOMPOBaH B hase64, nHaue OJIOK TaHHBIX MPEACTABISACT cOO0W OOBIYHBIN
TEKCT.

Ipumeuanus

1 Buvinonnenue 3awughposanusi 603MONCHO, MOILKO eClu 8 cepmuguxkamax omnpasumens

(paboyem cepmughuxame) u noxyyameneli YCmanogieH Xoms-ovl 00UH U3 OUMO8 UCNOIb306A-

HUs Knoua veert. KEYUSAGE DATA_ENCIPHERMENT,

veert. KEYUSAGE_KEY_ENCIPHERMENT unu veert. KEYUSAGE KEY AGREEMENT - mo

ecms, eciu My cepmupurkamsl paspeuleno UCnoib308ambs OJisl 8bINOIHEHUs. WUDPOBAHUSL.

2 Cnedyem umems 68uU0y, 4umo OaHHAs YYHKYUs He obecneuusaem KOHMPOIb Yel0CMHOCIU

3aUUPPOBAHHBIX OAHHBIX U AYMEHMUDUKAYUIO UCMOYHUKA OaHHbIX. B ciyuae neobxooumo-

CMu KOHMpOJisi YelOCMHOCIU OAHHBIX U AYMeHMUPUKAYUYU UX UCTNOYHUKA Clledyem UCNOb-

306amo QyHKyuro 3auudposanus 610ka 0anHvix nocie sviuucienus Il amozo 6noka.

vcert.decrypt (dp, data, outf = 0)

DyHKIHSA 38.IJ_II/Id)DOBaHI/I$I 0JI0Ka JaHHBIX

BO3BpaI_I_IaCMBIC S3HAYCHUA:

B cayuae ycnexa

— status: «OKx;

— data_out: 6510k ¢ OTKPBITBIMH JTaHHBIMH, THUI OJIOKA JAHHBIX KOHTPOJIUPYETCS Mapamer-
pom outf.

— out_type: Tun Gmoka manHbix data out, ecnu paBeH 0 To O6IOK JaHHBIX 3aKOJAMPOBAH B
base64, nnade ObLT IEPETaH MPOCTOM TEKCT.

B cay4yae ommoxku

— status: «errory;
— text: Texcr ommoOKy;

— code: He HyneBo# KO/ OMIHOKH, €CITH €CTh.

APIYMEHTBI:

— dp mapametpsl BeIONIHEHHS paciudpoBanus (cM. mportotun Veert.DecryptParam);
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— data 610k ¢ mrdpoOBaHHBIMU JTaHHBIMH;

— outf drar ykaspiBaronmii TN JaHHBIX mapameTpa data, eciau paBeH 0 TO OJIOK JaHHBIX
J0JDKEH OBITh 3aK0AMpOBaH B base64, nHaue OJ0K JaHHBIX MPEACTABIsIET COO0H OOBIYHBII
TEKCT.

Ipumeuanue - Ecau pesynomam pacwupposanus ne sensiemcs UTF-8 cmpokotl, 0anHble 803-

spawaemvle hyrkyuet 6yoym 3axoouposarvl 8 base64 nezasucumo om napamempa outf.

Ipumep S — lIudpoBanue Ha Bce cepTU(UKATH C 3aJaHHBIM B aIbTEPHATUBHOM MMEHU ajl-
PECOM 3JI. MOYTHI C MOCJIEAYIOLIUM PACIIU(PPOBAHUEM:

var reciever = new vcert.Certificate(vcert. FIELD_SUBJECTALTNAME);
reciever.subjectAltName = new vcert.AltName();
reciever.subjectAltName.emailAddress = "ivanov@x509.ru";

var ep = new vcert.EncryptParam([reciever]);

ep.flag = vcert. FLAG_PKCS?7;

var dp = new vcert.DecryptParam(vcert. FLAG_PKCS7);

vcert.encrypt(ep, "Coobienue", 1)
.then((enc) => vcert.decrypt(dp, enc.data_out,1))
.then((dec) => console.log(dec.data_out));
vcert.encryptedinfo (data)

DyHKIUS TOTYICHUS I/IHd)ODMaHI/II/I (0} 3aH_II/Id)DOBaHHOM OJI0Ke JAaHHBIX

BOBBp&H.[aeMBIC S3HAYCHUA:

B cav4yae ycnexa

— status: «OKy,
— encrypted_info: uadopmanus o 6:10ke ¢ mUPPOBaHHBIMU JaHHBIMHU.

B cayuyae onmmoxu

status: «errory;

— text: Tekct ommoOKy;

— code: He nyneBoii KO/ OMTHOKH, €CITH €CTh.
APIYMEHTBI:

— data 6710k ¢ muppPOBaHHBIMH JaHHBIMH,
vcert.signAndEncrypt (sp, ep, data, dataf = 0)

CDVHKI_II/IH Beruncienus Ol u IJ_II/I(bDOBaHI/ISI OJI0Ka JAaHHBIX

Bo3sBpaiiaembie 3HaUCHUSA:
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B cayuae ycnexa

status: «OKy;

data_out: 610k ¢ IIU(PPOBAHHBIMH JAHHBIMH.

B cayuae onmmoxu

status: «errory;
text: Tekct onOKHY;

code: He HyneBoi#t KO/ OIINOKH, €CIIN €CTh.

APIYMEHTBI:

sp mapametpbl Beruuciaenus D11 (cMm. mpototum veert.SignParam);

ep mapameTphl BBITOIHEHHS 3amudpoBanus (cM. mporoTum Veert.EncryptParam);

data 670K C OTKPBITHIMH JaHHBIMH, THI OJOKa JAHHBIX KOHTPOJHPYETCS MapamMeTpoM
dataf;

dataf dar ykaseiBaromuii TMI JaHHBIX mapamerpa data, eciu paBeH 0 TO GJIOK JTaHHBIX
JOJDKEH OBITh 3aKOAUPOBaH B base64, nHave OJI0K JaHHBIX IPEICTABIACT COOOM OOBIYHBII

TCKCT.

vcert.decryptAndVerify (dp,vp, data, outf = 0)

DyHKIYS BEITIOJHESHUS DaCI_HI/Id)DOBaHI/ISI u npoBepku Ol 0JI0Ka JaHHBIX

B03BpamaeMHe 3HAYCHUA:

B cayuae ycnexa

status: «OKy;

data_out: 010K ¢ OTKPBITBIMH JaHHBIMH, THIT OJIOKa JAaHHBIX KOHTPOJIUPYETCS MapaMer-
pom outf;

out_type: Tun 6yoka nanHbeIx data_out, ecnu paBeH 0 TO OJIOK JaHHBIX 3aKOJUPOBaH B
base64, nrade ObUT IEpPETaH MPOCTOU TEKCT;

decrypt_result: pesynbrar pacmmdpoBanus, coaepkamuii cepTuUKAT OTIPABHUTEINS 3a-
(P POBAHHOTO COOOLIEHUS (TOJIBKO JJII CUCTEM C HEAHOHUMHBIM I (POBaHUEM);

verify_result: pesynprar nposepku JI1;

B cay4yae ommoxku

status: «errory;

text: Texcr omnoOKy;

code: He HyneBoit KoJ1 OIIMOKH, €CITH €CTh;

verify_result: B cyyae ommOku mpoBepku Xots 061 oHO0# D11, HE0OX0AMMO aHATU3UPO-

BaTh verify result.

APIYMEHTBI:
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— dp mapamerpsl BbIOJIHEHHS pacimudpoBanus (cM. mportotumn Veert.DecryptParam);

— vp mapametpsl mpoBepku D11 (cm. mpototun veert.VerifyParam);

— data 6710k ¢ muppOBaHHBIMH JaHHBIMH,

— outf ¢nar ykaspIBaromuii THII BO3BpAIIaEMbIX JIAaHHBIX, ecid paBeH O TO OJOK JaHHBIX

OyneT 3aKkoaupoBaH B base64, nHaue OJIOK TaHHBIX MPEJCTABIAET COO0H OOBIYHBIN TEKCT.
1.5.4 ®ynkuum padoThl ¢ 0;10KaMu NaMATH (MOTOKOBbIe GyHKINH)

vcert.streamHashinit (algorithm)
CDyHKI_II/I}I HHUOHUAJIU3AlUH IIOTOKOBOI'O XOIIWPOBAHUSA 01oka JAaHHBIX
B03BpamaeMble 3HAYCHUA:

B cayuae ycnexa

— status: «OK»;
— id: KOHTEKCT BBIMOJHEHHUS TIOTOKOBOM OIEpALIHH.

B cayuyae onmmoxu

status: «errory;

— text: Tekcr ommoOKy;

— code: He HyneBo#i KO OMIUOKH, €CITH €CTh;

ApryMeHTBI:

— algorithm o6wexTHbIi uneHtudukarop (OID) anroputma xsmmposanus (s [OCT P
34.11-94 - 1.3.6.1.4.1.3670.1.1 (CKA «Curnatypa») wi 1.2.643.2.2.9 (CCERT PKI),
s TOCT P 34.11-2012 - 1.2.643.7.1.1.2.2).

vcert.streamHashUpdate (id, data)

DVHKIMS IPOAOIDKEHHUS IIOTOKOBOI'O XAIIUPOBaHUsL OJIOKA JaHHBIX

BO3BpaI_I_IaCMBIC 3HAYCHUA:

B cav4yae ycnexa

— status: «OK».

B cay4yae ommoxku

status: «errory;

— text: TekcT ommoOKu;

— code: He HyneBoii KO OMUOKH, €CITH €CTh;

APIYMEHTBI:

— 1d KOHTEKCT BBIMIOJHEHHUS TIOTOKOBO# OTepaIiuu;

— data 6110k JaHHBIX.

Ipumeyanue - B ciyuae, ecnu dannas ¢hynkyus 3aeepuiaemcs ¢ oumuOKol, KOHMeKCm 8blnoJi-

HeHUst NOMOKO0BO1 onepayuu 0c80002CO0aemcs u He Modxcem Ovbimb NOBMOPHO UCNOIb30BAH.
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vcert.streamHashFinal (id)
CDYHKI_II/Iﬂ (bHHaJ'II/BaI_[I/II/I IIOTOKOBOI'O X3IIUPOBAHUA 010Ka JaHHBIX
Bo3BpamaeMHe 3HAYCHU:

B cav4yae venexa

status: «OKy»;

data: xsmur-pyHKIHs JaHHBIX.

B cayuyae onmmoxu

status: «errory;

— text: TekcT omIMOKH;

— code: He HyseBoi#i KO OIIMOKH, €CITH €CTh;

APryMeHTBI:

— id KOHTEKCT BBIOJHEHHUS IIOTOKOBOM OIEpalyu;

— data 610k JaHHBIX.

Ipumeuanue — B cnyuae, eciu dannas ynkyus 3aeepuiaemcs ¢ OUUOKOU, KOHMEKCH 8blNOl-
HEeHUsl NOMOKOBOU ONepayuu 0c8000#cOaAemcs u He Modxcem Oblmb NOBMOPHO UCHOTIL30BAH.
veert.streamSigninit (sp, sign_in = null)

DOYHKIHS MHUIHAIU3AIUN BEITOJHEHUS TOTOKOBOM DI 0JI0Ka JaHHBIX

B03BpamaeMHe 3HAYCHUA:

B cav4yae yenexa

— status: «OK»;
— Id KOHTCKCT BBIIIOJIHCHUA HOTOKOBOI71 OHepaI_II/II/I.

B cayuyae onmmoxu

— status: «errory;

— text: Tekct ommoOKy;

— code: He HyneBoii Ko OMUOKH, €CITH €CTh;

APIryMeHTBI:

— sp mapametpsl Beruucienus JI1 (eMm. mpoToTum veert.SignParam);

— sign_in 670k ¢ cymectByronumu D11 B base64 xoauposke (B ciaydae godasnerus D1T).
Ipumeuanus

1 Buiyucnenue I11 603modcHo, monvKko eciu 8 paboyem cepmuguxame YCmManosieH oum uc-
noavsosanus kaoda veert. KEYUSAGE DIGITAL SIGNATURE (mo ecmv cepmughuxam

MOJHCHO UCNONB308aMb 07151 blnoaHenus I11).
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2 Jlannas ¢hynkyus noodepoicusaem svluucieHue omcoeournerHoli(vix) 11 monvko 6 ghopma-
me PKCS#7, coomsemcmeenno, npu 3anoninenuu napamempa pSignPara Heobxo0umo yKazul-
samsv pnacu veert. FLAG DETACHED u veert. FLAG PKCS?7.

Ecnu npu evizose yxazan o6nox IlI sign_in, mo evinonnsemcs oobaesnenue IlI k yoce cywe-

CMEYrowum.

vcert.streamSignUpdate (id, sp, data)

DVyHKIMS IPOAOJDKEHUS BRIIOJIHEHUS TOTOKOBOM DI 0s10Ka TaHHBIX

Bo3sBpaiiaempie 3HaUCHUSA:

B cav4iae ycnexa

status: «OK»y.

B cayuae onmmoxu

status: «errory;

text: TexcT OMIMOKH;
— code: He HyneBoii Ko/ OIIUOKH, €CIIH €CTh;
APIYMEHTBI:
— 1d KOHTEKCT BBIMTOJHEHHUS TIOTOKOBO# OMepaIiyy.
— Sp mapametps! Beruucienus D11 (cm. mporotumn veert.SignParam);
— data 610k gaHHBIX B base64 KOIUPOBKE.
Ilpumeuanus
1 B xauecmee SP HeoOX00uMO UCNOIL308aMb me Jice napamempul gvruucienus 11, komopovie
UCNONL308ANIUCH NPU CO30AHUU KOHMEKCMA BbINOIHEHUS NOMOKOBOU ONepayuiu.
2 B cnyyae, eciu OanHas (hyHKYUs 3a8epulaemcs ¢ OUUOKOLU, KOHMEKCM 8bINOJIHEeHUs. NOMOKO-
801l Onepayuu 0c8000H#COAemMcs U He Modicen OblMb NOBMOPHO UCHONILIOBAH.
vcert.streamSignFinal (id, sp)

DyHKIUS d)I/IHaJ'II/BaHI/II/I BBIIIOJTHEHUS TOTOKOBOM DI G10Ka JaHHBIX

BO3BpaI_I_IaCMBIC 3HAYCHUA:

B cayuyae ycnexa

status: «OK»;

— sign_out: pe3ynbrat Berurciaenus D11 B base64 konuposke.

B ciayyae ommmoku

— status: «errory;
— text: Tekct omuoOKy;

— code: He HyneBoii KO/ OIIUOKH, €CITH €CTh;

ApPIYMEHTBI:
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— id KOHTEKCT BBITIOJTHEHHUS IIOTOKOBOM OIMepaliuu.
— sp mapametpsl Beraucierus D11 (cm. mporoTum Veert.SignParam);
— data 610k qaHHBIX B base64 KoIUpOBKE.

Ilpumeuanus

1 B kauecmee sp He0OX00UMO UCNONb308AMb Me Jice napamempsbl sviuucienus 11, komopvle
UCNONBL306AUCH NPU CO30AHUU KOHMEKCMA BbINOIHEHUS NOMOKOBOU ONepayuu.

2 Ilo 3asepuienuu 0anHOU DYHKYUU KOHMEKCM BbINOJHEHUS. NOMOKOBOU onepayu 0c8000ic-
oaemcst u He Modicem OblMb NOBMOPHO UCNOIb308AH.

3 Pe3ynbmam 8blnonHeHusi OAQHHOU YHKYUY no opmamy noOnUCAHHBIX OAHHBIX COBMECTNUM C
Pe3yIbmamom 8bInoOAHeHUs PYHKyuu veert.sign(), npu ycao8uu UCnoIb308aHUs ROCIeOHell Oisl blulcie-
Hus omcoeounennoli(vix) 11 6 hopmame PKCSHT .

vcert.streamVerifylnit (vp, sign)

DVyHKIMS MHAIMAIU3AINN IPOBEPKU NO0TOKOBOM DI Oj10Ka JaHHBIX

Bo3sBpaiiaempie 3HaUCHUSA:

B cay4yae yvcnexa

— status: «OK»;
— id: KOHTEKCT BBITTOJHEHHUS TIOTOKOBO# OMeparivy.

B ciayuyae ommmoOku

— status: «errory;

— text: TekcT omnoOKy;

— code: He HyseBoit Ko/ ONIMOKH, €CITH €CTh;

ApPIYMEHTBI:

— vp nmapametpsi ipoBepku D11 (cm. mporotun veert.VerifyParam);

— sign 6ok ¢ cymectByrormmMu D11 1715t TpoBEpKH.

Ilpumeuanus

1 Ilpu nposepke DI no ymonuanuro He UCNONb3YEMC 0ama Om3wvléa cepmupurama, Ha KOmo-
pom owvina evinoanena 11, ¢ COC. [[na nposepku Il 6 008epeHHbIX apXusax ¢ Ucnoib308aHuU-
em oamol oms3vlea cepmughuxama HeobxXo0umo UCNOIb306aMb Gnae
vecert.FLAG_VERIFY_USEREVTIME.

2 Jlaunas ¢yukyusi noooepacusaem npogepky omcoeourennol(vix) II1 monvko 6 hopmame

PKCS#7, coomseemcmeenno, npu 3anonnenuu napamempa vp HeoOXooumo yKazwvleams gracu

veert. FLAG DETACHED u vcert. FLAG_PKCS7.

vcert.streamVerifyUpdate (id, vp, data)

DVHKIMS IPOAOIDKEHUS IPOBEPKU ITOTOKOBOM DI OJ10Ka TaHHBIX
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B03BpamaeMLIe 3HaA4YCHUA:

B cayuyae ycnexa

status: «OK»y.

B ciayyae ommm0Oku

status: «errory;

— text: TekcT ommoOKu;

— code: He HyneBoii KO/ OIIUOKH, €CIIU €CTh;

ApIryMeHTBI:

— id KOHTEKCT BBITIOJTHEHHUS IIOTOKOBOM OIEpaIiuu;

— vp napametpsl npoBepku D11 (cMm. mporotun veert.VerifyParam);

— data 610k qanHBIME B base64 KOIUPOBKE.

Tlpumeuanus

1 B kauecmee vp HeobOX00UMO UCNOIb308aMb me dice napamempwi nposepku 11, komopwie uc-
NOIb306AIUCH NPU CO30AHUU KOHMEKCMA BbINOJIHEHUsL NOMOKOBOU Onepayull.

2 B cnyuae, eciu 0aHHas QOyHKyus 3a6epuiaemcs ¢ OUUOKOU, KOHMEKCM 8bINOJIHEHUsI NOMOKO-

8ol onepayuu 0c80002CcOaemcs U He Modcem Obimb Nno6mMoOpPHO UCNOJIb30BAH.

vcert.streamVerifyFinal (id, vp)

DyHKIMS DUHATN3ANY IPOBEPKHU ITOTOKOBOM DI 610Ka TaHHBIX

Bo3sBpaiiaempie 3HaUCHUSA:

B cuayudae ycnexa

status: «OKy.

verify_result: pesyasrar nposepku II1;
— sign_out: 6sok ¢ ocraBmmmucs D11, B cinydae yrnanenus D11 B base64 koaupoBke.

B cay4yae omimoku

status: «errory,

— text: Tekct omuoOKy;

— code: He HyneBoii KO/ OIIUOKH, €CIIU €CTh;

— verify_result: B cityuae ommOku nmpoBepku xoTs 061 ogHON DI (17151 00pabOTKH pe3ynbra-
TOB IIPOBEPKH HEOOXOAMMO aHAIN3UpoBaTh verify result.

ApIryMeEHTBI:

— 1d KOHTEKCT BBIMTOJHEHUSI TIOTOKOBOH OTepallyu;

— vp nmapametpsl npoBepku DI1 (cMm. nmporotun veert.VerifyParam);

Ipumeuanus
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1 B kauecmese vp HeoOX00UMO UCnoIb308ams me dce napamempul npogepku 11, komopobie uc-
NOB308ANUCH NPU CO30AHUU KOHMEKCMA 8bINOJIHEHUS NOMOKOBOU ONnepayuiu.
2 Ilo 3asepuienuu 0aHHOU QYHKYUU KOHMEKCH 8bINOIHEHUs NOMOKOBOU Onepayuu 0c8000ic-

oaemcst u He Modxcem Oblmbo NnOBMOPHO UCNOIb30BAH.

vcert.streamEncryptinit (ep)

DOyHKINS HHAMWAIM3aIMA aHOHMMHOI'O IIOTOKOBOT'O SaIHI/I(bDOBaHI/IH 010Ka JaHHBIX

Bo3sBpaiiaempie 3HaUCHUA:

B ciaydae ycnexa

— status: «OK».
— 1d: KOHTEKCT BBIMIOJHCHHUS TIOTOKOBO# OIepaIiyy.

B cayyae onimoku

— status: «errory;
— text: Tekcrt omInOKY;
— code: He HysneBoO#t Ko OLIMOKH, €CITH €CTh;,

ApPIYMEHTBI:

— ep mapameTpsl BBINOTHEHHs 3amidpoBanus (cM. mporortumn Veert.EncryptParam);

Ilpumeuanus

1 Bvinonnenue 3auugposanis 603MO#CHO, MONLKO eCclu 8 cepmugukamax omnpagumens (pa-
bouem cepmughuxame) u noayuameineu YyCmMaHo8ieH XOms-0bl 0OUH U3 OUMO8 UCNONIL308AHUS KAHOUd
veert. KEYUSAGE_DATA_ENCIPHERMENT, vecert. KEYUSAGE_KEY_ENCIPHERMENT unu
veert. KEYUSAGE_KEY_AGREEMENT - mo ecmo, eciu smu cepmughuxamol pazpeuteno ucnonb308ams
07151 8LINOJIHEHUS. WUPDPOBAHUSL.

2 Cnedyem umems 68uU0Y, UMO OAHHASL (PYHKYUS He obecneyusaem KOHMPOb Yel0CMHOCMU
3aUUPDPOBAHHBIX OAHHBIX U AYMEHMUPDUKAYUIO UCMOYHUKA OaHHbIX. B ciyyae HeobXxooumocmu KOH-
MPONsL YeIOCMHOCIU OAHHBIX U AYMEHMUDUKAYUU UX UCIOYHUKA Cledyem UCNOIb308aMmb QYHKYUIO
sauugposanus gaina nocie sviyucienus I smoeo gaiina.

3 Jlannas gpynxyus noooepaxcusaem zawugposanue oannvix 6 popmame PKCS#7, coomeem-
CMBEeHHO, NpU 3anoHeHuU napamempa ep Heobxooumo ykazvieamo ¢hnae Veert. FLAG_PKCS7.

vcert.streamEncryptUpdate (id, ep, data)

DOYHKINS TPOJOILKESHUS aHOHUMHOI'O IIOTOKOBOT'O SaH_II/Id)DOBaHI/ISI O1oKa JaHHBIX

Bo3sBpaiaempie 3HaUCHUSA:

B cay4yae yvcnexa

— status: «OK»;

— data_out: 610k ¢ mu(pOBaHHBIMHU TaHHBIMH.
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B ciayyae ommmoOku

— status: «errory;

— text: Tekcr ommnoOKy,;

— code: He HyneBoii Ko OIIUOKH, €CITH €CTh.

ApPIYMEHTBI:

— id KOHTEKCT BBIMOJIHEHHUS TIOTOKOBO# ONEpaIUH;

— ep mapaMeTphl BEIOJIHEHUs 3aimdpoBanus (cM. mporotui Veetr.EncryptParam);

— data 6710k ¢ OTKPBITBIMHU JAHHBIMHU B base64 KOIMPOBKE.

Ilpumeuanus

1 B kauecmee ep HeobX00uUMO UCHONIb308AMb Me JHCe NAPAMempbl 8bINOTHEHUs. 3aUUPPOsaAns,
KOmMopble UCNONIb308ANUCH NPU CO30AHUU KOHMEKCMA 8bINOIHEHUs. NOMOKOBOLU ONepayuu.

2 B cnyuae, ecau 0OanHas (hyHKYus 3a6epuiaemcs ¢ OUUOKOU, KOHMeKCm 8blNOJIHEeHUs NOMOKO-

601 onepayuu 0ceobodcOaemes u He modcem bbimb NnOBNOPHO UCNOJIb30B6AH.

vcert.streamEncryptFinal (id, ep)
CDyHKI_II/IH (bHHaJII/ISaI_[I/II/I AHOHHUMHOI'O IOTOKOBOT'O 3aHJI/I(1)pOBaHI/I$I 0JI0Ka JAaHHBIX
BO3BpaH_IaeMI>Ie 3HAYCHUA:

B cuay4dae ycnexa

— status: «OK»;
— data_out: 6710k ¢ mmppoBaHHBIMHU JaHHBIMHU B base64 KOIMPOBKE.

B cay4yae ommoku

— status: «errory;

— text: Tekct omuoOKy;

— code: He HyneBoii KO/ OIIUOKH, €CITH €CTh.

ApryMeHTBI:

— 1d KOHTEKCT BBIMTOJHEHUS TIOTOKOBOH OTepaIlvu;

— €ep mapaMmeTphl BIOJHEHUS 3anmdpoBanus (cM. mpototun Veert.EncryptParam);

Ipumeuanus

1 B kauecmee ep He0OX00UMO UCHONL308AMb Me JHce Napamempsl blNOIHEHUs 3aUUPPOBAHUS,
KOMOopble UCNOTIb308ANUCH NPU COZ0AHUU KOHMEKCMA 8bINOIHEeHUs. HOMOKOBOU ONnepayuu.

2 Ilo 3asepuienuu 0anHOU DYHKYUU KOHMEKCM BbINOJIHEHUSI NOMOKOBOU ONepayuu 0c8000ic-
oaemcs u He Modcem ObiMb NOBMOPHO UCTIOIb308AH.

3 Pe3ynomam 6blnoiHeHus OAHHOU (DYHKYuu no gopmamy 3auu@po8aHHbix OAHHLIX CO8Me-
CMUM C pe3yibmamom GblNOIHeHUsT QYHKYuu veert.encrypt(), npu ycio8uu UCHoIb308aHus NocieoHell

ons 3auughposarnus oanuwix 8 popmame PKCSH7.
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vcert.streamDecryptlnit (dp, data)

OyHKIINS HHAMUAIM3AIIMHA aHOHIMHOT'O ITOTOKOBOT'O DaCHII/I(bDOBaHI/ISI 0J10Ka JaHHBIX

B03BpamaeMLIe 3HA4YCHUA:

B cayuyae yvcnexa

— status: «OKy;

— left: miuHa HeoGpaboTaHHBIX AaHHBIX. II0CKOIBEKY 00pabOTKa JaHHBIX MIPOM3BOIUTCS OJI0-
KaMH, TO TTOCIICAHUIA OJIOK, TPUCYTCTBYIONIMI TOJIBKO YaCTHYHO, 00paboTaH He OyeT;

— id: KOHTEKCT BBIOJHEHHUS IIOTOKOBOM OIEpaIlyy.

B cayyae onimoku

— status: «errory;

— text: Tekcr ommOKu;

— code: He HyeBoit KO/ OLIMOKH, €CITH €CTh.

ApIryMeHTBI:

— dp mapameTpsI BeinonHeHus pacimudpoBanus (cMm. npororun vVeert.DecryptParam);

— data 610k gaHHBIX B base64 KOIUpOBKE.

Ipumeuanue - Jlannas @yuxkyus noooepoicugaem pacuugposanue OawHuvlx 6 ¢hopmame
PKCS#7, coomeemcmeenno, npu 3anonnenuu napamempa dp HeoOX00umo ykazvleams @uaae
FLAG_PKCS7.

vcert.streamDecryptUpdate (id, dp, data)

DYHKINS MPOA0JLKESHUS aHOHMMHOI'O IIOTOKOBOT'O DaCH_II/Id)DOBaHI/IH 0JI0Ka JAaHHBIX

Bo3Bpaiiaempie 3HaUCHUSA:

B cuayudae ycnexa

status: «OKy;

— left: nnmuaa HeoOpaboTanHbIX AaHHBIX. [lockobKy 00pabOTKa JaHHBIX MPOU3BOAUTCS OJIO-
KaMH, TO MOCJIEAHUH OJIOK, MPUCYTCTBYIONIUHN TOJIBKO YaCTHYHO, 00paboTaH He OyleT;
— data_out: 670K ¢ OTKPBITHIMH JaHHBIMH B base64 KOIUPOBKE.

B cay4yae omimoku

status: «errory,

— text: Tekct omuoOKy;

— code: He HyneBoii ko omiOKy, €CITU €CTh.

ApIryMeEHTBI:

— 1d KOHTEKCT BBITIOJIHEHHUS TIOTOKOBOM OTEepaliuu;

— dp mapameTpsl BbIIONHEHHS pacimudpoBanus (cM. mpororun Veert.DecryptParam);

— data 610k maHHBIX B base64 KoaupoBKe.
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Ilpumeuanus

1 B kauecmse dp neobxo0umo ucnonvb3oeams me e napamempsl 8bINOJHEHUs pacuiugposa-
HUsl, KOMopble UCNOIb30BANUCH NPU CO30AHUU KOHMEKCMA 8bINOJIHEHUs NOMOKOBOLL ONepayuu.

2 B cnyuae, ecnu 0annas pynkyus 3a6epuiaemcs ¢ OwUOKoll, KOHMeKCM 8bINOJHeHUs NOMOKO-

801l onepayuu 0c8000COAEMCsL U He Modcem Obimb Nno6mMoOpPHO UCNOJIb30BAH.

vcert.streamDecryptFinal (id, dp)

dyaKIM GUHATA3AMMA AaHOHUMHOI'O IIOTOKOBOTO pacinudpoBaHus 0J10Ka JaHHBIX

Bo3sBpaiiaempie 3HaUCHUSA:

B cay4yae yvcnexa

status: «OKy;

decrypt_result: pesymnbrar pacimdpoBanus, cojaepKamuii cepTUGHUKAT OTIPABUTEINIS 3a-
mUGPOBAHHOTO COOOIICHUS (TOJIBKO IS CHCTEM C HCAaHOHUMHBIM IITM(POBAHUEM ).

B ciayuyae ommmoOKku

— status: «errory;

— text: TekcT omnoOKy;

— code: He HyneBo#i KO/ OIIUOKH, €CITH €CTh.

ApIryMeHTBI:

— id KOHTEKCT BBIMTOJHEHHUS TTIOTOKOBOH OMEpaIivu;

— dp mapameTpsl BbITIONHEHHS pacimudpoBanus (cM. mpororun Veert.DecryptParam);

Ilpumeuanus

1 B kauecmse dp neob6x00umo uUcnonvb306ams me ice napamempsvl 8bINOJHEHUs pacuuu@dposa-
HUS, KOMOpble UCHONb308AIUCL NPU CO30AHUU KOHMEKCMA 8bINOJIHEHUSL NOMOKOBOU ONnepayull.

2 Ilo 3asepwenuu 0anHOU YHKYUU KOHMEKCM 8bINOIHEHUsI NHOMOKOBOU onepayuu 0c80060dxc-

oaemcs u He Modcem bblmp nOBMOPHO UCNOIb30BAH.

vcert.streamEncryptinfo (data)

DVHKIMS IOTOKOBOI'O NOJIYYEHU HHOOPMAIIHK 0 3amndpOBaHHOM OJI0KE JaHHBIX

Bo3sBpaiiaembie 3HaUCHUS:

B cay4yae ycnexa

status: «OKy;
— encrypted_info: uadopmarus o 6;10ke ¢ muppPOBaHHBIMHU JaHHBIMH.

B cayuyae ommmoku

status: «errory;

— text: TekcTt ommoOKu;
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— code: He HyneBoii KO/ OMIUOKH, €CITH €CTh.

ApPIYMEHTBI:

— data 610k gaHHBIX B base64 KOIUPOBKE.
Ipumeuanue - Ilpu noayuenuu kooa owuobku veert. VCERT E DECRYPT FORMAT credyem
VeeIuuUmsb pasmep nooasaemo2o 010Kka ¢ WUppPoBaAHHLIMU OAHHLIMU U NOBMOPHO Bbl36AMb (DYHKYUIO

veert.streamEncryptedinfo().

1.5.5 HuskoypoBHeBbIe GyHKIIUH

vcert.signHash (data)

Oyuaknus BeraucieHus 11 XBI_H-d)VHKHI/II/I JaHHBIX

Bo3sBpaiiaempie 3HaUCHUA:

B caydae ycnexa

status: «OKy;
— sign_out: uadopmanus o 6110Ke ¢ MH(GPOBAHHBIMU JaHHBIMU.

B cay4yae ommoku

status: «errory;

— text: Tekct omnoOKy;

— code: He HyneBoit ko1 OIIMOKH, €CITH €CTh.
ApIryMeHTBI:

— data 610k gaHHBIX B base64 KOIUPOBKE.
vcert.verifyHash (sender, hash, sign)

Dvyukmus nposepku DI xom-QyHKIINY TaHHBIX

BO3BpaI_I_IaCMBIC 3HAYCHUA:

B cay4yae ycnexa

— status: «OK»;

B cayuyae onmmoku

— status: «errory;

— text: TekcT omnoOKy;

— code: He HyneBoii KO/ OMIUOKH, €CITH €CTh.

ApPIYMEHTBI:

— sender ceptudukar, Ha KoTopoM ObuTa BeimonHeHa D11, 8 DER-koaupoBke;
— hash 650k ¢ x3mI-pyHKIHEH TaHHBIX;

— sign 610k 1aHHBIX B base64 KOAUPOBKE;

vcert.verifyCert (vp, data)
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DOYHKINS MOCTPOCHHUS IIENOYKH M IPOBEPKU JICHCTBUTEIHHOCTH CCDTI/Id)I/IKaTa

B03BpamaeMLIe 3HA4YCHUA:

B cayuyae ycnexa

— status: «OK»y;
— cert: pacKOJIMPOBaHHBIN U Pa300OpaHHBIN cepTU(HHUKAT.

B ciayyae ommmoOku

status: «error»;

— text: Tekcr ommnoOKy,;

— code: He HyneBo#i KO/ OIIUOKH, €CITH €CTh.

ApryMeHTBI:

— VP mapaMmeTpsl IpoBepKH cepTrdukara (cMm. mpororun Veert.VerifyParam);
— data npoepsiemsiii ceprudukar B DER-koaupoBke;.
vcert.verifyCertificatePolicy (vp, data)

DYHKIYS NOCTPOSCHUS LIEMOYKH M IPOBEPKH ITOJIUTUKHU CGDTI/Id)I/IKaTa

Bo3sBpaiiaempie 3HaUCHUSA:

B cuayudae ycnexa

status: «OKy;

— cert: pacKoJMPOBaHHBIN U pa300paHHbINA CepTUDUKAT.

B cay4yae ommoku

— status: «errory,;

— text: Tekct omnoOKy;

— code: He HyneBoit Ko/ OLIMOKH, €CITH €CTh.

ApryMeHTBI:

— VP mapaMmeTpsl npoBepku cepTudukara (cM. mporotun veert. VerifyPolicyParam);
— data mposepsiemsrii ceprudukar 8 DER-koaupoBke, B base64 crpoke.
vcert.verifyCrlPolicy (vp, data)

DVHKIIMS HOCTPOEHUS NENOYKU M NpoBepKHU NOIUTHKH COC

Bo3sBpaiiaembie 3HaUCHUSA:

B cay4yae ycnexa

status: «OKy;

B cayuyae onmmmoku

status: «errory,
— text: TekcTt ommoOKu;

— code: He HyneBoii Ko OIIUOKH, €CIIH €CTh.
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ApPIrYMeHTBI:

— vp mapametpsl npoBepkr COC (Heob6xoaumo ycTaHoBUTH (hiaar npoBepku nonutukn COC
veert.FLAG_POLICY_VERIFY_CRL);

— data mposepsiembrii ceprudukar 8 DER-koaupoBke, B base64 crpoke.

1.5.6 ®dynkuuu npeodpazoBanusi GpopMaToB

vcert.detachSign (data, outf = 0)

Dvyuknus orcoeandaerus DIl oT moAIUCaHHOTO OJIOKA JaHHBIX

B03BpamaeMHe 3HAa4YCHUA:

B cay4yae yvcnexa

— status: «OK»;

data_out: 610k gaHHBIX, OTAENEHHBIH OT DIT;

out_type: Tun Onoka manHbix data out, ecnmm paBeH 0 TO OJIOK JaHHBIX 3aKOJUPOBAH B
base64, nHaue ObLI IEPETaH MPOCTON TEKCT.

B ciayuyae ommmoOku

— status: «errory,;

— text: TekcT omnoOKy;

— code: He HyneBo#i KO/ OIIUOKH, €CITH €CTh.

ApIryMeHTBI:

— data 610k naHHBIX, oTAENeHHBIH 0T DI1 B base64 KoaUpOBKE;

— outf ¢aar ykaspIBaromuii THI BO3BpANaeMbIX JTaHHBIX, eIk paBeH 0 TO OJOK JaHHBIX OYy-
JIeT 3aK0JIUPOBaH B base64, nHaue O6JI0K JaHHBIX MPEACTABISIET COO0I OOBIYHBIN TEKCT.

vcert.atachSign (data, sign, dataf =0)

Oyuknms npucoeauaeHus 11 k 6J'IOKV JaHHBIX

Bo3sBpaiiaembie 3HaUCHUSA:

B cayuyae ycnexa

status: «OKy;
— sign_out: 6J10K JaHHBIX ¢ TpUcoearnHeHHON(biMu) DI1.

B cay4yae ommoku

status: «errory;
— text: Tekct omuoOKy;
— code: He HyneBoii KO/ OIIUOKH, €CITH €CTh.

ApPIrYMeHTBIL:

— data 610k naHHbIX, oTAECHHBIH 0T DI1 B base64 koaupoBKe;
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— sign DOI1 B orcoeauaenHoM opmare B base64 KOIUPOBKE;
— dataf ¢uar ykassiBarommii THII JaHHBIX napamerpa data, eciam paBeH 0 TO OJIOK JaHHBIX
JIOJDKEH OBITh 3aKOJUPOBaH B base64, nHadye OJOK JAHHBIX MPEJICTABISAET COOON OOBIYHBIN

TCKCT.

1.5.7 ®OyHkuuu moucka, UMIOPTA M IKCIOPTA

vcert.findCert (fp)

dyukus noucka ceprudukara(oB) B clipaBoYHMKE(aX) 10 3aJJAHHOMY I1a0JIOHY

B03BpamaeMHe 3HAa4YCHUA:

B cay4yae yvcnexa

— status: «OK»;
— find_result: pe3ynabTar nmorcka - MacCHB HalJACHHBIX CEPTU(UKATOB.

B ciayuyae ommmoOku

— status: «errory;
— text: TekcT omnOKy;

— code: He HyneBo# KO/ OIIUOKH, €CITH €CTh.

ApIryMeHTBI:

— fp mapametps! noucka u mabnon ceprudukara (cMm. mpororun veert.FindParam).
Ipumeuanus

1 Ecnu He VKa3aHbl prazu veert. FLAG FIND NOVERIFY,

veert. FLAG FIND NOTIMECHECK unu vcert. FLAG FIND NOKEYTIMECHECK, mo oaunas ¢ynx-
yus gosspaujaem 6ce HaroeHHvle Oelcmseumenvhsle (N0 NOCMPOEHUIO YeNnoyKU, N0 CPOKY Oelticmeus, no
CPOKY OelCmeuUs 3aKpblmozo Kioua) cepmuguxamoi.
2 Ilpu yxasanuu ¢hnaca veert. FLAG _FIND MY npouzsodumcs nouck paboueeo cepmuguxama
(01151 KOMOPO20 ecmb COOMBEMCMEYIOUUL 3AKPBINBLL KTI0Y,).
3 Cmanoapmuas ouepeoHocms NOUCKA CepmupuKkamos no CnpagoyHUKAM makosa:
— 6 Hauane, eciu ne 3a0an @nae VCert.FLAG_FIND _IGNORE CACHED, nouck cepmugu-
Kama npou3800uUmcs 8 Kauie cpeou yice npo8ePeHHbIX U KIUUPOBAHHBIX 00HEKMO8,
— Oanee, eciu ne 3aoan Qaae veert. FLAG FIND IGNORE LOCAL, nouck cepmuguxama
NPOOONAHCACICSL 8 IOKANbHOM CHPABOYHUKE CepMUPUKAmos;
— u 6 koHnye, ecau 3aoan ¢paae veert. FLAG FIND REMOTE u nacmpoeno nooknmoueHue K
cemegoMy CHNpAGOYHUKY CepmUuUKamos, NOUCK cepmugukama 3aeepuiaemcs 6 nocieo-
Hem. Heobxooumo ommemums, umo eciu nouck npou3eooumcs no YHUKAIbHOMY UOEHMU-

guxamopy cepmughukama, mo 01 NOUCKA 8 CEMeBOM CNpABOYHUKe YCMAHOBKA praza
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vcert. FLAG_FIND REMOTE ne mpebyemcs, 00cmamouHo Juib HAaudue noOKI0YeHUs: K
cemesomy CHPABOUHUKY CEPMUPUKAMO8;

ecu NOUCK BbINOIHAEMCS NO VHUKAIbHOMY udenmughukamopy cepmughuxama, mo, npu
HAX0JCOeHUU Nepeo2o cepmuguxkama, y0081emeopsoue2o wabiony, npoyecc noucka 0o-
pvisaemcsi;

eciu NOUCK NPOU3B0OUMCSL He N0 VHUKATIbHOMY UOeHmugukamopy cepmughuxama, mo npo-
yecc NOUCKA He 3a8epuiumcst 00 NOJHO20 NPOCMOMPA 8cex OOCMYNHBIX CNPABOYHUKOS cep-

MUGUKAMOo8 U HaAXoHCOeHUs BCeX CepMUPUKaAmos, YO0081emseoparouux WabioHy.

IIpumep 6 — I[Nouck Bcex ceprudukaroB no X.500 umeHu Bragenblia U 3aJaHHOMY B albTep-

HATUBHOM WMEHH QJPECOM 3JI. MOYTHI C MOCIEAYIONUM THAIOrOM BBIOOpa cepTudukaTa u ¢

INIOUCKOM B CCTCBOM CIIPABOYHUKC!

var fields = vcert. FIELD_SUBJECT | vcert.FIELD_SUBJECTALTNAME

var cert = new vcert.Certificate(fields);

cert.subject = "cn=ivanov,dc=x509,dc=ru";

cert.subjectAltName = new vcert.AltName();

cert.subjectAltName.emailAddress = "ivanov@x509.ru"

var fp = new vcert.FindParam/(cert);

fp.flag = vcert. FLAG_FIND_REMOTE | vcert.FLAG_FIND_SELECTUI,
fp.info = vcert. FIELD SUBJECT | vcert. FIELD KEYID
vcert. FIELD_CERTHASH;

vcert.findCert(fp).then((val) => console.log(val));

IIpumep 7 — [Touck Bcex pabounx cepTu(UKATOB (17151 KOTOPBIX €CTh 3aKPBITHII KIIIOY):

var cert = {fields : O};

var fp = new vcert.FindParam(cert, vcert. FLAG_MY, null, vcert.FIELD_ALL);

vcert.findCert(fp).then((val) => console.log(val));

vcert.import (ip, data)

Dvyuknus no6aBiaeHus 00beKTa/00BEKTOB 13 0JI0KA TAHHBIX

Bo3sBpaiiaembie 3HaUCHUS:

B cayuyae ycnexa

status: «OKy;

B ciayyae ommmoku

status: «errory;
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— text: TekcT ommoOKu;

— code: He HyneBoii Ko OIIUOKH, €CITH €CTh.

ApPIYMEHTBI:

— Ip mapameTpsl BBITOJHEHHS UMIIopTa (M. TpotoTHl Veert.ImportParam);

— data ummopTupyeMmblit 6JIOK JaHHBIX.

Ipumeuanue - [annasn @hynkyus noszeonsem umMnopmuposams 6 JOKAIbHbIU CHPABOYHUK Cep-
mugpuxamos cepmuguxamol u COC ¢ DER-xo0uposxe, oonosnenus, sasepennvie [[C unu [P,

a makdice yCmanasIueams Ho8wlll pabouutl cepmugpuxam (monvko 0ns iokaivno2o CK3H).

vcert.export (ep)

q)VHKIII/Iﬂ CO3J1aHus U 5KCIIOPTa 3alIpOCOB B 0J10K JaHHBIX

B03BpamaeMHe 3HAa4YCHUA:

B cay4yae yvcnexa

— status: «OK»y;
— data_out: 610K JaHHBIX C SKCIIOPTHPOBAHHBIM 3aITPOCOM B base64 KoIupOBKe.

B ciayuyae ommmoOku

status: «errory,
— text: TekcT omnoOKy;
— code: He HyneBo#t KO/ OMIUOKH, €CITH €CTh.

ApPIYMEHTBI:

— €p mapaMmeTpsl BBIIOTHEHUS dKCHopTa (cM. npotoTun veert. ExportParam);

1.5.8 BenoMorartenabHble (PYHKIUU

vcert.base64ToUInt8Array (base64data)

®vyukusg koHBepTarmu base64 ctpoku B Uint8Array

BosBpamiaemoe 3nauenne (OyHKIMS HE SBISETCS aCHHXPOHHOM):

Tunuszposannselii MaccuB Uint8Array.

ApPIrYMeHTBIL:

— base64data ctpoka OMHApHBIX JaHHBIX 3aKOJMPOBAHHBIX B base64.
vcert.base64ToBlob (base64data)

dvyuknus kousepraumu base64 crpoku B Blob

BozBpamaemoe 3HaueHne (PyHKIMS HE ABISETCS aCHHXPOHHOM):

BosBpamaer nepemennyio tumna Blob.
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ApPIrYMeHTBI:

— base64data crpoka OMHapHBIX JaHHBIX 3aKOIUPOBAHHBIX B base64.
Ilpumep 8 - Br3oB amanora 3arpy3ku Opays3epa Ui COXpaHCHUs IHOAMMCAHHBIX JAaHHBIX B
Gbaiin
vcert.sign(signParam,base64Data)
.then((val) =>{
var baseb4res = val.sign_out;
var blob = base64toBlob(base64res);
var url = window.URL.createObjectURL(blob);
var link = document.createElement("a");
link.download = "filename.p7s";
link.href = url;
document.body.appendChild(link);
link.click();
setTimeout(function(){
document.body.removeChild(link);
delete link;
link.href = "";
window.URL.revokeObjectURL(url);
delete val.sign_out;
}, 100);
1);

vcert.parseCert (flag, data)

DvuKIM pa3dopa ¥ moliydeHus HHGOpMaIliu 0 cepTudukare

Bo3sBpaiiaembie 3HaUCHUSA:

B cay4yae ycnexa

— status : «OK»;
— Cert: ctpykrypa pazoOpaHHOTO cepTudHUKaTa.

B cayuyae onmmmoOku

status: «errory,;
— text: Tekct omnOKy;

— code: He HyneBoii Ko OIIUOKH, €CITH €CTh.

ApPIrYyMeHTBI:



49
BAMB.00134-06 33 01

— flag tpebyemas undopmanus o ceprudukare (koncrantsl VCErt.FIELD_XXX);
— data ceprudurar B DER-koaupoBke.
vcert.parseCrl (flag, data)

dyukus pazdopa u noaydyeHus uadopmarnuu 0 COC

B03BpamaeMLIe 3HA4YCHUA:

B cayuyae ycnexa

— status: «OK»y;
— crl: ctpykrypa pazoopannoro COC.

B ciayyae ommmoOKku

status: «errory,

— text: Tekcr ommnoOKy,;

— code: He HyneBo#i KO/ OIIUOKH, €CITH €CTh.

ApIryMeHTBI:

— flag tpebyemas nunpopmarnms o COC (koncrantsl veert. FIELD CRL XXX);
— data COC B DER-koaupoBke.

vcert.parseAltnameEx (data)

DyHKIHS pa36opa W NOJYYCHUA MACCHUBA APYTHUX MMCH aJIbTCPHATUBHOI'O UMCHHU

B03BpamaeMHe 3HAYCHUA:

B cuay4dae ycnexa

— status: «OK»;
— altnames: cTpykTypa pa300paHHOTrO aJbTEPHATHBHOTO UMEHH.

B cay4yae ommoku

status: «errory,

— text: TekcT ommoOKu;

— code: He HyneBoi#i KO/ OIIUOKH, €CITH €CTh.

ApryMeHTBI:

— data anmprepraruBHoe ums B DER-konupoBke.

Ipumeuanue - /[na noayuenus anomeprnamugnozo umernu 6 DER-koouposke ciedyem Haimu 6
maccuse pacwuperuti cepmughuxama arbmepramusnoe ums uzoamens (OID 2.5.29.18) unu éradenvya
(OID 2.5.29.17).

vcert.parseBasicConstraintsEx (data)

DvyHKIMS pa3dbopa ¥ nonyyeHuss nHhOpMaIMy 0 0a30BBIX OrPAaHUYEHUIX cepThudUKaTa

Bo3sBpaiiaembie 3HaUCHUSA:

B cayuyae ycnexa
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status: «OKy;

— constraints: cTpykTypa pa3o0paHHbIX 0a30BbIX OFPaHUYCHUIA.

B cayuyae omimoku

status: «errory;

— text: TekcT ommoOKu;

— code: He nyseBoii ko1 OMIMOKH, €CITH €CTh.
ApPIYMeHTBI:

— data 6a3oBsle orpannuenus B DER-koaupoBKe;

Ipumeuanue - /s nonyuenus 6asoevix ocparudenuti 6 DER-kxoOoupoeke crnedyem Hatmu 6

maccuse pacuupenuii cepmuguxama b6azosvle oepanuyenus (OID 2.5.29.19).

vcert.getPKCS7Info (data)

DyHKIMs noayyeHus: nHbopMarmu o 0Joke gagHelXx B Gopmare PKCS#7

B03BpamaeMHe 3HAa4YCHUA:

MCHHU

B cuaydae ycnexa

— status: «OK»;

info: uadopmanus o 6moke nanHbIX B hopmate PKCS#7.

B cay4yae ommoku

status: «error;

— text: Tekct omnoOKy;

— code: He HyneBo#t KO/ OIIUOKH, €CITH €CTh.
ApIryMeHTBI:

— data 6ok nanubIx B popmare PKCS#7;
vcert.CheckExpiringCertKey (days)

q)VHKI_[I/ISI IIPOBEPKHU UCTCUYCHUSA CPOKa HeﬁCTBHH 3aKpBITOr'O KJIK4a B SaﬂaHHBIﬁ nepuoa Bpe-

BOSBp&H_IaeMBIC 3HA4YCHU:

B cay4yae ycnexa

— status: «OK»y;

— days: meproa UCTEUCHHSI CPOKA IECHCTBHS KITIOYA B JHSX;

keyid: uneHTHHKATOP 3aKPHITOrO KJF0Ua chOPMUPOBAHHOTO 3ampoca Ha MoTydeHne pado-
4ero cepTUQUKaTa, s KOTOporo paboumii cepTuukar eme He ObUT MOTy4EeH.

B cayuyae ommmoku

— status: «errory;

— text: TekcTt ommoOKu;
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— code: He HyneBoii KO/ OMIUOKH, €CITH €CTh.
ApPIYMEHTBI:

— days npoBepsieMblii Iepruo]] BpEMEHH B JIHSX.
vcert.showCertificate (data)

DOyHKIHS OTO6Da)KeHI/I$I AUAJI0roBOro OKHa € HHd)ODMaHHeﬁ o CGDTI/Id)I/IKaTe

B03BpamaeMLIe 3HA4YCHUA:

B cayuyae yvcnexa

— status: «OK»y;

B cayyae onimoku

status: «errory;

— text: Tekcr ommOKu;

— code: He HyeBoi#t KO/ OLIMOKH, €CITH €CTh.
ApIryMeHTBI:

— data ceprudurar B DER-koaupoBke.
vcert.showCrl (data)

DvHKIMS 0TOOpaAKEHNU OUAIIOTOBOT0 OKHA ¢ nHdopmarwmeit o COC

B03BpamaeMHe 3HAYCHUA:

B cay4yae yvcnexa

status: «OKy;

B ciayyae ommmoOku

status: «error»;

— text: TekcT omnOKy;

— code: He HyneBoii Ko/ OIIUOKH, €CITH €CTh.
ApryMeHTBI:

— data COC B DER-koaupoBKe.
vcert.updateCRLS ()

DyHKINSA OOHOBJICHHUS HaWACHHBIX B J0KAIbHOM cupaBouHrke COC 13 ux TOYEK pacupOCTPaHCHHS

Bo3sBpaiiaembie 3HaUCHUSA:

B cayuyae ycnexa

status: «OKy;

B ciayyae ommmoku

status: «errory,
— text: Tekct ommoOKu;

— code: He HyneBoii KO/ OIIUOKH, €CITH €CTh.
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1.5.9 ®yHkuuu padoThl CO CIPABOYHUKAMHU H MPOPUIAMHU

vcert.createXmlRequest (flag, cert)
OyHKIUA popMUpOBaHUS 3aKPHITOTO Kitoua 1 XML 3ampoca ¢ mapHbIM OTKPBITHIM KIHOUYOM
Bo3sBpaiiaempie 3HaUCHUSA:

B cayuyae vcnexa

status: «OKy;

xml: chopmupoBannbiii XML 3ampoc, copepikaiuii mapHblil OTKPBITBIH KITHOY.

B cayuyae onimoku

status: «errory;

— text: Tekcr ommOKu;

— code: He HyneBoit Ko/ OLIMOKH, €CITH €CTh.

ApPIYMEHTBI:

— flag ¢naru (moryt ucnonb3oBathes veert. FLAG XML REQUEST XXX);

— cert abnoH ceptudukara, Ha OCHOBaHUU KOTOporo coznaercss XML 3amnpoc (uMeroT 3Have-
HUE clenyrone nois maodnona ceprudukara: X.500 uMs Biaaenblia, albTEPHATUBHOE
WUMS BJIQJIETbIIA, TIOJTUTHKHA MCTIOJIb30BaHUs, PACIIMPEHHbBIE UCIIOIB30BaHUS KITFOUa, PaCIIIH-
pPEHHS ¥ IPUMEHEHHE KITI0Ya).

vcert.issueCertificateStore (data, localstore)

DyHKIHS d)ODMI/IDOBaHI/ISI CITPaBOYHHUKOB CGDTI/Id)I/IKaTOB HOJIB30BATEIA

Bo3sBpaiiaempie 3HaUCHUSA:

B cuayudae ycnexa

— status: «OK»;

— psestore: myth k cozpaBaemomy IICII, B KOTOpBI OyayT mepeHeceHbl BCe CePTH(PUKATHI
kopHeBbIX [IC, Bxomsmue B [ICI1 konTekcTa OMOIHOTEKH;

— localstore: myts x JICII, kotopsiii 6611 chopmupoBan I[P nipu BeIrpy3ke HOBOro pabouero
ceptuduKaTa Moab30BaTEI.

B cayuyae ommmoOku

status: «errory,

— text: Tekct omnoOKy;

— code: He HyneBoii Ko OIIUOKH, €CITH €CTh.

APIYMEHTBI:

— data HOBBI pabounii cepTH(UKAT I BbIIaBACMbIX CIIPABOYHUKOB (IaHHBIN cepTH(UKAT
Oynet ucnonb3oBan i noanucanus [ICII, u on Takxke OyneT mo0aBieH B kKauecTBe pado-

yero ceprudukara B JICII);
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— localstore myts x JICII, kotopsiii Obi1 copmupoBan LIP nipu BeIrpy3ke HOBOTO paboyero
ceprudukaTa moyp30BaTes.
vcert.createCertificateStore (certs, crls)

DOyHKIHSL d)ODMI/IDOBaHI/IH CIIPaBOYHHMKOB CeDTI/Id)I/IKaTOB IOJIB30BaTEIA U3 CeDTI/I(bI/IKaTOB u COC

Bo3sBpaiiaempie 3HaUCHUSA:

B cayuyae yvcnexa

status: «OKy;

— psestore: myth k cozpaBaemomy IICII, B kKoTOpBIl OynyT mepeHeceHbl Bce cepTH(UKATHI
kopHeBbIxX LIC;

— localstore: nyts k co3zgaBaecmomy JICII, B KOTOpBIH OyayT MEpeHECEHbI BCE OCTAJIbHBIC

OOBEKTHI;

B ciayuyae ommmoOKku

status: «errory;

— text: Tekcr ommnoOKy,;

— code: He HyneBoit Ko/ OLIMOKH, €CITH €CTh.

ApPIYMEHTBI:

— certs maccuB ceptu(ukaToB (MEpPBbIN JIEMEHT JAaHHOTO MAacCHBa JIOJKEH OBITH pabodnM
cepTudUKaTOM I0JIH30BaATENSN);

— crls maccus COC.

vcert.createRegistryProfile (profile, psestore, flag)

DVyHKIMS co3MaHUs HOBOrO Ipodus MoJIb30Bareis 110 3axanaoMy oyt K [ICIT u JICIT

B03BpamaeMHe 3HAYCHUA:

B cayuyae ycnexa

— status: «OKy.

B cay4yae ommoku

status: «errory;

— text: Tekct omuoOKy;

— code: He HyneBoii ko omIuOKH, €CITU €CTh.

ApIryMeHTBI:

— profile ums co3naBaemoro npoduns, Hanpumep, «Ilo ymordanuio,

— psestore myts k IICII u JICII. s [ICIT u JICII, Haxoasmmxcsi B CHCTEMHOM XPAaHUJIUIIE
OC Windows, cieayer HCHOIb30BaTh HICHTU(UKATOP KITI0YA BIIAJENbla paboyero cepTu-

¢dukara
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- flag ¢naru (moryT UCTIOJIb30BATHCS
veert. FLAG_CREATE_REGISTRY_PROFILE_XXX).
vcert.queryRegistryProfile (index)

DyHKIMS co3MaHus HOBOrO IIpoduiIs moJib30Baress 110 3axagaoMy oyt K [ICIT u JICII

Bo3sBpaiiaempie 3HaUCHUSA:

B cayuyae yvcnexa

status: «OKy;
— profile: ums npoduis.

B cayuyae onmiMoku

status: «errory,;
— text: Tekct omnOKu;

— code: He HyeBoit KO/ OLIMOKH, €CITH €CTh.

ApIryMeHTBI:
— index ungexc mpodus.

1.5.10 @yHKUIHMN padoThl CO IITAMIIOM BpeMeHHU

vcert.tspRequestFromPkes7 (rp, data)

DOyHKIHS CO3AaHKs 3aIpoca Ha MONYUECHUE mTamMia BpemeHu u3 O11 0J10Ka JAaHHBIX (bODMaTa PKCS#7

B03BpamaeMHe 3HAYCHUA:

B cuaydae ycnexa

— status: «OK»y;
— request: CO3,Z[aHHBII71 3anpoc Ha nonyquI/Ie ImTamMiia BpeMeHI/I.

B cay4yae omimoku

status: «errory,

— text: Tekct ommoOKy;

— code: He HyneBoii ko omIuOKH, €CITU €CTh.

ApryMeHTBI:

— Ip mapameTpsl co3aanus 3anpoca (cMm. nporotun Veert. TSPRequestParam);
— data moanucanubIit 010k gaHHBIX B popmare PKCS#7,
vcert.tspSignResponse (rp, data)

Dvyukims Berauciaenus OI1 3ampoca Ha DOJYVYEHHE IIITaMIIa BpEMEHHU

Bo3sBpaiiaembie 3HaUCHUSA:

B cay4yae yvcnexa

— status: «OK»y;
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response: moAIMCaHHbIN 3alIpOC HA MOIYYEHUE IITaMIIa BPEMEHHU.

B cayuyae onmimoku

status: error;

— text: TekcT ommoOKu;

— code: He HyneBoii Ko OIIHOKH, €CITH €CTh.

ApPIYMEHTBI:

— rp mapamerpsl Beruucienus D11 3ampoca (cm. mpororun veert. TSPResponseParam);

— data 3anpoc Ha moJyueHue mTaMiia BpeMEHH;

Ipumeuanue - [na eviuucnenusn II1 3anpoca Ha nonyueHue wmamna épemenu UCnOIb3yemblil

07151 5M020 padbouull cepmughuram 00aHCeH YO0B8IemMEOPIMb CAeOVIOUWUM VCAO0BUIM.

— pacwupenue cepmugpuxkama X509v3 Oonacme Ilpumenenus Knwua oonsicro 6vimv no-
MeYeHO KaK KPUMUYHOE U OOJIIHCHO COOEPHCAMb UCKTIOYUMENbHO NPUMEeHeHUs IIeKnPOH-
Hasn Iloonuce u Heompexaemotii,;

—  pacwupenue cepmugpuxama X509v3 Pacwupennas Qénacmov Ilpumenenus Knioua
00J1ICHO ObIMb NOMEYEHO KAK KPUMUYHOE U OO0NNCHO COO0epIHCAmb UCKTIOYUMENbHO PAC-
wupennyto oonacme npumenenus Ommemxa épemenu (1.3.6.1.5.5.7.3.8);

— pacwupenue cepmugpurama X509v3 Ocnoenvie Ozpanuyenus 001d4CcHO ObiMb NOMEUEHO
Kax KpumuuHoe u 00aicHo cooepacams npuznax cepmugpuxama L{C pasnoiii CA:FALSE.

vcert. TspVerifyResponse (vp, data)

q)VHKHI/ISI IIPOBEPKHU OIl 3ampoca Ha IOJYYCHHE IITaMIla BPpEMCHHU

B03BpamaeMHe S3HA4YCHUA:

B cay4yae yvcnexa

status: «OK»y»;
— verify_result: moanucanHbIi 3apOC HA MOYYSHHE MITAMIIA BPEMEHH.

B cayuyae onmmoku

— status: «errory;

— text: TekcT omnoOKy;

— code: He HyneBoii KO/ OIIUOKH, €CITH €CTh.

ApryMeHTBI:

— vp mapametpsl poepku D1 3ampoca (cm. mpororun veert. TSPVerifyParam);
— data noanucaHHBIN 3aMPOC HA MOJYyYCHUE [ITAMITa BPEMEHH.

vcert. TspUrlStampPkes7 (rp, data, url)

Dvukims oposepku D11 3ampoca Ha MOJIVUYEHHUE IITAMIA BPEMEHHU

Bo3sBpaiiaempie 3HaUCHUSA:
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B cayuyae ycnexa

status: «OKy;
— sign_out: noanucanHeiii 010K naHHBIX B popmare PKCS#7 co mramnom BpeMeHH.

B cayuyae onmiMoku

status: «errory;
— text: TekcT ommoOKu;

— code: He nyneBoii Ko OMIHOKH, €CITH €CTh.

APIYMEHTBIL:
— rp mapameTpsl co3manus 3amnpoca (cMm. npororuin Veert. TSPRequestParam);

— data moanucanublii 610K maHHbIX B popmare PKCS#7;

— url agpec cepsepa mramnoB Bpemenu (Hampumep, http://pki.x509.ru/tsp/);

vcert. TspVerifyPkcs7 (vp, data)
Ovyukmus nposepku DIl 3ampoca Ha moayuenne imramia BpeMenu n3 DIl Graokxa maHHbIX dopmara

PKCS#7

B03BpamaeMHe 3HAa4YCHUA:

B cay4yae ycnexa

— status: «OK»;
— verify_result: pesynsrat nposepku D11 3ampoca.

B ciayyae ommmoOku

status: «errory,;
— text: Tekct omnoOKy;

— code: He HyneBo# KO/ OIIUOKH, €CITH €CTh.

ApPIYMEHTBI:
— vp mapametpsl ipoepku DI 3ampoca (cm. mpororun veert. TSPVerifyParam);

— data noanucannsiii 010K naHHBIX B popmare PKCS#7 co mraMmnoM BpeMeHH.
1511 DYyHKUMH ONpeieIeHUs cTaTyca cepTuukaTon

vcert.ocspCreateRequest (rp, data)

DYHKIINS CO3[IaHUs 3allpoca Ha IOJYYSHHE cTaTyca CCDTI/Id)I/IKaTa

Bo3sBpaiiaembie 3HaUCHUS:

B cayuyae ycnexa

— status: «OKy,
— request: co3naHHbIi 3apOC Ha MMOJIyYEHHE CTaTyca cepTUUKaTa.

B ciayyae ommmoku

— status: «errory;


http://pki.x509.ru/tsp/
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text: TekcT OIMINOKHY;

code: He HyneBo#i KO/ OIIUOKH, €CITH €CTh.

ApPIYMEHTBI:

rp mapameTpsl co3manus 3amnpoca (cMm. npororun vVeert. OCSPRequestParam);

data mposepsiemsrii ceptudukar B DER-koaupoBke.

vcert.ocspSignResponse (rp, data)

dyuknus Beruncienns DI 3ampoca Ha HOJAYYEHHE cTaryca cepTudukara

B03BpamaeMHe 3HAa4YCHUA:

B cay4yae yvcnexa

status: «OKy;

response: MOANMCAHHBIN 3aIIpOC HA MOJIyYEHUE CTaTyca cepTUdHKaTa.

B ciayuyae ommmoOKku

status: «errory;
text: TexcT OMINOKH;

code: He HyneBoit KoJ1 OIIMOKH, €CITH €CTh.

ApPIYMEHTBI:

rp napamerps! Beruuciaerust D11 3ampoca (cm. mpototun veert. OCSPResponseParam);

data 3anpoc Ha rmonyJeHHe craryca cepTuuKara.

Ipumeuanue - [{na eviuucnenus 311 3anpoca na nonyuenue cmamyca cepmugpukama ucnonb3y-

emblll 01 5mMo2o paboyull cepmuguxam O0xHceH YOOBIeMBOPAMb CLEOVIOUUM YCILOBUIM.:

pacuwupenue cepmughuxama X509v3 Oonacme Ilpumenenus Knroua oondxcrno 6uimv no-
Me4eHO KaKk KpUMmuuHoe u 00IHCHO codepicamsb npumenenus Inekmpounan Iloonuce u
Heompekaemuiit;

pacwupenue cepmuguxkama X509v3 Pacwiupennans QOonacmo Ilpumenenus Knwua
001)ICHO  coOdepoicamb  pacuiupennyio  obnacms  npumenenus — Iloonuce  OCSP
(1.3.6.1.5.5.7.3.9);

cepmughuxam 001x#cer codepicams nycmoe pacuupenue cepmugpukama (pacuuperue Hy-
nesoti onunvt) bez nposepku OCSP (1.3.6.1.5.5.7.3.9.5);

pacuupenue cepmughuxama X509v3 Ocnoenvie Ozpanuuenusn 00JHCHO ObIMb NOMEYEHO
KaK KpumuuHnoe u 00JicHO codepacamsb npusnax cepmughuxama L]C pasnoiii CA:FALS.
cepmuguxam u coomsemcmsyrowuti emy COC 0oncHbl co0epacamb xoms 0bl 00H) (DYHK-
yuonupytowyio mouxy pacnpocmpanerus COC 0151 603MOHNCHOCU ABMOMAMUYECKO20 00-

noenernus COC.
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vcert.OcspUrlObtainResponse (rp, data, url)

®Oyuknus Beraucienus D11 3ampoca Ha ToJayYeHHE cTaTyca CeDTI/I(bI/IKaTa Ha YKa3aHHOM CEPBEPEC

B03BpamaeMLIe 3HA4YCHUA:

B cayuyae yvcnexa

— status: «OK»y;

response: moAnMCcaHHbIN 3aIPOC Ha MOJIyYeHHE cTaTyca cepTuduKara.

B cayuyae omimoku

status: «errory;

— text: Tekct omnOKu;

— code: He HyneBoit KO/ OLIMOKH, €CITH €CTh.

ApIryMeHTBI:

— rp mapameTpsl co3manus 3amnpoca (cMm. mpororun Veert. OCSPRequestParam);

— url agpec cepBepa mosryueHus cratyca ceprudukaroB (Hampumep, http://pki.x509.ru/ocsp/).
Ecnu 3nauenue paBHo null, To mpon3BoAMTCA MONBITKA M3BJICUEHUS ajpeca cepBepa U3
pacuupenus Madopmanus Joctyna k LienTpy nposepsiemoro ceptudukara,

— data mpoBepsiemslii ceprudukat B DER-konupoBke.

vcert.OcspVerifyResponse (vp, data)

DOvukims nposepku D11 3ampoca Ha MMOJIVUEHHE cTaryca cepTrudukara

B03BpamaeMHe 3HAYCHUA:

B cay4yae yvcnexa

— status: «<OK»;,
— verify_result: pesynsrat nposepku DI 3ampoca.

B cayuyae ommmoOku

status: «errory,

— text: Tekct omnoOKy;

— code: He HyneBoi#i KO/ OIIUOKH, €CITH €CTh.

ApPIYMeHTBIL:

— rp mapamerpsl npoBepku Il 3anpoca (cm. npototumn vVeert. OCSPVerifyParam);

— data moamucaHHBIH 3a1poc Ha MOy4YeHHe cTaTyca cepTrdukara.



59
BAMB.00134-06 33 01

2 OIIMCAHHME OHINBOK

Hwxe (Tabnuma 1) mpuBeeHO omvcaHUe OMIMOOK, BOZHUKAIOIIUX IMPH HUCIIOJIB30BaHUH OMO-

JUOTEKH MPHUKIAHOTO MPOrpaMMHOTO HHTepdeiica ¢ cepTudukaTtaMu KI04el Ui onepauoHHON ch-

crembl Windows u 6ubaroTek npukiagHoro nporpaMmmuoro uatepgeiica KC.

B neBoii xonoHke YKa3aHO CHUMBOJIbHOC MM OIIMOKU U MEeCTHAAUATCPUIHOC 3HAUYCHUEC COOT-

BCTCTBYIOILICI'O KOJIa BO3Bpara.

B cpenneit konoHKe yKa3bIBa€TCSI MECTO BO3MOXKHOT'O BOSHUKHOBEHHS OIIMOKHU:

LOCAL - ¢ynkuus(u) oudanorexu (s36ik C\Java, miardpopma WIN32) npukiagHoro mporpamm-
HOTO HHTepdeiica padboTsl ¢ ceprudukaramu 1is maargopmsr WIN32.

REMOTE — ¢ynkuusi(u) oudaunoreku uatepdeiica (s3pik Cl\rutardpopma WIN32, s3b1k Java) npu-
KJagHoro nporpammuoro uatepdeiica KC. B nononHeHne K onmucaHHBIM HIDKE KOJIaM BO3BpaTa,
byHkims OoubauoTekn wHTepdeiica Moryt Bo3Bpamiath koja ormmbok OC Microsoft Windows,
HaIpUMep, ERRO_INVALID_PARAMETER (0x00000057) WIH
RPC_S SERVER UNAVAILABLE (0x000006BA). JleranpHoe omucanue konoB ommboxk OC
Microsoft Windows mnpuBeneHo B cratbe 1o ccbuike http://http://msdn.microsoft.com/en-
us/library/windows/desktop/ms681386\%28v=vs.85\%29.aspx;

CS - ucnonasemsrii moxyns KC, T.e. nanHast ommOKka MOKET BOZHUKHYThH TOJIBKO B TPOIIECCE BBI-

nonHeHus: KC, 1 oHa He sBIIeTCs pe3yabTaToM BbI3oBa (GpyHKIuu(it) Oubmmorek narepdeiica KC.

B npaBoﬁ KOJIOHKEC IMMPUBCACHO JACTAIbHOC OIMMCAHUC U TPUYHNHA BO3SHUKHOBCHUA OIIINOKH.

Tabmuia 1 — Coucok ommoOok

KO}_I BO3BparTa MecTO BO3HHK- Onucanue n NpuIvuHa BOSBHUKHOBCHHUS
HOBEHHUS OINO0- omIMOKHU
KH
VCERT_OK (0x00000000) LOCAL YcnemiHoe 3aBepiieHue QYHKIIUMH
REMOTE
CSs
VCERT_E_GENERIC (0xE0700001) LOCAL JlaHHBIA KOoA OIIMOKH yKa3bIBaeT Ha BO3MOXK-
REMOTE HyI0O BHYTPEHHIOIO OLTHUOKY, HEKOPPEKTHBIE I1a-
CS paMeTpbl HAaCTPOMKH HAM Ha HENpaBHABHBIE

IIapaMeTpsl, IlepeiaHHble B (ODYHKIIUU

VCERT_E_INVALID_PARAMETER LOCAL B dyakIuoo 6blA IlepegaH HEKOPPEKTHBIN I1a-

(0OxE0700002) REMOTE pamerp. Bo3HHKaeT B cAydae HCIIOAB30BaHUS
HEIIPaBUABHOTO KOHTEKCTa OHOAHMOTEKH HAHU
APYTHUX ITapaMeTPOB, HEMOAAEPKUBAEMBIX (hAaa-

OB MAH Ha HEKOPPEKTHYIO JAWHY MacCuBa



http://http/msdn.microsoft.com/en-us/library/windows/desktop/ms681386/%28v=vs.85/%29.aspx
http://http/msdn.microsoft.com/en-us/library/windows/desktop/ms681386/%28v=vs.85/%29.aspx
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Koxa Bo3Bpara

MecTo0 BO3HUK-

Onucanne u NpUu4vHa BOSGHUKHOBCHHUSA

HOBEHHUs OLIHO0- OIMOKH
KH
VCERT_E_INVALID_CONTEXT LOCAL [Ipon3omiaa IOOBITKA HCIIOAB30BaHUS HeIpa-
(0XE0700003) REMOTE BHABHOTO KOHTEKCTa OHMOAMOTEKH HAH KOHTEK-
CS CTa BBIIIOAHEHHY IIOTOKOBOM oOllepaliuu, Hapy-
mieHwe napamMeTpoB Ipoduaeii B Peectpe (B
cAydae AOKaAbHOM Oubamoreku), omnbka B
cuHTakcuce aiisa pkil.conf (B caydae 6ubaro-
Teku KC) naum omubka Ipu MOUCKe 0O0BEKTOB 110
3anpocy ot APM YKC
VCERT_E_OPERATION_NOT_SUPPORTED LOCAL HempaBuabHBIE 3HAYEHHd B CTPYKTypax lo-
(0xE0700004) REMOTE cal_param_t uam crsrv_param_t, BEI30B HEIIOM-
CS nepxkuBaeMod (QYHKIIMH HAW HEPAaCIIO3HAHHAST
roMaHaa ¢ APM YKC
VCERT_E_INVALID_FLAG (0xE0700005) LOCAL HexkoppekTHOE HCIIOAB30BaHUE ¢aaros
REMOTE FLAG_DETACHED wuau FLAG_PKCS7
VCERT_E_NO_MEMORY (0xE0700006) LOCAL ITpouzoiriaa omubKa MPH IIONBITKE BBIAEACHUS
REMOTE 6A0OKa maMaTH HEOOXOOUMOT0 pazMepa
(O]
VCERT_E_HASH (0xE0700007) LOCAL IIpon3somiaa BHyTpeHHssa ommnbka CK3U mpu
REMOTE xamupoBaduu (mo FOCT P 34.11-94 uau 'OCT
P 34.11-2012) maHHBIX M3-3a OIIHMOKH CaMOTe-
CTUPOBaHUS KPUIITOrPadUIECKHUX IIPOLEAYD
VCERT_E_CERT_USAGE (0xE0700008) LOCAL OTCyTCTBYyeT HEOOXOOHUMOE  HCIIOAB30BaHUE
REMOTE (mmcppoBanue mau BelaHcaeHume Oll) mam pac-
CS IITUPEHHOE MCIIOAB30BaHHE 3aKPBITOTO KAOYa
cepTuduUKaT
VCERT_E_CERT_FIND_PRIVATE_KEY LOCAL [Ipousoiiaa oIIHOKa IIPU 3arpy3Ke 3aKpPbITOTO
(OxE0700009) REMOTE KAIOYa BO BpeMs HHHUIIMAAW3AIUH KOHTEKCTa
Cs 6ubaroTekn paboThl ¢ cepTHdHUKATAMH HAH
npu 3amnycke KC
VCERT_E_PKCS7_SET _TYPE LOCAL Bo3HHKAa HeXBaTKa pPECypcoB (OIlepaTHBHOM
(OXEO070000A) REMOTE IaMsATH) IIPH YCTAHOBKE THIIA COOOIIEHHSd B
PKCS#7 dopmarte
VCERT_E_PKCS7_ADD_SIGNATURE LOCAL Bo3HMKAa HeXBaTKa pPECypcoB (oIlepaTHBHOM
(0xE070000C) REMOTE maMsATH) IpH BerYucAeHHH OIl cooluieHHs B
CS PKCS#7 dopmare
VCERT_E_PKCS7_ADD_CERTIFICATE LOCAL Bo3HHKAa HexBaTKa pPECypcoB (OIepaTHBHOM
(0OxE070000D) REMOTE aMsTH) IpU qobaBAeHUM cepTu(UKaTa B MOI-
nucaHHoe coobitenue B PKCS#7 chopmare
VCERT_E_PKCS7_CONTENT _NEW LOCAL Bo3HHKAa HexXBaTKa pPECypcoOB (oIepaTHBHOM
(OxEO070000E) REMOTE IaMsaTH) OPH CO3OaHUU HOBOTO COOOIIEHUS B

PKCS#7 dopmare
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Koxa Bo3Bpara

MecTo BO3HUK-

Onucanne u NpUu4vHa BOSGHUKHOBCHHUSA

HOBEHHUs OLIHO0- OIMOKH
KH
VCERT_E_PKCS7_D2I (OXxE070000F) LOCAL Ommubka pacKoaupoBaHUs coobiteHus u3 DER-
REMOTE romupoBku B PKCS#7 dopmare m3-3a ero mo-
BPEXIECHUT UAH HEXBATKHU PECYPCOB
VCERT_E_PKCS7_I2D (0xE0700010) LOCAL Bo3HHKAa HexXBaTKa pPECypcoB (oIlepaTHBHOM
REMOTE naMsaTH) NOpH  3akomupoBaHuum B DER-
KOOUPOBKY coobrienus B PKCS#7 dopmare
VCERT_E_PKEY_NOT_GOST LOCAL Tun 3akpsrToro Karoua CK3U He cooTBETCTBYET
(0OxE0700011) REMOTE TpebyeMOMYy HAH y 3aKPBITOTO KAIOYA HEBEPHBIHN
WAW HEpPaCHO3HaHHBIH HAEHTHU(MUKATOD aATo-
putMa
VCERT_E_SIGN (0xE0700012) LOCAL [Ipousomiaa BHyTpeHHas omubka CK3U npu
REMOTE BbruucaeHUN OIl M3-3a BBITPY3KH 3aKPbITOTO
KAIOYa, OIIHMOKM CaMOTECTHPOBAHHS KPHIITO-
rpaddUYeCKUX MIPOLEAyP HAM HEXBATKH PeCcyp-
CcoB
VCERT_E_VERIFY_POLICY (0xE0700013) LOCAL IMpouzoiiaa ourubKa IIPHU HPOBEPKE HAAUYUUS
REMOTE peraaMeHTa B CepTU(UKATE H3-3a €ro OTCyT-
CTBH4 B cepTU(HUKATE HAH HEXBATKHU PECYPCOB
VCERT_E_VERIFY_EXTKEYUSAGE LOCAL IMpouzoiiaa ourubKa IIPHU HPOBEPKE HAAUYUUS
(0OxE0700014) REMOTE PACIIHPEHHOTO HCIOAB30BAHUA KAIOYA B Cep-
TU(UKATE U3-3a €r0 OTCYTCTBUSI B cepTH(UKA-
T€ MAM HEXBATKH PECYPCOB
VCERT_E_PKCS7_READ (0xE0700015) LOCAL [Ipou3soiiaa omubKa MPHU IOMIBITKE PACKOIHPO-
REMOTE BaHuda u3 DER-KOOWPOBKH IIOAIIMCAHHOIO CO-
Cs obmenusa B PKCS#7 cdopmaTe H3-3a €ro HCKa-
JKEHUS UAM HEXBATKU PECYPCOB
VCERT_E_OVERFLOW (0xE0700016) LOCAL IMpomsomiaa omubKa HOpH HIpeobpasoBaHUHU
REMOTE JaHHBIX HU3-3a IIPEBBILIEHUA AOIIyCTHUMOIO pa3-
Mepa
VCERT_E_REQ_DAMAGED (0xE0700017) LOCAL [Ipou3soiiaa omrubKa MpU IOMIBITKE PACKOIHUPO-
REMOTE BaTb PKCS#10 3anpoc u3 DER-KOAUPOBKH
VCERT_E_REVREQ_DAMAGED LOCAL IIpown3omira omrubKa mpU MHOMBITKE PACKOIHUPO-
(0OxE0700018) REMOTE BaThb 3alIpoC Ha OT3bIB ceptudukara u3d DER-
KOIVUPOBKH
VCERT_E_VERIFY (0OxE0700019) LOCAL IIpowu3zoiiaa obuiaa omnbka npoBepku DIl mo-
REMOTE KyMeHTa
VCERT _E_VERIFY_FORMAT LOCAL BrigBaeHO HapyleHHe popMaTa MOAITHCAHHOTO
(OxE070001A) REMOTE COOOIIIEHUS HAM COOOIIEHUE HE SBASIETCHA IIOMI-

CS

IIMCaHHBIM
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KH
VCERT_E_DELETE_SIGN (0xE070001B) LOCAL IIpouzomiaa ommnbka ymnaseHus Ol u3 moanu-
REMOTE CAHHOI'O COOOIIEHHs, CBA3aHHAd C HEXBATKOM
pecypcos
VCERT_E_PKCS7_SET_CIPHER LOCAL Bos3Hnkaa ommnbka yCTaHOBKH THIIA 3alId(po-
(OxE070001D) REMOTE BaHHOro cooburennsa B PKCS#7 dopmare n3-3a
HEXBATKH PECYPCOB
VCERT_E_PKCS7_SET_CIPHER_INFO LOCAL Bosaukaa ommbka yCTaHOBKH cepTudHKaTa
(0OxEO070001E) REMOTE OTHpaBHUTEAS 3aIllN(pPPOBAHHOIO COOOILIEHUS B
PKCS#7 dopmarte u3-3a HEXBATKHU PECYPCOB
VCERT_E_PKCS7_ADD_RECIPIENT LOCAL Bo3umnkaa ommbka mobaBaeHUA cepTUdHUKATA
(OxEO070001F) REMOTE roAydaTeAs 3ailu(poOBaHHOIO COOOIIEHUT B
PKCS#7 dopmate u3-3a HEXBATKHU PECYPCOB
VCERT_E_PKCS7_ENCRYPT LOCAL Bosnukaa ommbka (puHasuzanuu GopMHpPOBa-
(0xE0700020) REMOTE HUS M 3aKOAMPOBAaHHHA 3allIHN(pPPOBAHHOIO CO-
ob6menus B PKCS#7 ¢opmarte
VCERT_E_ENCRYPT (0xE0700021) LOCAL Bosuukaa BHyTpeHHasa omrnbka CK3U mpu 3a-
REMOTE mInppoBaHUU COODIIIEHHUST M3-3a BBITPY3KH 3a-
KPBITOTO KAIOYA, OLIMOKM CaMOTECTUPOBAHUSI
KpPUNTOTPA(PUIECKUX MPOLEAYyP HAW HEXBATKHU
pecypcos
VCERT_E_PKCS7_ WRONG_TYPE LOCAL ITomeITKa HCIIOAL30BaHUL daara
(0OxE0700022) REMOTE FLAG_DETACHED, He cOOTBETCTBYyIOIIAs IIOI-
Cs IIMCAaHHOMY COOOILIEHHIO, HAW OOHapy:KEHUe
HEpacCIIO3HAaHHOTO HAEHTH(UKATOpa, 3alIud-
POBaHHOTO HAW IIOAITMCAHHOTO COOOLIEHHS B
PKCS#7 dopmarte
VCERT_E_EVP_GET_CIPHER LOCAL He ObIA pacmo3HaH HAEHTU(MPHUKATOP aATOPUTMA
(0OxE0700023) REMOTE muppoBaHUd OpU pasbope 3aiIupPOBAHHOTO
coobieHusa B (popmare PKCS#7
VCERT_E_DECRYPT_NO_RECIPIENTS LOCAL He HalimeH CHIHCOK HAEHTH(MHUKATOPOB CEPTH-
(0OxE0700024) REMOTE duKaToB moAydaTeAsed 3amu@pPOBaHHOIO CO-
obmenua B popmate PKCS#7
VCERT _E_DECRYPT NO_SENDER LOCAL He natimeHn cepTU(UKAT OTIIPABUTEAd 3alIud-
(0XE0700025) REMOTE POBaHHOTO COODIIIEHUST
VCERT_E_DECRYPT _NO_RECIPIENT LOCAL [IpousBeneHa IIOMBITKA pPacHIN(POBaTH CO0O6-
(0OxE0700026) REMOTE menve B PKCS#7 dopmare Ha ceprudukare,

HAEHTU(MUKATOP KOTOPOTO OTCYTCTBYET B CIIHC-
K€ HOEHTU(PHUKATOPOB CEPTH(RPHUKATOB IIOAydIa-

TEeAeHr
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OIIHOKH

VCERT_E_PKCS7_DECRYPT
(0xE0700027)

LOCAL
REMOTE

[Ipowu3zoiraa omubKa paciIudpoBaHus CO0bIIe-
Hug B PKCS#7 dopmarte u3-3a ero MCKazkeHUd,
HEXBAaTKH PECYpPCOB HAM BHYTPEHHeH OIINOKH

CK3U

VCERT_E_DECRYPT (0xE0700028)

LOCAL
REMOTE
(O]

Bosankaa BHyTpeHHaa ommnboka CK3U npu
pacmndpoBaHUHE COOOIIEHHS H3-32 BBITPY3KH
3aKPBITOI'0 KAIOYA, OIIHMOKH CaMOTEeCTHUPOBAHUS
KPUNTOTPA(PUYIECKUX MPOLIEAYP HAW HEXBATKU

pecypcosB

VCERT_E_RANDOM (0xE0700029)

LOCAL
REMOTE

[Ipousomiaa BHyTpeHHas omubka CK3U npu
OpPMHPOBAaHUN CAYYAWHOM II0CAE€LOBATEABHO-
CTH H3-3a OIIHOKH CaMOTEeCTHUPOBAHHS KPHUIITO-
rpadUYeCcKUX MIPOLEAyP HAHM HEXBATKH Pecyp-

COB

VCERT_E_OPEN_CONFIG (0xE071002A)

LOCAL
REMOTE

[Tpownsoiaa omwubKa IPU OTKPLITHH KOHQUIY-
palnmoHHOro (afisa ¢ mapameTpaMu IpoduaeH

pkil.conf

VCERT_E_READ_CONFIG (0xE071002B)

LOCAL
REMOTE

[Tpownsoiaa omubKa IpH YTEHUH KOHQUIypa-
muoHHoro datisa ¢ napaMmerpaMu Irpoduaei

pkil.conf

VCERT_E_NO_DEFAULT_CONFIG
(0xE071002C)

LOCAL
REMOTE

IIpu UHUIIHAAM3AIIMKM KOHTEKCTa OHMOAMOTEKH
He ObIAO yKazaHO UMs IIPOMHAT B OTCYTCTBYET
IIPOHAB 10 YMOAYAHHUIO B KOH(OUTYPAITOHHOM

daiiae ¢ mapamerpamu npoduaeii pkil.conf

VCERT_E_OPEN_PSE (0xE070002D)

LOCAL
CS

BosHukaa omnbKa OTKPBITHS, YTE€HHS HAW 3a-
mucu daiisa IICII npu WHHUIIHAAHU3AIHMHA KOH-
TEKCTa AOKAABHOM OHMOAHMOTEKHN HAU 3arpys3Ke
KC, ommbka BBIIIOAHEHHS SKCIOPTa 3arpoca
Ha IIOAYYE€HHE HOBOIO CepTH(HKaTa HAU 3a-
Impoca Ha OT3BIB pabodero ceprtuduUKaTa B
PKCS#7 dopmate, nan ommbKa uMmmopra daii-

Aa ¢ OOHOBAEHUAMHU

VCERT_E_OPEN_LOCALSTORE
(OXEO070002E)

LOCAL
CS

BosHukaa omnbKa OTKPBITHS, YTE€HHS HAM 3a-
mucu datisa uan B ACII npu HHHUIIMAAN3AITUHT
KOHTEKCTa AOKAABHON OHOAMOTEKH HAU 3aTpy3-

ke KC

VCERT_E_VERIFY_STORE_USAGE
(0OxE070002F)

LOCAL
CS

Y datiaa IICII muau paiina ¢ OOHOBAEHUSAMH B
dopmate PKCS#7 oTCyTCTByeT MAU YCTAHOBAEH
HEKOPPEKTHBIM UAeHTU(MUKATOP HCIIOAL30BaA-

HUA




64

BAMB.00134-06 33 01

Koxa Bo3Bpara

MecTo0 BO3HUK-

Onucanne u NpUu4vHa BOSGHUKHOBCHHUSA

HOBEHHUs OLIHO- OIMOKH
KH
VCERT_E_VERIFY_STORE (0xE0700030) LOCAL Hapymena mieaoctHocts datisa IICII manm dati-
(O] Aa ¢ obHoBAeHUAMHU B popMmaTe PKCS#7
VCERT_E_OPEN_LDAPSTORE LOCAL [Tpou3somiaa omubKa MOAKAIOYEHUS K CETEBOMY
(0OxE0700031) CS CIIPAaBOYHUKY CEPTU(PHUKATOB
VCERT_E_NO_STREAM_DATA LOCAL I[Ipu mombBITKE BBIIIOAHEHHS IIOTOKOBOIO pac-
(0xE0700032) REMOTE mudpoBaHug HaHHBIX B popmate PKCS#7 ne
6p1aa  HatimeHa ASN.1 mnocaemoBaTeABLHOCTH
I POBAHHOTO COAEPKHMOI0 HEOIIPEAEACHHOMH
JAUHBI
VCERT_E_BAD_STREAM_EOC LOCAL Briaa mpoms3BeneHa IOIBITKA PACIIH(POBAHUS
(OxE0700033) REMOTE HCKasKEeHHBIX IIOTOKOBBIX NAHHBIX B hopMare
PKCS#7 (He HalimeHa MeTKa OKOHYaHHUdA [OaH-
HBIX)
VCERT_E_VERIFY_CERT (0xE0700034) LOCAL [Ipou3oiisa onrubKa IpU IIOCTPOEHUU AU IIPO-
REMOTE BepKe LIEIIOYKU CepTUUKAaTa
CS
VCERT_E_CERT_MISSING (0xE0700035) LOCAL ITpou3zoiiiaa oIMbKa IIPHU MOCTPOEHUU HUAH IIPO-
REMOTE Bepke Ierodku ceptucgurkara man COC uz-3a
CS OTCYTCTBHSI B CIIPaBOYHHKAX HEOOXOIHUMOTO
ceprudHKaTa U3TATEAS
VCERT_E_CERT_EXPIRED (0xE0700036) LOCAL ITpou3zoiiiaa omubKa IIPHU MOCTPOEHUU HUAH IIPO-
REMOTE Bepke Ierodku ceptudgurkara uan COC uz-3a
CS IIPUCYTCTBHUA B IIEIIOYKE cepTHdHKATa C HC-
TEKIITUM CPOKOM JAeHCTBUS
VCERT _E_CERT DAMAGED LOCAL IIpomn3omira omrubKa mpu MOMBITKE PACKOAHUPO-
(0OxE0700037) REMOTE BaThk ceptucdgukar u3 DER-KogupoBKH HAH
CS IpoBepuUTs ero DI
VCERT_E_CERT _BROKEN_CONSTRAINT LOCAL [Ipou3zoiriaa OIHOKa IIPHU OCTPOEHHU HAH IIPO-
(OxE0700038) REMOTE BepKke Ieno4yku ceptudurkara uan COC muz-3a
CS HapyIIEHHBIX OIPaHUYEeHUH 1IETI0YKHU
VCERT_E_CERT_REVOKED LOCAL [Ipowu3zoiriaa omubKa IIPHU IOCTPOEHUU HAH IIPO-
(0OxE0700039) REMOTE BepKke Ieno4yku ceptudurkara uan COC muz-3a
CS HAAWYHS B LIETIOYKE OTO3BAHHOIO cepTHdHUKAaTa
VCERT_E_CERT_UNTRUSTED LOCAL ITpou3zoiriaa oIIHOKA IIPU IIOCTPOEHUU HAU IIPO-
(OxE070003A) REMOTE BepKe Iernodku ceprudgurkara mam COC m3-3a
CS HEBO3MOXKHOCTH ITOCTPOEHHUS ITOAHOH II€IIOYKH,

HAW IIPOM30IIAA OUIMOKa IIPHM HMIIOPTE OOHOB-
AEHUS W3-32 HEPACIIO3HAHHOTO cepTHuduKara,

IIOAITHMCABIIIETO 3TO OOHOBAEHHE
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VCERT_E_CRL_MISSING (0xE070003B) LOCAL [Ipou3zoiriaa OIIHUOKA IIPHU IOCTPOEHUU HAH IIPO-
REMOTE Bepke Iernodku ceprudgurkara man COC mu3-3a
CS OTCYTCTBUSI B CIPaBOYHHUKAX HEOOXOIHUMOTO
COC nspmarensa
VCERT_E_CRL_EXPIRED (0xE070003C) LOCAL [Ipou3ormiara omubka IpU MOCTPOEHUU AU IIPO-
REMOTE BepKke Ieno4yku ceptudurkara uan COC musz-3a
CS npucyrcrBuss B Ienodke COC ¢ HCTEKHIUM
CPOKOM OEUCTBUA
VCERT_E_CRL_DAMAGED (0xE070003D) LOCAL IIpu momneiTKe packomupoBaTk COC u3z DER-
REMOTE KOIUPOBKHU HAM IpoBepUTh ero DIl mpousomrsa
(O] omrnbka
VCERT_E_CERT _BROKEN_HIERARCHY LOCAL [Ipou3oiiasa omrubKa IpU IIOCTPOEHUU AU IIPO-
(OxEO070003E) REMOTE BEpPKe ILernodku ceptucgpurara uan COC usz-za
(O] HapyIIeHHBIX OIPaHUYEeHUH Hepapxuu
VCERT_E_CHAIN_ERROR (0xE070003F) LOCAL IMpouzoiisa obias ouriubka OpU IIOCTPOEHUH
REMOTE UAM IIPOBEpKe IeIoYKHU cepTudurara uau COC
CS H13-3a HEXBATKU PECYPCOB
VCERT_E_TOO_MUCH_CERT LOCAL I[Ipu mnowncke ceprudHUKaTa II0 YHHKAABHOMY
(0OxE0700040) REMOTE kputepuio (Upoentuduraropy kKaroda uau H3-
CS narearo u CepuiiHOMYy HOMepy) ObIAO HaMaeHO
6oaee omHOTrO cepTUdHUKATA
VCERT_E_INVALID_USAGE (0xE0700041) LOCAL IIpu moCTpOEHHM LENOYKU CepTHU(UKATA HAU
REMOTE COC wmam mIpH BBIIIOAHEHHH KpUIITorpadude-
(O] CKOH oImepamnuu oOHApy:KEHO, 4YTO CepTHU(dHUKAT
HE COOTBETCTBYET TPeOyeMOMYy HCIIOAB30BAHHUIO
(orcyTcrByeT HE0oOXO0AUMBIH peraaMeHT,
HUCIIOAB30BaHUE HAU pacIIupeHHOoe
HUCIIOAB30BaHUE KAIOYA)
VCERT_E_INVALID_SIGNATURE LOCAL IIpousomiaa  Kpunrorpadudeckasd  OIIHOKa
(0xE0700042) REMOTE CK3H npu nposepke OII us-3a HeBepHO# OI1
CS
VCERT_E_OPENKEY_NOT_FOUND LOCAL I[Ipu IIOCTPOEHUHU LIEMOYKU CepTHU(HUKATA HAH
(0xE0700043) REMOTE COC mpown3somisa ourubKa IOAYYEHHUS OTKPBITO-
CS ro KAIO4Ya u3fiaTeAs aad npoBepku Ol
VCERT_E_SELFCHECK (0xE0700044) LOCAL IIpoun3omira omrnbKa Npu BBIIOAHEHHU CaMOTe-
REMOTE CTUPOBAHUS KPUNTOTPAPUIECKUX (PYHKITUH
CS
VCERT_E_UPDATECRL (0xE0700045) LOCAL IMpoun3omiaa omubka mpu noucke COC masg ob6-
REMOTE HoBAeHU4 B ACII

CS
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VCERT_E_CERT_NOT_FOUND LOCAL HeobOxoguMblii cepTHU(PUKAT [AS BBIIIOAHEHUS
(0OxE0700046) REMOTE npoBepku Il MAM [Ad BBIIIOAHEHUS pacHIudg-
(O] poBaHusa COObIIeHNd He ObIA HaWAEeH B HOCTYII-
HBIX CIIPAaBOYHHUKAX CEPTHMHKATOB
VCERT_E_CERT_NOT_YET_VALID LOCAL [Ipou3ormiara omubka IpU MOCTPOEHUU AU IIPO-
(OxE0700047) REMOTE BepKke Ieno4yku ceptudurkara uan COC musz-3a
(O] IIPUCYTCTBUA B IIETIOYKE €Ile He NefiCTBUTEAD-
HOTO 10 BpeEMEeHH cepTudHKaTa
VCERT_E_REQ_NOT_FOUND LOCAL IMpou3soiira omrubKa HpH IIOMCKE 3arrpoca Ha
(OxE0700048) REMOTE roAydeHue HoOBoro pabodero ceprudukara B
(O] ACII u3-3a OTCYTCTBHS PECYPCOB
VCERT_E_PKCS7_WRONG_ALGORITHM LOCAL Briaa mpom3BeneHa IOIBITKA PACIIH(POBAHUS
(OxE0700049) REMOTE naHHbIX B (popMmare PKCS#7, 3amudpoBaHHBIX
GAOKOM, C TIIOMOIIBIO IIOTOKOBBIX (YHKITHUH
pacunpoBatHug, HAH 3alllH(PPOBaHHOE CO00-
IIIEHUE COAEPZKUT HEPACIO3HAHHBIH HICHTH-
duKaTOp aAropuTMa
VCERT_E_KEY_EXPIRED (0xE070004C) LOCAL IMpou3zoiiiaa OmIUOKA H3-3a MOIBITKH HCIIOAB30-
REMOTE BaHUS 3aKPBITOTO KAIOYA C HCTEKIIHNM CPOKOM
CS e CTBUS
VCERT_E_KEY NOT _YET VALID LOCAL ITpouzoiriaa OMIUOKA H3-3a MOIBITKH HCIIOAB30-
(0xE070004D) REMOTE BaHUS 3aKPBITOTO KAIOYA C elle He HACTYIIHB-
CS IIUM CPOKOM JAEUCTBHUS
VCERT_E_CRL_NOT_YET_VALID LOCAL [Ipou3soiriaa omubKa IIpHU MOCTPOEHUU HAH IIPO-
(OxEO070004E) REMOTE BepKe Ieno4yku ceptudurkara uaun COC muz-3a
CS IIPUCYTCTBUS B IIETIOYKE eIlle He NeHCTBUTEAb-
Horo 1o BpemeHu COC
VCERT_E_INIT_CSP (0OxE070004F) LOCAL [ITpu mombITKE HHHUIIMAAM3AIIUU KOHTEKCTa AO-
CS KaAbHOM 6mbanoTeKM MM 3arycke KC mpom3so-
IIIAa BHYTPEHHsS OIIMOKAa HWHHIIHMAAWU3AIUU
CK3U1
VCERT_E_SIGN_INIT (OxE0700053) LOCAL ITpu mombeITKE HHHIIMAAM3AILIUKU KOHTEKCTA AO-
CS KaAbHOM 6mbAnoTeKM MM 3arycke KC mpowu3so-
IIAa  OIIHOKA WHUIIMAAWU3AIUN MOAYAd IIOM-
nepxkku Ol CK3U1
VCERT_E_CRYPTO_INIT (0OxE0700054) LOCAL [Tpu mombITKE HHUIIHMAAU3AIINN KOHTEKCTa AO-
CS KaabHO#M OubamnoTeku mau 3amycke KC mpowuzo-

1Aa OIIMOKAa WHUIIHAAW3AIIUU MOOYAS TIOMI-

nepxkku mugppoanug CK3U
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VCERT_E_OPEN_PROFILES_KEY LOCAL [Ipm mombITKE HMHHUIIHMAAM3AIIMKN KOHTEKCTAa AO-
(OXEO070005F) KaAbHOM OGHOAMOTEKU IIPOM30IIIAA OLIMOKA 4Te-
HUg KoH(urypauuu mnpoduaeii CrpaBOoYHHKA
ceprudukaToB u3 Peecrpa
VCERT_E_FIND_SESSION (0xE0700081) REMOTE Ceccusa KC, ykazanHas B napamerpe (QOyHKIIHUH,
CS He HalieHa II0 ee UAEHTU(OHUKATOPY
VCERT_E_SIGNLEN (0xE0700082) LOCAL IIpu mobaBaeHMH HAH IpoBepKe Ol mpou3zornaa
REMOTE omubKa KOHTPOAS [OAMHBI HAU HCKasKeHUe
dopmaTa MOAIHNCAHHOTO COOOIIEHHS
VCERT _E_DECRYPT FORMAT LOCAL Oumiubra IpU IIONBITKE OEKOAUPOBAHHUS 3a-
(0OxE0700083) REMOTE mupoBaHHOrO  coobiieHuss B dopMmare
PKCS#7 mu3-3a ero MCKaxX€HHd HAU €ro HeLo-
CTATOYHOM JAMHBI
VCERT_E_ADD_OBJECT (0xE0700087) LOCAL IMpou3zoiiaa omubKa mpu H060aBAEHUU OOBEKTA
REMOTE (ceprudpurkara, COC mam 3ampoca Ha IOAyde-
(O] HHE HOBOTO HAM Ha OT3bIB pabodyero cepThdu-
kata) B IICII (mag cepTHdHKATOB KOPHEBOI'O
[IC), ACII (mas oCTaABHBIX OOBEKTOB) HAU B
datia B popmare PKCS#7 naa orupasku B LIP
VCERT_E_TOO_MANY_CERTS_FOUND LOCAL [Ipu BBIIOAHEHUH KpHIITOrpaduydecKoil orepa-
(0xE0720089) REMOTE HuH HadineHo 6Ooasee omHOro cepTUdHKaTa II0
CS YHHUKaABHOMY KPHUTEPHIO IIOUCKA
VCERT_E_USER_CANCEL (0xE072008A) LOCAL Omneparnus npepBaHa [I0AB30BATEAEM
VCERT_E_OPEN_INFILE (0xE070008B) LOCAL IIpown3omira omrubKa OTKPBITUS BXOTHOTO ati-
REMOTE Al
VCERT_E_OPEN_OUTFILE (0xE070008C) LOCAL I[Ipousoiiaa OIIHMOKA OTKPBITUA BBIXOIHOTO
REMOTE daiiaa
VCERT_E_READ_FILE (0OxE070008D) LOCAL [Ipou3soiiasa ournbKa YTEHUS WA OTOOpazKeHHUS
REMOTE B IIaMATh BXOHOTO haiisa
VCERT_E_WRITE_FILE (0OXxE070008E LOCAL IIpoun3omira omrnbKa 3amuCH UAU OTOOpazkKeHUs
REMOTE B IIaM4Th BBIXOAHOTO haiira
VCERT_E_FILE_LENGTH (0xE070008F) LOCAL [Ipouzoiiaa OIIHOKA M3-32 HEKOPPEKTHOH IAU-
REMOTE HBI BXOOHOTO (paiira (HyaeBoil uAu Ooasee 2

I'6aiir)
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KH
VCERT_E_FILE_MAPPING (0xE0700090) LOCAL IIpouzomiaa omubka oTobpazkeHus d¢aiira B
REMOTE OII€PAaTUBHYIO IaMAaTh M3-3a HEXBATKU PeECyp-
COB
VCERT_E_DELETE_OBJECT CS [Tpou3somiaa omubka ynasesHusd oobekra u3 ACII
(0xE0700091) HU3-3a HEXBaTKH PECYpPCOB HMAM HCKa*XEHUI
dopmaTta ACII
VCERT_E_INSUFFICIENT_SIGNS LOCAL KoauyecTBo oOHapyzkeHHBbIX Il mommucaHHOTO
(0xE0700092) REMOTE COOOIIIEHUSI MEeHBIIIe, YeM TpedyeMoe
VCERT_E_VERIFY_CRL (0xE0700093) LOCAL ITpouzoiriaa oIMOKAa IIPHU OCTPOEHUU HAH IIPO-
REMOTE Bepke 1ernoyku COC
(O]
VCERT_E_GET_PUBKEY (0xE0700094) LOCAL [Ipouzoiriaa OIIHUOKA IIPHU IIOAYYEHUH OTKPBITO-
REMOTE ro KAOYa H3 cepTUdUKaTa IMIOAITHCABIIETO,
BO3HHKIIAas NHpHU IpoBepke OIl X3mI-pyHKIINH
JAaHHBIX
VCERT_E_REQ_NEW (0xE0700098) LOCAL [Tpou3soiaa omubKa IIpHU CO3MaHUH 3aIIpoca Ha
IIOAyYeHHEe HOBOTO pabodero cepTUdHKaTa H3-
3a OIIMOKM (POPMHPOBAHUHA 3aKPBITOI'O KAIOYA
AW HEXBATKH PECypco
VCERT_E_REQ_SIGN (0xE070009A) LOCAL IMpownsomaa ommubra npu BeruucaeHuu Ol 3a-
IIpoca Ha IOAyYEeHHE HOBOrO Pabodero CepTH-
dukarTa u3-3a HEXBATKH PECYPCOB
VCERT_E_MAKE_REVREQ (0xE070009B) LOCAL [Ipou3soiaa omubKa IIpU CO3MAaHUHN 3aIlIpoca Ha
0T3BIB pabouero ceptTudrKaTa H3-3a HEXBATKHU
pecypcos
VCERT_E_SIGN_REVREQ (0xE070009C) LOCAL IIpoun3somiaa omrnbka mpu BbraucaeHuu Oll 3a-
IIpoca Ha OT3BIB pabodero cepTudHUKaTa H3-3a
HEXBATKH PECYPCOB
VCERT_E_LOAD_PRIVATE_KEY LOCAL IIpon3somira ommubKa HpU 3arpy3Ke 3aKpPbITOTO
(0OxE070009D) CS katoda ¢ APM YKC nau nipu ycTaHOBKE HOBOT'O
pabouero ceprTudukaTa
VCERT_E_ADD_SIGNER (0xE070009E) LOCAL IIpomn3omiaa omubka mpu BeraucaeHun II1 T1CII
CS BO BpeMs HMIIOPTa OOHOBAEHHS HAW IIPH BBI-
gyucaenun Ol 3arrpoca
VCERT_E_PKCS7_DATA_INIT LOCAL Ourubra npu (pOpMHUPOBAHUU 3alIN(PPOBAHHO-
(OxEO070009F) REMOTE ro coobuienusa B popmare PKCS#7 m3-3a oTcyT-
CTBHH PECYPCOB
VCERT_E_BIO_WRITE (0XxE07000AO) LOCAL Ournbra mpu (popMUpOBaHUU OAOKA JAHHBIX
REMOTE 3anInpoOBaHHOrNO coolireHus B dopMmare

PKCS#7 n3-3a OTCYTCTBHSA PECYPCOB
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VCERT_E_OPEN_IDP (0xE07000A1) LOCAL IIpouzoiiaa OmIKOKA MIPU IIOHBITKE ITOAKAIOYE-
REMOTE HUg K TodKe pacrnpoctpaneHnsa COC Bo Bpemd
CS BBIITOAHEHUS omepaliiu 00HOBAEHUS
VCERT_E_READ_IDP (0OxE07000A2) LOCAL [Ipou3somira omubKa IIPU YTEHUH OAaHHBIX K3
REMOTE ToukHu pacnpoctpaHeHnas COC Bo BpeMd BBI-
CS IIOAHEHHS OIllepaii OOHOBACHUS
VCERT_E_SESSIONCORRUPTED LOCAL [Ipousomiaa ommbka H3-3a HEBEPHON [IAWHBI
(OxEO07000A3) TIOAYYE€HHBIX JAaHHBIX KOHTPOASI IIEAOCTHOCTH BO
BpeMd IIPOBEECHUS CeaHCa YCTAHOBACHHS HAH
IIPU UCIIOAB30BAHHUHU ITH(PPOBAHHOIO KaHaAA
VCERT_E_MAC (0xE07000A4) LOCAL [Ipousomiaa omubka H3-3a HECOOTBETCTBUS
BBIYHMCA€HHOM KOHTPOABHOM CyMMBI, TpeOyeMoit
BO BpeMs IIPOBEAEHUSA CeaHCa YCTAHOBAEHHS,
WA TIPHU HCIIOAB30BaHUM ITH(POBAHHOIO KaHa-
Al
VCERT_E_CRYPT (0OxE07000A5) LOCAL IMpouzoiiaa omrubka MIpU IIH(POBAHUN AH-
HBIX BO BpeMs IIPOBEEHHS CEaHCa yCTaHOBAE-
HUS HAW IIPU HCIIOAB30BAaHHUHU IITHU(PPOBAHHOTO
KaHajAa H3-3a HEXBATKU PECYPCOB HAHM OIIHOKHU
CaMOTECTHPOBAHHUS KPUIITOrPaUIECKUX IIPO-
nenyp
VCERT_E_SPOOFING (0xE07000A6) LOCAL OOHapyzKeHO HCKaxKeHHe THIAa IIepe1aBaeMoro
COOOIIIEHNS HMAHM AHHBIX COOOIIEHHS BO BpPEMSI
IIPOBEEHHUS CeaHCa YCTAaHOBACHHUHA IIHUQPO-
BaHHOI'O KaHajaa
VCERT_E_CERTDONOTMATCH LOCAL OGHapy>KeHO HECOOTBETCTBHE CcepTudUKaTa
(OXEO07000A7) OTBETHOH CTOPOHBI 3aaHHOMY MIAOAOHY IIpH
06paboTKe MaHHBIX BO BpeMs IIPOBEEHUS Ce-
aHCa YCTAHOBACHHS ITH(POBAHHOrO KaHaAa
VCERT_E_XMLINIT (OXEO07000A8) LOCAL ITpownsomiaa omnbka MPU MHUIIHAAU3AIINH OH6-
REMOTE Anoreku paszbopa XML qoKyMeHTOB
VCERT _E_INVALID CREDENTIALS REMOTE OOHapyzKeHbI ayTeHTU(PUKAITUOHHbIE JaHHbBIE C
(OXE02000A8) OTPHULIATEABHOM HWAM HYAE€BOM [OAWHOM, IIepe-
IaHHble B ceccuio KC
VCERT _E_ACCESS_DENIED REMOTE Hoctynn k ceccun KC 3ampelneH mu3-3a HeEBeEp-
(OxE02000A9) HBIX ayTEeHTU(PUKAIINOHHBIX JaHHBIX
VCERT_E_SESSION_BLOCKED REMOTE Ceccua KC 3abrokupoBaHa HAH OXKHUOAET 3a-

(OXAO2000AA)

IPY3KH 3aKPBITOTO KAOYA
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VCERT_E_CLIENT_INFO (OxEO02000AB) REMOTE [Ipou3zoiriaa OIIHUOKA ITOAYYEHUS AAHHBIX O KAU-
€HTe ypoBH4 ceTeBoro nporokoaa DCE-RPC
VCERT_E_UNSECURE_CREDENTIALS REMOTE [anHa ayTeHTH(MHUKAIIMOHHBIX JaHHBIX MEHBIIIE
(OxE02000AC) MUHHMaAbHOM TpebyeMoll NAMHBEI B BOCeMb (8)
CHMBOAOB
VCERT_E_RESIGN_PROHIBIT REMOTE BrimoaHeHHe omepanuy MepernoqIuCcaHusI MeXK-
(OxE02000AD) Oy ykaszaHHbIMH ceccussMu KC 3amperrieHo
VCERT_E_TSP_HASH_LENGTH LOCAL HeBepHaga manHa X3mI1a IpU CO3MaHUU 3arrpoca
(0OxE0700100) Ha IIoAyYeHMe HITaMIla BpeMeHH
VCERT_E_TSP_HASH_ALGORITHM LOCAL HeusBecTHBIM HAM HEBEPHBIM AATOPHUTM XJ3IIa
(0OxE0700101) IIPU CO3AaHWH 3aIlpoca Ha IOAy4YeHHe IITamIiia
BPEMEHHU
VCERT_E_TSP_CERT_PURPOSE LOCAL CeprudukaT He MOXKET ObITh HCIIOAB30BAH [AS
(0xE0700102) BeraucaeHua OlIl 3ampocoB Ha IOAydYEHHE
HITaMIla BPEMEHH
VCERT_E_TSP_SIGN_FAILED LOCAL [Ipou3somiaa omubka mpu BbraucaeHuu Il 3a-
(0xE0700103) IIpoca Ha IIOAYYEHME IITaMIla BpEMEHHU
VCERT _E_TSP_NO_DIGEST LOCAL B cmircke aTpubyTOB OTCYTCTBYET XAII HAHHBIX
(0OxE0700104) u/uau Il ¢ ykazaHHBIM HHOEKCOM
VCERT_E_TSP_INVALID_SIGNER_NUM LOCAL [MITaMII BpeMeHHU COAEPKUT HEBEpHOE (HEe paB-
(0OxE0700105) HOe 1) KOAMYEeCTBO IIOAIINCAHTOB
VCERT _E_TSP_NO_TST INFO LOCAL IIpon3somiaa ommbKa IIPU IOAYYEHUU HHGOP-
(0OxE0700106) MAaITMOHHOT0 0AOKA IITaMIla BpeMeHU
VCERT_E_TSP_RESP_D2I (OxE0700107) LOCAL ITpownsomisa omMOKa IIPH BBIIOAHEHHH PAaCKO-
OUPOBAHUS IIOAIIHUCAHHOIO IIITAMIIA BPEMEHU
n3 DER-kKonupoBKU
VCERT_E_TSP_RESP_NOT_ISSUED LOCAL [ITaMn BpeMeHH He ObIA BbLIAH aBTOPHTETHBIM
(0xE0700108) HCTOYHHUKOM, TO €CThb 3HA4€HHE cTaTyca pe-
3yabraTa otamdaerca or 0O (granted) m 1
(grantedWithMods)
VCERT _E_ TSP DIGEST MISMATCH LOCAL [ToAyueHHBIH IIOAIUCAHHBIN IIITaMII BpPEMEHU

(0xE0700109)

COOEPXKUT XI3IlI NAaHHBIX, OTAUYHBIA OT IIOCAQH-

HOTro B 3armpoce xamia Il coobienus
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VCERT_E_OCSP_CERT_PURPOSE LOCAL CeptudukaT He MOXKET ObITH HCIIOAB30BAH [AS
(0xE0700140) BeraucaeHusg Ol 3amrpocoB Ha IIOAydeHHE CTa-
Tyca cepTudurara
VCERT_E_OCSP_SIGN_FAILED LOCAL [Ipon3somaa omubka mpu BbraucaeHuu Il 3a-
(OxE0700141) IIpoca Ha IOAYYEHHE cTaTyca cepTHUdHKaTa
VCERT_E_OCSP_RESP_D2I (0xE0700142) LOCAL [Tpownsoriaa omMOKa IIPU BBIIOAHEHHH PACKO-
OUPOBAHUS MOIITMCAHHOTO 3aIIpoca Ha II0Ay4e-
HUe craTtyca ceptudgurara u3 DER-konupoBku
VCERT_E_OCSP_RESP_NOT_ISSUED LOCAL 3amnpoc Ha IIOAydYeHHe cTaTyca cepTudUuKaTa He
(0xE0700143) OBIA IIOAITMCAH CETEBLIM OTBETYHKOM, TO €CTh
3HAYEHHE cTaTyca pe3yabTara oTamdaercs oT O
(successful)
VCERT_E_OCSP_NOT_BASICRESP LOCAL Tun IOATIMCAHHOTO 3aIIpoca Ha IIOAYYeHUe CTa-
(0OxE0700144) Tyca cepTuduKaTta He aBageTcd Ba3oBbIM
VCERT_E_OCSP_CERTID_MISMATCH LOCAL UpentndgukaTop OpoBepdeMOro cepTuduKkata
(0OxE0700145) U3 IOAIIMCAHHOIO 3alpoca Ha IIOAyYeHHE CTa-
Tyca cepTH(HKATa OTAHYAETCH OT IIOCAAHHOTO
B 3aIrIpoce
VCERT _E_OCSP_ISSUER_MISMATCH LOCAL Uma u3narteas cepTUdHUKATA CETEBOTO OTBET-

(0xE0700146)

YHUKa HE COOTBETCTBYET HMMEHHU HU3OATEAA IIPO-

BepseMOro cepTUdHUKaTa
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JIMCT perucrpauuu u3MeHeHHu

Uszm.

Howmepa nucros (cTpanuI)

n3Me-

HCH-

HBIX

3aMCHCH-

HBIX

HOBBIX

aHHYJIHPO-

BaHHBIX

Bcero nmu-
cToB (cTp.) B

JOKyMEHTE

Ne noxymenTa

Bxogsammit
Ne compoBoaurens-
HOTO

JIOKYMEHTa

TTonmuce

Jlata




